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1 Introduction

Here we present a proposal to concretize “5.1 Content Security Threat,” which was considered as a living list at the second meeting. This content is refined as the WG3 output document proposal, by reinforcing the three chapters covering FG IPTV-C-0235, which was proposed at the second meeting. 
In IPTV services it is necessary to consider content security at all points—content provider, service provider, network provider, and user. The main points of security attack are the network and the subscriber/terminal. This proposal concretizes the contents corresponding to IPTV-DOC-0044 as well as part of chapter 5 and all of 5.1 of IPTV-DOC-0045, based on the results of the previous two meetings.
2 Proposal Outline and Points
2.1 Security attack points in IPTV services
At the previous meeting, we classified security attack points in IPTV-C-0235 as shown by the figure on the following page. It is necessary to consider the same things in relation to content security. Typical attacks from each attack point are analyzed, and each attack and defence requirements are shown in chapter 3.
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Fig. 1 Security attack point model

3 Output Document Reflection Proposal
3.1 Security threats model (chapter 5, after Fig. 1)
Security threats can be classified into the following types: content security threats, service security threats, network security threats, terminal device security threats, and user security threats. The security threats model below shows the relationships between each of these threats. Furthermore, the model shows each of the security threats.
3.2 Content security threats (to 5.1)

Content security threats are expected to come mainly from the network and from terminals.
3.2.1 Content security threats from the network (to 5.1)
The main content security threats from the network are wiretapping, modification, and spoofing. These threats can be prevented by considering the points below in relation to content distribution.
· Wiretapping: content encryption

· Modification and spoofing: digital signature
3.2.2 Content security threats from the terminal (to 5.1)
Content security threats from home networks can be broadly divided into two kinds—threats that exploit vulnerabilities of the interfaces between individual devices, and methods that destroy a part of the inside of a device. Security design guidelines to protect against the former kind of threats can be established easily, since the attack points are clear. However, it is difficult to analyze the latter kind of security threats because the technical sophistication of attackers, the attack methods, and the attack points all vary widely. 

Interface attack
· Home gateway – terminal (equipment on premises of users)
· As a typical example, we can consider an attempt to discover a vulnerability in the DRM/CAS protocol in order to obtain the key information necessary to decode the encrypted content captured from the home network (e.g. Ethernet).
· Terminal – CAS

· Threats can occur in cases where the hardware configuration of the CAS is detachable from the terminal. In the case of video distribution by multicast, the same kind of threats as those of ordinary broadcasting can be expected. Since CAS is widely used in broadcasting, its technical maturity is high. One advantage is that when a vulnerability is found in the CAS itself, the CAS can be replaced relatively easily.
· Terminal – PCs

· It is conceivable that content inside a terminal is wiretapped or unauthorized accessed via the home network. A particular danger is the risk of unauthorized access to content by spoofing as a terminal in the case when content or licenses can be transferred between terminals.
· Terminal – monitor display

· This threat is conceivable when the TV monitor and terminal are separate. It is extremely difficult to eliminate this threat completely when output is passed through an analog output. An analog video coping is not serious problem because the image is deteriorated. There is no degradation of video when using digital outputs, such as HDMI and DVI-D, it is necessary to prevent this threat totally.
· Terminal – removable media (memory device)
· Writing content to highly portable devices such as removable media is extremely appealing, since it allows users to use content anytime and anywhere. To enable this, it is necessary to copy or move the encrypted content and encryption keys securely from the terminal to the removable media, but this can present a security threat.
· Note that a fundamental issue here is that even if it is assumed that there is perfect protection against security threats when the device is connected to the system, if there is no user ID function included with the device it is impossible to prevent items such as books and rental videos being shared by users. Thus, it is difficult to estimate the level of security threat presented by removable media.
Internal attack

· DRM/CAS in the Terminal
· This threat needs to be considered particularly when the CAS and the terminal are integrated in the terminal. If implemented in software, it is impossible to make the DRM/CAS completely tamper-resistant, so it is necessary to determine the expected security attack level, and consider an implementation method that can stand up to such attacks. Also, if the DRM/CAS is integrated in the terminal, it is necessary to take into account the fact that it is extremely difficult to replace the DRM/CAS in the event of piracy.
· HDD in the Terminal

· It is necessary to ensure that content cannot be read irregularly from a terminal containing a built-in hard disk. In particular, when reading from a terminal connected to a network is allowed, careful attention must be paid to preventing unauthorized reading of content.
· Memory device

· In the case of highly portable media, many of the devices themselves have content protection mechanisms. When using such media, it is essentially impossible to share the media itself, so this should be taken into account to achieve a security balance.
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