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1. Document Scope

This technical proposal addresses the basic architecture requirements for authentications in a distributed IPTV network. The scope of the authentication discussed in this proposal includes terminal device authentication, subscriber authentication and service authentication.

2. Introduction

The IPTV services basically are established and delivered in a more secure and reliable network compared to other Internet services. The IPTV services should only be provided to those legitimate subscribers and may only be delivered to those authenticated terminal devices where the subscribers can access. After the authentication, the subscriber will be able to access to the corresponding servers and will be guaranteed the service is from the authentic servers. The service authorization, by which different subscribers may be authorized to have different service coverage or access to different resources, is beyond the scope of this proposal, even though in many cases, authentication and authorization are defined under the same structure. 

3. Authentication Differences between IPTV and Internet Services

There are three major differences:

· IPTV services may require a subscriber as well as his terminal device to be authenticated while most Internet services only require user authentication

· IPTV subscriber authentication may require only once during device installation while most Internet services require service signup (via providing user ID and password) every time.
· IPTV system should have higher security level and stronger authentication mechanism than the traditional Internet based authentication. 
4. Subscriber Authentication

Unlike Internet services, the IPTV service can bind subscriber with his terminal device(s) to simplify the use of device(s), in which , the subscriber authentication is done once during STB installation; it can be simply implemented by providing unique user code and password. 

Subscriber authentication can also use smartcard or SIM card, where subscriber’s identifier is securely stored.

5. Terminal Device Authentication

There are two phases of terminal device authentication. In the initial device installation phase, a PKI based challenge response model could be used to establish permanent key. The second phase would be subsequent power-on device authentication by using the already established permanent key after installation.

The permanent key should be generated during terminal installation. Once it is generated, it should be scrambled and stored in a permanent storage inside the terminal device with basic secured access control. The permanent key should not be changed until a new installation process is performed. Several security measures shall be considered when establishing permanent key.

· It is preferred to use PKI mechanism to secure the channel of generating the permanent key.

· Basic challenge and response method should be adopted in the process of generating permanent key.

· It is highly recommended to have certain hardware component such as secure processor and/or secured micro co-processor to facilitate the permanent key generation process, message encryption and key storage.

Instead of using permanent key to secure the service channels between the terminal devices and authentication server, a terminal device should use the permanent key to generate the session key and use it to encrypt the communication channels with authentication servers. 

· And session key could be changed in operator specified interval. This will enhance the overall security of subscriber authentication system.

· A re-authentication process at a certain interval is recommended to exchange new session key.

6. Service Authentication

A Kerberos token based mechanism is recommended for the service authentication, since in the IPTV system, one terminal device has to communicate with multiple servers such as VoD, EPG and Billing servers for intended services. To increase the security level of the token based authentication, the followings should be considered.

· Session key should be able to be changed at an operator specified interval.

· Session key change should be smooth, i.e. opaque to subscriber. No additional user intervention is required.

· Token should be time stamped to prevent replay attack.

7. A Case Study of IPTV STB and Subscriber Authentication Model

The following diagram depicts a general model of the STB and subscriber authentication based the standard Kerberos token mechanism.
1) STB and Authentication Server

STB communicates with the authentication server for initial terminal and subscriber device installation and authentication, as well as for subsequent power on authentications. All the service access tokens are generated by authentication server.

2) STB and application servers and other resources

The communications between STB and application servers in the IPTV system are secured by access tokens that STB acquired in its authentication process with the authentication server.
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8. Proposal 
In this contribution, the architecture requirements for IPTV authentication are proposed for further study, and we suggest add a separate section in FGIPTV-OD-0015e (IPTV Security Aspects)  of WG3 and further study the followings in details:  

· The architecture of IPTV authentication 
· The mechanism of subscriber authentication 
· The mechanism of terminal device authentication
· The mechanism of service authentication
______________
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