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“The UN Convention on the Rights of the Child defines a child as being any person under the age of 18. These Guidelines address issues

facing all persons under the age of 18 in all parts of the world. However, a young internet user of seven years of age is very unlikely to have
the same needs of interests as a 12 year old just starting at High School or a 17 year old on the brink of adulthood. At different points in the
Guidelines we have tailored the advice or recommendations to fit these different contexts. Whilst using broad categories can act as a useful
guide it should never be forgotten that, in the end, each child is different. Each child’s specific needs should be given individual consider-
ation. Moreover there are many different local legal and cultural factors which could have an important bearing on how these Guidelines
might be used or interpreted in‘any given country or region.

1§ now a substantial body of international law and international instruments which underpin and in many cases mandate action to

both generally, and also specifically in relation to the internet. Those laws and instruments form the basis of these Guide-

sively summarizediin the Rio de Janeiro Declaration and Call for Action to Prevent and Stop Sexual Exploitation 5l
ted at the 3rd World Congress against the Sexual Exploitation of Children and Adolescents, in November,
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Foreword

I welcome this opportunity to share with you these preliminary
guidelines which have been developed with the invaluable help of
multiple stakeholders.

Child Online Protection — in the era of the massively-available
broadband Internet — is a critical issue that urgently requires a global,
coordinated response. While local and even national initiatives
certainly have their place, the Internet knows no boundaries, and an
international cooperation will be the key to our success in winning
the battles ahead.

Children themselves — using computers and mobile devices to access
the Internet — can do a great deal to help us win the fight against
cybercrime and cyberthreats, and I am personally grateful for your
support.

Dr Hamadoun I. Touré

Secretary-General of the International Telecommunication Union (ITU)
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The information society in
which today’s children and
young people are growing up,
offers an instant digital world
through the click of a mouse.
An unprecedented level of
services and information is ac-
cessible through a computer or
a mobile device with Internet
access. The barriers associated
with the cost of these devices
and access to the Internet are
diminishing rapidly. All these
technical developments provide
children and young people with
unparalleled opportunities to
explore new frontiers and meet
people from faraway places.
Children and young people are
truly becoming digital citizens
in an online world that has no
borders or frontiers.

More often than not, this is

a positive and educational
experience: one that assists
younger generations in better
understanding both the differ-
ences and commonalities of the
people of the world. However,
children and young people also
need to be aware of some of
the potentially negative aspects
of the technologies.

Harmful activities can include
bullying and harassment, identity
theft and online abuse (such as
children seeing harmful and ille-
gal content, or being exposed to
grooming for sexual purposes,
or the production, distribution
and collection of child abuse
material).

Executive Summary

These are all threats to children
and young people’s well being
and a challenge that must be

addressed by all stakeholders,
including children themselves.

Whilst all providers of online
services should do whatever
they can at a technical level to
make the Internet as safe as it
can be for children and young
people, the first and best form
of defense in protecting YOU
1s making you aware of what
can happen online and make
you understand that there is
always a solution to a problem
that you may encounter online.
Empowering children and young
people through education and
awareness raising is therefore of
paramount importance.
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These Guidelines have been
prepared in the context of the
Child Online Protection (COP)!
Initiative in order to establish
the foundations for a safe and
secure cyberworld not only for
today’s children but also for fu-
ture generations. They are meant
to act as a blueprint which can
be adapted and used in a way
which is consistent with national
or local customs and laws. More-
ovet, as indicated in the insert
on page 4 it will be appreciated
that these guidelines address
issues which might affect all
children and young people
under the age of 18 but each age
group will have different needs.
Indeed each child is unique, de-
serving individual consideration.

These global guidelines for

' wwwitw.int/cop

2 http://www.unicef.org/crc/

children and young people have
been developed by the ITU and
a team of contributing authors
from leading institutions active
in the ICT sector, for example
Save the Children, Interpol and
Telefonica, CHIS and INSAFE.

The United Nation’s Convention
of the Rights of the Child* and
specifically the WSIS Outcomes
recognized the needs of children
and young people and their pro-
tection in cyberspace. The Tunis
Commitment recognized “the
role of ICTs in the protection
of children and in enhancing

the development of children” as
well as the need to “strengthen
action to protect children from
abuse and defend their rights in
the context of ICTs”.

Through issuing these Guide-

lines the COP Initiative calls

upon all stakeholders, includ-
ing children and young people,
to promote the adoption of
policies and strategies that will
protect children in cyberspace
and provide safer access to all
the extraordinary opportunities
and resources that are available
online.

It is hoped that this will not only
lead to the building of a more
inclusive information society,
but also enable counttries to
meet their obligations towards
protecting and realizing the
rights of children as stated in the
United Nations Convention on
the Rights of the Child, adopted
by UN General Assembly reso-
lution 44/25 of 20 November
1989 and the WSIS Outcomes
Document.
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Background

The UN Convention on the
Rights of the Child, approved

by the United Nations in 1989,

is the most important and sig-
nificant legal tool in the defence
and promotion of children’s and
young people’s rights. It places the
emphasis on real needs, not only
in terms of vulnerability and pro-
tective measures, but also in terms
of the promotion and apprecia-
tion of the abilities of each and
every child and young person.

The Wotld Summit on the In-
formation Society (WSIS) which
was held in two phases in Ge-
neva from 10 to 12 December
2003 and in Tunis from 16 to 18
November 2005 concluded with
the approval of the WSIS Out-
come Documents which made

a bold commitment “to build

a people-centred, inclusive and

development oriented informa-
tion society, where everyone can
create, access, utilize and share
information and knowledge.”

At WSIS, I'TU was entrusted

by leaders of the international
community with Action Line C5:
“building confidence and security
in the use of ICTs”. The WSIS
outcomes also specifically recog-
nized the needs of children and
young people and their protection
in cyberspace. The Tunis Com-
mitment recognized “the role of
ICTs in the protection of children
and in enhancing the develop-
ment of children” as well as the
need to “strengthen action to
protect children from abuse and
defend their rights in the context
of ICTs”.

Guidelines for Children and Young People
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Furthermore the global commu-
nity of children and young people
stated in the outcome document
of the World Congress 111 against
Sexual Exploitation of Children
and Adolescents held in Brazil in
2008° the following: “We ask for
strong cyber safety rules which
are well propagated on both the
websites and within the com-
munities. To this end we call for
the increased development of
children’s, teachers’, parents’ and
family manuals which address the
threats of the internet in addition
to providing supplemental infor-
mation about Sexual Exploitation

of Children.”

Online technologies present many
possibilities to communicate,
learn new skills, be creative and
contribute to establishing a bet-
ter society for all, but often they
also bring new risks e.g. they can
expose children and young people

to potential dangers like illegal
content, viruses, harassment (e.g
in chat rooms), the misuse of
personal data or grooming for
sexual purposes.

There is no silver bullet solution
to protect children online. This

is a global issue which requires a
global response from all segments
of society, including children and
young people themselves.

3 http://www.ecpat.net/ WorldCongressIII/PDF/Outcome/WCIHI_Outcome_Document_Final.pdf
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Case Study: Children and Young People’s Voices

The World Congress 11T against Sexual Exploitation of Children and Adolescents took place in Rio de Janeiro, Brazil, from 25 to 28 November 2008.
There wete 3,500 participants including 300 adolescents — 150 of which were from foreign counttries.

It concluded with an outcome document called the “Rio de Janeiro Declaration to Prevent and Stop Sexual Exploitation of Children and Adolescents”,
which contains the “Adolescent Declaration to End Sexual Exploitation”. Here are some of the key messages from children and young people to the

world:

We the children of the wotld com-
mend the Government of Brazil
and the other governments and
responsible agencies for giving us
the children, the present and future
of the wotld, a voice at this Wotld
Congtess III.

7. We are at this moment calling for
governmental actions to effectuate
laws and policies that redound to
the benefit, protection and well-
being of children both on the local
and international level. However,

it is simply not enough to allow
governments to make empty prom-
ises to cutb this attack on children.
Consequently, we the children, ask
that action committees be created

Declaration to End Sexual Exploitation” can be found at: http://wwwilicongressomundial.net/congresso/arquivos/Rio%20Declaration%20and%620Call%20fot%20A ction%20-%020

FINAL%20Version.pdf

to audit the action plans in each
countty.

8. We also call for the adoption of
an International Day where children
will lead the effort in

awareness raising campaigns, rallies
and marches. To further enlarge the
scope of this day, we request the
organization of an International
Art, Essay and Speech competition
which will culminate on this day.

9. We now turn our attention to the
media particularly the internet which
poses one of the greatest threats to
millions of children throughout the
wortld.

10. We the children must make
known our plight for governments
to pursue strict and punitive legisla-
tion with regards to the Internet,
especially child pornography- simply
another form of abuse.

11. We similarly ask for strong cyber
safety Rules which are well propa-
gated on both the websites and
within the communities. To this end
we call for the increased develop-
ment of children’s, teachets,

patent’s and family manuals which
address the threats of the internet in
addition to providing

supplemental information about
sexual exploitation of children.

12. Further, we provide a
mandate for the media to gather
documents, reports, folders,
CDs, videos and other materials
to increase knowledge on this
issue. We the children of the
world pledge to vehemently and
passionately pursue these policies
and to call our governments to
action if we do not see positive
steps being taken to end this
phenomenon that continues to
scourge the world today.
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as well as the pitfalls )




Children and young
people online

Information and Communication
Technologies (ICT’), are chang-
ing the way children interact with
their peers, the way they access
information, express their views,
post and shate creative content.
The highly interactive nature of
many Internet related services is
specifically liked by children and
young people. In general, for chil-
dren, the Internet is something
they feel secure about, something
they like, something interesting,

fun, relaxing, useful, and friendly”.

* http://www.childresearch.

Access

A Danish study found” that as
“children get older, so their use
of the internet increases. 19% of
the respondents aged between 9
10 use the internet every day. In
comparison, 80% of 14-16 year
olds use the internet on a daily ba-
sis”. A similar trend is seen in Sin-
gapore’, where 56% of children
aged 5-14 reports to go online
every day. The preferred activ-

ity on the Internet appears to be
searching for information related
to hobbies and personal interest,
playing games and researching for
school homework.

http:/ /www.safetinternet.org/ww/en/pub/insafe/news/articles/0409/digital_life.htm
¢ http://wwwitw.int/ITU-D/ict/material / Youth_2008.pdf (page 62)
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The widely available fixed broad-
band Internet access in the
developed countries is still the
preferred way of getting online, in
comparison to developing coun-
tries where such infrastructures
are less developed. Here mobile
Internet access is and increas-
ingly will be the way to access
the Internet. In many countries
Internet cafés and other commu-
nal resources are also important
providers of access for children
and young people. They are likely
to remain so for some time. In
the European Union, 50% of

10 year-old, 87% of 13 year-old
and 95% of 16 year-old children
have a mobile phone’. In the
Asia Pacific region, the fastest
growing region in relation to
mobile subscriptions, China and
India have become leaders in the

technology with a growth rate of
six million mobiles per month in
India alone®. The world’s mobile

connections now number four bil-
lion - nearly 100 million of which
include Mobile Broadband’. It is
clear that the ability to access
online services will increasingly
happen through handheld devices.

The benefits are obvious, a range
of educational services could be
provided via mobiles to children
in remote villages and communi-
ties. Mobile phones could serve as
an essential means for children to
become connected to one another
for educational and peer-learning
activities. These are particularly
important for communities that
are cither nomadic or have been
displaced due to natural disasters,
war civil strife or other major
disruptive events.

http://europa.cu/rapid/pressReleases Action.do?reference=IP/09/596

8

9

10

http:/ /www.tigweb.org/express/panorama/article.html?ContentID=11441
http://gsmwotld.com/newsroom/press-releases /2009/2521. htm#nav-6

http:/ /www.generacionesinteractivas.org/?page_id=660

Digital devices

A recent study in Latin-American
homes showed that the young-
est generation is a very well-

equipped'’;

Equipment at home

Group 6-9 years

In addition to computers and cell
phones, many other electronic
devices can or will soon be able
to access the Internet. Here’s a
selection of the devices that the
participants in the survey have in
their homes:

Group 10-18 years

A computer at home 61% 65%
Internet Connection 40% 46%
Personal cell phone 42% 83%
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Information

The access to information is
crucial for children and adoles-
cent when doing their homework.
A study on Japanese children’s
Internet usage'" indicates that
70% uses the Internet to help
them with their homework. The
library has moved online and the
ability to seek and find relevant
and reliable information in any
language is a great advantage
which has been embraced by the
young generation throughout

the world. One of the most used
resources online is Wikipedia'®.
Wikipedia is a multilingual, Web-
based, free-content encyclopaedia
project, where you can read, edit
and write articles on any subject
or issue you find relevant. Fact
finding exercises can easily lead
you from one page on to the next
and so on. The search for new

information is never boring and
with the increased localisation
of content, the language barriers
slowly diminish.

Social networks

The birth of online social net-
works has been a remarkable
success. The vatiety of social
networks caters to all ages,
cultures and languages. Having

a profile on a social network has
become an important part of
many children and young people’s
online lives. When home from
school, the ability to continue
your discussions with your friends
online whilst doing your home-
work, sending SMS’s and listening
to music (frequently at the same
time!) is a picture many will rec-
ognize. Social networks can often
represent a one-stop gateway to
games, friends, news, music, and

11 http://www.childresearch.net/RESOURCE/RESEARCH/2008/KANOH2_1.HTM

12 http://en.wikipedia.org/wiki/Main_Page

13 http://www.myspace.com/

ways of self expression. In other
words, you can be creative, funny,

reflective and entertained by using
ICTs.

An example could be that of a
young band that creates a new
song, posts it on MySpace'’, and
informs their friends and fans
about it. The fans can then listen
to this song streamed online or
download it to their mp3 player
or mobile phone and listen to

it on the road. If they like the
song, they will spread the word
by telling their friends, who will
then tell their friends and so on.
With simple techniques and little
financial investment, this band
can now gain a greater fan base
and potentially be heard by a re-
cord company that wishes to sign
them to their label. Stories now
abound of bands promoting their
songs via services like MySpace
and ending up with a record deal.

This is not so different from

the offline wotld, but the ability
to reach a larger audience in a
shorter time is one of the great
advantages of ICT’s. In essence, a
service might take off slowly but
reach critical global mass in a very
short time due to the ability of
the children and young people to
instantly share their experiences
with friends.

Virtual worlds for
children and teenagers

In these worlds, children can
often create an avatar and, with
it, explore an imaginary universe.
They can play games, chat and
decorate virtual rooms or other
spaces. By the end of 2009, there
will be 70 million unique ac-
counts — twice as many as last
year — in virtual worlds aimed at
children under 16, according to
K Zero, a consulting firm. Virtual

Guidelines for Children and Young People
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Worlds Management, a media and
trade events company, estimates
that there are now more than

200 youth-oriented virtual worlds
“live, planned or in active devel-
opment.”"*

Virtual worlds, like Habbo hotel'?,
which target teenagers, allow users
to create a profile and is repre-
sented in the virtual world via

an avatar'®. All users will have to
design their own avatar with easy
to use tools. The ability to appear
as an avatar allows for everyone,
regardless of their real world
physical appearance, to enter a
community where all are equal
and prejudice does not exist.

14
' http://www.habbo.com/
16

en.wikipedia.org/wiki/Avatar_(computing)

Taking on this new identity can
allow for the user to express
themselves differently, testing a
new profile or attitude, being bold
and upfront on issues that matter

to them, or even just live ‘some-
body’ else’s life for a while.

Needless to say that there are
rules that need to be followed, but
the ability to test a different per-
sonality can be a fun experience.

http:/ /www.nytimes.com/2009/04/19 /business/19proto.html?_r=1&emc=ctal

Avatars in video games ate essentially the player’s physical reptesentation in the game world http://

" http://www.sulake.com/press/releases /2008-04-03-Global_Habbo_Youth_Survey.html
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What’s your online profile?

An interesting study'” with Habbo Hotel’s users reveals the digital pro-
files of teens online:

Achievers

Rebels

Traditionals

Creatives

Loners

Value gathering lots of expetiences in life and enjoy
a fast-paced lifestyle. Like Achievers they want to
become “rich and famous”, but they are not willing
to compromise on having fun in order to achieve this
goal

Share many of the same positive traits as
Traditionals, but with a focus on creativity. They
place value in getting a good education and being
influential in life, but they are also active, social and
have an interest in travelling



Children and adolescents have
online profiles and communi-
cate with each other by posting
comments or greetings on their
friend’s profile pages. Having
many friends linked to ones
profile does appear to give a high
status amongst their peers, al-
though it is questionable whether
having a high number of online
friends in itself is an objective

to strive for. Still, 74% of 14-16
year young Danes stated that they
commented on other peoples pro-
files online!®, and a similar trend
can be seen across global social
networking sites like Facebook?,
Hi5% and Bebo?, where a great
deal of the interaction on these
sites relates to posting comments
on other peoples profiles.

http://www.facebook.com/
http://hi5networks.com/

http:/ /www.bebo.com/

Many social networks facilitate the
creation of sub groups based on
themes such as democracy, pets,
games, school work music and so
forth. These communities might
not be available to you in your
town, region, country, but here
again; ICT’s folds the world and
brings it to your screen and offers
you the possibility of experiment-
ing with forms of participation
and freedom of expression that
are rarely guaranteed in their real,
everyday lives in the adult world.
The positive culture that reigns in
online communities helps every-
one to have a good experience
and increases the willingness to
engage with other people online
and learn about new things.

http:/ /www.safetinternet.org/ww/en/pub/insafe/news/articles /0409 /digital_life.htm
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Case Study: The Bright Side of Social Networks
for Children with Learning Difficulties

The positive benefits from
social networks for children
with learning difficulties can be
summarised as follows:??

Practicing social skills: you
get a chance to meet all kinds of
people online. Because socializ-
ing via technology isn’t as imme-
diate as face-to-face interactions
ot telephone conversations, you
have a little more time to think
about a situation before you
respond. This is an opportu-
nity for you to experiment with
greetings, responses, etc.

Defined/guided social inter-
action: While online communi-
cation technologies increasingly
allow for freeform interaction,
social interaction can be nar-
rowed (for purposes of scope
and safety). Some examples of
focused interaction online in-
clude buddy/friend lists, modet-
ated themed chat rooms or mes-
sage boards and, for younger
children, the opportunity for
parents to help a child by typing
or reading along some of the
time. This can help children
build skills and confidence that
will increase their independence
as they mature.

22 http: / /Www. greatschools.net/cgi-bin /showarticle/3120

Identity experimentation: A
child can create an online iden-
tity that is different from what
he or she normally presents. For
example, a kid who really likes
comics can be the “king of all
superhero knowledge” online
without being teased about it
at school. Such a child can also
find a peer group online that
appreciates this aspect of him
ot het.”

Frequent use of existing and
emerging/changing technol-
ogies. Technology is evolving
faster than ever before. As you
learn to adapt to new tech-

nologies (or new applications of
existing technologies), you will
be better equipped to adapt to
future technology. This will help
you quickly assess the risks of
communicating through these
new methods and adapt your
behaviour to maintain control
over your own safety.
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Games

Classic board games have also
moved online and are now played
alongside what is called “massively-
multiplayer online role-playing
games” (MMORPGs). As with
social networks, online games can
connect you with other players
from around the world. It is indeed
a social activity that captures youth
universally. The term “online
gamer’”’ may conjure up images

of alone teenager playing “Ever-
Quest” in his parents’ basement,
but that’s not how it is in South
Korea. Group interaction is as
strong a cultural tradition in that
country as studying and shopping
Young people go to the PC bangs
to blow off steam and to hang
out. “Community within games is
really popular, as well as the ability
to form groups, or guilds,” says
Luong. “These social aspects are a
big reason why people keep play-
ing games [in South Korea.]”*

#  http://www.msnbc.msn.com/id /17175353 /

24

http:/ /www.digizen.org/

Digital Citizenship

The introduction of new tech-
nologies always carries the need to
understand how to use it appro-
priately. We, including children
and young people, can demand
that the producers and providers
build in as many safety features

as possible, enabling us to make
informed choices on matters,

like for instance, revealing private
information. However, it is up

to children and young people to
carry the main responsibility of
acting appropriately and respect-
tully online. Increasingly the term
of digital citizenship is being used.
Digital citizenship isn’t just about

recognising and dealing with online

hazards. It’s about building safe
spaces and communities, under-
standing how to manage per-

sonal information, and about being

internet savvy - using your online
presence to grow and shape your
world in a safe, creative way, and

inspiting others to do the same*.

Safer Internet celebrations

The positive and safer use of

the Internet is celebrated around
the world every year. This might
involve children, the local school,
industry and relevant players who
all collaborate in creating greater
awareness of the opportunities to
get a positive online experience.
To get the most updated informa-
tion on these events it is suggested
you do a search online for terms
like “internet safety celebration” +
“country name”.
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Here is a list of issues you should consider when discussing “Digital Citizenship.”

Digital Etiquette: electronic
standards of conduct or proce-
dure.

* Itis not enough to create
rules and policy, we must
learn to become responsible
digital citizens in this new
society.

Digital Communication: elec-
tronic exchange of information.

* Anyone should be afforded
the opportunity to access
information anywhere and
anytime.

Digital Literacy: proces of
teaching and learning about tech-
nology and the use of technol-
ogy.

* As new technologies emerge,
we need to learn how to use
that technology quickly and
appropriately. We need to be
digital literate.

Digital Access: full electronic
participation in society.

Digital exclusion of any kind
does not enhance the growth
of human beings in an elec-
tronic society. One gender
should not have preferential
treatment over another. Elec-
tronic access should not be
determined by race, physical
or mental challenges. The
issue of people in cities or
towns with limited connectiv-
ity needs to be addressed as
well. To become productive
citizens, we need to be com-
mitted to equal digital access.

Digital Commerce: electronic

buying and selling of goods.

* Children and Young people
need to learn about how to
be effective consumers in a
safe digital economy.

Digital Law: electronic respon-
sibility for actions and deeds

* Digital law deals with the eth-
ics of technology. There are

certain rules of society that
fall under illegal acts. These
laws apply to anyone who
works or plays online

Digital Rights & Responsibili-
ties: those freedoms extended to
everyone in a digital world.

* Basic digital rights must be
addressed, discussed, and
understood in the digital
world. With these rights also
come responsibilities. Users,
including children and young
people, must help define how
the technology is to be used
in an appropriate manner.

In a digital society these two
areas must work together for
everyone to be productive.

Digital Security (self-protec-
tion): electronic precautions to
guarantee safety.

* In any society, there are
individuals who steal, deface
propetty, or disrupt other

people’s lives. The same is
true for the digital com-
munity. It is not enough
to trust your peers in the
community for your own
safety. In our own homes,
we put locks on our doors
and fire alarms in our
homes to provide some
level of protection. The
same must be true in the
digital world to provide
protection and digital
security. We need to have
virus protection, backups
of data, and surge control
of our equipment. As re-
sponsible citizens, we must
protect our information
from outside forces that
might cause disruption or
harm.

Soutce: http://www.digitalcitizenship.
net/Nine_Elements.html
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What you need to know
to stay safe online

INTERNET SAFETY
GUIDELINES

Internet safety messages need to
be timely, age specific, culturally
sensitive and match the values and
laws of the society in which the
child or young person lives.

The COP Initiative has identi-
fied three principal age groupings
of young Internet users. These
groupings broadly correspond
with the key stages of develop-
ment on a child’s journey to
adulthood. Hence the guidelines
can be seen as a ladder which takes
you through progressive phases.
However, we cannot emphasise
too strongly that every child is dif-
ferent who requires and deserves

individual attention. One size does
not fit all. Nothing should ever be
assumed or taken for granted.

The first age group
5-7 year old

This group experience their first
contacts with technology. Their
usage should be closely supervised
at all times by a parent or adult.
Filtering software or other tech-
nical measures may also have a
particularly useful role to play in
supporting the use of the Internet
by a child of this age. It would be
wise to consider limiting such a
young child’s potential access e.g. by
constructing a list of safe web sites
which are age appropriate such as a
walled garden. The aim is to pro-
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vide this age group with the basics
in Internet safety, etiquette and
understanding, This age group
will probably not be able to de-
code more sophisticated messages.
Parents or adults with responsibil-
ity for children should consult the
COP guidelines for parents, guard-
ians and educators to see how they
might best assist the youngest age
group to stay safe online.

The second age group:
8-12 year old

This age span is a challenging
transition for the child. Typically
he or she is becoming a young pet-
son with a greater capacity to form
questions. Their curiosity will start
to push them to seek out and chal-
lenge boundaties, looking for their
own answers. It is an age group
where awareness of what is avail-
able online exists. The impulse

to seck and find out what’s there

is great. Throughout childhood a
child is expected to test the barri-
ers and evolve through this kind
of learning. Filtering software or

other technical measures may have
a particulatly useful role to play in
supporting the use of the Internet
by a young person of this age.

An important aspect of this age
group is the sometimes uncritical
approach to content and contact,
which can put the age group in a
particulatly vulnerable situation for
predators and commercial entities
wishing to engage with them.

The last age group:
13 year old and above

This group is the one covering
the longest span, is the group
consisting of young people who
are, namely, teenagers. This group
is growing up rapidly, transition-
ing from being young people to
becoming young adults. They atre
both developing and exploring
their own identities, their own
tastes. They will very often be able
to use technology with a high level
of proficiency, without any adult
supervision or interaction. Filter-
ing software will start to become
less useful and less relevant but it

certainly could continue to play an
important supporting role, particu-
larly for some young people who
may have temporary or longer-
term vulnerabilities.

Linked to their own hormonal
development and a growing sense
of physical maturity, teenagers can
go through phases when they feel
a very strong need to find their
own way, to escape close paren-
tal or adult supervision and seek
out their peers. A natural curios-
ity about sexual matters can lead
some people in this age group into
potentially worrying situations and
this makes it all the more impor-
tant for them to understand how
to stay safe online.

The COP guidelines recognize
the difficulty in creating messages
that will cover the needs of all
ages within the defined groups.
Local laws and customs are also
profoundly important in matters

of this kind.

There is not a one-size-fits-all.
The Child Online Protection
Initiative would be very happy to
assist with adapting and localizing
the content of this and any other
COP Guidelines. If you wish to
pursue this, you are invited to
make contact via cop@itu.int.
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‘SMART rules”

Using the Internet is fun. tnjoy it most by keeping
yourself safe.

| You can do a lot of great things on the Internet. You can play
games, you can chat with your friends, meet new friends and find
a lot of useful information. You have the right fo enjoy and ex-
plore all that the digital world has to offert

a. But you also have to be aware that you can find some unpleas-
ant things on the Infernet, such as images and stories that may
confuse or even frighten you. Your friends and trusted adults
are not the only people within this digital world. Unfortunately the
Internet is also used by people who are not so nice or who mMight
even want fo harm, harass or bully you or other people. While
using the Internet you need o be aware of certain basic rules to
be able to safeguard yourself and others.

3. You have the right o use the Infernet safely and to set your
own limits. Be srmart, responsible and safe online, as well as in real
life!
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SET YOUR LIMITS

[ Take care of your privacy Whether using a social networking site or
any other online service take care of your privacy and that of your
family and friends. You might have the feeling of being anonymous
online but collecting information from various sources can reveal foo
much private in formation about yourself or ofhers you are close to,
including your family.

3 If you join a social nefworking site use the privacy seffings fo profect
your online profie so that only your friends can see it. Wherever pos-
sible instead of your real name you should use a nickname that your
real friends will be able fo recognize. Other interactive services, for ex-
ample instant messaging, will offen also provide privacy fools. Use them.

3. Think fwice before you publish or share anything online. Are you pre-
pared fo share it with everyone online, your close friends, as well as
strangers? Once you post information, pnotographs or any other
material on the Infernet, you may never be able to remove it or pre-
vent other people from using it. You can never know for sure where it
might end up.

4. Be critical what appears to be a fact may really not be frue ot all
Unforfunately, if it appears foo good to be true, it probably is. Always
double check the information from other relioble sources.

5. You have rights and you, as well as other people, should respect them.
You should never accept harassment or bullying by other people. The
lows and expectations of decent and acceptable behaviour are Valid
online as well as in real life.
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MEETING ONLINE FRIENDS OFFLINE

[ Sometimes online contacts develop into friendships.

a. Think twice before meeting an online friend in real life. If you still
would like to meet an online friend offline, you should alwoys fake
sormeone reliable with you. You should ask your parent or another
trusted adult fo join you fo avoid any frouble in case the Meeting
turns out to be a disappointrent.

3. Bear in mind that your online friend might turn out to be a differ-
ent kind of person than you thought he or she would be.
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ACCEPTING INVITATIONS / FRIENDSHIPS

[.

Most of the people you communicate with online are probably already
your friends in real life. You can also be connected to the friends of
your friends. Very offen that can be fun but at the same fime if you
do not actually know someone yourself, are you really prepared to
count them as a “friend” and share with them exactly the same infor-
mation that you share with your oldest and best friends?

Through online connections you can connect with people previously
unknown o you. You may get requests by strangers who want to be
included in your contact list and see your profile, buf it is not wise to
accept them. There’s nothing wrong with declining invitations you are not
sure about. Getting more and more contacts is affer all not the point of
social networking.
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REACT

[

Protect yourself from upsetting or distressing confent. Do not know-
ingly access or share links to such sites. If you see sormething that
bothers you, talk about this with your parents or someone you trust.

Ignore bad behaviour and leave unpleasant conversations or sites with
inoppropriafe content. As in redl life there are people who for some
reason, may behave aggressively, insultingly or provocatively towards
ofhers, or who want fo share harmful confent. Usually it is better just
fo ignore them and then block them.

Block anyone approaching you using rude, intruding or threatening
emails or comments. Even if The message moay be upsetting and makes
you feel uncomfortable you should save it so you can show it to an
adult for advice if needed. You are not the one to be ashamed of the
content of the messages.

Always be alert if someone, especially a stranger, wants to talk to you
about sex. Remember that you can never be sure of the true identity
or the infentions of that person. Approaching a child or a young person
in a sexual way is always a serious cause for concern and you should
fell o trusted adult, so you or the trusted adult can report it.

If you have been lured or tricked by someone into engaging in sexual
activities or transmitting sexual images of yourself, you should always
fell a frusted adult in order to receive advice and help. No adult hos

a right fo request things of that particular nature from a child or a
young person - the responsiiity alwoys lies with the adulf
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TELL SOMEONE ABOUT YOUR CONCERNS

[

a5

If you have any concerns or problerms while online, you need to
fell someone you can trust. Your parents or some other adult
can help and give you good advice on what to do. There are no
problems that are too big fo be solved You might also want to
call a child helpline* available in your country.

You can report harmful or inappropriate content or activities on
the websites to the abuse e-mall of the host of the site.

You can report illegal content to an Infernet Hotline or fo the
police.

You can report illegal or possibly illegal activities to the local police.

In addition o taking good care of yourself, you should also take
care of your computer or mobile device. Like the SMART rules,

there are some easy fips to rermember in order fo keep your

computer and mabile device safe.

e.g. CHI avallable of: www childnelplineinternational.org
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Learn to use your
machine safely:

1. Make sure you have installed
and learned how to use a fire-
wall and anti-virus software.
Remember to keep them up to
date!

2. Learn about your computer’s
operating system (like Win-
dows, Linux, etc) and especial-
ly about how to patch it and
keep it up to date.

3. If parental controls are in-
stalled then talk with your par-
ents and agree on the level that
matches your age and needs.
Don’t try to crack them.

4. 1If you receive a file you are
unsure of or don’t know who
has sent it, do NOT open it.
This is the way Trojans and
viruses infect your machine.

5. Get a feeling for your machine
and how it works so that you
can act if you spot something
unusual.

6. Learn to check who you are
connected to — learn to use
tools like “Netstat”

Finally, a great way to make
sure that your parents agree
with your online life is to set
up a written agreement with
them. The purpose is to reas-
sure them that you are aware
of the risks associated with
being online, knowing how to
behave and what to do, as well
involving your parents making
them understand what you ac-
tually do when you are online.
The agreement needs to be
based on a mutual agreement
between you and your parents.
There is an example of such

a contract at the end of these
guidelines (Appendix 1). You
will be able to find different
versions of a Family Internet
Safety Contract online.

Your online rights

You have the right to make
use of technologies to devel-
op your personality and help
increase your capabilities;
You have the right to protect
your identity;

You have the right to par-
ticipate, have fun and access
information appropriate to
your age and personality;

You have the right to ex-
press yourself freely, and be
treated with respect while
always respecting others;

You have the right to be
critical and discuss anything
you read or come across
when online;

You have the right to say
NO if someone makes you
feel uncomfortable with his/
her requests when online.
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Guidelines for the age
group 5-7 year old

Many young people in this age
group will not be able to read

or understand Guidelines of

this kind. Their usage should be
closely supervised at all times by
a parent or adult as well. Filtering
software or other technical mea-
sures may also have a particularly
useful role to play in supporting
the use of the Internet by a child
of this age. It would be wise to
consider limiting such a young
child’s potential access to the
internet e.g. by constructing a list
of safe web sites which are age
appropriate. The aim is to provide
this age group with the basics in
Internet safety, etiquette and un-
derstanding, This age group will
probably not be able to decode
more sophisticated messages.
Parent or adults with responsibil-
ity for children should consult
the COP guidelines for parents,

guardians and educators to see
how they might best assist the
youngest age group to stay safe
online. In addition, several useful
and interesting links to online
resources for this age group have
been listed in the section ‘Sources
for Further Reading and Inspira-

b

tion’.
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Guidelines for the age
group 8-12 year old.

There ate lots of different things
you can do online. While most of
the time it’s all great fun, some-
times things don’t go as well as
you hoped and you may not im-
mediately know why or what to
do about it. This section has some
really helpful tips to help you be
safe online.

Chatting to friends using IM, in
chat rooms and on social net-
working sites can be great ways
to keep up to date. Meeting new
friends online is also fun. You
can meet people online who like
the same movies or sports as you.

But while there are lots of good
points about keeping in touch
with online friends, there are also
some risks with meeting people
online—especially if you don’t
know them in real life.

To help stay safe while you chat,

remember some simple tips:

1. Be careful who you trust on-
line. A person can pretend to
be someone they are not.

2. Choose your friends. While it’s
good to have a lot of friends,
having too many, makes it
harder to keep an eye on who
sees the stuff you post online.
Don’t accept friend requests
if you really don’t know the
person and you’re not sure
about them.

3. Keep your personal details
private. Use a nickname
instead of your real name
if you are in a site or game
where there may be lots of
people you don’t know. Ask
your parents before giving
anyone on the Internet your
name, address, phone number
or any other personal details.

4. Set your profile to private.
Ask your parents to help you

do this if you’re not sure. It’s
really important.

5. Always keep your password
secret. Don’t even share it
with your friends.

6. If you want to arrange to
meet someone you’ve met
online, check with a parent
first and ask them to go with
you. Always meet in a brightly
lit public place where lots of
other people will be around,
preferably during the day.

7. If someone writes something
rude, scary or something you
don’t like, tell your parents or
another adult you trust.

Netiquette

Sometimes it’s easy to forget that
the other person you are chatting
to on IM, playing a game with, or
posting to their profile is a real
person. It’s easier to say and do

things online that you might not
do in ‘real life’. This may hurt that
person’s feelings or make them
teel unsafe or embarrassed. It’s
important to be kind and polite
to others online— stop and think
about how your behaviour will
affect them.

Tips

Treat other people the way you
would like to be treated. Avoid
using bad language and don’t say
things to someone to make them

feel bad.

Learn about the ‘netiquette’ of
being online. What’s considered
okay to do and say and what
isn’t? For example, if you type a
message to someone in UPPER
CASE they may think you are
shouting at them.

If someone says something rude
or something that makes you feel
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uncomfortable, don’t respond.
Leave the chat room or forum
straight away.

Tell your parents or another adult
you trust if you read upsetting
language, or see nasty pictures or
something scary.

Playing online games

Playing games online and using
consoles or games on a computer
can be great fun, but you need to
be careful about how much you
play and who you play with. Itis
important that if you chat with
other gamers you protect your
privacy and don’t share personal
or private information. If you are
unsure whether a game is suitable,
ask your parents or a trusted adult
to check its classification and
reviews for you.

Tips

1. If another player is behaving
badly or making you uncom-
fortable, block them from
your players list. You may also
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be able to report them to the
game site operator.

2. Limit your game play time so
you can still do other things
like homework, jobs around
the house and hanging out
with your friends.

3. Keep personal details private.

4. Remember to make time of-
fline for your friends, your
favourite sports and other
activities.

Bullying

The same rules apply online as

in the ‘real world’ about how to
treat other people. Unfortunately,
people don’t always treat each
other well online, and you, or a
friend, may find that you are the
target of bullying. You might be
teased or have rumours spread
about you online, receive nasty
messages or even threats. It can
happen in school, or out of it, any
hour of the day, from people you
know, and sometimes people you
don’t know. It can leave you feel-

ing unsafe and alone.

No-one has the right to bully
another person. At its most seri-
ous, bullying is illegal and can be
investigated by the police.

Tips

If you are being bullied online:

1. Ignore it. Don’t respond to
the bully. If they don’t get a
response they may get bored
and go away.

2. Block the person. This will
stop you seeing messages or

texts from a particular person.

3. Tell someone. Tell your mum
or dad, or another adult you
trust. Keep the evidence. This
can be useful in tracking the
bully down. Save texts, emails,
online conversations or voice-
mails as proof.

4. Report it to:

your school—they should
have policies in place about
bullying,

your ISP and/or phone pro-

vider or the website adminis-
trator—there are actions they
can take to help.

e the police—if there is a threat
to your safety the police will

help.

If a friend is being bullied
online

It can be hard to know if your
friends are being bullied. They
might keep it to themselves. If
they are being bullied, you might
notice that they may not chat with
you online as much, or they sud-
denly receive lots of SMS messag-
es or are unhappy after they have
been on the computer or checked
their phone messages. They may
stop hanging around with friends
or have lost interest in school or
social activities.



Help stop bullying

1.

Stand up and speak out! If

you see or know about bul-
lying happening to a friend,
support them and report it.
You’d want them to do the
same for you.

Don’t forward messages or
pictures that may hurt or be
upsetting to someone. Even
though you may not have
started it, you will be seen to
be part of the bullying cycle.

Remember to treat others as
you would like to be treated

when communicating online.
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Your digital footprint

It’s great to share things online
with your friends. Part of the

fun of sharing videos, images
and other content, is that lots of
people can view and respond. Re-
member that what you share with
your friends may also be viewed
by others whom you don’t know.
They may also be able to look at
it for years to come. Everything
you post adds up to your digital
footprint and, once it’s online, it
could be there forever. So think
before you post.

Tips

1. Keep your personal details
private. Use an appropriate
nickname instead of your
real name. Ask your parents
before giving anyone on the
Internet your name, address,
phone number or any other
personal details.

2. Don’t share your username or
password with anyone.

Think before you hit send or
post. Once posted, it can be
difficult to remove content.
Don’t post anything you
don’t want others to know or
find out about—or that you
wouldn’t say to them face to
face.

Remember that private im-
ages and videos you send to
friends or post on a social
networking site may be
passed on to others and up-
loaded to public sites.

Be respectful of other
people’s content that you
post or share. For example, a
photo that your friend took is
their property, not yours. You
should post it online only if
you have their permission and
make a note about where you
got it from.

Offensive or illegal
content

When you’re surfing the web

you may come across websites,
photos, text or other material that
makes you feel uncomfortable or
upset. There are some easy ways
to handle these situations.

Tips

1. Tell your parents or another
trusted adult if you come
across material that upsets
you.

2. Know how to ‘escape’ from a
website if an Internet search
takes you to an unpleasant or
nasty website. Hit control-alt-
delete if the site will not allow
you to exit.

3. If a website looks suspicious
or has a warning page for
people under 18 years, leave
immediately. Some sites are
not meant for kids.

4. Check with your parents that
your search engine is set to
block material that is meant
for adults.

5. Ask your parents to install in-
ternet filter software to block
bad sites.

6. Ask your parents to help you
find safe and fun sites to use
and bookmark for later.
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Age group 13 year old
and above

Huge number of young people
in this age group use social
network sites, online games

and Instant Messenger applica-
tions. Going online is not just
something they do occasionally
or for fun. For many it is an
integral part of their daily lives.
It’s how they stay in touch with
and communicate with their
friends, how they organize large
parts of their social lives and
school work. Here you will find
information on how to be safe
using these online platforms

as well as insight into what you
can do to help create a safe and
positive online space for you and
your friends.

Harmful and illegal
content

Curiosity, interests, and a desire
to learn new things and explore
new facets of knowledge: the
Internet is a great tool to satisfy
such needs. But the Internet is an
open world in which everyone is
free to circulate news or almost
anything else. It contains an
infinite amount of information,
so vast in scope that it is easy to
get lost or run into untruths and
material not appropriate to your
needs or age. We are referring to
sites that, for example, promote
racial hatred or incite violence,
sites which could lead you to
come across pornographic or
child abuse material. This can
occur in a purely accidental way,
as in the case of searches on
completely different subjects,
through e-mailing, P2P pro-

grammes, forums, chat rooms
and, more generally, through the

many channels involved in social
networking.

Therefore:

1. before starting a search you
should have a clear idea of
what you are looking for;

2. in order to narrow things
down you can use advanced
search functions or direc-
tories, that is, the thematic
categories that most search
engines provide (i.e., for
sports, health, cinema, etc.);

3. put your critical sense to work
and try to determine whether
the site is trustworthy: When
you access the site do other
pages begin to automatically
open? Are you able to find
out who owns the site? Is it
easy to contact the owner?
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Can you tell who wrote the
page or particular article you
are viewing? (You can always
do another search to find

out more about the author
and/or owner). Make sure
you have written the website
address correctly; there are
some sites that use a name
similar to another to take
advantage of possible incor-
rect typing. Is the site’s text
spelt correctly or are there
grammatical errors? Are there
dates included that can indi-
cate whether the site has been
updated? Are there any legal
notes (regarding, for example,
privacy)?;

4. 1If, while surfing online, you
come across sites containing
violent, racist, illegal or child
abuse materials don’t forget
that these sites can be report-
ed to the police or a hotline.
Try to find out to whom you
can send these reports in your

country; your parents or an-
other adult you trust can also
help you in filing a report. You
should also talk to someone
about what happened and

any feelings you may still have
about the occurrence/experi-
ence;

5. Contents (images, videos, etc.)
that are found on the web
relating to sex, can often be
of a pornographic nature and
convey sexual material in a
typically adult manner with
sentiments which are not ap-
propriate to your age group.

What is grooming?

The Internet and mobile phones
can potentially be used by abusive
adults to make contact with boys
and girls. This happens particu-
larly through SMS and MMS mes-
saging, chat rooms, Instant Mes-
saging programmes, Newsgroups,
forums, online games, and, more

generally, through all the social
networking spaces, where it is
possible to obtain information on
users’ ages, sex and more, through
the profiles they’ve compiled.

Sexual predators use the Internet
to contact children and young
people for sexual purposes, often
using a technique known as
“grooming”. This involves gain-
ing the child’s or young person’s
confidence by appealing to his

or her interests. These predators
are highly manipulative people.
They often introduce sexual top-
ics, photos and explicit language
to raise sexual awareness and get
their intended victims to drop
their guard. Gifts, money and
even tickets for transportation are
sometimes used to persuade and
lure the child to a place where the
predator can sexually exploit him
or her. These encounters may
even be photographed or video-
taped, or if a meeting does not
take place in the real world the

predator might persuade the child
to make sexual images of them-
selves or their friends or take part
in sexual activity using a web cam
to broadcast it. Many children and
young people who get drawn into
these kinds of predatory relation-
ships will lack a certain level of
emotional maturity or have low
self-esteem. That can make them
susceptible to this kind of ma-
nipulation and intimidation. They
may also be hesitant to tell adults
about their encounters for fear of
embarrassment or of losing access
to the Internet. In some cases
they are threatened by predators
and told to keep the relationship
or what happened a secret.”

For this reason:

1. itis essential that you be
aware of this risk, and of the
fact that not everyone online
is who he/she claims to be.
Online seducers can often pre-
tend to be your age in order
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to create an atmosphere of
familiarity and trust that could
lead to an off-line meeting and
possible abuse;

protecting your personal data
is important; in the real world,
you would never give out such
details and you’d never tell
people you don’t know about
your private matters. Even if
a nice virtual friendship has
been formed, that might seem
like it could lead to something
more, it is important to re-
member that you don’t always
know who is really at the other
end of the computer;

in order to enter a chat room,
forum, or more generally, a
social network, you often have
to compile a personal profile,
inserting information that can
be detailed to varying degrees.
In such cases, it is essential to
be cautious about inserting
identifiable or traceable data
(name and surname, address,
the name of your school,

mobile phone numbers, e-mail
address, etc.). Such details can
become accessible to anyone,
and it is therefore advisable to
create an identity for yourself,
using nicknames or aliases and
fictional images or avatars,
and not provide any detailed
personal information;

when you are curious about
your sexuality or your more in-
timate feelings, remember that
the Internet can sometimes be
a source of really good advice
and information but very
often it is better to try to find
a way to discuss these things
with people who you already
know and trust in real life.

if attempts at allurement or
awkward situations should
occut, it is important to find
someone to speak to, an adult
or friend; Internet service
providers will also often al-
low users to report incidents
by clicking on “report” or

“notify”, in order to report the
abuse. Alternatively, you can
turn directly to the police;

It is also advisable to save
e-mails and chat room text,
SMS or MMS messages (using
“messages inbox”, for exam-
ple), as they can be provided as
evidence to the police.

Bullying

Through services such as e-mail,
forums, chat rooms, blogs, Instant
Messaging programmes, SMS and
MMS, and video cameras, it is
possible to keep in touch with old
friends or make new ones in real
time and in all parts of the world
and to exchange ideas, play games,
carry out research, etc. Although
most of these services and the
ways they are used are positive, in
some cases these same tools can
be used to offend, deride, defame
and annoy Internet users; and
furthermore, violent or offensive

off-line behaviour becomes mag-
nified when filmed with mobile
phones and exchanged or posted
on the Net.

What is bullying? Bullying is the
act of intentionally causing harm
to another person through verbal
harassment, physical assault or
other more subtle methods of
coercion such as manipulation. In
everyday language bullying often
describes a form of harassment
perpetrated by an abuser who
possesses more physical and/or
social power and dominance than
the victim. The victim of bully-
ing is sometimes referred to as

a target. The harassment can be
verbal, physical and/or emotional.
(www.wikipedia.org)

Very often bullying takes place in
schools or local neighbourhoods.
Unfortunately, there are increasing
numbers of bullies and real forms
of bullying online, ranging from
offensive websites to harassing
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text messages, and sending un-
wanted photos via mobile phones
and so on. This particular form
of bullying — which can possibly
offend and hurt someone without
necessarily involving any physical
contact — can have just as painful
consequences as that of tradition-
al forms of bullying.

For this reason it is important that
you know that this phenomenon
exists and that you are aware of
the different forms it can take

and what can be done to avoid
becoming a victim:

1. do not circulate your personal
data thoughtlessly, as this
could make you easily identifi-
able and more prone to acts
of bullying and intimidation
by others your own age;

2. once information is posted on-
line it is out of your control
and available to anyone and
open to any sort of use. You
need to be completely clear
on this concept; what may
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seem like an innocent joke
could wind up having very
irritating and hurtful conse-
quences for others;

3. itis important to refrain from
reacting to provocations
received via SMS | MMS,
instant messages, in offensive
or defamatory e-mails, in
chat rooms or during online
encounters with other usets.
Instead you need to employ
certain strategies that can
exclude or limit the actions of
those attempting to provoke
you such as:

X many games allow for the
exclusion of undesirable
(or unwanted users);

X when chat rooms atre
monitored, it is possible
to save the offending text
from the chat and report it
to the monitor;

% abuses can be reported to
service providers o, in the
case of abuse via mobile
phones, the report can be

sent to the mobile phone
company;

in the more serious cases,
such as cases involving
physical threats, it is advis-
able that the police also be
informed;

it is possible to trace the
e-mail account from which
the offensive message

was sent, but practically
impossible to prove who
actually used it to send the
message. The online bully
could also hack into some-
one else’s account and use
it for his/her offensive
behaviour and therefore
letting the blame fall on
the unfortunate person
whose e-mail account was
wrongfully used;

most e-mail programmes
offer filters to block un-
wanted incoming e-mails.

4. Many instant messaging
programmes offer the pos-

sibility of creating a list of
names that users can choose
to block. In this way, you can
prevent unwanted people
from making contact with
you. An Instant Messaging
(IM) system lets you know
when one of your known and
approved contacts is online
and, at that point, you can
begin a chat session with the
person you feel like talking
with;
there are quite a number of dif-
ferent IM systems, such as 1CQ),
AOL Messenger, Yahoo Messen-
ger! Bullies know which are the
most popular among youngsters
and make use of them for their
own purposes such as flaming, or
provoking an online fight. Con-
versations or fights that break out
online can, at times, have after-
effects that drag on at school or
other places offline.

In all cases remember that it
is important to tell someone
about what is happening if you



ever feel at all uncomfortable or
threatened.

Tell your parents, a teacher

or someone within the school
staff you feel you can trust.
Even telling your friends could
be helpful.

You can also report to the service
provider or mobile operator, even
to the police if it is serious. Re-
member to save the evidence of
the bullying, as this will be really
important when you tell someone.

Bullying is not acceptable either in
an online or an offline environ-
ment.

In many countries there are na-
tional or local organizations that
you can turn to for help.

In some countries, such as Cana-
da, ‘cyber-bullying’ is considered
an actual criminal act. In most
countries it is a criminal offence
to threaten someone or to harass
or stalk them, whether in real life

or online.

An interesting fact: the term
bully originally had a very differ-
ent meaning from the one it has
today - in fact, 500 years ago it
meant “friend” or “family mem-
ber” — how things have changed!

Defend your privacy

Nowadays, setting up a blog or
a personal website, is relatively
simple. In order to join a chat
room, forum or more generally,
a social network, you must first
put together a personal profile
that includes more or less detailed
types of information. Different
sites have different rules. Before
you enter any information about
yourself into a site’s database or
membership records, check how
the information might be used,
whether or not some or all of it

will be published, and if so where.

If you feel uncomfortable with
the amount of information being
asked of you, if you do not re-

ally know or trust the site, don’t
provide it. Look for another or
similar service which asks for less
information or promises to treat
your information more carefully.
Wherever possible it is advisable
to create an identity (or alias) by
using an invented nickname and
not add anything else. Above all
it is important for you to have a
clear understanding of what may
be and what is best not to share
with others. What goes online can
quickly go beyond your control
and be at anyone’s disposal for
any possible use:

1. whenever you need to divulge
your personal data make sure
that whoever is requesting
information about you is
authentic and serious and also
remember that before giving
data regarding your friends
you need to first inform them
and have their permission be-
cause they may not be happy
about having their e-mail
addresses or othe informa-

tion about them passed on to
others;

you may not be obliged to
provide all of the informa-
tion requested of you and
you should insert only the
types of data that are strictly
required. In any event, it is
always best to find out as
much as possible about the
petson, service ot company
you are dealing with before
providing your data. In par-
ticular check to see if the site
asking for the data proposes
to send you any advertising
material, or if they propose
to pass on your details to any
other companies. If you don’t
want them to do either or
both of those things, tick the
relevant boxes. If they don’t
offer you an option you really
should think about not using
the service at all.
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send personal photos and vid-
eos only to those you actually
know, your image constitutes
personal data and you need
to make sure it is not circu-
lated thoughtlessly. The same
goes for images of others.
Keep in mind that it is practi-
cally impossible to determine
where an online image can
end up; before filming or
photographing someone you
should always ask for their
permission;

when you need to register
for a particular service, try to
employ a few simple devices:
for example, use a password
that would be hard to figure
out so that no one else can
guess it and get into your ac-
count; use a complex e-mail
address, possibly with both
numbers and letters (e.g, mrx-
3wec)7@... . com) so it be-
comes more difficult to guess
by spammers or unknown
people who might want to

send you unwanted mail;
make sure your anti-spam
service (for incoming e-mails)
and anti-virus controls (for e-
mail attachments) are activat-
ed and continuously updated;
use two e-mail addresses,

one which is strictly personal
and for correspondence with
only your real life contacts
(friends, relatives, and such),
and another to be inserted in
all those online registration
forms that ask for personal
data (user profiles, competi-
tion announcements, online
games, etc.) that you already
know could be accessed by
strangers.

do not open email attach-
ments from sources you do
not know or programmes you
do not know the possible ef-
fects of, they could be a Key
Logger (capable of recording
all the keys being punched

on the keyboard, enabling
them to find out passwords,

numeric codes, credit card
numbers etc.), E- Grabber
(capable of gaining access to
all the e-mail addresses stored
on the victim’s PC), or Info
Grabber (capable of extract-
ing information such as the
various Registration Keys

of a PC’s most important
programmes). Without your
knowledge these programmes
can send over the Internet all
the information these pro-
grammes pick up to unknown
persons.

only engage in activities that
you feel you are absolutely
sure about. If you “smell
something fishy”, something
that’s not quite right, that
doesn’t totally convince you,
or you think is being unjustly
chatged for, then your best
move is to leave it alone. You
have the right to criticise and

question what you come across
while online. Remember things
are not always as they appeatr.

Respect copyright

What’s great about the Web is the
infinite possibilities of finding and
accessing all kinds of materials
through search engines and they
can be downloaded either free of
charge or paid for through your
PC or mobile phone, and then
used offline.

Not everything found online can
be used as you might wish; a lot
of content is protected by copy-
right law or entitlement rights.
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Peer to Peer (P2P) software en-
ables one to share and exchange
one’s files directly with other
Internet users, without any extra
connection costs. Music, films,
videos, and games are among the
materials that are most sought
after and downloaded by young-
sters, but they are often covered
by copyright provisions and
protected by law. Unauthorized
downloading and distribution

of copyright-protected content

is a crime in most countries

and punishable by law. It is also
possible for your involvement

in illegal downloading of copy-
righted material to be traced. This
has led, for example, to a child’s
parents being sent an enormous
bill to cover the cost of the mate-
rial downloaded and if the family
refuse to pay the bill other forms
of legal action can be taken. Some
countries are considering banning
people from using the Internet if
they are caught persistently using
it to obtain unauthorised access
to copyrighted material. In addi-

tion, when using other people’s
work, like articles or dissertations,
remember to quote the sources
appropriately. If you fail to do so
it will be classified as plagiarism

and that can cause you a great
deal of trouble.

Remember:

1.

you are free to use, modify
and distribute freeware
programmes that are not
copyright-protected;

some software are, on the
other hand, shateware, and
therefore free for a specific
trial period;

your privacy and your PC
could be harmed by viruses
or other “malware”. It is
therefore always best to install
and continuously update pro-
tection systems such as anti-
virus, anti-dialer software and
and a firewall. Always make
sure to read the guide relating
to the programme you are us-
ing to avoid making the errors

that are listed below;

copyright protected mate-
rial is generally indicated by
standard wording, such as
“all rights reserved” or other
similar phrasings; in cases
where this is not evident, it is
nonetheless best not to take
any risks;

the Peer to Peer (P2P) pro-
grammes you use to share
and download files also carry
certain risks. One must have
a very thorough understand-
ing of them to be able to use
them without running any
security risks:

a. you may not always end
up downloading what you
intended to download:
different types of content
may be concealed behind
the title of a song or
video. In the worst cases,
for example, it might con-
tain child abuse images.
Examine your particular
programme guide to find

out how you can detect
fake files and only go to
sources you know are
trustworthy: ask your
friends to tell you which
sources to use and which
to avoid;

b. before opening a down-
loaded file make sure to
scan it for viruses; another
quite frequent risk is in
fact that a downloaded file
might contain viruses and
spyware that can put PCs,
personal data and privacy
at risk;

c. do not share your entire
hard disk: check your
configurations to ensure
that you have shared only
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those folders you wanted
to share and remember
that sharing files protected
by copyright is a crime.

Online commerce

You can purchase products online
or by using a mobile phone. Pur-
chases can be made by credit card
ot, in the case of mobile phones,
by debiting the credit on the
mobile phone subscription. There
are also online spaces devoted to
exchanges and purchases of all
sorts of products, at very com-
petitive prices.

One of the fundamental differ-
ence between online and tradi-
tional commerce lies with the dif-
ficulty in identifying who is at the
other end of the exchange and
the risk of fraud that may lie just
around the corner. One of the
most widespread risks is that of
“phishing”. This happens when
people respond to fake emails,
spam, which usually appear to

come from a reputable source e.g.
a bank or credit card company.
They will ask you to enter a lot of
personal information e.g. bank ac-
count details, passwords, date of
birth and so on, which they will
then misuse.

An additional complication with
online commerce concerns the
sale of products or services which
are age restricted in some way.

For example, in many countries it
is illegal for vendors to sell or pro-
vide alcohol or tobacco to legal
minors. Gambling is also generally
limited to people over a certain
age. Yet in the online environ-
ment it can be very hard for the
vendor to determine the age of
the person proposing to make the
purchase or acquire the service.
All that many companies do is

ask the person to check a box to
confirm they meet the minimum
age requirement.

Some companies in a number of
countries are beginning to deploy

age verification systems linked to
their purchasing procedures, but
this is still a very new and limited
technology, however it is a grow-
ing, practice. Buying age restricted
products online, and telling lies
about your age in order to do so,
means you could be committing
a criminal offence and so could
the vendor. You could forfeit the
goods and you could end up with
a criminal record, so don’t do it.

There are, in any case, a series of
tactics that can help you reduce

the risks and enable you to make
use of the convenient opportuni-
ties offered by online commerce:

1. take great care in choosing the
sites that you want to make
purchases from and ensure
their credibility. Gather as
much information as you can
about the site in question, such
as name, address, telephone
number and head office of the
company, description of the
contract’s general conditions

and, in particular, how to with-
draw from the purchase; also
find out about the protection
and management of personal
data and payment security; and
compare prices, looking for
the same item on other sites;

2. prepaid credit cards, or ones
that can be topped up, come
with spending limits and can
help avoid unpleasant sur-
prises.

3. Before you buy anything
online, make sure the site uses
a secure system for transac-
tions so as to prevent, for
example, “sniffing”, which
is a means of capturing data
during transmission. Even
though many sites incorporate
systems that counter the inter-
ception of data in transit, your
details could still be stolen if
someone hacks into the server
of the company where your
credit card details have been
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stored. Cleatly, by choosing
other modes of payment you
can avoid the possibility of
someone stealing your credit
card number;

4. if you receive an unsolicited e-
mail offering you an incredible
deal, it is highly likely that it is
fraudulent;

5. if something looks too good
to be true, it most probably is,
and it would be best to forget
about it;

6. in the case of purchases made
by mobile phones for which
a credit card is not required,
verify what the costs of the
services actually are, the ser-
vice’s conditions of agreement
and how one can back out.
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Conclusions

By keeping these basic rules in mind, you will be able to steer clear

of the majority of the pitfalls you can encounter online. Should you
encounter unpleasant or disturbing experiences, make sure you talk to a
trusted source. Remember, you have the right to be protected as well as
the responsibility to act appropriately, offline as well as online.
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Sources for Further Reading &
Inspiration

United Nation’s Convention of the Rights
of the Child
http:/ /www.unicef.org/crc/

WSIS Outcomes
http://wwwitu.int/wsis

ITUs activities on cybersecurity
http:/ /wwwitw.int/cybersecurity

Child Online Protection (COP) Initiative
http:/ /wwwitw.int/cop

Imagine Your Future — a prediction of
how the future will be
http://www.clon.edu/e-web/predictions/
kidzone/yourfuture.xhtml#kids%27%20
predictions

The Internet Big Picture - World Internet
Users and Population Stats

http:/ /wwwinternetwotldstats.com/stats.
htm

Child-friendly version of ‘A World Fit for
Children’
http://www.unicef.org/specialsession/
wifc/child_friendly.html

Opinion polls: What young people think
http://www.unicef.org/polls/

Connect Safely is for parents, teens, educa-
tors, advocates - everyone engaged in and
interested in the impact of the social Web
http:/ /www.connectsafely.org/

Children and Adolescents Closing State-
ment at World Congress 111 Against Sexual
Exploitation.

http:/ /www.ecpat.net/ WorldCongressIII/
PDF/Outcome/WCIII_Outcome_Docu-
ment_Final.pdf

The Children and Young Person’s Global
Online Charter
http://wwwiyac.net/children/index.htm

A number of Childnet’s resources for
young people

http:/ /www.childnet-int.org/young-
people/

Internet safety information (access to sites
in different languages)

http:/ /www.saferinternet.org/ww/en/
pub/insafe/index.htm
http://www.getnetwise.org/
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Appendix |

Parents’ Contract

I know that the Internet can be a won-
derful place for my kids to visit. 1 also
know that 1 must do my part to help
keep them safe on their visits. Under-
standing that my kids can help me, 1
agree to follow these rules:

1. I will get to know the services
and websites my child uses.

2. 1 will set reasonable rules and
guidelines for computer use by
my children and I will discuss
these rules and post them near
the computer as a reminder.

3. I will not overreact if my child
tells me about something

“bad” he or she finds or does
on the Internet.

4. 1 will try to get to know my
child’s “online friends” and
Buddy List contacts just as I
try to get to know his or her
other friends.

5. I'will try to provide close sup-
port and supervision of my
younger children’s use of the
Internet, for example by trying
to keep their computer in a
family area

6. I will report suspicious and
illegal activity and sites to the
proper authorities.

7. I will make or find a list of
recommended sites for chil-
dren.

8. I'will frequently check to see
where my kids have visited on
the Internet.

9. I will seek options for filter-
ing and blocking inappropri-
ate Internet material from my
children.

10.1 will talk to my kids about
their online explorations and
take online adventures with
them as often as I can.

I agree to the above.

Parent signature(s)

Date

I understand that my parents have
agreed to live by these rules and 1
agree to help my parents explore
the Internet with me.

Child signature

Date




Child’s Contract

I know that the Internet can be a won-
derful place to visit. I also know that it
is important for me to follow rules that
will keep me safe on my visits. 1 agree
to the following rules:

1. Wherever possible I will
choose a safe and sensible
screen name for myself that
will not broadcast any pet-
sonal information about my
family or me.

2. T will keep all of my passwords
private.

3. I'will discuss with my parents
all of the different pro-
grammes and applications 1
use on my computer and on
the internet, and talk to them
about the sites I visit. Before
I download or load a new
programme or join a new site I
will check with my parents first

to make sure they approve.

. When considering signing up

to a new online service I will
avoid those which demand too
much personal information
and try to opt for those which
ask for less.

. I will always take steps to find

out what personal information
about me will be published
by the service by default in
my profile and will always opt
for the maximum degree of
privacy.

I will not share my personal
information, or that of my
parents or any other family
member, in any way, shape or
form, online or with someone
I meet online. This includes,
but is not limited to name, ad-
dress, telephone number, age
or school name.

7. I will treat others the way 1
want to be treated.

8. I will use good manners when
I’'m online, including good lan-
guage and respect. I will not
pick fights or use threatening
or mean words.

9. I will make my own personal
safety my priority, since I know
there are some people who
might be online and pretend to
be someone they’re not.

10.1 will be honest with my
parents about people I meet
online and will tell them, with-
out always being asked, about
these people. I won’t answer
any e-mails or instant mes-
sages from anyone my parents
have not approved.

11.1f I see or read things that are
bad, icky or mean, 1 will log
off and tell my parents so they

can try to make sure it never
happens again.

12.1 will tell my parents if I

receive pictures, links to bad
sites, e-mail or instant messag-
es with bad language or if I'm
in a chat room where people
are using swear words or mean
and hateful language.

13.1 will not send anything in the

post to anyone I've met online,
without my parents’ okay. If 1
get something in the post from
someone ’ve met online, Ill
tell my parents immediately
(because that means they have
my private information).

14.1 will not do anything online

that someone asks me to if it
makes me feel uncomfortable,
especially if I know it’s some-
thing my parents would not be
happy about or approve of.
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15.1 will not call, write a snail mail
or meet in person anyone who
I’'ve met online without my
parents’ approval or without a
trusted adult coming with me.

16.1 understand my parents will
supervise my time online and
may use software to monitor
or limit where I go online.
They’re doing this because
they love me and want to
protect me.

I will teach my parents more
about the Internet so we can have
fun together and learn cool new
things.

I agree to the above.

Child signature

Guidelines for Children and Young People

Date

I promise to protect my child’s
safety online by making sure
these rules are followed. If my
child encounters unsafe situations
and tells me, I will handle each
situation with maturity and good
sense, without blaming anyone,
and will calmly work through it
with my child to ensure their safer
Internet experiences in the future.

Parent signature(s)

Date




Photo credits: www.shutterstock.com, Violaine Martin/ITU, Ahone Ayeh Njume-Ebong/ITU
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