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brazooapnocmu

Hanseni Otyer ObUT TOATOTOBIICH MO 3akazy Otnena mpunoxennid MKT u kubepOesonacHocTn CekTopa pa3BHTHS
MCD.

JokymeHnt "[loHmMaHWe KHOEPIPECTYMHOCTH: PYKOBOJICTBO Uil Pa3BHBAIOMIMXCS CTpaH' OBUT TOJATOTOBJICH
1p. Mapko 'epke. ABTop XoTen 05l mOOTarogapuTh KoManay CekTopa pa3BHTHS IEKTpocBsa3n MCD 3a MOAICPKKY H
I'yaxunga [upa 3a MHTEHCUBHBIE AUCKYCCUU.

Bce npaBa coxpaHenbl. Hu ofiHa U3 yactell JaHHOW MyOIHKAIIMK HE MOXET ObITh BOCIPOU3BECHA B KAKOW ObI TO HU
0bUTO hopMme, THOO0 ¢ TTOMONIBIO KaKUX ObI TO HH OBUIO CPEICTB 0e3 MUChbMEeHHOro paspemenus MCD.

Hcnonp3yemble B HACTOSIIECH MyOIHKAIMKA 0003HAYCHUS U KIIACCU(HUKAIMH HE OTPAKAIOT KaKOr0-JIM00 MHEHHS B
OTHOIIICHHUY TIPABOBOTO MJIM MHOTO CTaTyca JIF0OOH TEPPUTOPHH, JTHOO 0I00PEHUSI MITH IPU3HAHKS KaKUX ObI TO HH
obuTo Tpanun. TepmuH "cTpaHa" B HACTOSIIEH ITyONMKAIMK OTHOCUTCS K CTPAaHAM M TEPPUTOPHSIM.

[Ty6nukanus MCD "lloHnManue KMOepnpecTyTHOCTH: PyKOBOACTBO 1Sl pa3BUBAIOIIMXCS CTpaH" OCTYITHO B
OHJIAHOBOM PEXHUME TI0 aPeCy:

www.itu.int/ITU-D/cyb/cybersecurity/legislation.html

DTOT JOKYMEHT OT(GOPMATHPOBAH IS IBYCTOPOHHEH MevyaTh. DTOT JOKYMEHT BBIIYIIECH 0e3 0QUIHaIBbHOTrO
(hopmaTupOBaHUSL.

st nosyveHust 6oJee moapoOHoN HHPOPMAITHH, TIOXKATYHCTa, 00paIainTecs:

Otnen npunoxennit UKT n kxubep6e3omacuoctr (CYB)
)IenapTaMeHT TIOJIMTUKA U CTPATETUN

Bropo pa3BUTHS 2IEKTPOCBI3H

MesKTyHapOIHBIH COI03 DICKTPOCBSI3H

Place des Nations

1211 Geneva 20

Switzerland
Temn.: +41 22 730 5825/6052
dakc: +41 22 730 5484

On. mouta:  cybmail@itu.int
Beb6-caiit:  www.itu.int/I[TU-D/cyb/

IIpasosas 0o2o6opka

MHeHus1, BBIpaKEHHBIE B JAHHOM OTYETe, SBJSIOTCS MHEHUSMH aBTOPa(OB) M HE 00513aTEIbHO OTPAYKAIOT TOUKU 3PEHHUS
MexayHapoIHOro coro3a 3ekTpocBsa3u (MCD) mim ero uieHoB. Vcnonb3oBaHHbIE 0003HAYEHMS U MPEICTAaBICHUE
Marepuana, BKIIOYasi KapThl, HE IPEIIONIATAI0T BBIPKEHHUS KaKOTO-TH00 MHEHHS cO CTOpoHBI MCD OTHOCHTEIHHO
IIPAaBOBOTO CTATyca JII0OOW CTpaHBI, TEPPUTOPHH, TOPOJA WK OOJNACTH, WM OTHOCHTENBHO ONPEHETICHUSI X TPAHMI]
WIN TOCYJJAPCTBEHHBIX TPAHUII. YKa3aHUS U CChUIKM Ha KOHKPETHBIC CTPaHbl, KOMIIAHUH, TPOAYKThI, HHUIIUATHUBBI KU
PYKOBOJICTBAa HM B KOEM Cllyyae He IpeamnojaratoT, 4o MCD o1o0pseT Wi peKOMEHIyeT UX Kak MpearoYTUTEIbHbIE
[I0 CPABHEHUIO C MHBIMH QHAJIOTMYHBIMU KOMIIQHUSIMHU, IPOJYKTaMHU, MHUIMATUBAMHU U PYKOBOJCTBAMHU, KOTOpPbIE HE
YIOMHUHAIOTCSI.

©ITU 2009

b% [Ipexxnie yem pacredarsiBaTh dTOT OTUET, TOKAITYHCTA, 33yMaiTech 00 OKpYIKaroleh cpee.
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Computer Fraud and Abuse Act (U.S.)
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Misuse Act (Singapore)

Council of Europe
Distributed Denial of Service
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Privacy and Electronic Communications
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Electronic Communications Privacy Act
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Ilonumanue KI/I6€pHpCCTyHHOCTI/II PyKOBO,HCTBO JJIA pa3BUBAIONIUXCA CTpaH



IEJB

Henbto nokymenTa llonnmanue kudepnpecTynHocTH: PyKoBOACTBO /111 pa3BUBAIOIIMXCS CTPAH SIBJIACTCS
COJICICTBHE CTPaHaM B MIOHUMAaHUH 3aKOHOATEIBHBIX aCIIEKTOB KHOEPOE30MacHOCTH U MOMOIIb B TApMOHHU3AIUU
3aKOHOAATENBHBIX OCHOB. TakuM 00pazoM, PykoBoacTBO MMEET CBOCH IEIBI0 TOMOYB PA3BUBAOIIMMCS CTpAaHAM
Jy4Ille MOHATh HAIIMOHATIBHBIC M MEXKIYHAPOIHBIC TIOCIEACTBISI BO3PACTAIOMINX KHOEPYTpo3, OIICHUTH MOTPEOHOCTU
CYLLECTBYIOLIMX HallUOHAJIbHBIX, PETUOHAIBHBIX U MEXAYHAPOIHBIX MHCTPYMEHTOB, a TAK)KE OKa3aTh CONEHUCTBHE
CTpaHaM B CO3JJaHUU YCTOMYMBBIX 3aKOHOATEIIbHBIX OCHOB.

Hannoe PykoBOJICTBO COAEPKUT MCUEPTBIBAIOIINK 0030p OOJIBIINHCTBA HEOOXOAUMBIX TEM, CBSI3aHHBIX C
3aKOHOAATENBHBIMHE acrieKTaMu Kubeprpectynaoctu. [Ipu Takom moaxone nannoe PykoBoacTso chokycupoBaHo Ha
MOTPEeOHOCTSX Pa3BUBAIOIMINXCS CTpaH. M3-3a TpaHCHAIMOHABFHBIX MAacIITA00B KHOEPIPECTYITHOCTH,
3aKOHOIaTeNIbHbIE HHCTPYMEHTHI SIBISIOTCA OJUHAKOBBIMHU JUIS Pa3BUBAIOLIMXCS U AJISl pa3BUTHIX cTpaH. OgHaKO
CIpaBOYHBIC JOKYMEHTHI OBLTH OTOOpaHbI, UCXOISI U3 OTpeOHOCTeH pasBuBaromuxcs crpad. JlanHoe PykoBoacTo
COJICPYKUT MIMPOKUH BEIOOP pecypcoB st Gosee TiIyO00KOro H3y4eHHs pa3indHbIX TeM. Besne, rie 3To BO3MOXKHO,
HCIIOJIE30BAHBI JOCTYITHBIC OMyOIIMKOBAHHBIC HCTOYHUKY, BKIFOUAsi MHOXKECTBO OCCIUIATHBIX M3IaHHUN HITH
OHJIATHOBBIX IOPUIUYECKUX KYPHAJIOB.

Hannoe PykoBOJACTBO COAEpKUT 11eCTh OCHOBHBIX IM1aB. [locne BBeaenus (I nasa 1) PykoBoncTBO conep>KuT 0630p
siBJIeHUs1 KubepnpectynHocTs ({ 1asa 2). OH BKIIOUYAET B ce0sl ONMCaHUE TOTO, KaK COBEPIIAOTCS MPECTYIUICHUS U
00bsICHEHHS HanboJIee MUPOKOPACTIPOCTPAHSHHBIX MPOTUBONPABHBIX JICHCTBHI B chepe KNOepIpecTyILUICHUH,
TaKHUX KaK XaKepcTBO, Kpaxka WACHTUYHOCTH U ataku Tuna "Otka3 B obcnyxuBanuu”. Jlannoe PykoBoacTBO, Kpome
TOTO, COIEPKUT 0030p 3a/1a4, CBA3aHHBIX C PAcCiICIOBaHUEM M Haka3aHueM kubepnpectynHocTa ({ 1aswr 3 u 4).
[Tocne KpaTKOro OMUCaHUs HEKOTOPBIX U3 IEHCTBUIMA, IPEANPUHATHIX MEXIYHAPOAHBIMHU U PETHOHAIBHBIMU
OpraHu3alMsIMH B paMKaX 00pBObI ¢ KHOEPIPecTyMHOCTRIO ([ 1a6a 5), PyKOBOICTBO CONEPKUT aHAIN3 PA3THIHBIX
3aKOHOJATENBHBIX I10AX0J0B, CBA3aHHBIX C MAaTEpUAJIBHBIM YIOJIOBHBIM IIPAaBOM, IIPOLIECCYAJIbHBIM IIPABOM,
MEXIYHapOJHBIM COTPYIHUYECTBOM U OTBETCTBEHHOCTBIO IMOCTABLUIMKOB YCIyTr HHTEpHETa (I 1asa 6), BKIltoYasi
IIPUMEPBI MEKIYHAPOAHBIX IIOJXO00B, a TAKKE IPUMEPHI PEKOMEHYEMBIX IEHCTBUM U3 HAllMOHAJIBHBIX PEIICHUM.

Hoxyment Ilonnmanue kudepnpectynHocTu: PykoBoACTBO V1Sl pa3BMBAIOIIMXCSA CTPAH PacCMAaTPUBAET NIEPBYIO
U3 CEMU CTPAaTETHIeCcKuX 1enei [mobansHol nporpamMmsel kudepbesomacaoctu MCO (I'TIK), koTopast mpu3bIBaeT K
THIATEeILHON pa3paboTKe cTpaTeruid AJisi CO3JaHMsI 3aKOHOIATeNILCTBA 10 00phOE ¢ KHOEPIPECTYTHOCTHIO, KOTOPOE
OBLTO OBI MPUMEHUMO Ha IIT00ATFHOM YPOBHE M B3aUMOJICHCTBOBAIIO OBI C CYIIECTBYFOIUMH HATUOHATLHBIMH U
pErvuoHaIbHBIMU 3aKOHOAATENbHBIMU aKTaMU, a TAKKe paccMaTpuBaeT pa3pabarbiBaeMblil MccnenoBarenbekon
komuccueid MC3-D B pamkax Bonpoca 22/1 moaxo 1o opraHu3aiuy HAlMOHAIBHBIX YCHITHH 110 00phoe ¢
KuOeprpecTymHOCThI0. Co3IaHue HAMOHATBHOM MPaBOBO HHPPACTPYKTYPHI ABISETCS COCTABHON YacThIO
HAIIMOHAIBHOW cTpaTernu knbepodeszomacHocTH. [IpuHATHE BCeMHU rocyJapcTBaMi COOTBETCTBYIOIIETO
3aKOHOAATENHCTBA IO OOpBOE €O 3710ymoTpedIeHHeM HHPOPMAMOHHBIMA ¥ KOMMYHHKAIIMOHHBIMH TEXHOIOTHUSIMA B
MIPECTYIHBIX WM UHBIX LEJIAX, BKIOYas JeHCTBUS, IPU3BaHHBIE BO3/EUCTBOBATh HA LIEJIOCTHOCTh BaYKHEHIITNX
HAIIMOHATBHBIX HH(POPMAIIMOHHBIX HHPPACTPYKTYP, SBIAETCS NEHTPATHHBIM ITYHKTOM JUISl TOCTIDKEHHS TI00aTBHON
kubepOe3omacHocTH. [T0CKOIBKY Yrpo3bl MOTYT HCXOJUTh W3 JIF000# Toukn 3eMHOTO 11apa, 3Ta 3a/1a4ya, B CBOeH
OCHOBE, SIBJIIETCS] MEXKIYHAPOIHON U TpeOyeT MEXTyHapOIHOTO COTPYIHUYECTBA, COACUCTBUS B pacciie0BaHUH
MPECTYIUICHUH U OOIIMX ONEPATHBHBIX U MPOIECCyaTbHBIX MOJOXKeHUH. ClneoBaTenbHO, BAXKHO YTOOBI CTPaHBI
FapMOHU3UPOBAIIM CBOM MPABOBBIE OCHOBBI [l 00PHOBI ¢ KHOEPIPECTYIMHOCTHIO U YIPOILICHUS! MEXKIYHAPOAHOTO
COTPYJIHHUYECTBA.
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1.1

n

BBEJIEHUE

Hngppacmpyxmypa u ycayeu

TEPHET — OTO OJIHA U3 Hauboee OBICTPO PACTYIMX 00NACTEN Pa3BUTHS TEXHUIECKON HHPPACTPYKTYphI!.

Ceroans uH(pOpMaITMOHHO-KOMMYHHKaMOHHBIE TexHoIorun (MK T) npencraBneHpl MOBCIOY M TEHACHIINN HX

HI/I(l)pOBI/ISaHI/II/I IMOCTOSAAHHO PACTYT. CHpOC Ha UHTCPHET U KOMIIBIOTCPHBIC COCANMHCHUS ITPUBECII K UHTETpalluu

KOMIIBIOTEPHBIX TEXHOJIOTHI B MPOIYKTHI, KOTOPBIE OOBIYHO PaGOTaIn 63 HUX, HAPUMED aBTOMOOWIIN | 31aHHs2.

DJEeKTPONHUTAHNE, TPAHCIOPTHAS HHPPACTPYKTYpa, BOCHHAS CIIy>KOa U JIOTHCTHKA — IPAKTHUECKH BCE COBPEMEHHEIE

YCIIYTH 3aBUCAT OT UCTIONb30Banus MKT3,

XoTs Pa3BUTHUEC HOBLIX TEXHOJIOTUM C(l)OKyCI/IpOBaHO, T'JIaBHBIM 06pa30M, Ha y1OBJICTBOPCHUHU HOTpeGI/ITeHLCKOFO

CIIpocCa B 3allaJIHBIX CTPaHaX, pa3sBUBAIOIINECA CTPAHBI TAKKE MOT'YT ITOJIb30BATHCA NPEUMYIICCTBAMH HOBBIX

texHosoruii*. TIpu JOCTyHOCTH TEXHOJIOTHUIA NanbHei GecrpoBoaHOM cBa3u, Hanpumep WiMAXS 1 KOMIIBIOTEPHBIX

CHCTEM, KOTOpPbIE cerons umerot neny menee 200 o, CILIAS, ropasio Gonblie mo/eii B pa3BUBAIOMINXCS

CTpaHax JOJDKHbI UMCTb Oomee HpOCTOﬁ AOCTYII B MHTCPHET U CBA3aHHBIM C HUM IIPOAYKTAM U ycnyraM7.

Bmustane KT Ha 001miecTBO IpoCTUPASTCss HAMHOTO JalibIllie, YeM Co3anue 0a30Boi HH)OPMAMOHHON

uHppacTpykTypsl. ['otoBHOCTS KT sBIIsieTCSI OCHOBOM /IS pa3paObOTKU KPUTEPHUEB CO3/IaHUs, TOTOBHOCTH U

HCIIOJIB30BAHHA CETCBBIX ycnyrg. 3J'IeKTpOHHa$I mo4yTa 3aMCHUJIa TPAAULIMOHHBIC HI/ICBMag; OHJIAMHOBEIE BEO-

npe3eHTauu CEroaHsa UMEIOT 0oJiee BaXKHOE 3HAYCHHUE AJ1 6H3Heca, YCM MEYATHBIC PEKIIAMHBIC MaTepHaHBIlO; u

YCIIyTH CBsA3H ¥ Tesle(OoHnM Ha 6a3ze MHTEPHETA PACTYT OBICTPEE, YeM IIPOBOHAS CBS3b! L.
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Related to the development of the Internet, see: Yang, Miao, ACM International Conference Proceeding Series; Vol. 113;
Proceedings of the 7th international conference on Electronic commerce, Page 52 — 56; The World Information Society Report 2007,
available at: http://www.itu.int/osg/spu/publications/worldinformationsociety/2007/. According to the ITU, there were 1,13 billion
Internet users by the end of 2007, available at: http://www.itu.int/ITU-D/.

Regarding the threat of attacks against computer systems integrated in cars, see: BBC News, Cars safe from computer viruses,
11.05.2005, available at: http://news.bbc.co.uk/1/hi/technology/4536307.stm.

See Wigert, Varying policy responses to Critical Information Infrastructure Protection (CIIP) in selected countries, Cybercrime and
Security, IIB-1. Bohn/Coroama/Langheinrich/Mattern/Rohs, “Living in a World of Smart Everyday Objects — Social, Economic &
Ethical Implications”, Journal of Human and Ecological Risk Assessment, Vol. 10, page 763 et seqq., available at:
http://www.vs.inf.ethz.ch/res/papers/hera.pdf. A demonstration of the impact of even short interruptions to Internet and computer
services was the harm caused by the computer worm, 'sasser”. In 2004, the computer worm affected computers running versions of
Microsoft's operation System Windows. As a result of the worm, a number of services were interrupted. Among them were the U.S.
airline “Delta Airlines” that had to cancel several trans-Atlantic flights because its computer systems had been swamped by the
worm, whilst the electronic mapping services of the British Coastguard were disabled for a few hours. See Heise News, 04.01.2005,
available at: http://www.heise.de/newsticker/meldung/54746; BBC News, “Sasser net worm affects millions”, 04.05.2004, available
at: http://news.bbc.co.uk/1/hi/technology/3682537.stm.

Regarding the possibilities and technology available to access the Internet in developing countries, see: Esteve/Machin, Devices to
access Internet in Developing countries, available at: http://www2007.org/workshops/paper_106.pdf.

WiMAX (Worldwide Interoperability for Microwave Access) is a technology that provides wireless data services (such as access to
the Internet) over long distances. For more information, see: The WiMAX Forum, available at http://www.wimaxforum.org;
Andrews, Ghosh, Rias, Fundamentals of WiMAX: Understanding Broadband Wireless Networking; Nuaymi, WiMAX,
Technology for Broadband Wireless Access.

Within the “One Laptop per Child” initiative, inexpensive laptop computers should be distributed to children, especially those
in developing countries. The project is organised by the United States-based non-profit organisation OLPC. For more
information, see the official OLPC website at http://www.laptop.org. Regarding the technology of the laptop, see Heise News,
Test of the 100 dollar laptop, 09.05.2007, available at: http://www.heise.de/english/newsticker/news/89512.

Current reports highlight that less than 4 per cent of the African population has access to the Internet. See Waters, Africa
waiting for net revolution, BBC News, 29.10.2007, available at: http://news.bbc.co.uk/1/hi/technology/7063682.stm.
Regarding the impact of ICT on the society see the report Sharpening Europe's Future Through ICT — Report from the
information society technologies advisory group, 2006, available at: ftp://ftp.cordis.europa.eu/pub/ist/docs/istag-shaping-
europe-future-ict-march-2006-en.pdf.

Regarding the related risks of attacks against e-mail systems see the report that United States Department of Defence had to
shut down their e-mail system after a hacking attack. See:

http://www.defenselink.mil/transcripts/transcript.aspx ?transcriptid=3996.

Regarding the ability to block Internet-based information services by denial-of-service attacks see below 2.4.e.

Regarding the related difficulties of lawful interception of Voice over IP communication see Bellovin and others, “Security
Implications of Applying the Communications Assistance to Law Enforcement Act to Voice over IP”, available at:
http://www.itaa.org/news/docs/CALEAV OIPreport.pdf; Simon/Slay, “Voice over IP: Forensic Computing Implications”,
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Hocrtymrocts KT 1 HOBBIE CeTEBBIE YCIYTH MPEIaraloT MHOKECTBO MPEUMYIIECTB JIJIs OOIIECTBA B LIEJIOM,
0COOEHHO, JIsl pa3BUBAIOIIUXCS CTPaH.

[punoxxenust UKT, Takue Kak 3JIEKTPOHHOE MPABUTEIBCTBO, AEKTPOHHAS KOMMEPIIUS, SJICKTPOHHOE 00pa3oBaHue,
3JIEKTPOHHOE 3/IPaBOOXPAaHEHHE U AJIEKTPOHHAS OXpaHa OKPYKAIOLIEH Cpe/bl, CUNTAIOTCS JBHXKYILIUMHU CUIIAMH
Pa3BUTHA, MOCKOJIBKY OHU 00eCreunBaroT 3P (PEeKTUBHBIN KaHAI s MPEAOCTABICHUS IIIMPOKOTO CIIEKTpa 0a30BhIX
YCIIYT B YJAJICHHBIX H celIbcKkuxX obnactsx. [Ipunoxkenus UKT MoryT ynpocTHTh B pa3BUBAIOIIMXCS CTPaHAX
JIOCTHKEHHUE 1ieiei pa3BUTHsl ThICAYEINIETHS 110 3APAaBOOXPAHEHUIO U OXpaHe OKPYKAIOIe cpenbl. Y UUThIBas
MpaBWIbHBIE TIOJXO0/Ibl, KOHTEKCT U MPOLIECCHl BHEAPEHUS, MHBECTULIUH B MpuiioxkeHus u MHCTpyMeHThl, UKT moryT
TIPUBECTH K MOBBILICHUIO TPOM3BOIUTENBHOCTH | YIIYYILICHUIO KauecTBa. B cBoto ouepens, mpunoxenus KT moryt
0CBOOOIUTH TEXHHYECCKHE H JIFOJICKHE PECYPCHI U 00eceunTh OoJiee 0OIIMPHBIN TOCTYI K 6a30BBIM yciryram. B atom
CBETE OHJIAHHOBAsI Kpa)ka MACHTUYHOCTHU U JEHCTBUA MO MOJYYEHUIO B UHTEPHETE yIOCTOBEPAIOLIECH W/ MK TUYHON
UHGOPMAIIH APYTOTO YETOBEKA JUIST MOIIEHHUYIECKOTO €€ NCTIONB30BAHNUS B IIPECTYITHBIX IEJISIX CETOIHS SBIISETCS
OJIHOH U3 OCHOBHBIX YTPO3 Ul JalIbHEHILIEro pa3BUTHUS YCIYT JIEKTPOHHOTO MPABUTENbCTBA U 3JIEKTPOHHOTO
ousnecal2.

CTOMMOCTBb YCJIyT YacTO TaKKe HAMHOTO HMKe, YeM JIJIsl CPaBHHBAEMBIX YCIIYT 3a npeaenamu cetu!3. Yemyru
3JIEKTPOHHOM TOYTHI YaCTO OSCIIIIATHBI MJIM CTOST OYSHb HEMHOTO 110 CPABHEHHIO C TPAIUIIMOHHBIMH [TOYTOBBIMH
yeayramu!4. Onnaiinosas suuukioneaus WikipedialS MmosxeT ucnonb3oBathes 6ecriaTHO, Kak ¥ COTHH OHJIAHHOBBIX
ycayr xoctuaral®, Bojee HM3KKE 1IEHBI B&XKHBI, TaK KAK OHH MO3BOJIAIOT IPEJOCTABIIATH YCIYTH GOJIbIIEMY YUCITY
MOJIb30BaTENIEH, BKITIOYAs JIFOCH ¢ OYeHb OTPAaHUYCHHBIMU J0XO0AaMHU. Y UYUTHIBAs OrpaHHUCHHBIC (PUHAHCOBBIE
peCcypChl MHOXKECTBA JIFOACH B Pa3BUBAOIIMXCS CTPAHAX, HHTEPHET MO3BOJISIET MM HCIIOJIb30BAaTh YCIYTH, K KOTOPHIM
OHHU HE MOTJIH OBl MOJIyYHTh TOCTYIIAa BHE CETH.

1.2 Ilpeumywiecmea u pucku

Beenenne UKT Bo MHOTHE acTIeKThI €XKETHEBHOM )KHM3HU MPHUBEJIO K pa3pab0TKe COBPEMEHHOM KOHIIETIIIU
Undopmanuonnoro odmectsal”’. Takoe pazsutue MHPOpMalMOHHOTO 06LIeCcTBa 00€CIEeYNBAET IMUPOKHE
Bo3moxkHocTH! 8, HeorpanuueHHbIH 10Ty K MHPOPMAIIMK MOKET MOJIEPKUBATH IEMOKPATHIO, TAK KaK MOTOK
uH(pOpMAIMH BBIXOJAUT U3-110]] KOHTPOJISI FOCYJAPCTBEHHBIX YHHOBHUKOB (KaK 3TO MPOHM30IILI0, HAIPHUMED B
3anaanoii Epomne)!®. Texuuueckue JOCTHKEHUS YIyHIIMIN €XKETHEBHYIO KU3Hb, HATIPUMED, OHJIAHHOBBIE
0aHKOBCKHE OIEpAIU H COBEPIICHUE OHIAWHOBBIX IMOKYIOK, UCIIOIh30BAHKE YCIIYT ITOABMKHOM Mepeiavn TaHHBIX

2006, available at: http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/forensics/Simon%20Slay %20-

%20V oice%200ver%20IP-%20Forensic%20Computing%20Implications.pdf.
12 ITU,ICT Applications and Cybersecurity Background Note to the 2009 Pacific ICT Ministerial Forum held in Tonga 17-20 February 2009, 2009,
available at: http://www.itu.int/ITU-D/asp/CMS/Events/2009/PacMinForum/doc/Background%20Note-Theme-4-
ICT%20Apps%20& %20Cybersecurity.pdf.
Regarding the possibilities of low cost access the Internet in developing countries, see: Esteve/Machin, Devices to access Internet in Developing
countries, available at: http:/www2007.org/workshops/paper_106.pdf.
Regarding the number of users of free-or-charge e-mail services see Graham, Email carriers deliver gifts of ninety features to lure, keep users, USA
Today, 16.04.2008, available at: http://www.usatoday.com/tech/products/2008-04-15-google-gmail-webmail_N.htm. The article mentions that the
four biggest webmail providers have several hundred million users — Microsoft (256 million), Yahoo (254 million), Google (91 million) and AOL
(48 million). For an overview on e-mail statistics see: Brownlow, e-mail and web statistics, April 2008, available at: http:/www.email-marketing-
reports.com/metrics/email-statistics.htm.
5 http://www.wikipedia.org
Regarding the use of free-of-charge services in criminal activities See for example: Symantec Press Release, Symantec Reports Malicious Web
Attacks Are on the Rise, 13.05.2008, available at:
http://www.symantec.com/business/resources/articles/article.jsp?aid=20080513_symantec_reports_malicious_web_attacks_are_on_the_rise.
Unlike in the Industrial Society, members of the Information Society are no longer connected by their participation in industrialisation, but through
their access to and the use of ICTs. For more information on the information society see: Masuda, The Information Society as Post-Industrial Society;
Dutta/De Meyer/Jain/Richter, The Information Society in an Enlarged Europe; Maldoom/Marsden/Sidak/Singer, Broadband in Europe: How
Brussels can wire the Information Society; Salzburg Center for International Legal Studies, Legal Issues in the Global Information Society;
Homby/Clarke, Challenge and Change in the Information Society.
See for example: Communication From The Commission To The Council, The European Parliament, The European Economic And Social
Committee And The Committee Of The Regions, Challenges for the European Information Society beyond 2005, page 3, available at:
http://ec.europa.eu/information_society/eeurope/i2010/docs/communications/new_chall_en_adopted.pdf.
Regarding the impact of ICT on the development of the society see: Barney, Prometheus Wired;: The Hope for Democracy in the Age of Network
Technology, 2001; Yang, Between Democracy and Development: The impact of new information technologies on civil societies in China, available
at: http://programs.ssrc.org/itic/publications/civsocandgov/yangpolicyrevised.pdf; White, Citizen Electronic: Marx and Gilder on Information
Technology and Democracy, Journal of Information Technology impact, 1999, Vol. 1, page 20, available at: http://www.jiti.com/v1n1/white.pdf.
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u Tenedonnu 1o nporokory UatepreT (VoIP) — TONBKO HEKOTOPBIE TPUMETHI TOTO, HACKOJIBKO TIIYOOKO TIPOHUKITN
UKT B Hanly noBCEIHEBHYIO ®KU3HBZ,

OHaKo pocT HHPOPMALIMOHHOTO OOLIECTBA COMPOBOXK/IAETCS HOBBIMU U CEPhE3HBIMU yrpo3amMu2!, JKuznenno
BaXKHBIE CITy’KOBI TAKHME KaK BOJIO- M JIEKTPOCHAOkKEHHE ceroius onuparotcs Ha UKT22, ABToMOOUIHM, peryIupoBKa
JBYKEHUS, TH(THI, KOHIUIHMOHUPOBAHUE BO3LyXa M Tele()OHBI TAKKE 3aBUCAT OT Oecriepe6oiiHoii pabotel MKT23,
ATaky Ha HHGOPMAIIMOHHYIO HHPPACTPYKTYPY U YCIIYTH HHTEPHETA CETOJIHS CIIOCOOHBI PUYUHUTH BpeI OOIIECTBY
HOBBIMH M KPUTHYECKHMH CIIOCOOaMuZ4,

Artaku Ha MHGOPMALMOHHYIO MH(PACTPYKTYPY M YCIyTH HHTEPHETA yKe COBEpIIalTcaZ>, OHIaiHOBOE
MOIIICHHUYECTBO, PACIIPOCTPAHCHUE JETCKOW OPHOTPadHH U XaKEPCKUE aTAKH — TOIEKO HEKOTOPBIE MIPUMEPHI
KOMIIBIOTEPHBIX MPECTYIUIEHUH, KOTOPBIE COBEPLIAIOTCS €XKEHEBHO B OTPOMHBIX MaciuTabax20. dDMHaHCOBBII ypOH,
HAHOCHMBIii KHGEPIPECTYNHOCTHIO, Ype3Bbluaiino Benuk?’. Tosbko B 2003 rofy BpeloHOCHOE IPOrPAMMHOE
obecrieueHre MPUUUHUIIO yIep0d Ha cymMmy 110 17 MUILITHAPOB A0 CIIIA28. TTo HEKOTOPBIM OIIEHKaM, JOXOJIbI OT
kubepnpectymHocTr B 2007 roxy npesbicum 100 muwmrapnos goit. CLHIA, BnepBbie MpeB30iis HE3aKOHHYEO
Toprosio HapkotukamuZ?, Tloutn 60% npenanpustuii B Coenunennbix llItatax AMEpUKH CUMTAIOT, 4TO
KMOEPIPECTYITHOCT UM OOXOIUTCS IOPOKE, YeM (PU3MIECKAS TPECTYMHOCTLC. DTH OLEHKH SBHO JEMOHCTPHPYIOT

BAKHOCTB 3aIIMTHI HH(GOPMAIMOHHBIX HHPPAcTPYKTyp3L.

% Regarding the extend of integration of ICTs into the daily lives and the related threats see below 3.2.a as well as Goodman, “The Civil Aviation

Analogy — International Cooperation to Protect Civil Aviation Against Cyber Crime and Terrorism” in Sofaer/Goodman, ““The Transnational

Dimension of Cyber Crime and Terrorism”, 2001, page 69, available at: http://media.hoover.org/documents/0817999825_69.pdf.

See Sieber, The Threat of Cybercrime, Organised crime in Europe: the threat of Cybercrime, Page 212; ITU Global Cybersecurity

Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 14, available at:

http://www.itu.int/osg/csd/cybersecurity/gca/global _strategic_report/index.html.

See Suter, A Generic National Framework For Critical Information Infrastructure Protection, 2007, available at:

http://www itu.int/osg/spu/cybersecurity/pgc/2007/events/docs/background-paper-suter-C5-meeting-14-may-2007 .pdf.

2 Bohn/Coroama/Langheinrich/Mattern/Rohs, “Living in a World of Smart Everyday Objects — Social, Economic & Ethical Implications™, Journal of

Human and Ecological Risk Assessment, Vol. 10, page 763 et seqq., available at: http://www.vs.inf.ethz.ch/res/papers/hera.pdf.

See Wigert, Varying policy responses to Critical Information Infrastructure Protection (CIIP) in selected countries, Cybercrime and Security, [IB-1,

page 1; Wilshusen, Internet Infrastructure, Challenges in Developing a Public/Private Recovery Plan, Testimony before the Subcommittee on

Information Policy, 2007, GAO Document GAO-08-212T, available at: http://www.gao.gov/new.items/d08212t.pdf.

Regarding the attack against online service in Estonia, see: Toth, Estonia under cyberattack, available at:

http://www.certhu/dmdocuments/Estonia_attack2.pdf. Regarding the attacks against major online companies in the United States in 2000 see:

Sofaer/Goodman, “Cyber Crime and Security — The Transnational Dimension”, in Sofaer/Goodman, “The Transnational Dimension of Cyber Crime

and Terrorism”, 2001, page 14, available at: http://media.hoover.org/documents/0817999825_1.pdf. The attacks took place between 07.02.2000 and

09.02.2000. For a full list of attacked companies and the dates of the attacks, see: Yurcik, “Information Warfare Survivability: Is the Best Defense a

Good Offence?”, page 4, available at: http://www.projects.ncassr.org’/hackback/ethics00.pdf.

The Online-Community HackerWatch publishes reports on hacking attacks. Based on their sources, more than 250 million incidents were reported in

one month (August 2007). Source: http://www.hackerwatch.org.

See Hayden, Cybercrime's impact on Information security, Cybercrime and Security, IA-3, page 3.

CRS Report for Congress on the Economic Impact of Cyber-Attacks, April 2004, Page 10, available at:

http://www.cisco.com/warp/public/779/govtaffairs/images/CRS_Cyber_Attacks.pdf.

? See: 0" Connell, Cyber-Crime hits $ 100 Billion in 2007, ITU News related to ITU Corporate Strategy, 17.10.2007, available at:
http://www.ibls.com/internet_law_news_portal_view_prn.aspx ?s=latestnews&id=1882.

3 IBM survey, published 14.05.2006, available at: http:/www-

03.ibm.convindustries/consumerproducts/doc/content/news/pressrelease/1540939123 html.

Wilshusen, Internet Infrastructure, Challenges in Developing a Public/Private Recovery Plan, Testimony before the Subcommittee on Information

Policy, 2007, GAO Document GAO-08-212T, available at: http://www.gao.gov/new.items/d08212t.pdf.For more information on the economic

impact of Cybercrime see below 2.9.
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1.3 Kubepoeszonacnocmo u kubepnpecmynnocmas

Ku6ep6e30nacHoCTh>2 MTpaeT BXKHYIO POJIb B TEKYIEM Pa3BUTHH HH(OPMAIMOHHBIX TEXHOJIOTHIA, a TAKkKe
MHTEpHET-YCIyr33, Yeunenne kKubepOe30nacHOCTH U 3aIMTa BaKHEHIIMX HHPOPMALIMOHHBIX HHPPACTPYKTYP UMEET
OTrPOMHOE 3HAYEHHE JIIs 6€30MAaCHOCTU YKOHOMUYECKOTO OJIAaroCOCTOSIHUS KaX oW cTpaHbl. [1oBbIIeHHEe
0€30I1acCHOCTH UHTEPHETA U 3allIHMTAa [TO0JIB30BATENICH HHTEPHETA CTAI0 COCTAaBHOM YacThIO pa3pabOTKH HOBBIX YCIYT,
a TaK)Ke MPaBUTEILCTBEHHOM momMThkr>4, Cep)kuBaHne KHOEPIPECTYITHOCTH SBISETCS COCTABHON YaCThIO
HAI[MOHAIBHOM KHOEpOEe30IMacHOCTH M CTPATETHUH 3aIIUThI BXKHEUIIeH HHPOPMAIIMOHHON HHAPACTPYKTYPHI.

B gacTHOCTH, 3TO BKIIIOYAET B Ce0sI IPUHSITUE COOTBETCTBYIOMIETO 3aKOHOIATEIILCTBA MMPOTHB 3JI0HAMEPEHHOTO
ucrnonb3oBanus KT B mpecTymHBIX WM UHBIX IEJIIX U JIJIS1 IEUCTBHM, IIEIbI0 KOTOPBIX SIBJSIETCS] BO3/ICHCTBHE HA
LEJIOCTHOCTH BaKHEHIITIX HAIIMOHATIBHBIX HHPPACTPYKTYp. Ha HaIrmoHaIsHOM ypOBHE 9TO 0011ast OTBETCTBEHHOCTS,
TpeOyIoIIas CKOOPAUHUPOBAHHBIX ICHCTBUI CO CTOPOHBI MPAaBUTEIBCTBEHHBIX OPraHU3allid, YaCTHOTO CEKTOPa U
rpaXIaH B OTHOIICHUH NPEIYNIPEKICHNS, TOTOTOBKH, PEarnpoBaHMs M BOCCTAHOBIICHHUS TIOCIIE HHIMACHTOB. Ha
PETHOHATBFHOM M MEKIYHAPOIHOM YPOBHE 3TO BJICUET 33 COOO0I KOOIEepayio M KOOPIUHAIIUIO C COOTBETCTBYIOIINM
naptHepamu. Takum 00pazoM, GOpMyIHPOBKA U BHEAPCHUE HAIIMOHAIBHBIX OCHOB M CTPATErUU KHOEpOe30macHOCTH
TpedyeT Bceobbemmoniero noaxonas>. Ctparernu kubepOe30nacHOCTH, HAPUMED, pa3paboTKa TEXHUYECKUX
3aIIUTHBIX CHCTEM MIIM 00ydeHHE TI0JIb30BATENNeH TOMY, KaK HE CTAaTh KePTBAMU KHOEPIIPECTYITHOCTH, MOKET
COJEMCTBOBAThL CHIKEHHIO PUCKOB KuOeprpecTynHocTn30, Pa3paboTka M MojiepkKa cTpaTeruii kubepoe30nacHOCTH
SABIISETCS KU3HEHHO BAXKHBIM 2JIEMEHTOM B 60pHOE IPOTHB KMOEPIPECTYITHOCTHS .

IOpuauueckre, TEXHUYECKUE U OpraHU3aI[MOHHBIC 33/1a4H, TOCTaBJICHHBIC IPOOIeMO KHOepOe30acHOCTH,
SIBIISTIOTCS TTI00IBHBIMHU M JATEKOMIYIIIMMHU B MOTYT OBITh Pa3pemIeHbl TOJIBKO ITOCPEICTBOM ITOCIIEI0BATEIBHOIM
CTpaTeruy, YYUTHIBAIOIICH POJIb PA3IMYHBIX YYACTHUKOB U CYIIECTBYIONINE HHUIIUATHBEL B paMKax
ME3KIyHapOJHOTO COTPyAHMYECTBaS. B 5ToM oTHOIEHHH BeceMupHas BCTpeua Ha BBICHIEM YPOBHE 110 BOIPOCAM
undopmanronsoro odmectsa (BBYHNO)3® npusnana peanbHble ¥ 3HAYUTEIbHbIE PUCKHU, 00YCIOBIECHHbIE
HECOOTBETCTBHEM KHOEepOE30macHOCTH U OBICTPBIM pacipocTpaHeHueM kubepnpectynaocTa. [laparpadsr 108-110

32 The term “Cybersecurity” is used to summarise various activities such as the collection of tools, policies, security concepts, security

safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to
protect the cyber environment and organization and user's assets. Organization and user's assets include connected computing
devices, personnel, infrastructure, applications, services, telecommunications systems, and the totality of transmitted and/or stored
information in the cyber environment. Cybersecurity strives to ensure the attainment and maintenance of the security properties of
the organization and user's assets against relevant security risks in the cyber environment. Regarding the definition of cybersecurity,
ITU-T Recommendation X.1205 “Overview of Cybersecurity” provides a definition, description of technologies, and network
protection principles. “Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines, risk
management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber
environment and organization and user's assets. Organization and user's assets include connected computing devices, personnel,
infrastructure, applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the
cyber environment. Cybersecurity strives to ensure the attainment and maintenance of the security properties of the organization and
user's assets against relevant security risks in the cyber environment. The general security objectives comprise the following:
Availability; Integrity, which may include authenticity and non-repudiation; Confidentiality.” Also see ITU, List of Security-Related
Terms and Definitions, available at: http://www.itu.int/dms_pub/itu-t/oth/0A/0D/TOA0D00000A0002MSWE.doc..

With regard to development related to developing countries see: ITU Cybersecurity Work Programme to Assist Developing
Countries 2007-2009, 2007, available at: http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-programme-
developing-countries.pdf.

See for example: ITU WTSA Resolution 50: Cybersecurity (Rev. Johannesburg, 2008) available at: http://www.itu.int/dms_pub/itu-
t/opb/res/T-RES-T.50-2008-PDF-E.pdf; ITU WTSA Resolution 52: Countering and combating spam (Rev. Johannesburg, 2008)
available at: http://www.itu.int/dms_pub/itu-t/opb/res/T-RES-T.52-2008-PDF-E.pdf; ITU WTDC Resolution 45: Mechanism for
enhancing cooperation on cybersecurity, including combating spam (Doha, 2006) available at: http://www.itu.int/ITU-
D/cyb/cybersecurity/docs/WTDCO06_resolution_45-e.pdf; European Union Communication: Towards a General Policy on the Fight
Against Cyber Crime, 2007, available at: http://eur-lex.europa.eu/LexUriServ/site/en/com/2007/com2007_0267en01.pdf; Cyber
Security: A Crisis of Prioritization, President's Information Technology Advisory Committee, 2005, available at:
http://www.nitrd.gov/pitac/reports/20050301_cybersecurity/cybersecurity.pdf.

For more information, references and links see the ITU Cybersecurity Work Programme to Assist Developing Countries (2007-
2009), 2007, available at: http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-programme-developing-
countries.pdf.

For more information see Kellermann, Technology risk checklist, Cybercrime and Security, IIB-2, page 1.

See: Schjolberg/Hubbard, Harmonizing National Legal Approaches on Cybercrime, 2005, available at:
http://www.itu.int/osg/spu/cybersecurity/docs/Background_Paper_Harmonizing National_and_Legal Approaches_on_Cybercrime.p
df; See as well Pillar One ITU Cybersecurity Work Programme, available at: http://www.itu.int/osg/csd/cybersecurity/gca/pillars-
goals/index.html; With regard to the elements of an anti-cybercrime strategy see below: Chapter 4.

See in this context: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 14,
available at: http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

For more information on the World Summit on the Information Society (WSIS), see: http://www.itu.int/wsis/
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Tynucckoii npozpammul O uHgopmayuonHo2o obwecmsa, npunsmoii BBYHO*, pkmouas JIoNoNHEHNe, YCTaHABIMBAIOT
IUIaH JUT MHOTOCTOPOHHEH pean3allii Ha MEKIYHApOIHOM YpoBHe JKenesckozo naama Oeticmsuti BBYHOM,
OIMCBIBAIOLIETO IIPOLIECC MHOTOCTOPOHHEH peann3aliy B COOTBETCTBUY C OJMHHA/LIATHIO HAIIPABJICHUAMHU JIESTEIBHOCTH U
pacrpeziefieHie OTBETCTBEHHOCTH 3a COJEHCTBUE pealn3allii pa3IMuHbIX HarpasiieHui aestensHoctu. Ha BBYNO
MHPOBBIE IUIEPHI U NpaBuTeNscTBa opyurnu MCO cozerictBoBaTh peannzarmu Hampasienus nesirensaocti CS BBYHO,

OpPHMEHTUPOBAHHOTO Ha (POPMUPOBAHKE ATMOC(EPHI I0BEPHs M OE30MIACHOCTH IIPU MCTIONb30BaHun MKT2,

B stoii cBs3u ['enepanbhblil cekpetaps MCO 17 mas 2007 roga o6bsasui ['odanbHyo nporpaMmy
kubepbezonacnoctu (ITIK)*3, cOBMECTHO ¢ MPABUTENLCTBAMH, TIPOMBIIIEHHOCTBIO, PETHOHATLHBIMH 1
MEXIYHapOJHBIMU OpraHU3alMsIMU, aKaJeMUYeCKUMU U hccienoBarenbckuMu uHetutytamu. ['TIK — 3to
rio0ansHas OCHOBA JUTS AUAIOTA M MEKIYHAPOAHOTO COTPYIHUIECTBA IT0 KOOPIMHALINH MEKTYHAPOIHON PEaKIuy
Ha pacTylue IpooieMbl KHOepOe30IIaCHOCTH U MOBBIIICHHS TOBEPHs U 0€30MACHOCTH B HH(POPMAITHOHHOM
obmrectBe. OHA CTPOUTCS HA CYIIECTBYIOIIECH paboTe, MHAIMATHBAX M MAPTHEPCTBE MO pa3paboTKe TI00aTbHBIX
CTpaTeruii IO PEIICHHUIO CETOAHANIHNX 33124, CBSI3aHHBIX ¢ (JOPMUPOBaHNUEM aTMOC(EpH! JoBepHs 1 OE30I1aCHOCTH B
ucnonbzoBanuu UKT. B camom MCD T'mo6anpHas nporpaMmma KuoepOe30macHOCTH IOMOTHSIET CYIIECTBYOIIHE
nporpaMmsl padot MCD myTeM coneicTBUS OCYIIECTBICHUIO TpeMs cekTopamu MCD nesiTenbHOCTH B 00JIacTh
KrOepOe30MacHOCTH B paMKaX MEXKIyHaPOHOT'O COTPYIHUYECTBA.

B I'TIK mocTaBieHO CeMb OCHOBHBIX CTPATErHYEeCKHUX IENIEH, JIeKAIUX B IATH 00nacTsax nedcteus: 1) [IpaBoBsie
Mepbl; 2) Texuuyeckue U npoueaypHbie Mepsl; 3) OpraHnuzaluoHHble CTPYKTYpbI; 4) [IporpamMma cozganust
HoTeHIManNa u 5) MexIyHapoaHOe COTPyAHUYECTBOM.

Boprba ¢ knbepnpecTymHOCTBIO TPeOyeT BCECTOPOHHETO TTOAX0AA. Y YUTHIBAs, YTO OJHU TEXHUUECKHIE MEPHI HE
MOTYT IIPEJOTBPATHTH MPECTYIUICHHUH, BA>KHO YTOOBI OpraHbI IPABOIIOPSIIKA HMENH PaBo 3()(HEKTHBHO
paccieioBaTh U HakasbiBaTh KuOepnpectymienus®d. Cpeaun obnacreii aeiicteus I'TIK o6nacts "TIpaBoBbie Mephbl”
c(oKyCHpOBaHa Ha TOM, KaK Pa3peIInuTh 3aKOHOIATEeIbHbIC TIPOOIIEMBI, 00YCIIOBICHHBIC TPECTYITHBIMU ICHCTBUSMH,
coBepiiaeMbiMu B ceTssx KT Ha ypoBHE, cpaBHUMOM ¢ MeXTyHapoaHbIM. O0acTh "TexHuuecKue u MporeaypHbIe
Mephl" c(hOKyCHpOBaHa Ha KIIOYEBBIX MEpax MPOIBIDKEHHS IPUHSITHS PACITHPEHHBIX MOJXO0/I0B K YITYUIIICHUIO
0€30I1aCHOCTH U YIIPABJICHHUIO PUCKAMH B KHOEPIIPOCTPAHCTBE, BKIIFOYASL CXEMBI, IPOTOKOJIBI U CTAHAAPTHI
akkpequranuy. O6nacts "OpraHu3alMoOHHbIe CTPYKTYPHI" chOKyCcHpOBaHa HA TIPEIOTBPANICHUN KHOepaTak, ux
00HApYKCHUY, PearnpoOBaHUH HA HUX, & TAK)KE Ha KPU3UCHOM YIIPABICHUU BO BpeMsI KHOepaTak, BKIIIOYAs 3aIUTY
Ba)KHEHIUX cucTeM UH(popMannoHHo! HHMpacTpyKTypsL. "TIporpamma co3manus nmoteHImaia" chokycupoBaHa Ha
pa3paboTKe CTpaTernyecKuX MEXaHU3MOB CO3/IaHMS OTEHIMANIA IS TIOBBIICHHS OCBEOMIICHHOCTH, TIepeiaun
"know-how" u yBennueHus knuOepOe30MacHOCTH 10 TIaHAM HAIMOHAIBHOM MONMTHKH. Y HakoHer,
"MexIyHapOAHOE COTPYIHUYECTBO" CPOKYCHPOBAHO Ha MEXKIIyHAPOJHOM COTPYIHUYECTBE, THAIOTE U
KOOpAMHALMY B IPOTUBOJEHCTBUU KuOepaTaKam.

Pa3paboTka afeKBaTHOrO 3aKOHOJATENBCTBA U pa3paboTKa B paMKaX 3TOr0 MOAX0Ja 3aKOHOIATEIbHBIX OCHOB,
CBSI3aHHBIX C KHOEPIPECTYITHOCTHIO, SBIISICTCS BAXKHEHIIIEH YaCThIO CTPATeruu KubepOe30nacHoCTH. DTO TpedyeT, B
MIEPBYIO 0YEpe/Ib, YTOOHI ITOJIOKECHHUS MATEPHATIHHOTO YTOJIOBHOTO ITPaBa OOBSIBUIN HE3aKOHHBIMHU TAaKUE EHCTBUS,
KaK KOMITBIOTEpPHOE MOIIICHHUYECTBO, HE3aKOHHBIH JTOCTYI, UCKaXKCHUE HH(POPMAIIH, HAPYILICHHE aBTOPCKUX TIPAB U
nerckas noprorpagus*©. ToT Gakt, 4To B YTOJOBHOM KOJIEKCE CYIIECTBYIOT MOJIOKEHHS, TPMMEHUMBIE K
aHAJIOTMYHBIM JEHCTBUSAM, COBEPIIAEMBIM BHE CETH, HE 03HAYAET, YTO OHU MOT'YT IPUMEHATHCS TAKKE U K
JNEHCTBHAM, COBEPIIAEMBIM 110 HHTepHETY*’. CIIe10BATENBHO, TSl ONPEIEIEH S JTFOOBIX BO3MOXKHBIX IIPOOETIOB
JKU3HEHHO BaKCH TIIATENIBHBINA aHAIN3 CYIIECTBYIOIIMX HAMOHATBHBIX 3aKOHOBYS, [TOMHMO MonoKeHui

40" The WSIS Tunis Agenda for the Information Society, available at:

http://www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=226710

The WSIS Geneva Plan of Action, available at: http://www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=1160I0

For more information on WSIS action line C5: Building confidence and security in the use of ICTs see: http:/www.itu.int/wsis/c5/

For more information on the Global Cybersecurity Agenda (GCA) see: http://www.itu.int/cybersecurity/gca/

For more information see: http://www.itu.int/osg/csd/cybersecurity/gca/pillars-goals/index.html.

For an overview about the most important instruments in the fight against Cybercrime see below: Chapter 6.2.

Gercke, The Slow Wake of a Global Approach Against Cybercrime, Computer Law Review International 2006, 141. For an overview about the

most important substantive criminal law provisions see below: Chapter 6.1.

47" See Sieber, Cybercrime, The Problem behind the term, DSWR 1974, 245 et. Seqq.

8 For an overview of the cybercrime-related legislation and their compliance with the international standards defined by the Convention on Cybercrime
see the country profiles provided on the Council of Europe website. Available at: http:/www.coe.int/cybercrime/. *® See for example the following
surveys on national Cybercrime legislation: ITU Survey on Anti-Spam Legislation Worldwide 2005, page 5, available at:
http://www.itu.int/osg/spu/spanylegislation/Background_Paper ITU_Bueti_Survey.pdf; Mitchison/Wilikens/Breitenbach/Urry/Portesi — 1dentity
Theft — A discussion paper, page 23 et seg. , available at: https://www.prime-project.eu/community/furtherreading/studies/IDTheftFIN.pdf;
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MaTepHabHOTO YToJ0BHOTO MpaBa*d, opranaM npasonops/ka TpebyloTcsi HEOOXOAUMbIE HHCTPYMEHTHI JUTs
paccnenoBanus kubepnpectymnennii>?, Takue paccieioBaHus caMmu 1o ceOe MpeCTaBIsI0T MHOYKECTBO ITpobaemd!.
Hapymumirenu MoryT JIeHcTBOBAT IIPAKTHYECKH U3 II0O0T0 MECTONOJIOKEHHS B MUPE U IPUHUMATh MEpbI JUIs
MacKMPOBKH CBOEH HieHTHIHOCTHO 2. [TpHCcoco6IeH s 1 MHCTPYMEHTBI, TpeOyeMble 1Sl paccieI0BaHus
KHOEPIPECTYTLIEHUH, MOTYT JOCTATOYHO CHIILHO OTJIMYAThCS OT TeX, YTO UCHIOMB3YIOTCS JUIs PACCIEOBAHMIA OOBIYHBIX
HpecTyIUIeHUii3,

14 Mescoynapoonvie macuimadwl Kubepnpecmynnocmu

KubepnpecTymHOCTh 4aCTO HMEET MEXKTyHAPOIHbIE MACIITA0LI?, DJIEKTPOHHBIE MHChMa C HE3aKOHHBIM
CoJIepKaHUEM YacTo MPOXOIAT Yepe3 MHOKECTBO CTPAH BO BPEMs IIepead OT OTIPABUTENS [0 MOTydaTelis, TU00
HE3aKOHHOE COJIEP/KAHHME XPAHUTCS 3a NPEJIENIaMU CTPaHbI>. B paMkax paccienoBanus KUOepnpecTyIUIEHHI OUeHb
BAKHO TECHOE COTPYAHUYIECTBO MEKTY BOBJIECUEHHBIMHA cTpaHamMu 0. CyIeCTBYIOIHE COTIAIIEHHS O FOPUIMYECKOI
B3aMMOTIOMOIILM OCHOBaHbI Ha (JOPMAJIBHBIX, CIOKHBIX MPOLELYPAX, KOTOPBIE YACTO OTHUMAIOT MHOTO BPEMEHHMY .
CrenoBaTenbHO, BXKHO HAJIAIUTH MPOLEAYPHI OBICTPOTO pearnpoBaHus Ha MHINUACHTHI, a TAKXKE Ha 3aIIPOCHI

MESKTyHaPOJHOTO COTPYAHHYECTBAdS.

MHorue cTpaHbl OCHOBBIBAIOT CBOU PEKUM JIBYCTOPOHHEH IOPHINYECKON B3aMMOIIOMOIIIM Ha MPHHITUIIE "000K0THOE
NPU3HAHKE JIeTHUs TpecTymienneM">, PaccesoBanus Ha TII06AIBHOM YPOBHE OOBIMHO OTPAaHMYMBAIOTCSA TEMH
MPECTYIUICHUSAMH, KOTOPHIE SIBISIIOTCS NPECTYIUICHUSIMH BO BCEX YYAaCTBYIOIINX cTpaHax. HecMoTps Ha TO, 9TO
CYIIECTBYET MHOXECTBO IPABOHAPYIICHUH, KOTOPBIE MOTYT MPECIICI0BATHCS CYACOHBIM MOPSIIKOM B JIF000# YacTi
MHpa, BXKHYIO POJIb UTPAKOT PErHOHaTbHbIE pasinans®?. OIHUM U3 IPUMEPOB ABJIAETCS 3aNPENIEHHOE COIEPIKAHMUE,

Legislative Approaches to Identity Theft: An Overview, CIPPIC Working Paper No.3, 2007; Schjolberg, The legal framework - unauthorized access

to computer systems - penal legislation in 44 countries, available at: http://www.mosstingrett.no/info/legal html.
49" See below: Chapter 6.1.
%" See below: Chapter 6.1.
31" For an overview about the most relevant challenges in the fight against Cybercrime see below: Chapter 3.2.
32 One possibility to mask the identity is the use of anonymous communication services. See: Claessens/Preneel/Vandewalle, 'solutions for Anonymous
Communication on the Internet”, 1999; Regarding the technical discussion about traceability and anonymity, see: “CERT Research 2006 Annual
Report”, page 7 et seqq., available at: http://www.cert.org/archive/pdf/cert_rsch_annual _rpt_2006.pdf; Regarding anonymous file-sharing systems
see: Clarke/Sandberg/Wiley/Hong, “Freenet: a distributed anonymous information storage and retrieval system”, 2001; Chothia/Chatzikokolakis, “A
Survey of Anonymous Peer-to-Peer File-Sharing”, available at: http://www.spinellis.gr/pubs/jml/2004-ACMCS-p2p/html/AS04.pdf;
Han/Liw/Xiao; Xiao, ‘A Mutual Anonymous Peer-to-Peer Protocol Design”, 2005.
Regarding legal responses to the challenges of anonymous communication see below: Chapter 6.2.11
Regarding the transnational dimension of cybercrime see: Sofaer/Goodman, “Cyber Crime and Security — The Transnational Dimension” in
Sofaer/Goodman, “‘The Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 7, available at:
http://media.hoover.org/documents/0817999825_1.pdf.
Regarding the possibilities of network storage services, see: Clark, Storage Virtualisation Technologies for Simplyfing Data Storage and
Management, 2005.
Regarding the need for international cooperation in the fight against Cybercrime, see: Putnany/Elliott, “International Responses to Cyber Crime”, in
Sofaer/Goodman, ** Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 35 et seqq., available at:
http://media.hoover.org/documents/0817999825_35.pdf; Sofaer/Goodman, “Cyber Crime and Security — The Transnational Dimension” in
Sofaer/Goodman, “‘The Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 1 et seqq., available at:
http://media.hoover.org/documents/0817999825_1.pdf
37 See below: Chapter 6.3.
% Gercke, The Slow Wake of a Global Approach Against Cybercrime, Computer Law Review International 2006, 141.
% Dual criminality exists if the offence is a crime under both the requestor and requesting party's laws. The difficulties the dual
criminality principle can cause within international investigations are a current issue in a number of international conventions
and treaties. Examples include Art. 2 of the EU Framework Decision of 13 June 2002 on the European arrest warrant and the
surrender procedures between Member States (2002/584/JHA). Regarding the dual criminality principle in international
investigations, see: “United Nations Manual on the Prevention and Control of Computer-Related Crime”, 269, available at
http://www.uncjin.org/Documents/EighthCongress.html; Schjolberg/Hubbard, “Harmonizing National Legal Approaches on
Cybercrime”, 2005, page 5, available at: http://www.itu.int/osg/spu/cybersecurity/ presentations/session12_schjolberg.pdf;
Plachta, International Cooperation in the Draft United Nations Convention against Transnational Crimes, UNAFEI Resource
Material Series No. 57, 114" International Training Course, page 87 et. seqq., available at:
http://www.unafei.or.jp/english/pdf/PDF_rms/no57/57-08.pdf.
See below: Chapter 5.5. See for example the following surveys on national Cybercrime legislation: ITU Survey on Anti-Spam Legislation
Worldwide, 2005, page 5, available at: http:/www.itu.int/osg/spu/spanylegislation/Background_Paper ITU_Bueti_Survey.pdf;
Mitchison/Wilikens/Breitenbach/Urry/Portesi — 1dentity Theft — A discussion paper, page 23 et seq., available at: https://www.prime-
project.eu/community/furtherreading/studies/IDTheftFIN.pdf; Legislative Approaches to Identity Theft: An Overview, CIPPIC Working Paper No.3,
2007; Schjolberg, The legal framework - unauthorized access to computer systems - penal legislation in 44 countries, available at:
http://www.mosstingrett.no/info/legal html.
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Cyne6Hoe NpecieI0BaHueE 3aIPEMIEHHOTO COIEPKaHHUs B PA3IMUHBIX CTpaHax pa3innuno®!. Marepuaisl, KOTopble
MOTYT 3aKOHHO PacrpoCTPaHATLCS B OJIHOM CTPaHe, B PYroi CTpaHe BIIOJHE MOTYT OKa3aThCs 3aNpenieHHbIMUOZ,

Hcnosnb3yeMble B HACTOSIIEE BPEMSI KOMITBIOTEPHBIE TEXHOJIOTMH BO BCEM MUPE MPAKTHYECKH OJMHAKOBHIOS, 3a
UCKJTFOYCHUEM MIPOOIIEM C S3BIKOM H OJIOKOB IMMUTAHUS, PA3THUMSI MEXKAY KOMIBIOTEPHBIMU CUCTEMAMHU M COTOBBIMU
tenedoHamMHu, TIpoJaBaeMbIMu B A3uu U EBporie, oueHb Mayibl. AHAIOTUYHAS CUTYalUs CKIIAbIBACTCS U BOKPYT
uHTepHeTa. biaromapst crangapTU3ayy, MPOTOKOJIBI, HCIIONIB3YEeMbIe B cTpaHax A(pHKaHCKOTO KOHTUHEHTA, TAaKUe
XKe, Kak ¥ Te, 9To ucnonb3ytorcs B Coequnennsix Itatax Amepuku®?. CtangapTusanus mo3BojseT Mojb30BaTessaM

BO BCEM MUPC MOJYIaTb JOCTYII UCPE3 UHTCPHET K OJTHHUM U TEM KC ycnyraM65.

Bompoc 3akimodaercst B TOM, KaKO€ BIHMSHIE TapPMOHU3AIHS TTI00aTbHBIX TEXHUYECKUX CTAaHIAPTOB OKA3hIBACT HA
pa3paboTKy HAIIMOHAIIBHBIX YTOJIOBHBIX 3aKOHOB. B TOM, 4TO KacaeTcst 3alpelieHHOro CoIepKaHus, MOIb30BaTe N
MHTEPHETa MOTYT MOJIYYaTh TOCTYI K HH(POPMAIIUH U3 JIFO00H TOYKU 3eMHOI'O Mapa. ITO MO3BOJISET UM MOTYIaTh
JIOCTYT K HHGOPMAITIH, KOTOPast 3aKOHHO JIOCTYITHA 32 PyOEKOM, HO MOXKET OBITh 3alPEIICHHON B UX COOCTBEHHOM
CTpaHe.

Teoperuuecku, pa3pabOTKH, 00YCIOBICHHBIC TEXHHYECKOW CTaHAaPTU3AIMEH, IPOCTUPAIOTCS JAJIEKO 3a MPEIeIIbl
rI00aTU3auy TEXHOJIOTHI B YCIIYT M MOTYT NMIPUBECTH K TAPMOHMU3AIINH HAIMOHAIBHBIX 3aKOHOB. OTHAKO, KaK
HOKa3aJi IeperoBopsl 1o Borpocam Ilepsoro nporokona Konsenmus o kubepnpectynaoct Coseta EBponsi®®,

MNPUHIUIIBI HAMUOHAJIBHOTO 3aKOHOJATCIbCTBA MCHAIOTCA HAMHOTO MEVICHHEE TCXHUYCCKOT'O pa3BI/ITI/I${67.

HecMoTps Ha TO, UTO UHTEPHET MOXKET HE MPU3HABATH IIOTPAHUYHOT'O KOHTPOJIS, CYIIECTBYIOT CPECTBA IS
OTpaHUYEHHs OCTYIA K ONpeeneHHon nadopmanmu®s. TlocTaBIMK yCIIyT 10CTyNa 0OBIYHO MOXKET 3a0I0KMPOBAThH
orpezieieHHbIe BeO-CalThl, @ HOCTABILUK YCIIYT, y KOTOPOro pa3MelieH BeO-CaiiT, MOXKET MPEeAOTBPATUTh JOCTYIT K
MH(POPMAIIH JJIs TEX MOJIb30BaTeNel, KOTOphIe, B COOTBETCTBUU ¢ UX [P-ampecamu, CBSI3aHBI C OIPEICIICHHOM
crpanoii ("IP-punbrpamus")®®. O6e Mepbl MOTYT ObITh 060MICHBI, HO TEM HE MEHEE, OHHU SABJIAIOTCA HHCTPYMEHTAMHU,
KOTOPBIE MOTYT HCIIOJIB30BATLCS JUISl COXPAHEHHS TEPPUTOPUAIBHBIX Pasinuuil B TiobanbHoi cetr’ 0. Mnunuarusa

OpenNet’! coobmaer, 4To Takoii BU LeH3yphbl IPUMEHSAETCS IIPUMEPHO B ABAALATH CTpaHaxX 2.

1.5 Ilocneocmeusn ons pazeusarouuxca cmpau

OTBICKaHHE CTPATETHI U PEICHUH IO MPOTUBOCTOSHUIO YTPOo3aM KHOSPIIPECTYIMTHOCTH SBJISIETCSI OCHOBHOM 3a1a4ei,
0COOCHHO, /T pa3BUBaroIIuXcs cTpaH. [TomHoMacmTabHast cTparerus 60phObl ¢ KHOSPIPECTYITHOCTHIO OOBIYHO

8" The different legal traditions with regard to illegal content was one reason why certain aspects of illegal content are not included in the Convention on

Cybercrime, but addressed in an additional protocol. See below: Chapter 2.5.

With regard to the different national approaches towards the criminalisation of child pornography, See for example Sieber, Kinderpornographie,
Jugendschutz und Providerverantwortlichkeit im Internet, 1999.

Regarding the network protocols see: Tanebaum, Computer Networks; Comer, Internetworking with TCP/IP — Principles, Protocols and
Architecture.

The most important communication protocols are TCP (Transmission Control Protocol) and the IP (Internet Protocol). For further information, see:
Tanebaum, Computer Networks; Comer, Internetworking with TCP/IP — Principles, Protocols and Architecture.

Regarding the technical standardisation see: OECD, Internet Address Space, Economic Consideration in the Management of IPv4 and in the
Development of IPv6, 2007, DSTI/ICCP(2007)20/FINAL, available at: http:/www.itu.int/dms_pub/itu-t/oth/06/15/T061500000A0015PDFE.pdf;
Regarding the importance of single technical as well as single legal standards see: Gercke, National, Regional and International Approaches in the
Fight Against Cybercrime, Computer Law Review International, 2008, page 7 et. seqq.

Additional Protocol to the Convention on Cybercrime, concerning the criminalisation of acts of a racist and xenophobic nature
committed through computer systems (CETS No. 189), available at http://www.conventions.coe.int.

Since parties participating in the negotiation could not agree on a common position on the criminalisation of the dissemination of xenophobic
material, provisions related to this topic were integrated into a First Protocol to the Council of Europe Convention on Cybercrime.

68 See Zittrain, Harvard Journal of Law & Technology, 2006, Vol. 19, No. 2, page 253 et seq.

59 This was for example discussed within the famous Yahoo-decision. See: Poullet, The Yahoo! Inc. case or the revenge of the law on the technology?,
available at: http://www juriscom.net/en/uni/doc/yahoo/poullet.htm; Goldsmith/Wu, Who Controls the Internet?: Illusions of a Borderless World,
2006, page 2 et seq.

A possibility to circumvent geo-targeting strategies is the use of proxy servers that are located abroad.

The OpenNet Initiative is a transatlantic group of academic institutions that reports about Internet filtering and surveillance. Among others, the
Harvard Law School and the University of Oxford participate in the network. For more information see: http:/www.opennet.net.

Haraszti, Preface, in Governing the Internet Freedom and Regulation in the OSCE Region, available at:
http://www.osce.org/publications/rfm/2007/07/25667_918_en.pdf.
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COJIEPKHUT MEPHI TEXHMUECKOM 3aILUTBHI, HO TAaKKe FOPHIMYECKHE HHCTPYMEHTHI 5. Pa3paboTka M peann3aius 3THX
MHCTPYMEHTOB TPeOyeT BpeMeHH. Mephbl TEXHMYECKOM 3allUThI SBIISIOTCS 0OCOOEHHO IOPOTOCTOSIMH 4,
Pa3BuBaromuecs crpanbl JODKHBI € CaMOI'0 Hayajla HHTErPUPOBATh MEPHI 3aILUThI B IPOLIECC Pa3BEPThIBAHUS
uHTepHeTa. HecMOTps Ha TO, YTO 3TO MOXKET IEPBOHAYAIILHO MOBBICUTH CTOMMOCTD YCIIYT HHTEpPHETA,
JIOTITOCPOYHBIN BBIUTPHINI OT MPEAOTBPAILCHHS 3aTPaT U MOBPEKACHUI, 00YCIIOBICHHBIX KHOEPIPECTYITHOCTHIO, BO

MHOTI'0 pa3 Mpe€BOCXOAUT JI00BIE INEPBOHAYAIBHBIC 3aTPAaThl HA MEPBI TEXHUYECKOM 3aIlUThI U 3alIUTy CeTI/I75.

Puckwu, cBsi3aHHBIE CO C1a0BIMU MEPaMU 3alIUThI, MOTYT, B JJCUCTBUTEILHOCTH, OOJIEE CIIIBHO IOBIUATH HA
Pa3BHMBAIOIIMECS CTPAHbI H3-3a TOTO, YTO Y HUX MEHBIIE GE30TACHOCTD U 3amuTa’®. BO3MOKXHOCTh 3aIMTUTE
MOJIB30BATENICH, a TAK)Ke KOMIIAHUH, SBJIIETCS (PyHAaMEHTaIbHBIM TPeOOBaHMEM HE TONBKO JUIST OOBIYHBIX
MPEINPHUATHH, HO TAKXKE U U HHTEPHET-KOMITAHUN W PEATIPHUATHH C OHJIAHHOBEIM OM3HEecoM. B oTcyTcTBHE
HMHTEPHET-0€30MaCHOCTH Pa3BUBAIOIINECS CTPAHBI MOTYT CTOJIKHYTHCS C OOJIBIINMU TPYAHOCTSMHE B TIPOIBIKCHUN
AIIEKTPOHHOTO OM3HECa M YYaCTUH B IPEAOCTABICHUH OHIAHHOBBIX YCIIYT.

Pa3paboTka TEXHUYECKUX Mep MO MOBBIIICHUIO KHOSpOE30IIaCHOCTH U COOTBETCTBYIOIIETO 3aKOHOAATEILCTBA
MPOTHUB KNOEPIIPECTYITHOCTH OYEeHb BayKHA KaK ISl Pa3BUTHIX, TaK U UL pa3BUBaromuxcs crpad. [1o cpaBHeHnIo co
CTOMMOCTBIO BBEICHHS Mep oOecreueHns: 0€30IMacHOCTH | 3aIIUTHBIX MEP B KOMITBIOTEPHBIE CeTH Ha Ooliee mo3IHeM
JTarne, BEPOSATHO, IEPBOHAYATILHBIE MEPHI, IPUHSTHIE HEMOCPEICTBEHHO C CaMOTr0 Haydasa, MOr'YT ObITh MeHee
JoporoctosiMy. Pa3BuBaromuecs CTpaHbl JODKHBI ¢ CAMOTO Hadalia pa3padaThIBaTh CBOU CTPATETUH OOPHOHI C

KI/IGCpHpeCTyHHOCTBIO B COOTBETCTBHUU C MEIKAYHAPOAHBIMU CTaHI[apTaMI/I77.

> See below: Chapter 4.

™ See with regard to the costs of technical protection measures required to fight against spam: OECD, 'spam Issues in Developing Countries”,
DSTI/CP/ICCP/SPAM(2005)6/FINAL, 2005, page 4, available at http://www.oecd.org/dataoecd/5/47/34935342 pdf.

Regarding cybersecurity in developing countries see: World Information Society Report 2007, page 95, available at:
http://www.itu.int/osg/spu/publications/worldinformationsociety/2007/WISRO7_full-free. pdf.

One example is spam. The term “Spam’ describes the process of sending out unsolicited bulk messages. For a more precise definition, see: “ITU
Survey on Anti-Spam Legislation Worldwide 20057, page 5, available at:

http://www.itu.int/osg/spu/spanylegislation/Background_Paper ITU_Bueti_Survey.pdf. Due to their limited resources, spam may pose a more
serious issue for developing countries than for industrialised countries. See OECD: 'spam Issue in Developing Countries”,
DSTI/CP/ICCP/SPAM(2005)6/FINAL, 2005, page 4, available at: http://www.oecd.org/dataoecd/5/47/34935342 pdf

For more details about the elements of an anti-cybercrime strategy see below: Chapter 4.
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2 ABJIEHUE KUBEPITPECTYIIHOCTH

2.1 Onpeodenenun KubepnpecmynHocmu

Bounbrias 9acTb 0TY4ETOB, peKOMEHAIME 1 MyOIHKALUI [0 BOIPOCAM KUOEPIPECTYITHOCT HAYHMHAIOTCS C
onpeieieHus TepMUHa "kubeprpecTynHocTh" 78, OHO 06IIENPUHATOE ONPEIETEHHUE ONUCHIBAET
KHOEPIPECTYIMHOCTh KaK JII000¢ JIesTHHE, B KOTOPOM HHCTPYMEHTOM, HEIBI0 HIIM MECTOM IPECTYITHBIX ASHCTBHI
ABISIOTCSA KOMIBIOTEPBI WK ceTh . OJHUM U3 IPUMEPOB MEKIYHAPOAHOro noaxoaa seisercs Cratbs 1.1 [IpoexTa
MexaynapoaHoii KoHBEHIMM 10 yIydIIEHHUIO 3alMThl 0T KubepnpecTynHoctu 1 Teppopusma (CISAC)30, kotopas
OTMEYAET, YTO KHOEPIIPECTYITHOCTHIO HA3BIBAIOTCS IEHCTBHS B OTHOIIEHUH KMOEPHETHYECKUX chcTeMS!,

B HEKOTOPBIX ONPEAETICHUSIX PEANPUHSITHI MOMBITKH YUECTh M WIM HaMEPEHHS M 00JIee TOUHO ONPEACTHTh
KHOEpIpecTynHOCTLY2, onpeienss KuOepnpecTyIHOCTh KaK "NeHCTBHS MOCPEACTBOM KOMIBIOTEPOB, KOTOPHIE MO0
ABNAIOMCS HE3AKOHHBIMU, TA00 CUUMAIOMCS NPOMUSONPAGHLIMY HEKOTOPBIMU CTOPOHAMU U KOTOPBIE MOT'YT OBITh

COBEPLIEHBI NPU NOMOUJU 2100ANLHBIX INeKMPOHHbIX cemetl"S3.

Otu GoJiee TOUHBIE ONMCAHMS UCKIIIOYAIOT T€ CIIy4au, Koraa (Gu3ndecKkoe 000pyI0BaHNE UCTIONB3YETCS IS
COBEPIICHUsI OOBIYHBIX MIPECTYIICHUH, HO OHU PUCKYIOT UCKIIIOYHUTh MPECTYIUIEHUS, KOTOPBIE CUUTAIOTCS
KHOEPIPECTYIUIEHUAMH B MEXK/TyHAPOIHBIX COTIAIICHUAX, Hanpumep B "KonBeHuu o kubepnpectynHoctu" 84,
Hanpumep 4enosek, koTopbiii cosnaetr USB83-ycrpoiicTsa, conepskaniue 310HaMepeHHbIE IPOrPaMMBbl, KOTOPbIE
paspymarT HHGOpMaHIO B KOMIBIOTEPE, €CIIH YCTPOHCTBO K HEMY NPHCOCTNHEHO, COBEPIIACT IPECTYIUICHHUE,

8 Regarding approaches to define and categorise cybercrime See for example: Cybercrime, Definition and General Information, Australian Institute for

Criminology, available at: http://www.aic.gov.au/topics/cybercrime/definitions.html; Explanatory Report to the Convention on Cybercrime, No. 8.
Gordon/Ford, On the Definition and Classification of Cybercrime, Journal in Computer Virology, Vol. 2, No. 1, 2006, page 13-20; Chawki,
Cybercrime in France: An Overview, 2005, available at: http://www.crime-research.org/articles/cybercrime-in-france-overview/; Wilson, Botnets,
Cybercrime, and Cyberterrorism: Vulnerabilities and Policy Issues for Congress, 2007, page 4, available at:

http://www fas.org/sgp/crsiterror/R1.32114.pdf; Cybercrime, Report of the Parliamentary Joint Committee on the Australian Crime Commission,
2004, page 5, available at: http://www.aph.gov.au/Senate/Committee/acc_ctte/completed_inquiries/2002-04/cybercrime/report/report.pdf; Hayden,
Cybercrime's impact on Information security, Cybercrime and Security, IA-3, page 3.; Hale, Cybercrime: Facts & Figures Concerning this Global
Dilemma, CJI2002, Vol. 18, available at: http://www.cjcenter.org/cjcenter/publications/cji/archives/cji.php?id=37 Forst, Cybercrime: Appellate
Court Interpretations, 1999, page 1;

See for example: Carter, Computer Crime Categories: How Techno-Criminals Operate, FBI Law Enforcement Bulletin, 1995, page 21, available at:
http://www fiu.edu/~cohne/Theory%20F08/Ch %2014 %20-%20Types%200f%20computer%20crime.pdf; Charney, Computer Crime: Law
Enforcement's Shift from a Corporeal Environment to the Intangible, Electronic World of Cyberspace, Federal Bar News, 1994, Vol. 41, Issue 7,
page 489 et. seqq.; Goodman, Why the Policy don"t care about Computer Crime, Harvard Journal of Law & Technology, Vol. 10, No. 3; page 469.
80 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the United
States in 1999. The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; For more information see: Goodman/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:

http://www lawtechjournal.conarticles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.

Article 1

Definitions and Use of Terms

For the purposes of this Convention:

1. “cyber crime” means conduct, with respect to cyber systems, that is classified as an offense punishable by this Convention;

[...]

See Hayden, Cybercrime's impact on Information security, Cybercrime and Security, IA-3, page 3.

83 Hale, Cybercrime: Facts & Figures Concerning this Global Dilemma, CJI 2002, Vol. 18, available at:
http://www.cjcenter.org/cjcenter/publications/cji/archives/cji.php?id=37

Council of Europe Convention on Cybercrime (CETS No. 185), available at: http://conventions.coe.int. For more details about the offences covered
by the Convention see below: Chapter 6.1.; Sofaer, Toward an International Convention on Cyber in Seymour/Goodman, The Transnational
Dimension of Cyber Crime and Terror, page 225, available at: http://media.hoover.org/documents/0817999825_221.pdf; Gercke, The Slow Awake
of a Global Approach Against Cybercrime, Computer Law Review International, 2006, 140 et seq.; Gercke, National, Regional and International
Aproaches in the Fight Against Cybercrime, Computer Law Review International 2008, page 7 et. seqq; Aldesco, The Demise of Anonymity: A
Constitutional Challenge to the Convention on Cybercrime, Entertainment Law Review, 2002, No. 1, available at: http://elr.lls.edu/issues/v23-
issuel/aldesco.pdf; Jones, The Council of Europe Convention on Cybercrime, Themes and Critiques, 2005, available at:
http://www.cistp.gatech.edu/snsp/cybersecurity/materials/callieCOEconvention.pdf; Broadhurst, Development in the global law enforcement of
cyber-crime, in Policing: An International Journal of Police Strategies and Management, 29(2), 2006, page 408 et seq; Adoption of Convention on
Cybercrime, International Journal of International Law, Vol 95, No.4, 2001, page 889 ef seq.

85 Universal Serial Bus (USB)
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koTopoe onpenensiercs Cratbeit 4 Konpenuuu o kubepnpectynnoctu Cosera EBponbi®®. Onnako neiicTsue no
YIAICHHUIO JAHHBIX C MCIIOJIB30BaHHEM (H3HMUYECKOTO YCTPOMCTBA IS KOMPOBAHMUS 3I0HAMEPEHHOTO KOJa HE
COBEPIIACTCS MO TIT00ATHHBIM JIICKTPOHHBIM CETSIM U HE MOXKET OBITh KBATH(DUIIMPOBAHO KaK KHOSPIPECTYIIICHUE B
COOTBETCTBHH C BBHIIICTIPUBEACHHBIM Y3KUM OIpeielieHreM. JTo AelcTBHE ObII0 OBl KBaMH(UIIMPOBAHO KaK
KHOepIpecTyIUIEHHE TOIBKO B COOTBETCTBHH C OTIPECIICHHEM, OCHOBAHHBIM Ha 0oJiee INPOKOM ONHMCAHHH,
BKITIOYAIOIIEM TaKUE JCHCTBHS KaK HE3aKOHHOE MCKaKEHHE HH(OPMAIIUH.

DTO MOKA3BIBAET, YTO OIpEJENeHIe TEPMUHA "KUOEPIIPECTYHOCTL BCTpeyaeT 3aMeTHble TpyaHocTuS’. Tepmun
"KHOEPIPECTYIMHOCTD" HCIIONIL3YETCS JJIsI OTMIMCAHUS ITHUPOKOTO CIIEKTpa MPaBOHAPYIIICHUHN, BKITFOYAs TPAJUIIMOHHbIC
KOMIIBIOTEPHBIEC IPECTYIUICHUS, a TAKXKe CeTeBble NpecTyIuieHus. [I0CKOIbKY 3T MPECTYIIEHHSI BO MHOI'OM
OTIIMYAIOTCS IPYT OT pyTa, HE CYIIECTBYET SIMHOTO KPUTEPHS, KOTOPHIH MOXKET BKIIIOUATh B ce0s BCe AEHCTBHS,
ynomsiHyTbIe B ipoekTe CTaH(popackoil KoHBeHIINH 1 KOHBEHIINH 0 KHOEPIIPECTYITHOCTH, HCKIIFOYAs! IPH ATOM
TPaJUIAOHHBIC IPECTYILUICHHS, KOTOPBIC COBEPIIAIOTCS C UCIIOIB30BAHUEM TOIBKO 000pynoBanus. ToT pakT, 4To He
CYIIECTBYET SIMHOTO OINPEIeICHNs "KHOEPIIPECTYITHOCTH ", HE JIOJKEH OBITh OYCHb BAXKHBIM JI0 TEX IMOP, TOKA 3TOT

TEPMHUH HEC UCIIOJIB3YECTCA B KA4€CTBC HOPUANICCKOTO TepMI/IHagg.

2.2 Tunonozusn kuéepnpecmynnocmu

Tepmun "KMOEpNPECTYTHOCTL" BKIKOYAET B ce6s G0MbIIOe pasHooOpasue npectymienuiis?. [IpusHannbie

MIPECTYIJICHUS 0XBAThIBAIOT MIMPOKHIA CIIEKTP MPaBOHAPYLIEHU, UTO YCIOKHSIET pa3padOTKy CUCTEMbI TUIIOIOTUU

Wi knaccudukanmu s kubeprnpectynaoctn®?. OiHa HHTEPECHAs CHCTEMA IPUBOANTCS B KOHBEHIMH 0

kubeprpectynnoctu Cosera Espons’!. KonBeHIMs 0 KHOEPIPECTYNHOCTH Pa3IMYaeT YEThIPE TUIIA

HpaBoOHAPYIIEHUIT "2

e [IpecTymieHus IPOTUB KOHPHUICHIUATEHOCTH, IIETOCTHOCTH U TOCTYITHOCTH KOMITBIOTEPHBIX TAHHBIX U
cucrem?3;

e IIpecTymuieHus, CBA3aHHbIE C KOMIIBIOTEpaMU®?;

L4 HpeCTyr{neHI/m, CBA3aHHEBIC C KOHTeHTOMgS; u

e IIpecTymieHus, CBS3aHHbIE C IPABAMM COOCTBEHHOCTH O,

% Article 4 — Data Interference:

(1) Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic law, when
committed intentionally, the damaging, deletion, deterioration, alteration or suppression of computer data without right.

(2) A Party may reserve the right to require that the conduct described in paragraph 1 result in serious harm.

For difficulties related to the application of cybercrime definition to real-world crimes see: Brenner, Cybercrime Metrics: Old Wine, New Bottles?,
Virginia Journal of Law and Technology, Vol. 9, 2004, available at: http://www.vjolt.net/vol9/issue4/v9i4_al3-Brenner.pdf.

In civil law countries, the use of such a legal term could lead to conflicts with the principle of certainty.

Some of the most well known cybercrime offences are illegal access, illegal interception of computer data, data interference, computer-related fraud,
computer-related forgery, dissemination of child porography. For an overview see: Sieber, Council of Europe Organised Crime Report 2004; ABA
International Guide to Combating Cybercrime, 2002; Williams, Cybercrime, 2005, in Miller, Encyclopaedia of Criminology.

* Gordon/Ford, On the Definition and Classification of Cybercrime, Journal in Computer Virology, Vol. 2, No. 1, 2006, page 13-20; Chawki,
Cybercrime in France: An Overview, 2005, available at: http://www.crime-research.org/articles/cybercrime-in-france-overview;
Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating Cyber Crime, 2003,
available at: http://www.ncjrs.gov/pdffiles1/nij/grants/198421.pdf.

Council of Europe Convention on Cybercrime (CETS No. 185), available at: http;//conventions.coe.int. Regarding the Convention on Cybercrime
see: Sofaer, Toward an International Convention on Cyber in Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page
225, available at: http://media.hoover.org/documents/0817999825_221.pdf; Gercke, The Slow Awake of a Global Approach Against Cybercrime,
Computer Law Review International, 2006, 140 et seq.; Gercke, National, Regional and International Aproaches in the Fight Against Cybercrime,
Computer Law Review International 2008, page 7 et. seqq; Aldesco, The Demise of Anonymity: A Constitutional Challenge to the Convention on
Cybercrime, Entertainment Law Review, 2002, No. 1, available at: http:/elr.1ls.edu/issues/v23-issuel/aldesco.pdf; Jones, The Council of Europe
Convention on Cybercrime, Themes and Critiques, 2005, available at:
http://www.cistp.gatech.edu/snsp/cybersecurity/materials/callieCOEconvention.pdf; Broadhurst, Development in the global law enforcement of
cyber-crime, in Policing: An International Journal of Police Strategies and Management, 29(2), 2006, page 408 et seq; Adoption of Convention on
Cybercrime, International Journal of International Law, Vol 95, No.4, 2001, page 889 ef seq.

°2 The same typology is used by the ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008. The report is
available at: http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

Art. 2 (Illegal access), Art. 3 (Illegal interception), Art. 4 (Data interference), Art. 5 (System interference), Art. 6 (Misuse of devices). For more
information about the offences see below: Chapter 6.1.

Art. 7 (Computer-related forgery), Art. 8 (Computer-related fraud). For more information about the offences see below: Chapter 6.1.

Art. 9 (Offences related to child pornography). For more information about the offences see below: Chapter 6.1.

Art. 10 (Offences related to infringements of copyright and related rights). For more information about the offences see below: Chapter 6.1.
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DTa TUIMOJIOTHS He ABJIAETCS TIONHOCTBIO TIOCIIEI0BATENBLHOM, MOCKOIBKY OHA HE OCHOBAHA HA €IMHOM 6a30BOM
KPHMTEPUH, KOTOPBIH Obl ONpeIeNs pasindus MexIy KareropusMu. Tpu KaTeropuu cOKyCHPOBaHbI Ha 00BEKTE
IOpUIMYECKOl 3amuThl: "TIpecTymieHus NpoTUB KOH(MAEHIMATLHOCTH, HEIOCTHOCTH U JOCTYIHOCTH
KOMITbIOTEPHBIX JIAHHBIX H cucTeM"7; IPecTyIIeHUsX, CBA3aHHBIX C KOHTEHTOM?S; U TIPeCTyIIEHUSX, CBA3AHHBIX C
npaBamu coocTenHocTn??. YeTBepras kateropus "MpecTymuieHus, cesa3anuble ¢ komnbiotepamu” 100 coxycupopana
He Ha 00bEKTE FOPUANIECKON 3aIMThI, @ Ha METOJIe. DTa HEMOC/Ie0BaTeILHOCTh IPUBOJUT K HEKOTOPOMY
TepecedeH IO MEXK/LY KaTeroOpUsIMH.

Kpome Toro, HekoTopbie TEpMUHBI, KOTOPBIE UCITOJIB3YIOTCS JIJIs1 ONMCAHUS MTPECTYMHBIX ACUCTBHUM (HAnpuMep,
"ku6epreppopusm” 10 unm " pummuar'192), oxsarteiBaOT AEHCTBHSA, KOTOPHIE MONAAAIOT B HECKOIBKO Kateropuil. Tem
HE MeHee, KaTerOpuH, PUBEIeHHbIE B KOHBEHIMS 0 KHOEPIIPECTYIIHOCTH, SBIISIOTCS MOJE3HONH OCHOBOM ISt
00CYXKJICHHS SIBJICHHSI KHOSPIIPECTYITHOCTH.

2.3 Cmamucmuueckue nokazamenu KudepHemuuecKux npagoHapyuieHuil

OueHb TPYIHO KOIMYECTBEHHO OLIEHUTH BIMSAHME KMOEPIPECTYTHOCTH Ha 061ecTBo! 93, dunancoseie notepw,
00yCITOBJIEHHBIC KHOSPIIPECTYIMTHOCTRIO, @ TAKXKE YHCIIO MPABOHAPYIICHUH OIICHUTh OY4eHb TPYAHO. COrTacHo
HEKOTOPBIM HCTOYHUKAM, TIOTEPH M3-3a KHOSPIPECTYITHOCTH IS IPEANPHTHI 1 oprann3anuii B CoeAMHEHHBIX
IlItatax Amepuku!%4 nocruraror 67 mummuapaos gomn. CILA; oqHaKo HECHO, ONPaB/aHa JI SKCTPATIOJIALUS
NPUMEPHBIX PE3YIILTaTOB HccaenoBanniil05. Jta MeTomoI0rMIecKas KpUTHKa IIPUMEHAMA HE TOJILKO K MOTEPSAM, HO

TaK e U K U3BECTHBIM IIpaBoOHapyLIeHusm! 00,

TpyaHO U3MEPHUTH YUCIIO KHOEPIPECTYILICHHH, TOCKOJIBKY UX )KEPTBBI MOTYT HE BCETla COOOIIATh O
npasonapymenusx!97. Tem He MeHee, McCleI0BAHKS MOTYT IIOMOYb B TIOHUMAHUH BJIUSHUS KHOEPIPECTYTHOCTH.
Boree BaxkHO, 4TO TOYHOE YUCIIO KHOSPIIPECTYIICHH B KaX/IbIi OT/IEIBHO B3SATHINA TOM — 3TO TCHCHIIHS, KOTOPYIO
MOXKHO ONPEAETUTh ITyTeM CpPAaBHEHHs PE3yIbTaTOB 3a MOCIEAHUE HECKOIBKO JIET.

OaHUM U3 IPUMEPOB SBJIAETCS 0030p KOMITBIOTEPHBIX NpecTyIuieHnid u 6e3omacHocty 2007 ., BeimonHeHHbIH [[PY
B Coeaunennbix IllTatax Amepuku!98, B KOTOpOM MOMUMO MHBIX TEHIEHIMI AHATM3UPYETCS YUCIIO COBEPILEHHBIX
HPECTYIUIEHHUH, CBA3aHHBIX ¢ KomnbioTepamu!?%. OHO 0CHOBaHO Ha OTBETax, MOMYYEHHBIX OT 494 IPaKTHKYIOIMX
SKCIEPTOB B 00JIACTH KOMITBIOTEpHOH Oe3omacHocTH 3 Koproparwii CLIA, mpaBUTENbCTBEHHBIX OPraHOB U
¢unancosbix opranuszauuii CIIIA10, B uccnenosanuy 3a10KyMEHTHPOBAHO MHOKECTBO ITPABOHAPYLIEHHI, O
KOTOphIX coobmmmmu pecrioraeHTh ¢ 2000 o 2007 roa. B Hem nokazano, uto ¢ 2001 roga yMEHBIIHIICS MPOLIEHT
PECTIOHICHTOB, KOTOPBIE UCIIBITHIBAIIM HJIM BUJIEIH BUPYCHBIE aTaKH WJIM HECAHKIIMOHUPOBAHHBIN JOCTYI K
WH(POPMAIH, WX IPOHUKHOBEHUE B CHCTEMY. B rccieoBaHny He 00BSICHEHO, TIOYEMY TAKOE YMEHBIIICHHE
npoucxoanuT. OTHAKO 3TO CHIDKCHHE YMCIIa PACIIO3HAHHBIX IIPaBOHAPYIICHUH yKa3aHHBIX KaTeTOPHA

7" See below: Chapter 2.4.

% See below: Chapter 2.5

% See below: Chapter 2.6

190" See below: Chapter 2.7

191" See below: Chapter 2.8.1

192" The term “phishing” describes an act that is carried out to make the victim disclose personal/secret information. The term “phishing” originally

described the use of e-mails to “phish” for passwords and financial data from a sea of Internet users. The use of “ph” linked to popular hacker naming

conventions. See Gercke, Criminal Responsibility for Phishing and Identity Theft, Computer und Recht, 2005, page 606; Ollmann, The Phishing

Guide Understanding & Preventing Phishing Attacks, available at: http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf. For more information

on the phenomenon of phishing see below: Chapter 2.8 4.

Regarding the legal response to phishing see: Lynch, Identity Theft in Cyberspace: Crime Control, Berkeley Tech. Law Journal, 2005, 259;

Hoffhagle, Identity Theft: Making the Known Unknowns Known, Harvard Journal of Law & Technology, Vol. 21, No. 1, 2007, page 97 et. seqq.

Walden, Computer Crimes and Digital Investigations, 2006, Chapter 1.29.

1% See 2005 FBI Computer Crime Survey, page 10 As well as Evers, Computer crimes cost $67 billion, FBI says, ZDNet News, 19.01.2006, available
at: http://news.zdnet.com/2100-1009_22-6028946.html.

195 See below: Chapter 2.9.

1% Regarding the economic impact of Cybercrime see below: Chapter 2.9.

197 «The US Federal Bureau of Investigation has requested companies not to keep quiet about phishing attacks and attacks on company IT systems, but

to inform the authorities, so that they can be better informed about criminal activities on the internet. "It is a problem for us that some companies are

clearly more worried about bad publicity than they are about the consequences of a successful hacker attack," explained Mark Mershon, acting head

of the FBI's New York office.” See Heise News, 27.10.2007, - available at: http://www.heise-security.co.uk/news/80152.

Computer Security Institute (CSI), United States.

The CSI Computer Crime and Security Survey 2007 is available at: http://www.gocsi.com/

See CSI Computer Crime and Security Survey 2007, page 1, available at: http://www.gocsi.conv. With regard to the composition of the respondents

the survey is likely to be relevant for the United States only.
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MIOATBEPKAAETCS TAKKE UCCIIEN0BaHUSIMU APYIMX OpraHu3aluil (B IpOTUBOBEC TOMY, UTO MHOT/AA IPEAIIONAratoT
cpenctBa MaccoBoil uudopmanun)! !l Ananoruunoe pazsuTHe HaOMIOAAETCA U TIPU AHAM3E CTATUCTUKH
HPECTYNHOCTH, HAIPUMED CTATHCTHKA TpecTynHocTh I'epmannn! 12 mokaseisaer, uto nocie nuka B 2004 .
KOJIMYECTBO NPECTYIUICHUH, CBA3aHHBIX C KOMIIBIOTEpAMH, YMEHBIIMIOCH BILIOTH 110 ypoBHs 2002 roxa.

CrartucTrdeckre TaHHBIE TI0 KHOSPIPECTYITHOCTH HE TMO3BOJIIIOT IPEIOCTABUTE HAZCKHYIO HH(OPMAIHIO O
Maciirabe MM pasMepax npaBoHapyienuiil 13, Dta HeyBepeHHOCTh OTHOCHTENIBHO Pa3sMEPOB TIPABOHAPYIIEHHH, O
KOTOPBIX COOOMIAIOT MX JKEPTBHI! 14, a Takke (PakT HEBO3MOKHOCTH HANTH OOBACHEHHE CHUKEHUIO YPOBHS
KHOEPIPECTYITHOCTH, IETAIOT OTH CTATUCTUYECKUE JAHHBIC OTKPHITBIMU JUTSl PA3TMIHBIX HHTEPIIPESTAIIHH.

B Hacrosiiee BpeMs HET JOCTATOYHOTO YHCIIA JIOKA3aTENbCTB, IJIsl TOTO YTOOBI MIPEICKA3bIBATh OYAYIIIE TCHICHIIUH
U XOJI pa3BUTHSL.

2.4 Ilpecmynnenus npomue KOHPUOEHUUATLHOCHU, UETOCHHOCHIU U 00CHYRHOCIU KOMAbIOMEPHBIX
OAHHBIX U CUCHEM

Bce mpectymuieHus B 3TOM KaTeropuy HAIPAaBJICHbI IPOTUB KaK MUHIUMYM OJTHOT'O U3 TPEX IOPUIUYECKUX IPUHIMIIOB
KOH(UICHIINATIBHOCTH, IEJIOCTHOCTH U TOTOBHOCTU. B OTIIHUKE OT NpecTyIIeHn i, KOTOPbIE OMMCAHbI B yTOJIOBHOM
3aKOHOJATENCTBE HAa MPOTSHKCHUH BEKOB, HAPUMEP Kpaka WK YOUICTBO, KOMITBIOTEPH3ALHs IPABOHAPYIICHHH
MOSIBUJIACH HE TaK JIABHO, MMOCKOJIbKY KOMITBIOTEPHBIE CHCTEMBbI i KOMIIbIOTEpHAs HHpOpMaLst pa3paboTaHbl
HpuUMepHO 1ecThaecsT aeT Hazan! !5, Jlng sppexTuBHOro Haka3aHus 3a TaKKUe JeSHUs TPeOyeTCsl, YTOOBI
CYIIECTBYIOIINE TTOJIOKEHUS YTOJIOBHOTO MPaBa 3allHIIaii OT HE3aKOHHBIX JICHCTBUI HE TOJBKO BEIECTBEHHEIC
npeaMeThl ¥ GU3NIECKUE JOKYMEHTHI, HO M OBUTH pacIIMPEHBI TAKUM 00pa30M, YTOOBI OHH BKJIIOYAIHU B ¢e0s 3TU
HOBBIE OPUINYECKHE IPHHIUIBI 10, B 1annoM pasnene npuBoautest 0630p HanboJIEe YaCTO BCTPEYAFOIIHXCS
[PABOHAPYLICHUH, TOANAAIOIINX MTO]] 3TY KaTETOPHIO.

2.4.1 He3akoHHbIii 10cTyN (XaKepeTBo, B3aoM mudpa)! 1’

IIpaBoHapylIeHHEM, OIIMCAHHBIM KaK "XaKepcTBO' HAa3bIBAIOT HE3AKOHHAIN OCTYI K KOMIIbIOTEpHOIi cucteme! 18,
OJIHO W3 CTapeiIIMX NPECTYIUIEHUH, CBSI3aHHBIX ¢ KoMIbloTepamu! 19, B cOOTBETCTBHY ¢ Pa3BUTHEM KOMIBEOTEPHBIX
ceTeli (0cOOEHHO, HHTEPHETA), 3TO TPECTyIIEHUE CTalo MaccoBbM aBneHnem! 20, Cpenu BaskHEHIINX sKepTB
XaKepCKUX atak HanuoHaibHOE yrpaBiieHue Mo a3pOHaBTHKE U UCCIIEOBAHUI0 KOCMUYECKOIO IPOCTPAHCTBA
Coenunennbix ltatoB Amepuku (HACA), Boenno-Bo3aymnsie cuiibl CIIIA, Ilenraron, Yahoo, Google, Ebay u
npasuTensetBo I'epmanun! 2!, TIpumeps! xakepckux paBoHapyIIeHHH BKIIOYAIOT B ceOs:

"1 See, for example, the 2005 FBI Computer Crime Survey, page 10.

12 See Polizeiliche Kriminalstatisik 2006, available at: http:/www.bka.de/pks/pks2006/download/pks-jb_2006_bka.pdf.

113 With regard to this conclusion, see as well: Cybercrime, Public and Private Entities Face Challenges in Addressing Cyber Threats, GAO Document
GAO-07-705, page 22, available at: http://www.gao.gov/new.items/d07705.pdf. Walden, Computer Crimes and Digital Investigations, 2006,
Chapter 1.29.

1% See below: Chapter 2.9.2.

!5 Regarding the development of computer systems, see Hashagen, The first Computers — History and Architectures.

1% See in this context for example the Explanatory Report to the Council of Europe Convention on Cybercrime No 81: “The purpose of this article is to

create a parallel offence to the forgery of tangible documents. It aims at filling gaps in criminal law related to traditional forgery, which requires visual

readability of statements, or declarations embodied in a document and which does not apply to electronically stored data. Manipulations of such data
with evidentiary value may have the same serious consequences as traditional acts of forgery if a third party is thereby misled. Computer-related
forgery involves unauthorised creating or altering stored data so that they acquire a different evidentiary value in the course of legal transactions,
which relies on the authenticity of information contained in the data, is subject to a deception.”

From a legal perspective, there is no real need to differentiate between “‘computer hackers” and “computer crackers” as —in the context of illegal

access — both terms are used to describe persons who enter a computer system without right. The main difference is the motivation. The term

“hacker” is used to describe a person who enjoys exploring the details of programmable systems, without breaking the law. The term “‘cracker” is

used to describe a person who breaks into computer systems in general by violating the law.

In the early years of IT development, the term “hacking” was used to describe the attempt to get more out of a system (software or hardware) than it

was designed for. Within this context, the term “hacking” was often used to describe a constructive activity.

See Levy, Hackers, 1984; Hacking Offences, Australian Institute of Criminology, 2005, available at:

http://www.aic.gov.au/publications/htcb/htcb005.pdf.; Taylor, Hacktivism: In Search of lost ethics? in Wall, Crime and the Internet,

2001, page 61.

See the statistics provides by HackerWatch. The Online-Community HackerWatch publishes reports about hacking attacks. Based on their sources,

more than 250 million incidents were reported Biegel, Beyond our Control? The Limits of our Legal System in the Age of Cyberspace, 2001, page

231 et. seq. in the month of August 2007. Source: http://www.hackerwatch.org.

For an overview of victims of hacking attacks, see: http://en.wikipedia.org/wiki/Timeline_of computer_security_hacker_history; Joyner/Lotrionte,

Information Wartare as International Coercion: Elements of a Legal Framework, EJIL 2002, No5 — page 825 et sq.; Regarding the impact see Biegel,

Beyond our Control? The Limits of our Legal System in the Age of Cyberspace, 2001, page 231 et. seq.
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[Tpumeps! TOATOTOBUTENBHBIX IEUCTBUN BKIIIOYAIOT B
ceost:

B3110M 3alIUIIEHHBIX HaponsMu Be6-caiiTos!22; n

OGXOL[ HapOHBHOﬁ 3alllMTbl KOMIILIOTEPA.

Hcnosnb30BaHue HEUCIIPABHOTO 060PYI0BAHUS UK
IPOrPaMMHBIX PEAM3ALMIA ISl HE3AKOHHOTO
TIOJTY4EeHHUsI TAPOJIS JUIS BXOJA B KOMITBEOTEPHYIO
cucremy!23:

by RUUUDSIIA/

Co3snanue "moacTaBHBIX" BEO-CalTOB, IS TOrO YTOOBI

3aCTaBUTh T10JIb30BaTENIEH PACKPBITH CBOM NMaposu!24 u

Ha stom pucyHke nokasan BeO-caiiT, KOTOpbIi ObuT B310MaH. HapymmTens
VCTaHOBKA anmapaTHbIX M IIPOTPAMMHBIX METOIOB M3MEHHII IEPBYIO CTPAHMUILY, 7Tl TOTO YTOOBI COOOIIUTH MOIB30BATENSIM 00

o YCIICIIHO# aTake.
PETrUCTpallui HAXKATUN KJIaBUIL HA KJIAaBUATYpe
(manpumep, "KJIaBUATYPHBIN MIHOH"), KOTOPHIE
3aITUCHIBAIOT KAKJ0€ HAKAaTHE KIABUIII U, CIIEOBATENBHO, JIIOObIE TApOJIH, HCIIOIB3YEMBIC Ha KOMIBIOTEPE
w/unu yerpoiictae! 2.

MoTuBanus y npaBOHapymHTeneﬁ pa3jinyHa. HeKOTOpBIe MIPaBOHAPYIINUTEIIN OI'PAaHUYIUBAIOT CBOU JeNcTBUS

00X0/10M Mep 6€30MaCHOCTH TOJIBKO ISl TOTO, YTOObI 10Ka3aTh CBOM CIIOCOOHOCTH (MoKa3zaHo Ha Pucynke 1120),

Jpyrue nefcTBYIOT 0 HOJMTUYECKUM MOTHBAM, U3BECTHBIM KaK "XakTusu3M"!27, 0lHUM H3 HpUMEPOB KOTOPOTO

SIBJIICTCS] HEJTAaBHUIA WHITUJICHT, 3aTPAaruBaroOIIni OCHOBHOM BeO-calT Oprannzannu OObeTInHEHHBIX Harmii!28,

B GompminHCTBE CJIy4a€B MOTUBALIUA Y HpaBOHapyIHHTeJ]efI HE OTrpaHUYMUBACTC HE3AKOHHBIM JOCTYIIOM K

KOMHLIOTepHOfI CUCTEMC. HpaBOHapanI/ITeJ'H/I HCIIOJIB3YHOT CBOM AOCTYII U1 COBEPLICHUA JaTbHEUIIINX

MIPECTYIJICHUH, TAKMX KaK HHPOPMAIIMOHHBIN MIITHOHAK, MAHUITYJISIS JaHHBIMH, aTaK! THTIA "OTKa3 B

o6cnyxkuanun” (DoS)!29. B GONbIIMHCTBE CITy4aeB HE3AKOHHBIN TOCTYI K KOMITLEOTEPHON CUCTEME SBIAETCS

TOJBKO HEOOXOAMMBIM T1epBbIM marom!30,

Bo MHOrux pesynapTarax aHajau3a MPU3HAETCA PACTYLIEE YUCIIO MONBITOK IOJYYUTh HE3aKOHHBIN TOCTYT K

KOMIIbIOTEpHOM cucteMe. Tonbko B TeueHue aBrycra 2007 roja o BceMy MHUPY 3aperuCTpUpOBaHO Oosee

250 MHJIZTHOHOB TaKHX CJ'Iy‘-IaeB131. PaCTymee YHCJIO0 XaKCPCKUX aTaK 06YCJ'IOBJ'IGHO TpEMsI OCHOBHBIMH IMMPUYUHAMM:

HeanexkBaTHasi 1 HemOJIHAA 3aIIIMTA KOMIBIOTECPHBIX CHCTEM

COTHH MUJTMOHOB KOMITHIOTEPOB MPUCOEIUHEHBI K MHTEPHETY, U MHOKECTBO KOMITBIOTEPHBIX CUCTEM HE UMEIOT
aJIeKBaTHOM 3aLIUTHI JUIS TIPEJOTBPAILEHHUS HE3aKOHHOTO AocTynal32, AHanus, BHINOIHEHHBIH Y HUBEPCUTETOM
Mbpusenaa, mpeanosaraeT, 4To He3aluluileHHass KOMIIbIOTepHas cCUCTEMa, KOTOpast IPUCOEIMHEHA K UHTEPHETY,
UCIIBITAET Ha cebe aTaKy MEHee 4eM depe3 MUHYTY 33, YeTaHoBKa Mep 3alluThl MOXKET CHU3UTH PHCK, HO YCTIEIIHBIE

122
123
124
125
126

127

128

129

130

131

132

133

Sieber, Council of Europe Organised Crime Report 2004, page 65.

Musgrove, Net Attack Aimed at Banking Data, Washington Post, 30.06.2004.

Sieber, Council of Europe Organised Crime Report 2004, page 66.

Sieber, Council of Europe Organised Crime Report 2004, page 65. Regarding the threat of spyware, see Hackworth, Spyware, Cybercrime and
Security, TA-4.

Hacking into a computer system and modifying information on the first page to prove the ability of the offender can — depending on the legislation in
place — be prosecuted as illegal access and data interference. For more information, see below Chapter 6.1.a and Chapter 6.1.d.

The term “Hacktivism” combines the words hack and activism. It describes hacking activities performed to promote a political
ideology. For more information, see: Anderson, Hacktivism and Politically Motivated Computer Crime, 2005, available at:
http://www.aracnet.com/~kea/Papers/Politically%20Motivated %20Computer%20Crime.pdf; Regarding cases of political attacks see:
Vatis, cyberattacks during the war on terrorism: a predictive analysis, available at: http://www.ists.dartmouth.edu/
analysis/cyber_al.pdf.

A hacker left messages on the website that accused the United States and Israel of killing children. For more information, see BBC News, “UN's
website breached by hackers”, available at: http:/news.bbc.co.uk/go/pr/ft/-/2/hiftechnology/6943385.stm

The abuse of hacked computer systems often causes difficulties for law enforcement agencies, as electronic traces do not often lead directly to the
offender, but first of all to the abused computer systems.

Regarding different motivations and possible follow up acts see: Goodman/Brenner, The Emerging Consensus on Criminal Conduct in Cyberspace,
UCLA Journal of Law and Technology, Vol. 6, Issue 1;

The Online-Community HackerWatch publishes reports about hacking attacks. Based on their sources, more than 250 million incidents were
reported in the month of August 2007. Source: http://www.hackerwatch.org.

Regarding the supportive aspects of missing technical protection measures, see Wilson, Computer Attacks and Cyber Terrorism, Cybercrime &
Security, IIV-3, page 5.

See Heise News, Online-Computer werden alle 39 Sekunden angegriften, 13.02.2007, available at: http://www.heise.de/newsticker/meldung/85229.
The report is based on an analysis from Professor Cukier.
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aTaK{ Ha XOPOIIO 3aIUIIEHHbIE KOMITBIOTEPHBIE CHCTEMbI I0KA3allH, YTO MEPhI TEXHHYECKOH 3aIl[MThl HUKOT/A He
CMOTYT MOJHOCTBIO OCTAHOBHUTE aTakm!34,

Pa3paborka nporpaMMHBIX HHCTPYMEHTOB, KOTOpPble ABTOMATHU3MPYIOT aTaKu

B nocneanee BpeMs Il aBTOMATH3ALMK aTaK IIPUMEHSIOTCS IIPOrPaMMHbIE MHCTPyMEHTHI! 32, TIpu nmomoru
MIPOrpaMM U aTakK C 3apaHee yCTaHOBJIECHHBIMU MapaMeTpaMu 3a OAUH JIeHb, UCIIOJIb3YSl OJUH KOMIBIOTED, OJUH
HapyIIMTEh MOXKET ATAKOBATh THICAYM KOMIBIOTEPHBIX ccTeM! 30, Eciiv y HapymmMTe st MMeeTCs OCTyI K
OOJIBIIEMY YHCITY KOMITBIOTEPOB, HAIPMMED, IPH TIOMOIIHU CeTeBOro pobotal3’, on/ona MoxeT ee Gonblue
YBEJIUYUTH MaciuTabd npectymieHus. [lockonbky Ooiblias yacTh IPOrpaMMHBIX HHCTPYMEHTOB UCIIONB3YIOT 3apaHee
onpezeNIeHHble METO/Ibl aTaK, HE BCe aTaKu OKa3bIBAIOTCS yCHEIIHbIMU. [10nbp30BaTeNn, KOTOphIE PETYIISPHO
OOHOBJISIFOT CBOM OIIEPAIMOHHBIE CUCTEMBI M IPOTPaMMHBIE IPYIIOKEHHUS, CHIDKAIOT IS ce0sI PUCK CTaTh KEPTBOM
TaKUX IUPOKOMACINTAOHBIX aTaK, MOCKOJIBKY KOMITAHUH, pa3padaThIBAIOIINE 3aIUTHBIC IPOTPAMMBI, AaHATU3UPYIOT
WHCTPYMEHTHI aTaK{ U TOTOBATCS K CTAHJAPTHBIM XaKEPCKUM aTaKaM.

BrIcoKkOoypOBHEBBIE aTaKi YaCTO OCHOBEIBAIOTCS HA CIICIIMATBHO pa3pabOTaHHBIX aTakax. Y CIeX 3THX aTak 4acTo
00yCIIOBJICH HE IPUMEHEHUEM UPE3BBIYAHO CIIOXKHBIX METOJIOB,  KOTMYECTBOM aTAKyEMbIX KOMIIBIOTEPHBIX
cucteM. HCTpyMEHTBI, MO3BOJISIONIME BHIIOJIHATH TAKME CTAHIAPTHBIE ATAKH, IMMPOKO JOCTYIIHbI B MHTepHETE! 38,
HEKOTOPBIE W3 HUX GECIUIATHO, HO 3()(GEKTUBHBIE HHCTPYMEHTBI MOTYT CTOMThH HECKOJIBKO ThICs posutapoB CIITIA I3,
OnHUM U3 TPUMEPOB SIBISIETCS XaKEPCKUI HHCTPYMEHT, KOTOPHIH II03BOJISIET IIPABOHAPYIIHUTEISM OIPEICIUTD
nuanasoH [P-agpecos (manpumep, ot 111.2.0.0 no 111.9.253.253). Dra nmporpamMma rmo3BosieT CKaHUPOBAThH BCE
KOMIIBIOTEPHI B OMCKAX HE3AIMIIEHHBIX TOPTOB C UCIIONb30BAHMEM OJHOTO M3 9TUX onpeeneHubix IP-anpecos!40,

Pactymas posib 4YaCTHBIX KOMIIBIOTEPOB B XaKEPCKHX CTPaTerusix

JlocTyn K KOMITBIOTEPHOl CHCTEME YacTo He ABJIAEeTCs OCHOBHOM MoTuBanueii ataku! 4!, Tlockonbky paboune
KOMITBIOTEPBI OOBIYHO JIYUIIIE 3aIIUIIEHBI, YeM YaCTHbIE KOMIIBIOTEPH], aTaKH Ha padoure KOMIIBIOTEPHI ¢
UCIIOJIb30BAHMEM 3apaHee CKOH(UTYPUPOBAHHBIX IPOrPAMMHBIX HHCTPYMEHTOB OCYIECTBUTH HAMHOTO CiloxKHee! 42,
B TeueHme mocnemHIX HECKOJIBKIX JIET HAPYIIUTEU Bee OOJBIIE HAIICTMBAIOT CBOM aTAKH HAa YaCTHEIC
KOMITBIOTEPHI, IIOCKOIBEKY MHOTHE YaCTHBIE KOMITBIOTEPHI 3alHUIIeHB HetocTaTtouHo. boee Toro, yacTHbIe
KOMITBIOTEPBI YaCTO COEPXKAT IIEHHYIO HH(OPMALUIO (HAIPUMED, O KPESAUTHOMN KapTe WM JaHHBIC 0 0AHKOBCKOM
cuere). [IpaBoHAPYIINTEHN YaCTO aTAKyIOT YaCTHBIE KOMITBIOTEPHI IOTOMY, UTO MOCIIE YCIICITHON aTaKu
MIPaBOHAPYIIUTEIHh MOXET BKIIOUUTH 3TOT KOMIIBIOTEP B CBOH CETEBOIl pOOOT U HCIOIB30BATH €T0 IS

HOCIIEMYIOMIUX TIPECTYIHBIX JAeHcTBHI 43,

13 For an overview of examples of successful hacking attacks, see http://en.wikipedia.org/wiki/Timeline_of_computer._security_hacker_history;

Joyner/Lotrionte, Information Warfare as International Coercion: Elements of a Legal Framework, EJIL 2002, No5 — page 825 et sqq.
135 Regarding threats from Cybercrime toolkits, see Opening Remarks by ITU Secretary-General, 2nd Facilitation Meeting for WSIS Action Line C5,
available at: http://www.itu.int/osg/spu/cybersecurity/pgc/2007/events/presentations/sg-opening-remarks-14-may-2007.pdf. See in this context as
well: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 29, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.
For an overview of the tools used, see Ealy, A New Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and Prevention,
available at: http://www.212cafe.com/download/e-book/A.pdf.
Botnets is a short term for a group of compromised computers running programmes that are under external control. For more details, see Wilson,
Botnets, Cybercrime, and Cyberterrorism: Vulnerabilities and Policy Issues for Congress, 2007, page 4, available at:
http://www fas.org/sgp/crsfterror/R132114.pdf; See also collected resources and links in the ITU Botnet Mitigation Toolkit, 2008, available at:
http://www.itu.int/ITU-D/cyb/cybersecurity/projects/botnet.html.
Websense Security Trends Report 2004, page 11, available at:
http://www.websense.com/securitylabs/resource/WebsenseSecurityLabs20042H_Report.pdf; Information Security - Computer
Controls over Key Treasury Internet Payment System, GAO 2003, page 3, available at:
http://www.globalsecurity.org/security/library/report/gao/d03837.pdf. Sieber, Council of Europe Organised Crime Report 2004, page
143.
For an overview of the tools used, see Ealy, A New Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and Prevention,
available at: http://www.212cafe.com/download/e-book/A.pdf.
Ealy, A New Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and Prevention, page 9, available at:
http://www.212cafe.com/download/e-book/A.pdf.
Walden, Computer Crimes and Digital Investigations, 2006, Chapter 3.250.
For an overview of the tools used to perform high-level attacks, see Ealy, A New Evolution in Hack Attacks: A General Overview of Types,
Methods, Tools, and Prevention, available at: http:/www.212cafe.com/download/e-book/A.pdf; Erickson, Hacking: The Art of Exploitation, 2003.
Botnets is a short term for a group of compromised computers running programmes that are under external control. For more details, see Wilson,
Botnets, Cybercrime, and Cyberterrorism: Vulnerabilities and Policy Issues for Congress, 2007, page 4, available at:
http://www fas.org/sgp/crs/terror/RL32114.pdf. For more information about botnets see below: Chapter 3.2.i.
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He3akoHHBIN 10CTYN K KOMIIBIOTEPHOM CUCTEME MOYKET CUMTAThCS aHAJIOTMYHBIM HE3aKOHHOMY JIOCTYILY B 34aHUE U
BO MHOTHX CTPaHax IPU3HAETCS yrOJOBHBIM NpecTyIuieHneM 44, AHanns pasindHbIX TOAXO0I0B K Cy1e0HOMY
Mpecie10BaH1I0 KOMITBIOTEPHOTO JOCTYIIA MTOKA3bIBAET, YTO JIEHCTBYIOIIHNE MOJIOKEHHS B PsJie CIIyyaeB IMyTat0T
HE3aKOHHBIN TOCTYI C TOCIEAYIOMIMHI PAaBOHAPYIICHUSIMH WU MBITAIOTCS OTPAaHHYHTh CyIcOHOE TPECIeIOBAHUE
HE3aKOHHOI'0 J0CTYIa TOJBKO CIIydasiMU CEpbE3HbIX HapyllleHUH. B HEKOTOPHIX NOJI0KEHUIAX NPEAYCMOTPEHO
cyne0HOe mpeciaeJoBaHke IePBOHAYAIBLHOTO IOCTYIIA, & JPYTHE CYUTAIOT YTOJIOBHEIM IPECTYILICHUEM TOJIBKO T
cilydau, Korjaa:

®  cucreMa, K KOTOPOI MOTy4eH JTOCTYI, 3alIMIIeHa CPEACTBAMH Oe30nacHocTu 4%, u/umu
®  HapyIIMTENb UMEJ ONACHbIE HaMepeHus 40; u/uu
e pH(OpManUs ObUIA TTOJTYYeHA, H3MCHEHA WITH HCKaKEHA.

Jpyrue 3aKkOHOJaTENbHbIE CUCTEMBI HE CUMTAIOT IIPECTYIIEHUEM MIPOCTON JOCTYII, a (OKYCHPYIOTCS Ha
HOCNENYIOMUX TIpaBoHapyleHusx 47,

24.2 NudopManoHHBIH INHOHAK

Ilennas nH(OPMAIUS 9aCTO XPAHUTCS B KOMILFOTEPHBIX CHCTeMax. ECIM KOMIBIOTEPHAS CHCTEMA COEMHEHA C
MHTEPHETOM, IPABOHAPYLIMTEIM MOTYT MOIMBITATHCS TOJTYYHTh AOCTYH K 3TOH HH()OPMAIUHU YePe3 MHTEPHET IOYTH
u3 mo6oii Touku Mupal48. MnTepHeT Bee ualle MCMonb3yeTces Al HOTydeHHs KOMMEPUECKHMX ceKpeToB! 49,
CrouMoCTbh IIEHHON MH(DOPMAITUU B BO3MOXKHOCTh TMOIYYHTh K HEH yIaleHHBIH JOCTYI JaeT HH(POPMAaIlMOHHBIH
IIMMOHAXK YPE3BIYAIiHO HHTEpecHBIM. B 1980-rofax psj HEMELKUX XaKePOB YCIEIHO MPOHUK B KOMIIBIOTEPHBIE
CHCTEMBI IPABUTENLCTBA M 060poHbl CoeuHeHHbIX [1ITaToB AMEPUKH, HOJTYYMII CEKPETHYIO HHPOPMALIHIO 1
npogan >ty undopmanuio arearam u3 Coserckoro Corozals0,

I[TpaBOHAPYIIUTENN MCTIOJB3YIOT Pa3IMIHbIE CIIOCOOBI ISl TIOJYYEHHs! IOCTYIA K KOMIBIOTEPaM CBOUX skepTB o1,
BKJIIOYAs:

L4 HCIOJIB30BAHUEC MTPOrpaMM JIsI CKAHUPOBAHUSA HE3AINIICHHBIX HOpTOBlSZ;

®  JICMOJIB30BaHUE MPOTrpaMM JUIsl 00X0/1a CPEICTB 3aIUThI153; 1

®  "mcuxomormueckas ataka'l%4,

Oco0eHHO MHTEpECEH MOCICAHUN TIOIX0/1 "TICHXO0JIOTHYeCKas aTaka", KOTOPBIN SBJIACTCS HETEXHUYECKHM BUIIOM
MIPOHUKHOBEHHUS U, TJIABHBIM 00pa30M, OIUPAETCs Ha B3aUMOJICHCTBHE MEXTy JIFOJIBMH, TOApa3yMeBaeT oOMaH
JPYTHX JIOAEH C IEeNbI0 pa3pylIIeHUs] OOBIYHBIX POLICAYP OOeceueH s 0€30IIaCHOCTH, IIOCKOIBKY OH OCHOBAH HE
Ha TEXHUYECKUX cpez[CTBax155 . "Tlcuxonoruueckas araka", TeM He MeHee, OUeHb d((EKTUBHA [Tl aTaK Ha XOPOIIIO

144 See Schjolberg, The legal framework - unauthorized access to computer systems — penal legislation in 44 countries, available at:

http://www.mosstingrett.no/info/legal html.

See in this context Art. 2, sentence 2 Convention on Cybercrime.

Walden, Computer Crimes and Digital Investigations, 2006, Chapter 3.264.

One example of this is the German Criminal Code, that criminalised only the act of obtaining data (Section 202a), until 2007, when

the provision was changed. The following text is taken from the old version of Section 202a - Data Espionage:

(1) Whoever, without authorization, obtains data for himself or another, which was not intended for him and was specially protected against

unauthorized access, shall be punished with imprisonment for not more than three years or a fine.

(2) Within the meaning of subsection (1), data shall only be those which stored or transmitted electronically or magnetically or otherwise in a not

immediately perceivable manner.

For the modus operandi, see Sieber, Council of Europe Organised Crime Report 2004, page 102 et seqq. Sieber, Multimedia Handbook, Chapter 19,

page 17. For an overview of victims of early hacking attacks see: http:/en.wikipedia.org/wiki/Timeline_of_computer_security hacker_history;

Joyner/Lotrionte, Information Warfare as International Coercion: Elements of a Legal Framework, EJIL 2002, No5 — page 825 et sqq.

Annual Report to Congress on Foreign Economic Collection and Industrial Espionage — 2003, page 1, available at:

http://www.ncix.gov/publications/reports/fecie_all/fecie_2003/fecie_2003.pdf.

130" For more information about that case see: Stoll, Stalking the wily hacker, available at: http:/pdf.textfiles.com/academics/wilyhacker.pdf; Stoll, The

Cuckoo's Egg, 1998.

See Sieber, Council of Europe Organised Crime Report 2004, page 88 et seqq; Ealy, A New Evolution in Hack Attacks: A General Overview of

Types, Methods, Tools, and Prevention, available at: http://www.212cafe.com/download/e-book/A.pdf.

Ealy, A New Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and Prevention, page 9 et seqq., available at:

http://www.212cafe.com/download/e-book/A pdf.

Examples are software tools that are able to break passwords. Another example is a software tool that records keystrokes (keylogger). Keyloggers are

available as software solutions or hardware solutions.

See Granger, Social Engineering Fundamentals, Part I: Hacker Tactics, Security Focus, 2001, available at:

http://www.securityfocus.com/infocus/1527.

133 See: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 31, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.
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3alUINECHHBIC KOMITBIOTEPHBIE CUCTeMBI. OHU ellle MOoAPOOHEe OMUCHIBAIOT MAHUITYJISIINIO JFOABMHU TIPU
B3aUMOJIEICTBHY C LIEJbIO TIOJTYYEHHMS JOCTYNAa K KOMIBIOTEPHBIM cucTeMam! 0, TTcuxonoruueckas araka 0OBIYHO
OYEHb YCIEIIHA, IOTOMY YTO CaMbIM C1a0bIM 3B€HOM B KOMIIBIOTEPHOW O€30I1aCHOCTH 3a4acTyIO SBIISIIOTCS
TI0JIH30BATENIA KOMITBIOTEPHBIX CUCTEM.

Hanpumep, B 10CIIEIHEE BPEMSI OCHOBHBIM TIPECTYIUIEHHEM, COBEPLIAEMBIM B KHOEpIIpocTpancTee! >, cran
"¢pummHr". OH XapakTepu3yeTcs MOMBITKAMH MOIIEHHIYECKOTO MOMyYeHHS [ICHHON MH(OpMaIuu, Hanpumep
MapOJICH, ITOCPEICTBOM MACKHPOBKH IO JOBEPEHHOE JIUIIO WX MPEIIPUSITHE, HApUMep (GUHAHCOBYIO
OpTaHM3aIIHIO, B TIPOIIECCE KAKYIIEHCS 0UITMATbHON SJICKTPOHHOH ITEPETTHCKH.

Xo0Ts genoBeyecKas yA3BUMOCTb MOJIB30BATENICH OTKPHIBAECT BOPOTA PUCKY OOMaHa, OHA TaKKe MIpeIyiaracT u
pemernst. Xoporro 06pa3oBaHHBIE TOIB30BATEIN KOMITBIOTEPA HE SBIIIIOTCS JIETKOW JOOBIYeH st
npaBoHapymureneid. O0pazoBaHue MOJIb30BATEICH — BaXKHASI YaCTh 000 cTpaTeruu 60pbOBI C
kubeprpecTynHocTbio! 98, ODCP noayepkuBaeT BaXXHOCTh KpMITOrpaduu 1is MONIb30BaTeNeH, TOCKOIbKY
KpHITOrpadus MOKET OKa3aTh COCHCTBHE B MOBBINIEHMH 3aMIUThHI JaHHbIX 159, Eciu husuueckoe U0 nim
OpraHu3anys, XpaHsue HHHOpMAaNnIO, IPUMEHST COOTBETCTBYIONINE MEPHI 3alTUTHI, KPUITOTpadudecKast 3armTa
MOYET OKa3aThcsi Gosee G PeKTUBHOM, ueM mobas pusndeckas 3amurtal %0, Venex neficTuii npaBoHapymuTeneii B
MOTYYECHUH [ICHHOW NH(YOPMALIUU YacTO 00YCIOBIICH OTCYTCTBHEM MEp 3alllUTHI.

XO0TsI MpaBOHAPYIIUTEIN OOBIYHO HAIICITMBAOTCS Ha
TIPOU3BO/ICTBEHHBIE CEKPETHI, BCE YaIIE UX IENBIO

TlepcoHalbHBIH KOMILIOTEP
CTAHOBATCA JaHHBIC, XpPAHUMBIC Ha YaCTHBIX T

komnbioTepax 01, YacTHble monb30BaTeny 4acTo XpaHsT
Ha CBOMX KOMITLFOTEpAX JIAHHBIE O GAHKOBCKUX CUETAX I fmanane} Moo |
KPEeIUTHBIX KapTax! 62, [IpaBoHapyIIUTEI MOTYT
HUCIIONB30BaTh 3Ty MH(OPMALMIO ISt COOCTBEHHBIX LIEN€it
(HampuMep, TaHHbIE 0 GAHKOBCKUX CUETAX JUIS

BBIITOJITHCHUS JCHCKHBIX HepeBOZ(OB) W TIPOJIAaTh €€

Knasunaryp-
HBIH IMHOH [~ —d

TpeTheil cTopone! 03, 3anmcu 0 KpeMTHBIX KapTax,

HaIpuMep, IpoaarTcs 3a cymmy ot 60 momn. CILIA64,

I/IHTepeCHa HANCJIICHHOCTDb XaKCPOB HAa YaCTHBIC Ha pucynke nokasaHo, Kak yCTaHaBJIMBAalOTCs alIlapaTHbIE KIaBUATypHBIE
IIHOHEL Boiblas 4acTh TAKHX HHCTPYMEHTOB, KOTOPBIE BBIIVIAIAT KaK

KOMIIBIOTCPBI, IIOCKOJIBKY BBII'O/1a OT IOJIy4C€HHBIX ajlanTephl, pa3MENIATC MEXITy KIaBUaTypPOH M KOMIBIOTEPOM.
MPOMBIIUICHHBIX CEKPETOB OOBIYHO BEIIIE YEM BBITOJIEI, HeKoTopbie MOCIE/HHE MOJIEH BCTPAHBAIOTCS B KIABHATYDY, TAK HTO HX

HEBO3MOJHO HaWTH, HE OTKphIBas 000pynoBaHNHe. AHTUBUDPYCHbIE
HOJYy9acMbIC B PE3YJIbTATC MOJTYICHUS UK IPOTAXKU NPOrpaMMHBIE IIPOJYKThI HE MOTI'YT HAaliTH annapaTHbIX KJIaBUATYPHBIX
nHpopmanu 00 oJHOK KpenuTHOH KapTe. OHaKo, TG,

MOCKOJIbKY YaCTHbIE KOMIBIOTEPHI OOBIYHO 3aIUIIEHBI
XyXke, TH)OPMAIIMOHHBIHN ITTHOHAX, OCHOBAHHBIN Ha
YaCTHBIX KOMITBIOTEPAxX, BEPOSITHO, CTAHET ele Oonee MPUOBLIEHBIM.

Cy1ecTByeT 1Ba MOIX01a K OTYyYSHUI0 HH(OPMAITIH:

156

s For more information, see Mitnick/Simon/Wozniak, The Art of Deception: Controlling the Human Element of Security.

See the information offered by anti-phishing working group, available at: http://www.antiphishing.org; Jakobsson, The Human Factor in Phishing,
available at: http://www.informatics.indiana.edu/markus/papers/aci.pdf; Gercke, Computer und Recht 2005, page 606; The term “phishing”
describes an act that is carried out to make the victim disclose personal/secret information. The term “phishing” originally described the use of e-mails
to “phish” for passwords and financial data from a sea of Internet users. The use of “ph” linked to popular hacker naming conventions. See Gercke,
Computer und Recht, 2005, page 606; Ollmann, The Phishing Guide Understanding & Preventing Phishing Attacks, available at:
http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf. For more information on the phenomenon of phishing see below: Chapter 2.8.d.
Regarding the elements of an Anti-Cybercrime Strategy, see below: Chapter 4.

“Users should have access to cryptography that meets their needs, so that they can trust in the security of information and communications systems,
and the confidentiality and integrity of data on those systems” - See OECD Guidelines for Cryptography Policy, V 2, available at:
http://www.oecd.org/document/11/0,3343,en_2649_34255_1814731_1_1_1_1,00.html.

Physical researches prove that it can take a very long time to break encryption, if proper technology is used. See Schneier, Applied Cryptography,
page 185. For more information regarding the challenge of investigating Cybercrime cases that involve encryption technology, see below: Chapter
32m.

Regarding the modus operandi, see Sieber, Council of Europe Organised Crime Report 2004, page 102 et seqq.

Regarding the impact of this behaviour for identity-theft see Gercke, Internet-related Identity Theft, 2007, available at:
http://www.coe.int/t/e/legal_affairs/legal _co-operation/combating_economic_crime/3_Technical_cooperation/CYBER/567%?20port%?20id-d-
identity%20theft%20paper%2022%20nov%2007.pdf

163 Chawki/Abdel Wahab, Identity Theft in Cyberspace: Issues and Solutions, page 17, Lex Electronica, Vol. 11, No. 1, 2006, available at:

http://www lex-electronica.org/articles/v11-1/ chawki_abdel-wahab.pdf.

See: 2005 Identity Theft: Managing the Risk, Insight Consulting, page 2, available at:
http://www.insight.co.uk/files/whitepapers/Identity%20Theft%20(White %20paper).pdf.
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®  [OJyYeHHE JOCTYNa K KOMIIBIOTEPHOI CHCTEME MITM XPaHIIIUILY JaHHBIX M MOTY9IeHIsI MHPOPMAINN; HIIH

®  WCHOJB30BaHUE PA3IMYHBIX MAHUITYJISIHUMN, U TOTO YTOOBI 3aCTaBUTH MOJIH30BATEICH PACKPHITH HH(YOpMAIIUIO
WJIM KOZBI IOCTYITa, KOTOPBIE IOMOTYT IIPABOHAPYIIUTENSAM MOTYYUTh JOCTYM K HHPopmaruu ("duimmar").

[IpaBoHapyIMIUTENN YaCTO UCIIONB3YIOT KOMITBEOTEPHBIE HHCTPYMEHTBI, YCTAHOBJIEHHBIE HA KOMIIBIOTEPAX KEPTB, MU
BPEJIOHOCHBIE POTPAMMBI, HA3bIBAFOIIMECS IMMOHCKUMH TIPOrPAMMAaMH, ISl [IEPEIauy JaHHbIX Ha HUX 05, B Teuenue
TIOCTICHUX JAECSATH JIET 0OHAPY KEHBI pasiIMIHbIC THIIHI INMHOHCKUX IIPOTPaMM, HallpuMep "KiIaBHaTypHbIC mrmons"' %,
KnaBuarypHsle IINHOHBI — 3TO IPOrpaMMHbIE HHCTPYMEHTBI, KOTOPBIA pErMCTPUPYIOT KaK0€ HaXKaTHe KIIaBUILI Ha
KJIABHATYPE 3apaKeHHOro KoMIbroTepal®’. DTu e KIaBuaTypHbIE IIMHOHBI TIEPEIAIOT BCHO 3aITMCAHHYIO HH(OPMALIHIO
IIPaBOHAPYILUTENIO, KAK TOJIBKO KOMIIBIOTED BBIMAET B MHTEPHET. J[pyTrue BBINOIHAIOT IEPBOHAYATIBHYIO COPTUPOBKY U
aHaJIM3 3aNMCaHHBIX JAHHBIX, HAIPUMED, (POKYCUPYSICh Ha MOTEHIMATLHON MHPOPMAIIU O KPEIUTHBIX KapTax 08, ns
nepeIauu 000! MOTyYeHHOW [IEHHOM HH(POPMAITHH.

AHanoru4Hble yCTpOHCTBa MPeICTaBIEHbI TAKXKE KaK anfapaTHbIe YCTPOKUCTBA, KOTOPbIE MOIKIIOYAIOTCA MEXKITY
KJIaBHATYpOH M KOMITBIOTEPHOM CUCTEMOM ISl 3aIMCH HAKATHH Ha KITaBUIIIN KJIaBUATyphl (cM. PucyHok 4). AnimapaTtHbie
KJIaBHATYPHBIE IIMHOHBI HAMHOTO CJIOXKHEE YCTAaHOBUTH U OOHAPYKUTh, TIOCKOJIBKY TpeOyeTcst (QH3UIECKUI TOCTYIT K
KOMITbIOTEpHOM crcTeme !0, OHako K1accHuecKoe aHTUIITTMOHCKHME U aHTUBMPYCHBIE IPOIPaMMBI, KaK IPaBHIIO, HE
CrocoOHbI X 06HapysKuth!70.

[NomumoO nOCTYTIa K KOMITBIOTEPHBIM CHCTEMAaM MPaBOHAPYIIUTEHN MOT'YT ITOTy4aTh JAHHBIE ITyTeM MAHUITYIMPOBAHHS
MoNB30BaTessIME. B mocneiHee BpeMst paBoHAPYIIUTENH pa3padoTany 3 (GEeKTHBHBIE METO B OOMaHA ISl TIOTYYCHUSI
CeKpeTHOH MH(pOpMALIIH, HATIPHMED, TAHHBIE 0 OAHKOBCKOM CUETE HJIM KPESAUTHOMN KapTe, ITyTeM YIIPABIICHUSI
TI0JTb30BATENIEM TP TIOMOIIM METO/IOB TICHXOJIOTUYECKON ataku!’l. B mociennee Bpems "(pUIIMHr" cTaH OTHUM K3
HauboJlee 3HAUNTENBLHBIX PecTyILIeHHii B kubeprpoctpancTtse! 72, Tepmun "(GUIIMHT" MCTIONB3yeTCs 11l OMMCAHUS TUIIA
MPECTYIUICHNH, KOTOPBIN XapaKTepH3yeTcs MONBITKAMU MOIICHHIYIECKOTO MOTyYEHHs ICHHOH HH(OPMAIHH, HAaIpuMep
napoJeid, BeImaBasi ce0s 3a IOBEPEHHOE JIMIIO WITH TPEATIpUSTHE (HanpuMmep, GUHAHCOBYIO OPTaHM3aIIHI0) B IPOIIECCE
3JIEKTPOHHOTO B3aUMOJIEHCTBHSI, KOTOPOE BBINIAIUT Kak oduumansaoe! 73,

WHbopManmoHHbIH NITMOHAX — TO €IIIe OJIFH BUJT IPECTYILICHHUH, KOTOPBIA XUTPOYMHO HAIPaBJICH HA OJTHO M3
HauboJiee c1adbIX 3BeHbEB KOMITBIOTEPHOH OE30MaCHOCTH MOJIL30BATENS. Y UHTHIBAsI 3TO, IBHO BUIHBI PUCKHU, KOTOPBIE
TMOSIBIISIFOTCSL BMECTE C 9TUMH BHamu oOMaHa. Ho Takoe monoykeHue et Takke MO03BOJISeT HAlTH U pelieHus. XOpOLIo
00pa30BaHHBIE TIOJIH30BATEN KOMIIBIOTEPA HE SIBJITIOTCS JIETKOM JOOBIYCH [T PaBOHAPYIIUTENEH. ITO MOIIePKUBACT
Ba)XHOCTH 00pa30BaHus T0Jb30BaTeNeH, KaK BaskHellel yacTi Mo0oii cTpaTeruu o 60psde ¢ kubeprpecTynHocTbio! 74,

IenHnast nH(MOpPMAIHS BCE YaIle XPAHUTCS B KOMITBFOTEPHBIX cucTeMax. O4YeHb BKHO OIICHUTh, SIBJISTFOTCS JIH
a/IEKBaTHBIMH TIPEATIPUHUMAEMBIE TTOJIH30BATENIEM MEPhI TEXHIMYECKOM 3aIlUThI, UM 3aKOHOIATEIH JI0JKHBI YCTAHOBUTH
JIOTIONTHUTENBHYIO 3aLIUTY, 00BABIISAA MHPOPMALMOHHBIH IIMMOHAX HE3AKOHHBIM JesHremM! 75,

243 He3akonublii mepexsat

[TpaBOHAPYLINTEM MOTYT EPEXBATHIBATH MEPEMUCKY MEXTy MOJIb30BaTeNsMu! 70, HanpumMep 5JIeKTPOHHBIE TUCHMA,
WY TIePEXBATHIBATH MEPeAady NaHHBIX (KOTJa MOJIbh30BATEIH 3arpyKAl0T IaHHbBIC Ha BeO-CceBepa WM 3aX0/IAIT Ha
BHELIHHE CPE/ICTBA XpaHeHus Ha 6ase BeG-Texnonoruu!’7) s 3anucu nepenapaemMoii MHGOpMaUH.

195 See Hackworth, Sypware, Cybercrime & Security, IIA-4. Regarding user reactions to the threat of spyware, see: Jaeger/ Clarke, “The

Awareness and Perception of Spyware amongst Home PC Computer Users”, 2006, available at:
http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/iwar/Jaeger %20Clarke%20-
%20The%20Awareness%20and%20Perception %200f%20Spyware %20amongst%020Home %20PC %20Computer %20Users.pdf.

See Hackworth, Sypware, Cybercrime & Security, I[IA-4, page 5.

For further information about keyloggers, see: http://en.wikipedia.org/wiki/Keylogger; Netadmintools Keylogging , available at:
http://www.netadmintools.com/part215.html

It is easy to identify credit card numbers, as they in general contain 16 numbers. By excluding phone numbers using country codes,
offenders can identify credit card numbers and exclude mistakes to a large extent.

One approach to gain access to a computer system to install a key-logger is Hanpumep to gain access to the building where the computer is
located using social engineering techniques e.g., a person wearing a uniform from the fire brigade pretending to check emergency exits has a
good chance of gaining access to a building, if more extensive security is not in place. Further approaches can be found in Mitnick, “The Art
of Deception: Controlling the Human Element of Security”, 2002.

Regular hardware checks are a vital part of any computer security strategy.

See Granger, Social Engineering Fundamentals, Part I: Hacker Tactics, Security Focus, 2001, available at:
http://www.securityfocus.com/infocus/1527.

See the information offered by anti-phishing working group, available at: http://www.antiphishing.org; Jakobsson, The Human Factor in
Phishing, available at: http://www.informatics.indiana.edu/markus/papers/aci.pdf; Gercke, Computer und Recht 2005, page 606.

For more information on the phenomenon of phishing see below: Chapter 2.8.4.

Regarding the elements of an Anti-Cybercrime Strategy see below: Chapter 4.

The Council of Europe Convention on Cybercrime contains no provision criminalising data espionage.

Leprevost, “Encryption and cryptosystems in electronic surveillance: a survey of the technology assessment issues”, Development of
surveillance technology and risk of abuse of economic information, 2.4, available at: http://cryptome.org/stoa-r3-5.htm.

With the fall in price of server storage space, the external storage of information has become more popular. Another advantage of
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[IpaBoHapymIMTEM MOTYT UMETH CBOCH IEIBIO IF0OYI0 HHPPACTPYKTYPY CBS3H, HAIIpUMep, (GYUKCHPOBAHHBIE WITN
GeCIPOBOJIHBIE KAHAIIBI M JIIO0bIE YCIYTH HHTEPHETA, HAPUMED, SJIEKTPOHHYIO TIOUTY, YaThl WK CBs3b VOIP178,

Bounbrias 9acTe nepenadu TaHHBIX Yepe3 HHPPACTPYKTYPY MOCTABIIMKOB TOCTYIIA B MHTEPHET WX MIOCTABIINKOB
YCIIyT MHTEPHETA XOPOILO 3alIMIIEHa, U MX TPYIHO MepexBaTuTh! /2, OHaKo IPaBOHAPYLINTENH UILYT clabble
TOYKH B cUCTeMe. becnipoBOHEIE TEXHOIOTUH TPHOOPETH OOJBIIYIO MOMYISIPHOCTH U B IIPOIILIOM [TOKA3aJIH CBOIO
ys13BuMOocTh! 80, Cerosins oTenu, pecTopansl U Gapbl MPETAraroT CBOMM KIIMEHTaM JOCTYIl B MHTEPHET Yepe3
OecrpoBOIHBIC TOUKH J0cTyma. OMHAKO CUTHAIBI ITePEeadl JAHHBIX MEXKIY KOMIBIOTEPOM U TOYKOH JOCTYIA MOTYT
OBITH IPUHATHI B paauyce 10 100 metpos!8!, TIpaBonapyimTeny, xearolye IepexBaTUTh IPOLEecc 0OMeHa
JIaHHBIMH, MOTYT CJI€TIaTh 3TO U3 JIFOOOI TOUYKH B Mpeneax 3Toro paaunyca (Pucynok 3). Jlaxe B TOM cirydae, Korjia
OecnpoBosHAs nepeaaya 3amupoBana, IPABOHAPYIIUTETN MOTYT UMETh BO3MOKHOCTB A (POBATH 3aIICAHHYTO

undopmanmio 82,

Jiis momy4deHus TocTyma K IEHHOH HHPOpMAIMKA HEKOTOPBIC IIPABOHAPYIIUTEN YCTAaHABIMBAIOT TOUKHU JIOCTYIA
BOJIM3U MECT, IJIe UMeeTCs O0JIbIION crpoc Ha GecnpoBoaHOM nocTyn!83 (Hanpumep, B61U3M GapoB ¥ FOCTUHMIL).
MecTommoI0KEeHHE CTAHITUH 9aCTO MMEET TAKOE Ha3BaHHe, YTOOBI ITOJH30BATEIH, HIYIIHE TOUKY JOCTYIa B
HUHTEPHET, ¢ OOJIBIICH BEPOSITHOCTHEIO OCTAHOBUIIU CBOM BBIOOP HA MOIICHHUYECKON TOUKe noctyna. Eciu
OJIb30BATEIIH JOBEPSIOT MMOCTABIIMKY YCIYT AOCTYIA B [ejie 00ecneueHns1 0€30MacHOCTH CBOCH CBSI3U Oe3
MIPUMEHEHUS COOCTBEHHBIX Mep OE30MIaCHOCTH, TO MPABOHAPYIINUTEIN CMOTYT JIETKO IIEPEXBATHTh MEpeaady.

Hcnonb3oBanue GUKCUPOBAHHBIX JIMHUIA He MELIAeT
HpaBOHAPYIIMTENAM IIepeXBaThIBATh Mepeaaun! 84, S Py rckcTsin

- B cHrHAma
Bo BpeMsl epeaur JaHHBIX 110 IPOBOAM

185 . \ JKeprBa, ucnons3yomas
U3Iy4yaeTcs 3JIeKTpoOMarHuTHast sHeprus ' . Eciau [ Gecrposomyio cers
: G
MIPaBOHAPYIIUTENN UCIIOJIb3YIOT COOTBETCTBYIOLIEE : Q)
' . TIpaBonapymurens
o0opynoBaHue, OHA MOTYT OOHAPYXHUTh U 3aIUCATh

>TH nepeaun! 86 u cmoryT 3amucaTh nepeaauy
JIAHHBIX MEXy KOMIBIOTEpAMH MOJb30BaTeNei 1

CHCTEMO}, K KOTOPOil OHH MPUCOETUHEHBI, U TAKKE
BHYTPHU KOMIBIOTEPHOM cuctembl! 87,

Ha pucyHke nokasaH cLeHapuii aTaky Ha MOJIb30BaTeNsl KOMIIBIOTEPOM ,

bonpmmHCTBO CTpaH 3alIMIIACT YCJIYyI'd CBA3U IIYTEM HCTIOJIB3YIOIIEro GECIPOBOIHOE CETEBOE CoeiHen e . [IpaBoHapyIuTens,
JKEAIOLIMIT MePEXBATUTh MEpeady, MOXKET JICHCTBOBATh U3 JTF000i TOUYKH B

CyZ[CGHOFO HPECIICIOBAHMS HE3AKOHHOTO TIEPEXBATa npefiesax pajnyca JIeHCTBHS CHTHaa. B 3aBUCHMOCTH OT TOUKH pasMENIeHUs

TE J'Ie(i)OHHI)IX IIEPETOBOPOB. O JTHAKO YYUTBIBAsI 6ecrpoOBOHOr0 MapIIPYTH3aTOPA, CUIHAIIEI MOTYT OBITH IIPUHSITHI B PAIHYCE 10
100 meTpoB.

PaCTYIIYIO MOMYJISPHOCTh YCIYT Ha 6a3e MPOTOKOJIa
IP, 3akoHOmaTe1IM HEOOXOAUMO OLIEHUTD, 10 KaKOHU
CTETICHN aHAJIOTHYHAS 3aI[UTa MOXKET OBITh 0OOeCIIeueHa B yCIyrax Ha 6as3e mpoToKoja 1P188,

external storage is that information can be accessed from every Internet connection.

Regarding the interception of VoIP to assist law enforcement agencies, see Bellovin and others, “‘Security Implications of Applying
the Communications Assistance to Law Enforcement Act to Voice over IP”, available at

http://www.itaa.org/news/docs/CALEAV OIPreport.pdf; Simon/Slay, “Voice over IP: Forensic Computing Implications”, 2006,
available at: http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/forensics/Simon%?20Slay%20-

%20V oice%200ver%20IP-%20Forensic%20Computing%20Implications.pdf; Regarding the potential of VoIP and regulatory issues
see: Braverman, VoIP: The Future of Telephony is now...if regulation doesn"t get in the way, The Indian Journal of Law and
Technology, Vol.1, 2005, page 47 et seq., available at: http://www.nls.ac.in/students/IJLT/resources/1_Indian_JL.&Tech_47.pdf.
ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 30, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

Kang, “Wireless Network Security — Yet another hurdle in fighting Cybercrime” in Cybercrime & Security, IIA-2, page 6 et seq.
The radius depends on the transmitting power of the wireless access point. See http://de.wikipedia.org/wiki/WLAN.

With regard to the time necessary for decryption see below: Chapter 3.2.13.

Regarding the difficulties in Cybercrime investigations that include wireless networks, see Kang, “Wireless Network Security — Yet
another hurdle in fighting Cybercrime” ” in Cybercrime & Security, IIA-2; Urbas/Krone, Mobile and wireless technologies: security
and risk factors, Australian Institute of Criminology, 2006, available at: http://www.aic.gov.au/publications/tandi2/tandi329t.html.
Sieber, Council of Europe Organised Crime Report 2004, page 97.

With regard to the interception of electromagnetic emissions see: Explanatory Report to the Convention on Cybercrime, No. 57.
See http://en.wikipedia.org/wiki/Computer_surveillance#Surveillance_techniques.

E.g. the electromagnetic emission caused by transmitting the information displayed on the screen from the computer to the screen.
For more details on legal solutions see below: Chapter 6.1.3.
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244 MHckaxenue undopmManuu

KOMHI)}OTepHaH I/IH(l)OpMaLII/ISI KU3HCHHO BaXXHa JIA
YaCTHbIX nom;soBaTeneﬁ, HpeﬂHpI/IﬂTI/Iﬁ u aI[MPIHPICTpaHHﬁ,
BCC OHH 3aBUCAT OT LEIOCTHOCTU U NOCTYITHOCTHU [ . KomnbloTepHas cuctema

nannbix 89, OTcyTeTBHE JOCTYNA K JAHHBIM MOKET dasa 2 @ ®

3arpyKaeMbie

JlaHHbIE ‘ ®a3a |: MPOHHKHOBECHHE

MPUBECTH K CYIIECTBEHHBIM (DMHAHCOBBIM TTOTEPSIM.

KommbrotepHsrii

ITpaBonapymmTen MOryT HapyIIUTb HETOCTHOCTD JAHHBIX e

1 MCKA3UTh UX 1pu oMoty ! 90:

L4 YAQJICHUA JaHHbIX] n/nnu

®  (QJIOKMPOBKH JaHHBIX; U/WIH

° W3MEHEHHS JAaHHBIX; W/unu Ha pucyHKe 110ka3aHo JeHcTBHE KOMIIbIOTEpHOro Bupyca. ITocie 3apaxeHns
KOMITBIOTEPHO# cucTeMsl ((pasa 1) BHPYC BBIIOJIHSET 3arpy3Ky HPOrpaMMBbl
° OTPaHUYCHUA NOCTyNA K HUM. (dasa 2). Do MoKeT, HarpuMep, ObITh yIalICHHEM W MU(pPOBAHHEM

OIpeJICNICHHBIX (aiIIoB.

OJHUM U3 PacpOCTPaHEHHbBIX IPUMEPOB YAaIEeHUs

JIaHHBIX SBJISETCSA KOMITBIOTepHBIH BUupycl®l. C camoro Hauana pa3BUTHS KOMITBIOTEPHBIX TEXHOJIOTHIA
KOMIIBIOTEPHBIE BUPYCHI yIPOXKAIM MOJB30BATENSIM, KOTOPBIE HE YCTAHOBHIJIM COOTBETCTBYIONIYIO 3amuty 92, C Tex
0P KOJMYECTBO KOMIBIOTEPHBIX BUPYCOB 3HAYUTEILHO yBenuumiock! 93, Jlpe HenaBHUX BaKHEHIINX pa3paboTKu
MpeycMaTpUBalOT U3MEHEHHUS B:

® [IyTH PaclpoCTPaHEHUs BUPYCOB; U

®  3arpyxaeMbIX JaHHbIX |94,

Panee KOMITBIOTEPHBIC BUPYCH PACIPOCTPAHSITUCE Yepe3 yCTPOMCTBA XPAaHEHHUS JAHHBIX, TAKHE KaK THOKKE TUCKH,
TOT/1a KaK Tereph OOJIbIIast 4aCTh BUPYCOB PACIIPOCTPAHSAETCS Yepe3 HHTEPHET B BUAE IPHIIOKEHUH JTHO0 K
5JIEKTPOHHBIM TTMCHMaM, JIM00 K (aiizaM, KOTOpBIE MOIb30BATENM 3aTrPyKaroT U3 MHTepHeTa!%d. DTH HOBBIE

3¢ PEKTUBHBIC METOIBI PACTIPOCTPAHEHHSI HAMHOTO YCIITHIIA BUPYCHOE 3apPayKCHUE U CYIIECTBEHHO ITOBBICIIIN YHCIIO
3apaskeHHBIX KOMIIBIOTEPHBIX cucTeM. ITo oleHkaM, KoMnboTepHblil uepsb SQL Slammer!9° 3apasun 90%
yA3BUMBIX KOMIBIOTEPHBIX CHCTEM 3a TlepBble 10 MUHYT cBoero pacnpocTtpanenus!®7. duHaHCOBLI ypoH,
00yCITOBJICHHBIN BUPYCHBIMU aTakaMu TOJIbKO 3a 2000 roji, OIleHeH BEIMYMHOM nopsaka 17 MATHapI0B O

CIIIA.198 B 2003 roxy on Bee eme npesbiman 12 mummapaos gomr. CIITAT,

BoapmuHCcTBO KOMIIbIOTCPHBIX BUPYCOB IEPBOT'0 IMMOKOJICHUA 1160 yaaiasain I/IH(bOpMaIII/IIO, oo 0T06pa>1<a.m/1

coobmenue (cM. Pucynok 4). B nocinennee Bpems 3arpyaeMble JaHHbIE CTAIU pa3Hoo0pasHpiMu.200

'8 See in this context as well: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 32, available at:

http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

Sieber, Council of Europe Organised Crime Report 2004, page 107.

A computer virus is software that is able to replicate itself and infect a computer, without the permission of the user to harm the computer system. See

Spafford, “The Internet Worm Program: An Analysis”, page 3; Cohen, “‘Computer Viruses - Theory and Experiments”, available at:

http://all net/books/virus/index.html. Cohen, “Computer Viruses”; Adleman, *“‘An Abstract Theory of Computer Viruses”. Regarding the economic

impact of computer viruses, see Cashell/Jackson/Jickling/Webel, “The Economic Impact of Cyber-Attacks”, page 12; Symantec “Internet Security

Threat Report”, Trends for July-December 2006, available at: http://eval.symantec.com/mktginfo/enterprise/white_papers/ent-

whitepaper_internet_security_threat_report_xi_03_2007.en-us.pdf

One of the first computer virus was called (c)Brain and was created by Basit and Amjad Faroogq Alvi. For further details, see:

http://en.wikipedia.org/wiki/Computer_virus.

193 White/Kephart/Chess, Computer Viruses: A Global Perspective, available at:

http://www .research.ibm.com/antivirus/SciPapers/White/VB95/vb95.distrib.html.

Payload describes the function the virus performs after it is installed on victims" computers and activated. Examples of the payload are: Displaying

messages or performing certain activities on computer hardware such as opening the CD drive or deleting or encrypting files.

Regarding the various installation processes see: “The Crimeware Landscape: Malware, Phishing, Identity Theft and Beyond”, page 21 et seq.,

available at: http://www.antiphishing.org/reports/ APWG_CrimewareReport.pdf.

19 See BBC News, “Virus-like attack hits web traffic”, 25.01.2003, http:/news.bbc.co.uk/2/hi/technology/2693925.stm;

197 Critical Infrastructure Protection Department Of Homeland Security Faces Challenges In Fulfilling Cybersecurity Responsibilities,
GAO, 2005 GAO-05-434, page 12, available at: http://www.gao.gov/new.items/d05434.pdf.

198 Cashell/Jackson/Jickling/Webel, “The Economic Impact of Cyber-Attacks”, page 12, available at:
http://www.cisco.com/warp/public/779/govtaffairs/images/CRS_Cyber_Attacks.pdf.

199 Cashell/Jackson/Jickling/Webel, “The Economic Impact of Cyber-Attacks”, page 12, available at:
http://www.cisco.com/warp/public/779/govtattairs/images/CRS_Cyber_Attacks.pdf.

200 See Szor, The Art of Computer Virus Research and Defence, 2005.
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CoBpeMeHHbIE BUPYCHI CIIOCOOHBI YCTaHABIMBATH MOTAWHBIE BXOIbI, IO3BOJIAIOIIUE TPABOHAPYILIUTENIAM
JTUCTAHIIMOHHO YIPABIISTH KOMITBIOTEPOM KEPTBHI HIIH MNP POBATE (ailiIbl TaK, YTOOHI y )KEPTBHI HE MOTIIH
TOJTYYHTh JIOCTYI K COOCTBEHHBIM (aiinam, Moka OHM He 3ariaTar 3a kmou20l,

24.5 HckakeHHs] CHCTEMbBI

Te e caMble BOIPOCHI, BHI3BIBAIOLINE 03a00YEHHOCTD B CBA3H C aTAKAMHU Ha KOMITBIOTEPHBIE JAaHHBIE, OTHOCATCS U K
aTaKkaM Ha KOMIBFOTEPHBIE CUCTEMBI. BOJIBIIMHCTBO OpraHn3amuii MCIOJIb3YIOT HHTEPHET-YCITYTH B POLIECCE
HPOU3BOJICTBA, YTO MO3BOJISIET UMETh TOTOBHOCTD 24 Yaca B CyTKH M JJOCTYIHOCTB 1o BceMy Mupy292, Ecin
HPaBOHAPYIIMTEIM CYMEIOT HAPYIIUTH GECTIPEPHIBHOCTH PAGOTHI KOMIBLIOTEPHBIX CHCTEM, 3TO MOYKET IPHUBECTH K
OOJBIIMM (PMHAHCOBBIM MOTEPAM y MX *kepTB203.

ATaKu MOTYT BBITIOJIHATECS MyTeM (DM3MYECKOTO HANaeHHs HAa KOMITBIOTEPHYIO crucTemy204, Ecniu HapymmTenn
CYMEIOT ITOJYYHUTh JOCTYI K KOMITBIOTEPHON CHCTEME, OHU CMOTYT Pa3pyLIUTh anmaparypy. B 6onpmmHCTBE
YTOJIOBHBIX 3aKOHOAATENBCTB JeIa O JUCTAHIMOHHOM BO3JCHCTBHHU HE SIBITIOTCS CYIIECTBEHHOW POOIEMOH, TaK
KaK OHU aHAJIOTMYHbI KIIACCUYECKUM JeJlaM O

MOBPEKACHUY WM pa3pylIeHnH coOCTBeHHOCTH. OTHAKO

ISl BBICOKOZIOXOIHBIX MPEANPUSATHHA 3J€KTPOHHOM — AZ?;&TB;Z?E
KOMMEpPIUHU (PUHAHCOBBIA YPOH, HAHOCHMBIN aTakaMu Ha
KOMIIBIOTEPHYIO CUCTEMY, YACTO HAMHOTO BBIILIE YEM

OOBIYHBIH

HPOCTO CTOUMOCTH KOMITBIOTEPHOTO 000y 10BaHUs207, padbipm

HanbGoJiee ClI0)KHBIME ISl 3aKOHOJATENBCTBA SBISFOTCS Y
oOMmaHnbI Ha Oa3e BeO-TexHonoruil. Ilpumeps! Taknux ’ I P | ™
JIMCTAHIIMOHHBIX aTaK Ha KOMITBIOTEPHBIE CHCTEMBI o _

BKJIIOYAIOT B ceO0sl:
®  KOMIbIOTEPHBIE 4epBHZ00; MK

I'paduk 1oKa3pIBacT KOJIMYECTBO 3aIPOCOB JOCTYIIA K BEO-CaliTy BO BpeMst

® araku TuUmna "oTkKas3 B 00C J'Iy)KI/IBaHI/II/I" (D05207)_ HOPMaJIbHOM PaGOTHI (YEPHBIH IBET) M BO BpeMsl aTaku "OTKa3 B
o6cimysxuBanun” (DoS). Ecnu arakyeMble yCIIyrd He MOTYT CHIPaBUTCS C
KOMHBIOTepHI)Ie qepBHZOS — 5TO HOATPYIIIA BO3POCIIMM YHCIIOM 3al[POCOB, 9Ta aTaKa MOKET 3aMEJUTHTb CKOPOCTb PEaKIuU

Be0-caliTa WM COBCEM OCTAHOBUTH 060ny>1mBax—mc.

BPEIOHOCHBIX MPOTPaMM (THIIa KOMIBIOTEPHBIX
BHUpycoB). KommbioTepHbie YepBU — 3TO
CaMOBOCIPOM3BOIAIINECS KOMIIBIOTEPHBIE POTPaMMBbI, KOTOPbIE HAHOCAT BPEJ] CETH, UHULIUUPYS MHOXKECTBO
MPOIIECCOB Mepeaad JaHHBIX. OHM MOTYT BJIMATH HA KOMIBIOTEPHBIE CHCTEMBI CIECAYIONIM 00pa3oM:

21 One example of a virus that encrypts files is the Aids Info Disk or PC Cyborg Trojan. The virus hid directories and encrypted the names of all files on
the C-drive. Users were asked to renew their license' and contact PC Cyborg Corporation for payment. For more information, see: Bates, ‘“Trojan
Horse: AIDS Information Introductory Diskette Version 2.0 in Wilding/Skulason, Virus Bulletin, 1990, page 3..

In 2000 a number of well known United States e-Commerce businesses were targeted by denial of service attacks. A full list of the
attacks business is provided by Yurcik, “Information Warfare Survivability: Is the Best Defense a Good Offence?”, page 4, available
at: http://www.projects.ncassr.org/hackback/ethics00.pdf.For more information see: Power, 2000 CSI/FBI Computer Crime and

202

Security Survey, Computer Security Journal, Vol. 16, No. 2, 2000, page 33 et. seq; Lemos, Web attacks: FBI launches probe, ZDNEt

News, 09.02.2000, available at: http:/news.zdnet.com/2100-9595_22-501926.html; Goodman/Brenner, The Emerging Consensus on
Criminal Conduct in Cyberspace, page 20, available at:
http://www.lawtechjournal.com/articles/2002/03_020625_goodmanbrenner.pdf; Paller, “Response, Recovery and Reducing Our
Vulnerability to Cyber Attacks: Lessons Learned and Implications for the Department of Homeland Security”, Statement to the
United States House of Representatives Subcommittee on Cybersecurity, Science, and Research & Development Select Committee
on Homeland Security, 2003, page 3, available at: http://www.globalsecurity.org/security/library/congress/2003_h/06-25-
03_cyberresponserecovery.pdf.

Regarding the possible financial consequences, see: Campbell/Gordon/Loeb/Zhou, “The Economic Cost of Publicly Announced Information
Security Breaches: Empirical Evidence From the Stock Market”, Journal of Computer Security, Vol. 11, page 431-448.

Examples include: Inserting metal objects in computer devices to cause electrical shorts, blowing hairspray into sensitive devices or cutting cables.
For more examples, see Sieber, “Council of Europe Organised Crime Report 2004”, page 107.

205 Regarding the possible financial consequences, see: Campbell/Gordon/Loeb/Zhou, “The Economic Cost of Publicly Announced Information
Security Breaches: Empirical Evidence From the Stock Market”, Journal of Computer Security, Vol. 11, page 431-448.

Sieber, “Council of Europe Organised Crime Report 2004”, page 107.

A Denial-of-Service (DoS) attacks aims to make a computer system unavailable by saturating it with external communications requests, so it cannot
respond to legitimate traffic. For more information, see: US-CERT, “Understanding Denial-of-Service Attacks”, available at: http://www.us-
cert.gov/cas/tips/ST04-015.html; Paxson, “‘An Analysis of Using Reflectors  for Distributed Denial-of-Service Attacks”, available at:

http://www icir.org/vem/papers/reflectors. CCR.01/reflectors.html; Schuba/Krsul/Kuhn/Spafford/Sundaram/Zamboni, “Analysis of a Denial of
Service Attack on TCP”’; Houle/Weaver, “Trends in Denial of Service Attack Technology”, 2001, available at:
http://www.cert.org/archive/pdf/DoS_trends.pdf.

The term “worm” was used by Shoch/Hupp, ‘“The "Worm" Programs — Early Experience with a Distributed Computation”, published in 1982. This
publication is available for download: http://vx.netlux.org/lib/ajm01.html. With regard to the term "worm", they refer to the science-fiction novel,
“The Shockwave Rider” by John Brunner, which describes a programme running loose through a computer network.
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L4 B 3aBucumMoctH ot TOT'O, YTO 3arpy»Kac€Tcs Mpyu MOMOIIU KOMIIbIOTEPHOT'O YCPBs, 3apaKCHUEC MOKET OCTAHOBUTH
Gecnpemeﬂoe BBIIIOJIHCHHUEC OHepaHI/Iﬁ KOMHB}OTepHOﬁ CHUCTEMBI U UCIIOJIb30BATh PECYPChl CUCTEMBbI I
CaMOBOCITPOU3BEACHHW B HHTCPHCTE.

L4 CO3I[8.HI/IC Tpa(l)I/IKa B CETHU MOXKET 3aKPBITh JOCTYIIHOCTDb OIPCACIICHHBIX YCIIYT, HAIIPUMED Be0-CaiTOB.

B T0 Bpems Kak KOMITBIOTEPHBIE YEPBH, KaK IIPAaBUJIO, 3apaXKar0T BCIO CETh, HE MMes IIeJIbI0 OTPEICIICHHBIC
KOMITBIOTEPHBIE CHCTEMEBI, aTaki DoS HaleneHsl Ha KOHKPETHBIE KOMIIbIOTEpPHBIE cUcTeMbl. ATaka DoS nenaer
PECYPChI KOMITBIOTEPA HEAOCTYITHBIMH ISt JIETAIBHBIX T0Nb30Batenei20%. Hanpapiss Ha HEKOTOPYO
KOMITBIOTEPHYIO CHCTEMY OOJIBIIee YMCIIO 3alPOCOB, YeM 3Ta KOMIIBIOTEPHAS CUCTEMa CIOCOOHA 00CITYXKHUTH (CM.
PucyHox 7), mpaBOHapyIIUTEIH MOTYT HE JaTh MOJIL30BATEIISIM BO3MOKHOCTH MOJYYUTh JJOCTYI K KOMIIBIOTEPHON
CHUCTEME, TIPOBEPUTH FJICKTPOHHYIO MTOYTY, IPOYECTh HOBOCTH, 3aKa3aTh aBHAOWIIET UM 3arpy3uTh (paiiibl.

B 2000 roxy B TeueHHE KOPOTKOTO MIPOMEKYTKA BPEMEHHU OBLIIO COBEPIIIEHO HECKOIBKO aTak DoS Ha Takue
usBecTHble koMnanuu kak CNN, Ebay u Amazon?!10. B pesysbTare HeKOTOpbIE YCIyTd OKa3alHuCh HEJOCTYITHBIMH B
TEYeHHE HECKOJIbKAX YacOB U qaxke muen?!1,

Haka3zanue 3a ataku DoS 1 ataku ¢ UCIIOJIB30BaHNEM KOMITBIOTEPHBIX YEPBEH CTABSIT CIOXKHBIC 3a/1a4U TIepe]]
00JIBIIIEH YaCThIO YTOJIIOBHBIX MPABOBBIX CHCTEM, IIOCKOJIBKY 3TH aTaKd MOT'YT HE IPUBOAMUTH K (PU3NICCKOMY
MOBPEKACHUIO KOMITBIOTEPHBIX CUCTEM. [IoMIMO 0OBIYHOM HEOOXOIMMOCTH CyIeOHOTO MpeCIeIOBaHus aTaK Ha Oa3e
BeO-TexHoornii2!2, 06Cy)1aeTCs BOIPOC O TOM, TPEOYETCS JIM OT/IE bHBII 3aKOHOIATENBHBIN MOAXO0/] K HAKa3aHHIO
3a aTaKW Ha BAKHEHITYI0 HHYPACTPYKTYPY.

2.5 Ilpecmynnenus, ceazannsle ¢ KOHMEHMOM

K 5Toii KaTeropun OTHOCUTCS KOHTEHT, KOTOPbII CYUTAETCS HE3AKOHHBIM, BKJIFOUAs IETCKYIO IOpHOrpaduio,
KceHO(OOHbIE MaTepHAIIbl WM OCKOPOIEHHUSs B aJIpeC PEIUrHO3HBIX cMMBOIOB2!3, Pa3paboTka NpaBoBbIX MHCTPYMEHTOB
151 GOpBOBI C HTOI KaTeropueil MpecTyIIeH!i HCMBITHIBAET 60JIee CUIILHOE BIAUSHUE CO CTOPOHBI HALIMOHABHBIX
TO/IX0JI0B, KOTOPBIE MOTYT YYUTHIBATh (hyHIAMEHTANIbHBIE KyIbTYpHBIE H HPABOBbIE MPHHIIMIIEL B ToM, 4T0 Kacaercs
3aMPELIEHHOrO COIEPKAHMSL, CUCTEMBI OLIEHKH M 3aKOHOIATENbHBIE CUCTEMBI B PA3IMYHBIX OOIIECTBAX CYIIECTBEHHO
pasnuyarotcs. PacnpocTpanenne KCeHO(OOHBIX MATEPHANIOB ABISETCS HE3AKOHHBIM BO MHOTHX EBPOIEICKIX cTpaHax214,
HO MOKET 3aIMIIAThCs IPMHIMIAMK cBoOobl cioBa?!d B Coenunennpix IltaTax?10, Mcnonb3osanue

29 For more information, see: US-CERT, “Understanding Denial-of-Service Attacks”, available at: http://www.us-

cert.gov/cas/tips/ST04-015.html; Paxson, “An Analysis of Using Reflectors for Distributed Denial-of-Service Attacks”,
available at: http://www.icir.org/vern/papers/reflectors. CCR.01/reflectors.html;
Schuba/Krsul/Kuhn/Spafford/Sundaram/Zamboni, “Analysis of a Denial of Service Attack on TCP”.

See Sofaer/Goodman, “Cyber Crime and Security — The Transnational Dimension”, in Sofaer/Goodman, “The Transnational
Dimension of Cyber Crime and Terrorism”, 2001, page 14, available at:
http://media.hoover.org/documents/0817999825_1.pdf. The attacks took place between 07.02.2000 and 09.02.2000. For a full
list of attacked companies and the dates of the attacks, see: Yurcik, “Information Warfare Survivability: Is the Best Defense a
Good Offence?”, page 4, available at: http://www.projects.ncassr.org/hackback/ethics00.pdf.

Power, 2000 CSI/FBI Computer Crime and Security Survey, Computer Security Journal, Vol. 16, No. 2, 2000, page 33 et.
seq; Lemos, Web attacks: FBI launches probe, ZDNEt News, 09.02.2000, available at: http://news.zdnet.com/2100-9595_22-
501926.html;

Regarding the different approaches see below: Chapter 6.1.5.

For reports on cases involving illegal content, see Sieber, “Council of Europe Organised Crime Report 2004”, page 137 et
seqq.

One example of the wide criminalisation of illegal content is Sec. 86a German Penal Code. The provision criminalises the use
of symbols of unconstitutional parties: Section 86a: Use of Symbols of Unconstitutional Organizations

(1) Whoever: 1. domestically distributes or publicly uses, in a meeting or in writings (Section 11 subsection (3)) disseminated
by him, symbols of one of the parties or organizations indicated in Section 86 subsection (1), nos. 1, 2 and 4; or 2. produces,
stocks, imports or exports objects which depict or contain such symbols for distribution or use domestically or abroad, in the
manner indicated in number 1, shall be punished with imprisonment for not more than three years or a fine.

(2) Symbols, within the meaning of subsection (1), shall be, in particular, flags, insignia, uniforms, slogans and forms of
greeting. Symbols which are so similar as to be mistaken for those named in sentence 1 shall be deemed to be equivalent
thereto.

(3) Section 86 subsections (3) and (4), shall apply accordingly.

Regarding the principle of freedom of speech see: Tedford/HerbeckHaiman, Freedom of Speech in the United States, 2005;
Barendt, Freedom of Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology and the
First Amendment, 1991; Regarding the importance of the principle with regard to electronic surveillance see: Woo/So, The
case for Magic Lantern: September 11 Highlights the need for increasing surveillance, Harvard Journal of Law &
Technology, Vol 15, No. 2, 2002, page 530 et seqq; Vhesterman, Freedom of Speech in Australian Law; A Delicate Plant,
2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola University
Chicago Law Journal, Vol. 33, 2001, page 57 et. seq., available at: http://www.law.ucla.edu/volokh/harass/religion.pdf;
Cohen, Freedom of Speech and Press: Exceptions to the First Amendment, CRS Report for Congress 95-815, 2007, available
at: http://www.fas.org/sgp/crs/misc/95-815.pdf.

210

211

212

213

214

215

[Tonnmanue kubepnpecTymHOCTH: PYKOBOACTBO /It pa3BHBAIOIIUXCS CTPaH 29



MPeHEOPEKUTENHHBIX 3aMEUaHNH B aJipec Mpopoka Myxammera sSIBISIeTCs] IPECTYIUICHHEM BO MHOTHX apaOCKuX
crpanax?!7, Ho He ABJISETCA TAKOBBIM B HEKOTOPHBIX EBPOIEICKHMX CTpaHax.

DTH NpaBOBbIE IIPOBIEMBI CI0KHBI, IOTOMY 4TO HH(OPMALHKS, PACIPOCTPAHAEMAs ¢ KOMIILIOTEPA OHOTO
T0JIb30BaTENs B OJHOM CTpaHe, MOKET ObITh JOCTYIHA OYTH M3 JIH000i Touku Mupa2!8. Eciu "npaBonapymmurenn”
CO3/IaI0T KOHTEHT, KOTOPBIi SIBISETCS HE3aKOHHBIM B HEKOTOPBIX CTPaHaX, HO He B TOM cTpaHe, OTKy/a OHH
paboTaloT, Hakas3aTh STUX "TPAaBOHAPYIIMTENEH" TPYIHO MU HEBO3MOXKHOZ19,

Topazno Gomnee yaaqHO 0OCTOUT JETI0 C COMIAICHIEM OTHOCHTEIBHO COACPIKAHUS MaTepralia i OTHOCUTEIBHO CTEIICHH,
JI0 KOTOPOW KOHKPETHBIE JACHCTBUSI TIOIUISKAT CyIeOHOMY TIPECIICIOBaHIIO. Pa3iniHble HAIMOHATIBHBIE B3MVISIIBI 1
TPYIHOCTU B HAKa3aHUH MPECTYIUICHUI, COBEPIIIACMBIX 32 TIPEACIaMHU CTPaHbI, B KOTOPO# BEJETCs pacCiieIOBaHuE,
BHOCSIT CBOM BKJIaT B OJIOKUPOBAHHE PACIIPOCTPAHESHUS OIPEICIICHHBIX THIIOB KOHTEHTA B HHTEpHETE. Tam, rie
CYIIECTBYET COTJIAIICHHE, 3alpelaroiiee JOCTYI K BeO-caiiTaM ¢ 3anpenieHHBIM COJIepKaHleM, pa3MEIICHHBIM 32
TpezieiaMu CTPaHbl, TOCY1apCTBa MOTYT MMETh CTPOTHE 3aKOHbI, OJIOKMPOBATH BEO-CaliThl M (PUILTPOBATH KOHTEHTZ2),

CymiecTBYIOT pa3IHIHbIe IOAXOIBI K CO3/IaHMIO cucTeM (unbrparuy. OQHO U3 penIeHui TpeOyeT, YTOObI
MOCTABIIUKH YCTAHABIMBAIH POTPAMMBI, aHAJTH3UPYIOIINE IMOCEIIaeMbIC BeO-CalThI, U OJIOKHPOBAITU BeO-CAMTHI,
3aHOCS X B 4epHbIH criucok?2!, JIpyrum perienuem sSBiseTcs ycTaHOBKA (pUIbTPYIOLMIMX IIPOrPAMM Ha KOMITBIOTEDHI
moJbp30BaTeNei (yroOHoe pemmeHne sl POAUTENCH, JKeNaloMKX KOHTPOINPOBATE COIEPKAHNE, KOTOPOE MOTYT
BHJIETh UX JIETH, & TAKXKE JUIs OMOIMOTEK U MHTEPHET TEPMUHATIOB OOIIETO OJIb30BAHUAZ22),

[TonbITKM KOHTPOIUPOBATH KOHTEHT B UHTEPHETE HE OrPaHUUMBAIOTCS OMPEICIEHHBIMU TUIIAMU KOHTEHTA, KOTOpPbIE
CUMTAIOTCS HE3aKOHHBIMHU. B HEKOTOPBIX CTpaHax TEXHOJIOTHIO (DMIIBTPAIIMX MCTIONB3YIOT IS OTPAaHUYCHHUS TOCTyIa
Ha BeO-CallTI, IJIe PACCMATPHBAIOTCS MOIMTUYECKUE BONpockl. Muunmatua OpenNet?23 coolaer, uTo B
HACTOSILEE BPEMS LIEH3ypa IIPUMEHSETCS IPUMEPHO B JBA/ILATH CTpaHax224,

2.5.1 JpoTuyecKue HJu nopHorpadguyeckue MaTepuasbl (3a HCKJIIOYeHUEM AeTCKOoii mopHorpaduu)

Marepuainsl CeKCyaqbHOTO COJEpKaHuUs OBUIH OJHUMH U3 TIEPBBIX BUIOB KOHTEHTA, KOTOPBIH CTajl KOMMEPUYECKH
pPacnpoCTPaHATHCS IO UHTEPHETY U KOTOPBII ObLI BHITOAEH JJIs1 PO3HUYHBIX TOPrOBLIEB MaTepUallaMU 3POTHUECKOTO
WY TIOPHOTPA(pHUECKOTO CONEPKAHUS, BKIFOYAs:

® nepenady cojaepKaHus (KapTHHOK, (QHIBMOB, IIPSAMBIX peHopTaxeii) 6e3 HeoOX0UMOCTH HCHOJIb30BATh
JIOpPOTOCTOSIIINE METOIBI J0CTABKH22Y;

®  BCeMHPHBIHZZ® OCTYM, IOCTHTAIONIMIT HAMHOTO GOJIBIIETO YUCIIA TTOTPEOUTENEH, Y€M Mara3uHbl PO3HUYHOI
MIPOIAKH;

218 Concerns over freedom of expression (e.g. the First Amendment to the United States Constitution) explain why certain acts of

racism were not made illegal by the Convention on Cybercrime, but their criminalisation was included in the First Additional
Protocol. See Explanatory Report to the First Additional Protocol, No. 4.
27 See e.g. Sec. 295C of the Pakistan Penal Code:
295-C. Use of derogatory remarks, etc., in respect of the Holy Prophet: Whoever by words, either spoken or written, or by visible representation or by
any imputation, innuendo, or insinuation, directly or indirectly, defiles the sacred name of the Holy Prophet Muhammad (peace be upon him) shall be
punished with death, or imprisonment for life, and shall also be liable to fine.
1% See below: Chapter 3.2.6 and Chapter 3.2.7.
219 In many cases, the principle of dual criminality hinders international cooperation.
220 Regarding filter obligations/approaches see: Zittrain/Edelman, Documentation of Internet Filtering Worldwide, available at:
http://cyber.law.harvard.edu/filtering/; Reidenberg, States and Internet Enforcement, University of Ottawa Law & Technology Journal, Vol. 1, No.
213, 2004, page 213 et. seq., available at: http://papers.ssm.con/sol3/papers.cfm?abstract_id=487965; Regarding the discussion about filtering in
different countries see: Taylor, Internet Service Providers (ISPs) and their responsibility for content under the new French legal regime, Computer
Law & Security Report, Vol. 20, Issue 4, 2004, page 268 et seq. ; Belgium ISP Ordered By The Court To Filter Illicit Content, EDRI News, No 5.14,
18.06.2007, available at: http://www.edri.org/edrigram/numberS.14/belgium-isp; Enser, lllegal Downloads: Belgian court orders ISP to filter,
OLSWANG E-Commerce Update, 11.07, page 7, available at: http://www.olswang.com/updates/ecom_nov07/ecom_nov07.pdf; Standford, France
to Require Internet Service Providers to Filter Infringing Music, 27.11.2007, Intellectual Property Watch, available at: http://www.ip-
watch.org/weblog/index.php?p=842; Zwenne, Dutch Telecoms wants to force Internet safety requirements, Wold Data Protection Report, issue
09/07, page 17, available at:
http://weblog leidenuniv.nl/users/zwennegj/Dutch%20telecom%20operator%20to%20enforce %20Interet %20safety %20requirements.pdf; The
2007 paper of IFPI regarding the technical options for addressing online copyright infringement, available at:
http://www.eff.org/files/filenode/effeurope/ifpi_filtering_memo.pdf; Regarding self-regulatory approaches see: ISPA Code Review, Self-Regulation
of Internet Service Providers, 2002, available at: http:/pcmlp.socleg.ox.ac.uk/selfregulation/iapcoda/0211xx-ispa-study.pdf.
Regarding this approach, see: Stadler, Multimedia und Recht 2002, page 343 et seq.; Mankowski, Multimedia und Recht 2002, page 277 et seq.
See Sims, “Why Filters Can't Work”, available at: http://censorware.net/essays/whycant_ms.html; Wallace, ‘Purchase of blocking software by public
libraries is unconstitutional”’, available at: http://censorware.net/essays/library_jw.html.
The OpenNet Initiative is a transatlantic group of academic institutions that reports on internet filtering and surveillance. Harvard Law School and the
University of Oxford participate in the network, among others. For more information, see: http:/www.opennet.net.
Haraszti, Preface, in “Governing the Internet Freedom and Regulation in the OSCE Region”, available at:
http://www.osce.org/publications/rfm/2007/07/25667_918_en.pdf.
Depending on the availability of broadband access.
Access is in some countries is limited by filter technology. **® Regarding filter obligations/approaches see: Zittrain/Edelman, Documentation of
Internet Filtering Worldwide, available at: http://cyber.law.harvard.edu/filtering/; Reidenberg, States and Internet Enforcement, University of Ottawa
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L4 HUHTEPHET 4aCTO CHUTACTCA QHOHUMHOM Cpeﬂoﬁ nepeaadu, 4To 4acTo SABJISICTCA O]J.II/IGO‘-IHBIM227 — J3TO aCIICKT,
KOTOpBIfI B CUITY JOMUHHUPYIONIUX B3TJISIA0B 06H.[6CTBa O4YCHb MMPUBJICKATCIICH AJIsA HOTpe6HTeHefI l'[OpHOFpa(l)I/II/I.

B xone HegaBHUX HccenoBaHUl ObUIO HalZIeHo 110 4,2 MUJUTMOHA BeO-CaliTOB, K KOTOPBIM B JIF000E BpeMsi MOXKHO
HOJIy4HUTh JIOCTYI 4epe3 uHTepHET>28, KpoMe BeO-caliToB, MopHOrpaduuecKue MaTepHabl MOTYT PaCIPOCTPAHAThCS
MOCPEICTBOM:

®  [Iepesiauy C UCIONb30BAHMEM CHCTEM 0OMeHa (haiinamu22;
®  [iepeauy B 3aKPHITHIX KOMHATAX YaTa.

B paznuuHBIX cTpaHax MaTepuabl JPOTHIECKOTO U
MOpHOTPaGUIECcKOro CoAepKaHMUsI CUUTAIOTCS STO P

HE3aKOHHBIMH J10 Pa3siIMHOMN CTCIICHH. B HCKOTOPBIX This page contains pornographic material! People

below the age of 18 years are not allowed to enter.

CTpaHax paspelieH oOMeH nmopHorpapuIecKuMu

MaTepruajliaMu MEXKAYy B3POCJIbIMU U NPECTYINICHUEM Enter Exit
CUHUTAIOTCH ClIydaHr, KOorJga IOCTYII K MaTepuaiaM Takoro

Tuna nony4at 1etuz30, crpemsce 3ammTUTH

PucyHox 6

mostoaexb23 !, ViccnenoBanus MoKaspIBaroT, YTO JOCTYII
o Ha PUCYHKE ITOKa3aH OJIUH U3 ITOAXO0/I0B, UCIIOJIB3YEMBIX JUIA IIPEAOTBPAIICHUSA

ACTCH K HOpHOFpa(queCKHM MarepuaiaM MOXKET JIOCTYTIa MATIOTIETHHX HA BEG-CAHTHI ¢ TOPHOrpadHIeCKIM CONEPIKAHHEM.

HOCKOHLKY TaKO€ PEHICHUE HE (Yﬁecr[e'{ﬂBaeT TIPOBEPKH OTBETA, JAHHOT'O

232
HEraTMBHO CKa3aThCA HA UX PASBUTHH™~. I['HH Toro TI0JIb30BATEIIEM, BO MHOTHIX CTPAHAX OHO CUUTACTCS! HEAJICKBATHBIM.

4TOOBI 00ECIIEYNTH BBIIIOJIHEHNUE ITOr0 3aK0HA, ObLIN

3apabOTaHbl CUCTEMBI "TIOATBEPKACHHSI B3pOCIOCTU" (CM.
Pucynok 6233). B 1pyrux crpaHax MpecTyIjIeHHEM CUMTaeTcs 1000l 06MeH HopHOrpaduUecKUMU MaTepuanamMu

Jlae MeXJ1y B3pOCIbIMU234, Ge3 crennantbHOro BAUMAHHUS K OT/AEIbHBIM IPYIIIaM HACEIEHHs, HAIPUMEP MOJIOEHKH.

B cTpanax, rae mpecTyIsieHreM CYUTACTCs B3aMMOJICHCTBUE C MOPHOrpaQHISCKUMU MaTepHaIaMu, CTOUT IpobiiemMa
MPEIOTBpAIIEHHS OCTYIIA K MOpHOTpagudeckuM MaTepuaiaM. [lomuMo HHTEpHETA, BIACTH YaCTO MOTYT CUUTATh U
HaKa3bpIBaTh HAPYIICHHUS 3aMpeTa Ha opHorpadudeckue Marepuaisl. OJHaKO, HOCKOJIBKY B HHTEPHETE
nopHOrpaduIecKue MaTepHabl JETKO JOCTYITHBI C CEPBEPOB, HAXOSIIUXCS 32 MPEAeTaMU CTPaHbI, 00ECIICYUTh
BBINTOJTHEHUE 3THX 3aKOHOB TPYAHO. Jlaxke TaM, I/ie BIACTH CMOTYT ONPEAEIUTh BEO-CalThI, COAep KaIIie

Law & Technology Journal, Vol. 1, No. 213, 2004, page 213 et. seq ., available at: http://papers.ssm.com/sol3/papers.cfm?abstract_id=487965;
Regarding the discussion about filtering in different countries see: Taylor, Intenet Service Providers (ISPs) and their responsibility for content under
the new French legal regime, Computer Law & Security Report, Vol. 20, Issue 4, 2004, page 268 et seq. ; Belgium ISP Ordered By The Court To
Filter Illicit Content, EDRI News, No 5.14, 18.06.2007, available at: http://www.edri.org/edrigram/numberS.14/belgium-isp; Enser, Illegal
Downloads: Belgian court orders ISP to filter, OLSWANG E-Commerce Update, 11.07, page 7, available at:
http://www.olswang.com/updates/ecom_nov07/ecom_nov07.pdf; Standford, France to Require Internet Service Providers to Filter Infringing Music,
27.11.2007, Intellectual Property Watch, available at: http://www.ip-watch.org/weblog/index.php?p=842; Zwenne, Dutch Telecoms wants to force
Internet safety requirements, Wold Data Protection Report, issue 09/07, page 17, available at:
http://weblog.leidenuniv.nl/users/zwennegj/Dutch%20telecom%20operator %20to%20enforce %20Internet %20safety %20requirements.pdf; The
2007 paper of IFPI regarding the technical options for addressing online copyright infringement , available at:

http://www eff.org/files/filenode/effeurope/ifpi_filtering memo.pdf; Regarding self-regulatory approaches see: ISPA Code Review, Self-Regulation
of Internet Service Providers, 2002, available at: http://pcmlp.socleg.ox.ac.uk/selfregulation/iapcoda/021 1 xx-ispa-study.pdf.

With regard to the electronic traces that are left and the instruments needed to trace offenders, see below: Chapter 6.2.

Ropelato, “Internet Pornography Statistics”, available at: http://internet-filter-review.toptenreviews.conyinternet-pornography-statistics.html.

About a third of all files downloaded in file-sharing systems contained pornography. Ropelato, “Internet Pornography Statistics”, available at:
http://internet-filter-review.toptenreviews.comy/internet-pornography-statistics.html.

One example for this approach can be found in Sec. 184 German Criminal Code (Strafgesetzbuch):

Section 184 Dissemination of Pornographic Writings

(1) Whoever, in relation to pornographic writings (Section 11 subsection (3)):

1. offers, gives or makes them accessible to a person under eighteen years of age; [...]

Regarding this aspect see: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 36, available at:
http://www itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

22 See: Nowara/Pierschke, Erzieherische Hilfen fuer jugendliche Sexual(straf)taeter, Katamnesestudie zu den vom Land Nordrhein-Westfalen
gefoerterten Modellprojekten, 2008.

See Siebert, ‘Protecting Minors on the Internet: An Example from Germany”’, in “Governing the Internet Freedom and Regulation in the OSCE
Region”, page 150, available at: http://www.osce.org/publications/rfm/2007/07/25667_918_en.pdf.

One example is the 2006 Draft Law, “Regulating the protection of Electronic Data and Information and Combating Crimes of Information” (Egypt):
Sec. 37: Whoever makes, imitates, obtains, or possesses, for the purpose of distribution, publishing, or trade, electronically processed pictures or
drawings that are publicly immoral, shall be punished with detention for a period not less than six months, and a fine not less than five hundred
thousand Egyptian pounds, and not exceeding seven hundred thousand Egyptian pounds, or either penalty.
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nopHoTpadrIeckne MaTepHaIbl, y HIX MOKET HE OKa3aThCs CHII IPEAOTBPATUTE JOCTYII MOCTABIINKOB YCIYT K

3alIpCIICHHOMY KOHTCHTY.

[IpuHuun HayuonanvHozo cygepenumema, 0ObIYHO, HE
MO3BOJISIET OAHOW CTPAHE BECTU PACCIEAOBAHMS HA
TEPPUTOPHH APYTOH CTPaHBI O3 pa3peIeHst MECTHBIX
BracTei23d. Jlaxe, KOr/a BIACTH 3alPalIuBaOT
MOAJIEPKKY OT CTPaH, B KOTOPBIX PACIOJIararoTCs
Be0-CcalThl HAPYIIUTEINEH, yCIeX pacciieI0BaHus U
CaHKIIMY MPOTHUB MPECTYILICHUNA MOTYT OBITh
OJIOKHPOBAHBI TPUHIAIIOM 0000 THOTO IPH3HAHHUS
COOTBETCTBYIOIIETO AesiHus npecTymiennem" 230, s
TOTO YTOOBI IPEIOTBPATUTH AOCTYII K MaTepraiamM
HOpHOFpa(l)I/I‘IeCKOFO COJZIEPKAHUS, CTPAHEI C 0COOEHHO obmena (paitmamu. [Tocie Toro, kak ObUT IEpeIaH 3ampoc MO CIOBaM 'IeTCKast

CTPOTMMH 3aKOHAMH 4aCTO OIPAHUYHMBAIOTCS T0JIb30BATENISAMH 3TOH CHCTEMBI 0OMEHa (aiiiaMu M COZIEpKAT 3TH CII0BA.

Ha puicyHke nokasan HHTEpQEFic HONB30BaTes IPOrPAMMHOI0 00ECTICYSHIS ISt

nopHorpadus”, mporpaMMa repedrciseT Bee Gpailibl, 3arpyKeHHbIC

NPEBCHTHBHBIMU MEPAaMU, HAIIPUMED, TEXHOJIOTHEH

unbrpaunn237), 11 orpaHUYEHHs JOCTyNA K ONpPe/IeeHHbIM BeO-caiiTam238,

2.5.2 Jetckast nopHorpagusi

B oTimume oT pa3nuvHBIX B3TISAI0B HAa B3POCITYIO0 HOPHOTpaduio, JeTCKasi MOpHOTrpadus IoBCEMECTHO

MpeciIeayeTCs, U MpaBOHAPYIICHUS, CBA3aHHBIC C JIETCKOM nopHorpa(l)Heﬁ, CUHHUTAIOTCA NPECTYITHBIMHA L[ef[HI/IFIMI/I239.

B Gopb0e POTHB OHJIAHHOBOM JIETCKOMN MOPHOTpadur yuacTBYIOT MEKIyHApOIHbIE opranusauuZ40, u cyuecTyer

HECKOJIbKO MEXKIAYHAPOJAHBIX IPABOBLIX HHUIIMATUB, BKJIFOYas, IOMUMO IIPOYECTO, KOHBGHLII/IIO OpFaHI/I3aL[I/II/I

O6beunennbix Hanuii 1989 roza no npasam zereii?4!; Pamounoe pemenune Coseta EBponeiickoro corosa

2003 roaa o 60pwbe ¢ cekcyanbHON dKCILITyaTanueii aereii u qeTckoi nopuorpadpueii2*2; nu Konsenuro Cosera

EBpomnet 2007 roza o 3amure AeTeil OT ceKCyalbHOU KCIUTyaTallul U CEKCYalIbHOM arpeccnn243.
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National Sovereignty is a fundamental principle in International Law. See Roth, 'state Sovereignty, International Legality, and Moral Disagreement”,
2005, page 1, available at: http://www.law.uga.edu/intl/roth.pdf.

Regarding the principle of “dual criminality”, see below: Chapter 6.3.2.

Regarding technical approaches in the fight against Obscenity and Indecency on the Internet see: Weekes, Cyber-Zoning a Mature Domain: The
Solution to Preventing Inadvertent Access to Sexually Explicit Content on the Internet, Virginia Journal of Law and Technology, Vol. 8, 2003,
available at: http://www.vjolt.net/vol8/issuel/v8il_a04-Weekes.pdf.

Regarding filter obligations/approaches see: Zittrain/Edelman, Documentation of Internet Filtering Worldwide, available at:
http://cyber.law.harvard.edu/filtering/; Reidenberg, States and Internet Enforcement, University of Ottawa Law & Technology Journal, Vol. 1, No.
213, 2004, page 213 et. Seq., available at: http://papers.ssm.com/sol3/papers.cfm?abstract_id=487965; Regarding the discussion about filtering in
different countries see: Taylor, Internet Service Providers (ISPs) and their responsibility for content under the new French legal regime, Computer
Law & Security Report, Vol. 20, Issue 4, 2004, page 268 et seq. ; Belgium ISP Ordered By The Court To Filter Illicit Content, EDRI News, No 5.14,
18.06.2007, available at: http://www.edri.org/edrigram/numberS.14/belgium-isp; Enser, lllegal Downloads: Belgian court orders ISP to filter,
OLSWANG E-Commerce Update, 11.07, page 7, available at: http://www.olswang.com/updates/ecom_nov07/ecom_nov07.pdf; Standford, France
to Require Internet Service Providers to Filter Infringing Music, 27.11.2007, Intellectual Property Watch, available at: http://www.ip-
watch.org/weblog/index.php?p=842; Zwenne, Dutch Telecoms wants to force Internet safety requirements, Wold Data Protection Report, issue
09/07, page 17, available at:

http://weblog leidenuniv.nl/users/zwennegj/Dutch%20telecom%?20operator%20to%20enforce %20Internet %20safety %20requirements.pdf; The
2007 paper of IFPI regarding the technical options for addressing online copyright infringement, available at:
http://www.eff.org/files/filenode/effeurope/ifpi_filtering_memo.pdf; Regarding self-regulatory approaches see: ISPA Code Review, Self-Regulation
of Internet Service Providers, 2002, available at: http:/pcmlp.socleg.ox.ac.uk/selfregulation/iapcoda/0211xx-ispa-study.pdf.

ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 34, available at:

http://www itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

See for example the “G8 Communique”, Genoa Summit, 2001, available at: http://www.g8.gc.ca/genoa/july-22-01-1-e.asp.

United Nations Convention on the Right of the Child, A/RES/44/25, available at: http://www.hrweb.org/legal/child.html. Regarding the importance
for Cybercrime legislation see: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 35, available at:
http://www itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

Council Framework Decision on combating the sexual exploitation of children and child pornography, 2004/68/JHA, available at: http://eur-
lex.europa.eu/LexUriServ/site/en/0j/2004/1_013/1_01320040120en00440048.pdf.

Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse, CETS No: 201, available at: http:/
http://conventions.coe.int.
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K coxanenuto, kak oka3ajloch, ’TH HHULIMATUBBI, IIbITAIOILUECS KOHTPOJIMPOBATh CETEBOE PACIIPOCTPaHEHHE
nopHorpaduu, O4eHb MaJIo MyTAI0T HAPYIIUTENEH, KOTOPhIE UCIIONb3YIOT HHTEPHET LTS IIepeiadun 1 0OMeHa
nerckoii mopHorpadueii (cm. Pucynok 7244). PocT nporycKkHOM CllocOGHOCTH MO3BOIISET Nepeaady (UIbMOB 1
apXUBOB N300paKECHUH.

HccnenoBanne noBeaeHUs NpaBOHAPYIIUTENICH B 001aCTH IETCKOM MOpHOTpad vy MOKa3kIBaeT, 4To 15% apecToBaHbI
3a HAJIMYHUE y HUX JIETCKOH MopHOTpaduu, CBA3aHHON C HHTEPHETOM, HMEITU B CBOEM KOMIBIOTEpE Oolee
1000 u306paxenuii; y 80% B KoMIbloTepax ObLIN H300paXkeHus aeTeit ot 6 10 12 1e1?4; y 19% 6blan n3obpaxenus

neteit maaauie 3 n1e124%; u 'y 21% OblIM KapTUHKH, H300paXalonue Hacunue24’.

Toprosuns neTckoii mopHorpadueii Ype3BbluaitHo NpuoObUILHA24S, coGUpaTeny rOTOBbI MIATUTH GOJIBIINE CYMMBI 32
(GUIBEMBI M H300paKeHHs, Ha KOTOPHIX MOKA3aHbl CEKCYalIbHBIE CIEHBI C 1eTbMU24Y. [IONCKOBbIE MALIUHBI OBICTPO
OTBICKUBAKOT Takue Matepuanbi>>, Bosblas 4acTh MaTEpPUAOB PACIIPOCTPAHSAETCS Ha 3aKPHITHIX (OpyMax,
3alMIICHHBIX TAPOJISIMU, K KOTOPBIM PEAKO MMEIOT JOCTYI OOBIYHBIC TIOTH30BATEIH U OPTaHbI IPABOMOPSIIKA.

Taxum 06pazoM, B 60psOe ¢ AeTCKOil TopHOrpadueii SKU3HEHHO BasKHBI CEKPETHbIE JAeHCTBUAZ L.

JIBa rimaBHBIX ¢akTopa ucnonbzoBanust UKT amns nepenaun MaTepralioB ¢ JeTCKON MOpHOTpadue pecTaBIsoT
TPYAHOCTH JUIsl paccielOBaHus ATUX MPECTYILICHUIMA:

1 MHMcnoab3oBaHue BUPTYaAJbHBIX J€HEI © AHOHUMHBIC l'l.]'laTe)l(I(IZS2

Ormulata HaJIMYHBIMU TI03BOJIAET OKYNATEIsIM HEKOTOPBIX TOBAPOB CKPBITh CBOU AaHHbIE. [I03TOMY BO MHOTUX
MPECTYIHBIX JIeJIaX UCMOJIb3YIOTCS MPEUMYIIECTBEHHO HallM4Hble JeHbru. Cpoc Ha aHOHUMHBIE TUIATEXHU MPUBEN K
pa3paboTKe CHCTEM BUPTYAIBHOMN OIUIATHI M BUPTYAIbHBIX JIEHET, 00€CTIEYMBAIOIINI AHOHUMHBIE TUTATEKU>2,
BuptyanbHbIe IeHBTH MOTYT HE TpeOOBaTh HU HACHTU(HUKALNH, HA OATBEP>KACHIS, HE JaBasi Opranam
MPaBOMOPsAKA OTCIEAUTD ICHEXKHbIE MOTOKU B HAIIPABJIEHUH K [IpaBOHApYLIUTENsIM. B mocneanee BpeMs MHOTHE
paccienoBaHus AeTCKON MOpHOTrpauu ObLTH YCICITHBIME B 00HAPYKEHUH PAaBOHAPYIIUTEINCH 32 CUeT
WCTIONIE30BaHKsA CJIEJIOB, OCTABJIEHHBIX MIaTexkamu>4, OIHAKO TaM, TJie TPABOHAPYLIUTENH BBINOIHSIOT AHOHMMHBIE
IJIaTEXH, OTCIEAUTh IPaBOHAPYILUTENEH OYEHb TPYIHO.

2  Mcnoab3oBaHHe TEXHOJIOTHH MHPPOBAHUsZ

Hapymurtenu Bee yanie mudpyioT cBou cooduenus. Oprasl IIpaBonopsika OTMEYAIOT, YTO NPaBOHAPYIIHUTENIH
HCTIOJIB3YIOT TEXHOIOTUH MH(pPOBAHUS JUTA 3aIUTHI MHQOPMAIIMH, XpaHSIIEHcs Ha HX KEeCTKMX JAUCKax20, 510
CEPBhE3HO MEIAET PACcCIeI0BAHUIO MPECTYILIEHUT2S7,

24 Sieber, “Council of Europe Organised Crime Report 2004”, page 135. Regarding the means of distribution, see: Wortley/Smallbone, Child

Pomography on the Internet, page 10 et seq., available at: http://www.cops.usdoj.gov/mime/open.pdf?Item=1729.

See: Wolak/ Finkelhor/ Mitchell, “Child-Pornography Possessors Arrested in Internet-Related Crimes: Findings From the National

Juvenile Online Victimization Study”, 2005, page 5, available at: http://www.missingkids.com/en_US/publications/NC144.pdf.

See: Wolak/ Finkelhor/ Mitchell, “Child-Pornography Possessors Arrested in Internet-Related Crimes: Findings From the National

Juvenile Online Victimization Study”, 2005, page 5, available at: http://www.missingkids.com/en_US/publications/NC144.pdf.

For more information, see “‘Child Pornography: Model Legislation & Global Review”, 2006, page 2, available at:

http://www.icmec.org/en_X1/pdf/ModelLegislationFINAL.pdf.

See Walden, “Computer Crimes and Digital Investigations”, page 66.

It is possible to make big profits in a rather short period of time by offering child pornography - this is one way how terrorist cells can finance their

activities, without depending on donations.

“Police authorities and search engines forms alliance to beat child pornography”, available at: http://about.picsearch.com/p_releases/police-

authorities-and-search-engines-forms-alliance-to-beat-child-pornography/; “‘Google accused of profiting from child porn”, available at:

http://www theregister.co.uk/2006/05/10/google_sued_for_promoting_illegal content/print.html.

See ABA “International Guide to Combating Cybercrime”, page 73.

Regarding the use of electronic currencies in money-laundering activities, see: Ehrlich, “Harvard Journal of Law & Technology”, Volume 11, page

840 et seqq.

For more information, see Wilson, “Banking on the Net: Extending Bank Regulations to Electronic Money and Beyond”.

Smith, “*Child pornography operation occasions scrutiny of millions of credit card transactions”,, available at:

http://www heise.de/english/newsticker/news/print/83427.

55 See below: Chapter 3.2.13.

6 Based on the “National Juvenile Online Victimisation Study”, 12% of arrested possessors of Intemet-related child pomography used encryption
technology to prevent access to their files. Wolak/ Finkelhor/ Mitchell, Child-Pomography Possessors Arrested in Internet-Related Crimes: Findings
From the National Juvenile Online Victimization Study, 2005, page 9, available at: http://www.missingkids.com/en_US/publications/NC144.pdf.

27 See below: Chapter 3.2.13.
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B nmorosHeHNH K IIMPOKOMY Cy/IeOHOMY TIPECIICIOBAHUIO JCSIHUN, CBSI3aHHBIX C ICTCKOW MopHOTrpadueii, B
HacCTosIIIIee BpeMs 00CyKIaI0TCsI APYTHe TOAXOAB], HAIPUMeEp, HAJ0)KEHHE Ha IOCTABIINKA YCIIYT TOCTYIIA B
HMHTEPHET 0053aTeNBCTB M0 PETUCTPALIMY [TOJIH30BATEIICH WITH 10 OJIOKMPOBKE MITH (DHITBTPAIMH JOCTYIIA Ha
BeO-CaiiThl, CBA3aHHBIE C JETCKOM MopHOrpadueii2ss.

2.5.3 PaCI(BM, arpecCuBHbI€ BBICKA3bIBAHU, BOCXBAJCHHUE }KECTOKOCTHU

PanykaybHbIe IPYNIBI UCIIONB3YIOT CPEACTBA MAacCOBOM MH(OPMALINY, HAIIPUMEP HHTEPHET A1 PacIpOCTPaHCHUS
IponaraHiucTcKux Matepuainos (Pucynok 8259). B nocnenee BpeMs yBENUUMIOCH YHCIIO BEG-CAITOB,
PEIAraolKX PACKCTCKUM KOHTEHT U arpeccuBHbIe BoicKasbiBanus>0, B onrom uccnenosanuu B 2005 romy
caenaHo npeanonoxenue, 4ro B 2004-2005 ronax 25% UHTEpHET CTpaHUL] IPONAraHUpPyOT pa3KUTraHue
HAIMOHAJILHOI pO3HM, HAacWIUe U KceHopoouroZ0!, B 2006 roay B uHTepHETE cymiecTBoBalo 6omee 6000 Takux
Be0-caiiTos202,

PacmpocTpanenue o HHTEPHETY JaeT MPaBOHAPYIIUTEISIM HECKOIBKO MMPEUMYIIECTB, BKIIOYAs MAITYI0 CTOUMOCTD
pacrpocTpaHeHus, OTCYTCTBHE CIEIUATBFHOTO 000PYAOBAHHS U ITOOATBHYIO aynuTopuio. Cpenu mpuMepoB
Be6-CaliTOB, MOICTPEKAIOMINX K HACUIIMIO, HAXOATCS BEO-CaThI, CofleprKalllue HHCTPYKILMH 110 CO31aHuI0 60MG6203,
[TomMumo mpomaransl HHTEPHET MCIIONB3YETCS IS
MPOIaXKH ONPEACICHHBIX TOBAPOB, HAIPUMED
HAIIMCTCKHE TPEIMETHI, TAKUX KaK (DJark ¢ HalCTCKOU
CHUMBOJIIMKOH, yHU(OpMa ¥ KHUT'H CBOOOIHO JTIOCTYITHBI
Ha ayKIMOHHBIX IUIOIIAIKAX U CIICIIHATA3APOBAHHBIX
BeO-Marasunax204. KpoMe TOro, MHTEpHET MCMOIB3yeTCs
JUTS OTIPABKH JIEKTPOHHBIX MMUCEM M HOBOCTHBIX
PaCChUIOK U JUIS PACIIPOCTPAHEHUSI BUACOKIIUIIOB 1
TEJIEBU3UOHHBIX IPOTPAMM C HCIIOIB30BAaHHEM
TIOTTYJIAPHBIX apXWUBOB, HanpuMep YouTube.

Pucynox 8

He Bo Bcex CTpaHax TaKHu€ MpaBOHAPYIICHUA
HpECIIENYIOTCS 1O 3aK0Hy265. B HEKOTOPBIX CTpaHax Ha pucyHke nokasan Be6-caiiT paJuKaIbHON rpyibl. IHTEpHET HHTEHCHBHO

o HCIIOJIB3YETCs] TAKUMU TPYIINAMH ISl COOOIISHUS JIIOISIM O cebe U st
TaKOW KOHTEHT MOYKET OXPAHATHCS IPUHLIUIIAMU HaBODE HOBLIX WICHOB.

CBO0OO/IBI CJI0Ba2%0. MHEHHUS 0 TOM, /10 KAaKOM CTEIIeHU K
OTIpeIeNIeHHBIM TeMaM ITPUMEHUMBI IIPUHIUIIEI CBOOOIBI CJIOBA PA3IUYHEI M YACTO MPEISITCTBYIOT MEX TyHAPOTHBIM
paccienoBanusM. OIHUM H3 TPUMEPOB KOHMIUKTA 3aK0HOB sBisieTcst Aeno 2001 rona ¢ yyacTreM IMOoCTaBIIuKa
yeryr Yahoo!, korna ¢paHiry3ckuii Cya MOCTaHOBHI, 4TO Kommanus Yahoo!, paconoxennas B CLLIA, gomkna
OJIOKMPOBATh I0CTYI (hPPaHILy3CKHUX T10JIb30BaTeNeH K HaMCTCKUM Matepuanam267. B cootserctsuu ¢ Ilepsoii
nonpaBkoit kK Koncturyuu CIIIA nponaxa Takoro marepuaia 3akoHHa B cooTBeTcTBHH ¢ 3akoHamu CIIIA.

8 For an overview about the different obligations of Internet Service Providers that are already implemented or under discussion see: Gercke,

Obligations of Internet Service Providers with regard to child pornography: legal issue, 2009, available at www.coe.int/cybercrime.

Radical groups in the United States recognised the advantages of the Internet for furthering their agenda at an early stage. See Markoff, “Some

computer conversation is changing human contact”, NY-Times, 13.05.1990.

Sieber, “Council of Europe Organised Crime Report 2004”, page 138.

Akdeniz, “Governance of Hate Speech on the Internet in Europe”, in “Governing the Internet Freedom and Regulation in the OSCE Region”, page

91, available at: http://www.osce.org/publications/rfm/2007/07/25667_918_en.pdf.

See “Digital Terrorism & Hate 2006”, available at: http://www.wiesenthal.com.

263 Whine, “Online Propaganda and the Commission of Hate Crime”, available at: http://www.osce.org/documents/cio/2004/06/3162_en.pdf

264 See “ABA International Guide to Combating Cybercrime”, page 53.

%65 Regarding the criminalisation in the United States see: Tisesis, Prohibiting Incitement on the Internet, Virginia Journal of Law and Technology, Vol.
7, 2002, available at: http://www.vjolt.net/vol 7/issue2/v7i2_a05-Tsesis.pdf.

266 Regarding the principle of freedom of speech see: Tedford/HerbeckHaiman, Freedom of Speech in the United States, 2005; Barendt, Freedom of

Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology and the First Amendment, 1991; Regarding the

importance of the principle with regard to electronic surveillance see: Woo/So, The case for Magic Lantern: September 11 Highlights the need for

increasing surveillance, Harvard Journal of Law & Technology, Vol 15, No. 2, 2002, page 530 et seqq; Vhesterman, Freedom of Speech in

Australian Law; A Delicate Plant, 2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola

University Chicago Law Journal, Vol. 33,2001, page 57 et. seq., available at: http://www.law.ucla.edu/volokh/harass/religion.pdf; Cohen, Freedom

of Speech and Press: Exceptions to the First Amendment, CRS Report for Congress 95-815, 2007, available at: http://www.fas.org/sgp/crs/misc/95-

815.pdf.

See Greenberg, A Return to Liliput: The Licra vs. Yahoo! Case and the Regulation of Online Content in the World Market, Berkeley Technology

Law Joumal, Vol. 18, page 1191 et seq.; Van Houweling; Enforcement of Foreign Judgements, The First Amendment, and Internet Speech: Note for

the Next Yahoo! v. Licra, Michigan Journal of International Law, 2003, page 697 et. seq. Development in the Law, The Law of Media, Harvard Law

Review, Vol 120, page1041.
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B cooterctuu ¢ Ileproii nonpaskoii cyn CHIA pemmn, uto gpaHity3ckoe penienne s Y ahoo! HerelCTBUTETBLHO
B Coeaunennbix IllTaTax Amepuku.268

Paznruns Mexxay cTpaHaMy 10 3THM IpoOieMaM OBUTO OYEBHIHO BO BpeMs Hanucanus npoekra Konsenruu Cosera
EBpomnsl o kxubepnpectynaocTr. O1a KOHBEHINS cTapaeTcsi TapMOHU3UPOBATEH 3aKOHBI, CBS3aHHEIC C
KHOEPIPECTYIMHOCTHIO JUTS TAPAHTHU TOTO, YTOOBI KOH(IIUKTHI 3aKOHOB HE MEIIIATN MEXTyHAPOTHBIM
paccienosannamZ%9. He Bce CTOPOHBI, BOBJIEYEHHBIE B IEPETOBOPBI, MOTYT COIVIACHTHLCS C OOLIEH MO3UIHETT
OTHOCHTEJIHHO Cye0HOTO MpecIeJOBAaHMs PACIPOCTPaHEHHUS KCeHO(DOOHBIX MaTEepPHaoB, IOATOMY 3Ta TeMa
MOJIHOCTBIO UCKITIOUeHa 13 KoHBeHIMM 1 BMECTO Hee

paccMoTpeHa B oTeapHoM TlepBom mpoTtokone?70,

B MHOM Cllyuae HEKOTOPBIE CTPAHBI, BKIIIOYAs RELIGIONS = FUN

Coenunennbie [lITaTel AMEpHKH, HE CMOTIIH OBl
noanucath KOHBEHIUIO.

2.54 Penuruo3nplie npecrynjieHus

Pacryuee uncno?’! Be6-caiiToB npenocTasiser
Marepual, KOTOPbIii B HEKOTOPBIX CTPaHaX MOANA/IAeT

TI0/1 TIOJIOXKEHUSI, CBSI3aHHBIE C PEIUTHO3ZHBIMHU EUCTOR

NpeCTyIUICHUAMHA HAlIpUMEP ITMCbMCHHBIC Ha pucynke nokasas Be6-caiiT, KOTOPHIit IpearaeT KOHTEHT ¢ PETUTHO3HOM
272 TOJIOTUIEKOH, I0CTYTI K KOTOPOMY MOYKET GBITh MOJTYHYeH 3 0G0 TOUKH

AHTUPEITMTUO3HbIE IPU3bIBBIZ’2. XOTs HEKOTOPBIE wnpa,

MaTepHaibl TOKYMEHTHPYIOT OOBEKTHBHBIC (DaKTHI U
TEHICHIINH, HallpUMep, YMEHBIIICHHE TTOCEIIeHUH 1epkBH B EBporie, 3Ta nHGopMaIus B HEKOTOPBIX FOPUCIUKIIUIX
MOJKET CUUTATHCS He3aKOHHOU. Cpeu Ipyrux NPUMEpoB — MU GaMalivs pEeTUrud WK MyOIUKaIHsS KOMAKCOB
(Pucynok 9).

WnTepHeT maet nmpenMymiecTBa I TeX, KTO jKenaeT 0OCYIUTh HIIH Cephe3HO paboTaTh Hal HEKOTOPBIM BOIIPOCOM:
JIFOIA MOTYT KOMMEHTHPOBATh, IEPeaBaTh MaTepUAIbl HJIH MHCATh CTATHHU, HE PACKPBIBAs CBEACHUIT 0 cebe.
MHOK€ECTBO MCKYCCHOHHBIX IPYTIT OCHOBAHO HA MPUHIIKMIIE CBOGOBI ciioBa2’3, CB06OIA — 9TO KIFOUeBas
JIBUraTejbHAs CUJIa yCIieXa UHTEPHETa C IOpTalaMu, KOTOPbIE UCIIONb3YIOTCS CIIELUaIbHO ISl KOHTEHTA,
CO3J1aBaEMOro MoJb30BaTeaaMu2’4, HecMOTps Ha TO, Y4TO 3aIMILATh STOT IPUHIIMI )KM3HEHHO BAXHO, JIAXE B
Haubosee TMOepanbHbIX CTpPaHAX MPUMEHEHHUEM MPUHIIMIIOB CBOOOBI CJIOBA YIPABIISIIOT YCIOBHS U 3aKOHBIL.

Paznuune 3akoHOATEIBHBIX CTAHIAPTOB I10 3ANPEIICHHOMY COICPIKaHUIO OTPAKAIOT MPOOJIEMbI PETYTUPOBAHHS
KOHTeHTa. Jlaxke Tam, rie myOJuKanus KOHTEHTa OXBaThIBAETCS MOJIOKEHUSIMH, KacaloIIMMHUCS CBOOOIBI CIIOBA, B
CTpaHe, TIe 3TOT KOHTEHT JOCTYIICH, JOCTYII K 3TOMY MaTepHaIy MOXKET OBITh MOJIYICH U3 CTPaH ¢ 00Jiee CTPOrHMHU
3akoHamu. "JlucnyT o komukcax" B 2005 rona nokazan noteHnuan KoHgukTa. [Tyomukaius 1BeHaanaTi KOMUKCOB

B natckoii razete Jyllands-Posten mpuBea K MIMPOKMM IIPOTECTaM B MyCYJIbMaHCKOM MUpe2/>.

268 See“Yahoo Inc. v. La Ligue Contre Le Racisme Et L"antisemitisme”, 169 F.Supp. 2d 1181, 1192 (N.D. Cal 2001). Available at:
http://www.courtlinkeaccess.com/DocketDirect/FShowDocket.asp?Code=2131382989419499419449389349389379615191991.

9" Gercke, The Slow Wake of a Global Approach against Cybercrime, Computer Law Review International, 2006, 144.

270 gee “Explanatory Report to the First Additional Protocol”, No. 4.

21 See Barkham, Religious hatred flourishes on web, The Guardian, 11.05.2004, available at:

http://www.guardian.co.uk/religion/Story/0,,1213727,00.html.

Regarding legislative approaches in the United Kingdom see Walden, Computer Crimes and Digital Investigations, 2006, Chapter 3.192.

273 Regarding the principle of freedom of speech see: Tedford/HerbeckHaiman, Freedom of Speech in the United States, 2005; Barendt, Freedom of

Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology and the First Amendment, 1991; Regarding the

importance of the principle with regard to electronic surveillance see: Woo/So, The case for Magic Lantern: September 11 Highlights the need for

increasing surveillance, Harvard Journal of Law & Technology, Vol 15, No. 2, 2002, page 530 et seqq; Vhesterman, Freedom of Speech in

Australian Law; A Delicate Plant, 2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola

University Chicago Law Journal, Vol. 33,2001, page 57 et. seq., available at: http://www.law.ucla.edu/volokh/harass/religion.pdf; Cohen, Freedom

of Speech and Press: Exceptions to the First Amendment, CRS Report for Congress 95-815, 2007, available at: http://www.fas.org/sgp/crs/misc/95-

815.pdf.

Haraszti, Preface, in “Governing the Internet Freedom and Regulation in the OSCE Region”, available at:

http://www.osce.org/publications/rfm/2007/07/25667_918_en.pdf.

For more information on the “‘Cartoon Dispute”, see: the Times Online, ““70.000 gather for violent Pakistan cartoons protest”, available at:

http://www .timesonline.co.uk/tol/news/world/asia/article731005.ece; Anderson, “‘Cartoons of Prophet Met With Outrage”, Washington Post,

available at: http://www.washingtonpost.com/wp-dyn/content/article/2006/01/30/AR2006013001316.html; Rose, “Why I published those

cartoons”’, Washington Post, available at: http://www.washingtonpost.com/wp-dyn/content/article/2006/02/17/AR2006021702499.html.
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Uro KacaeTcsl 3aNpeieHHOT0 COIEPKAHNUS, B Pae CTPaH JOCTYITHOCTH ONpeIeIEHHON HH(POPMAINY HIIH MaTEPHAIOB
SIBIISICTCSL YTOJIOBHBIM IPECTYIUICHUEM. 3aIUTa Pa3IHYHbBIX PEUTHHN HIH PETUTHO3HON CHMBOJIMKY Pa3IHYHA B
Pa3IMYHBIX CTpaHax. B HEKOTOPBIX CTpaHaX CUUTACTCS MPECTYIUICHUEM UCIIOB30BAHUE arPeCCUBHBIX
BBICKa3bIBaHMIA B aipec mpopoka Moxammena2’0 uim ockBepHeHue KHUT cBsuienHoro Kopana?’’, Torma kax B
JPYTUX CTPaHaX MOXKET OBITh MPHHAT OoJiee TNOEpaNbHBIN TOAX0A U TAKUE JSSTHUS MOTY He MPECIeI0BaThCs 110
cyny.

2.5.5 He3akoHnHble a3apTHbIe UIPbI U OHJIAI{HOBbIE UIPBI

WHTepHeT Urphl ¥ a3apTHBIE UTPBI — 3TO OJHA U3

Haubosee GbICTPO pacTyiux obnacreil B uaTepHETE?’S.

Play now, bet now, win now !

Jlaboparopus Linden Labs pa3paboTunk oHaiiHOBOI
urpsl Second Life?79 coobmaet, uto B urpe
3apPErMCTPHPOBAHO OKOJIO JECATH MUJUIMOHOB
nonb3oBareneiiz80. OTyeTsl MOKa3bIBAIOT, YTO
HEKOTOPBIE TAKME MTPBI MCTIOJIB3YIOTCS JUISl COBEPLIEHHUS

HpecTyIIeHui, BKmoyasn2!:

®  [epeaavy U BOCIPOM3BEICHUE IETCKOM

Pucynok 10
nopHorpagpuu?sZ;
Ha pucynxke n3obpaxen uurepdeiic moap30BaTes OHIAHHOBOrO Ka31uHO.
. MOIIICHHUYECTB 0283; IMocne perucrpanuy U nNepeBojia JACHEr MoJib30BaTellb MOKET Y4acTBOBATh B

OHJIAHHOBBIX a3apPTHBIX UTpaX. MHOTHE OHIAHHOBBIE KA3MHO MO3BOJIAIOT
0JIb30BATHCS YCIIyraMu 03 pericTparum.

e azaprubie urpbl B284; u
®  KIIEBETA, HANPUMED, HAMIUCAHUE OCKOPOMTEIBHBIX UM KIEBETHUIECKUX COOOIIEHHUIA.

[To HEKOTOPBIM OlIEHKAM MPOTHO3UPYETCSI POCT TOXOI0B OT OHJIIAWHOBBIX a3aPTHBIX UT'P B UHTEPHETE OT
3,1 mumapaa gomn. CIIA B 2001 roay no 24 muuapaos gomt. CIIA B 2010 roay?83, XxoTs 1o cpaBHEHHIO ¢

A0XO0JAaMH OT TPAAULIMOHHBIX a3aPTHBIX UTP, OTU OLCHKU OCTAIOTCA OTHOCUTECIIBHO Ma.]'IeHBKI/IMI/I286.

B pa3nuuHbIX cTpaHax CyLIECTBYET Pa3HOE PErYIMPOBAHUE a3apTHBIX UTP B UHTEPHETE U 3a NpeenaMu
untepreta?8’ — naseiika, KOTOpas UCTIONB3YETCS MPABOHAPYIIUTENSAMH, @ TAKKE 3aKOHHBIMH TIPEANPUATHAME U
Ka3uHO. DPPEKT 0T pa3INIHOTO PeryJupoBaHus oueBnaeH B Makao. [Tocie Toro, kak Makao ObUT BO3BpaIlleH

276 Sec. 295-C of the Pakistan Penal Code:

295-C. Use of derogatory remarks, etc., in respect of the Holy Prophet: Whoever by words, either spoken or written, or by visible representation or by
any imputation, innuendo, or insinuation, directly or indirectly, defiles the sacred name of the Holy Prophet Mohammed (Peace be Upon Him) shall
be punished with death, or imprisonment for life, and shall also be liable to fine.

*77" Sec. 295-B of the Pakistan Penal Code:

295-B. Defiling, etc., of Holy Qur'an : Whoever wilfully defiles, damages or desecrates a copy of the Holy Qur'an or of an extract there from or uses

it in any derogatory manner or for any unlawful purpose shall be punishable with imprisonment for life.

Regarding the growing importance of internet gambling see: Landes, ‘Layovers And Cargo Ships: The Prohibition Of Internet Gambling And A

Proposed System Of Regulation”, available at: http://www.law.nyu.edu/JOURNALS/LAWREVIEW/issues/vol82/no3/NYU306.pdf;

Brown/Raysman, Property Rights in Cyberspace Games and other novel legal issues in virtual property, The Indian Journal of Law and Technology,

Vol. 2,2006, page 87 et seq, available at: http://www.nls.ac.in/students/IJLT/resources/2_Indian_JL.&Tech_87.pdf.

http://www.secondlife.com.

The number of accounts published by Linden Lab. See: http://www.secondlife.com/whatis/. Regarding Second Life in general, see Harkin, “Get a

(second) life”, Financial Times, available at: http://www.ft.com/cms/s/cfOb81c2-753a-11db-aeal-0000779¢2340.html.

281 Heise News, 15.11.2006, available at: http://www.heise.de/newsticker/meldung/81088; DIE ZEIT, 04.01.2007, page 19.

282 BRC News, 09.05.2007 Second Life ‘child abuse' claim,, available at: http:/news.bbc.co.uk/1/hi/technology/6638331.stm.

23 Leapman, “Second Life world may be haven for terrorists”, Sunday Telegraph, 14.05.2007, available at:
http://www.telegraph.co.uk/news/main.jhtml ?xml=/news/2007/05/13/nternet13.xml; Reuters, “UK panel urges real-life treatment for virtual cash”,
14.05.2007, available at: http://secondlife.reuters.com/stories/2007/05/14/uk-panel-urges-real-life-treatment-for-virtual-cash/.

%84 See Olson, Betting No End to Internet Gambling, Journal of Technology Law and Policy, Vol. 4, Issue 1, 1999, available at:
http://grove.ufl.edu/~techlaw/vol4/issuel/olson.html.

285 Christiansen Capital Advisor. See http://www.cca-i.com/Primary%20Navigation/Online%20Data%20Store/internet_gambling_data htm.

%8 The revenue of United States casinos in 2005 (without Internet gambling) was more than USD 84 billion, from: Landes, Layovers And Cargo Ships:
“The Prohibition Of Internet Gambling And A Proposed System Of Regulation”, page 915, available at:
http://www law.nyu.edu/JOURNALS/LAWREVIEW/issues/vol82/no3/NYU306.pdf;

27 See, for example, GAO, “Internet Gambling - An Overview of the Issues”, available at: http:/www.gao.gov/new.items/d0389.pdf; Regarding the
WTO Proceedings, “US Measures Affecting the Cross-Border Supply of Gambling and Betting Services”, see:
http://www.wto.org/english/tratop_e/dispu_e/cases_e/ds285_e.htm; Article 21.5 panel concluded that the United States had failed to comply with the
recommendations and rulings of the DSB.
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[Moptyranueit Kurato B 1999 rony, Makao cran ogHIM U3 CaMbIX KPYITHBIX PallOHOB a3apTHBIX UTp B mupe. [Ipu
JI0X0J1aX, OlleHuBaeMbIX B 6,8 mumnapaos nout. CIIA B 2006 rozy, on npes3otuen Jlac Berac (6,6 MusinapoB
nomt. CIIIA)?88, Venex Makao 00yCIIOBIIEH TEM, YTO a3apTHBIE MIPHI ABJIAKOTCSA HE3aKOHHBIMU B Kutae?8? u Thicsun
WTPOKOB €IyT UTpaTh U3 KOHTHHEHTanbHOTO Kuraii B Makao.

VIHTEepHET MO3BOJISET JIHOISAM 00XOIUTh OrpaHUYEHHs Ha a3apTHbIe HTPBI2Y0. OHIaiiHOBBIE Ka3MHO IHPOKO
noctymHel (cM. Pucyrok 10), Gobliast MxX 4acTh pacroiaracTcsl B CTpaHax ¢ JIMOepaabHBIMU 3aKOHAMH WU
OTCYTCTBHEM 3aKOHOB IO a3apTHBIM UIpaM B UHTepHeTe. [1op30BaTeNI MOTYT OTKPBITH CBOI CYET B OHJIAHOBOM
PEKHME, TIEPECHUIATh I€HbIH U UTPaTh B a3apTHbIE UIpbi2®!. OHIalHOBBIE KA3UHO TAKKE MOTYT HCIOJIb30BaThCS IS
OTMBIBaHMs JIEHET M B JICHCTBHAX MO (PUHAHCUPOBAHMIO Teppopu3MaZ?2, Eciiu paBOHapyLINTENN UCTIONb3YIOT
OHJIAITHOBBIE Ka3MHO Ha JTalle IIEPEChUIKHU JIEHET, IPYU KOTOPOU HE BEETCs 3allucel, WM OHU HaXOAATCS B CTpaHax,
IZle OTCYTCTBYET 3aKOHOJATEIbCTBO IIPOTUB OTMBIBaHUS JAECHET, TO OpraHaM IIPaBONOpPAIKa OUEHb TPYAHO

ONpeaACINTL HCTOYHUKHA (1)I/IHaHCI/IpOBaHI/I${.

i cTpaH ¢ OrpaHUYeHUs MU Ha a3apTHbIE UTPBl OUY€Hb TPYAHO KOHTPOJIUPOBATH UCIIONB30BAHUE WU IEHCTBUS
OHJIATHOBBIX Ka3UHO. VIHTEpHET NOApbIBAaeT 3aKOHOJATEIbHbIE OIPAaHNUEHUS, YCTAHOBJIEHHbBIE B HEKOTOPBIX CTpaHaX
Ha JIOCTYI TPAX/IaH K OHJIAHHOBBIM a3apTHBIM Urpam23, Yike GbUTIO HECKOJIBKO 3aKOHOIATENBHBIX MOMBITOK
BOCHPEINATCTBOBATh YYaCTHIO B OHJIAMHOBBIX a3apTHBIX Urpax24: B uactHocTy, 3akon CILIA "O 3anpeTe HTOPHOTO
omsHeca B uaTepHeTe" 2006 ro1a MBITaeTCS OTPAaHNYNTh HE3aKOHHBIC OHJIAHHOBBIE a3apPTHBIC HIPBI, HAKA3bIBAs
MOCTABIIUKOB (PMHAHCOBBIX YCIYT, €CIH OHBI BHIITOJHSIOT TUIATEXKH, CBSI3aHHBIC C HE3aKOHHBIMH a3apTHBIMA

urpamuz?,

2.5.6 Kuesera n ¢pansmmBas nHpopmanus

WHTepHET MOXKET UCTIONB30BATHCS IS PACIIPOCTPAHEHHUS JIOKHOU HH(OPMAILIUH TAKKE IPOCTO KaK | IS OOBIYHOM
undopmanunz2%. Be6-caiiThl MOIyT coaepkaTh (GajlblIIMBYIO UIH KICBETHUIECKYIO MH(OPMALHMIO, 0OCOOEHHO Ha
(dbopymax Wiy B KOMHATaX 4ara, TJIe MOJIb30BATEIN MOTYT OCTABJISITh COOOIMICHHUs Oe3 TPOBEPKH UX

Mozepatopamu?’. Momnople JIF0I1 BCE Yallle UCIOoNb3yIoT Be6-(pOPyMbl U COLUAIBHbIE CETH, I/ie TaKas

288 For more information, see: BBC News, “Tiny Macau overtakes Las Vegas”, at: http:/news.bbc.co.uk/2/hi/business/6083624.stm.
*%" See Art. 300 China Criminal Code:
‘Whoever, for the purpose of reaping profits, assembles a crew to engage in gambling, opens a gambling house, or makes an occupation of gambling,
is to be sentenced to not more than three years of fixed-term imprisonment, criminal detention, or control, in addition to a fine.
Besides gambling in Macau, Chinese have started to use Internet gambling intensively. See: “Online Gambling challenges China's gambling ban”,
available at: http://www.chinanews.cn/news/2004/2005-03-18/2629.shtml.
For more information, see: http://en.wikipedia.org/wiki/Internet_casino.
22 See OSCE Report on Money Laundering Typologies 2000 — 2001, page 3, available at: http://www.oecd.org/datacecd/29/36/34038090.pdf; Coates,
Online casinos used to launder cash, available at:
http://www timesonline.co.uk/tol/news/politics/article620834.ece ?print=yes&randnum=1187529372681.
293 See, for example, “Online Gambling challenges China's gambling ban™, available at: http://www.chinanews.cn/news/2004/2005-03-18/2629.shtml.
% For an overview of the early United States legislation see: Olson, Betting No End to Internet Gambling, Journal of Technology Law and Policy, Vol.
4, Issue 1, 1999, available at: http:/grove.ufl.edu/~techlaw/vold/issuel/olson.html.
25 See § 5367 Internet Gambling Prohibition Enforcement Act.
26 See Reder/O"Brien, Corporate Cybersmear: Employers File John Doe Defamation Lawsuits Seeking The Identity Of Anonymous
Employee Internet Posters, Mich. Telecomm. Tech. L. Rev. 195, 2002, page 196, available at
http://www.mttlr.org/voleight/Reder.pdf.
Regarding the situation in blogs see: Reynolds, Libel in the Blogosphere: Some Preliminary Thoughts" Washington University Law
Review, 2006, page 1157 et. seq., available at: http://ssrn.com/abstract=898013; Solove, A Tale of Two Bloggers: Free Speech and
Privacy in the Blogosphere, Washington University Law Review, Vol. 84, 2006, page 1195 et seq., available at
http://ssrn.com/abstract=901120; Malloy, Anonymous Bloggers And Defamation: Balancing Interests On The Internet, Washington
University Law Review, Vol 84, 2006, page 1187 et. seq., available at: http://law.wustl.edu/WULR/84-5/malloy.pdf.
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uH(OpMAaNKs TaKKe MOKET ObITh pa3MenieHa2ds.,

IIpecTynHas aeaTenbHOCTE2?® MOKET BKIIOYATh B 03, PETRO VOICE HOLDING

HaTpUMep, MyOJUKAIUI0 HHTHMHBIX (hoTorpaduil mim Hot Stock in Momentum play for week

JI05KHOM UH(OPMALUHU 0 cekcyanbHoM noBeaeHnn300, OTC: PHVC

This company is nasdag bound
B GonbIIMHCTBE CiTyyaeB MPaBOHAPYIIUTEIH TTOJIB3YIOTCS

HpeI/IMyHIGCTBaMI/I TOT'O Q)aKTa, YTO IMOCTABIIUKHU, Petro Voice in on a roll ea rning Contrac
azperiaronye IeneByo WM OECIUIaTHYIO MyOJIMKALIMIO, Kak .. .

Paspeliaoline /ICLICBYIo IO HYOTHKALHIIO, This is not a Fly by Night
MIPaBHUJIO He TPeOYIOT HACHTU(HUKAIIUHA aBTOPOB WJIK MOT'YT HE Real market Cap, Real Earnings
nposepsth ID301, Do yenoxnser naenTMhUKaImo
npaBoHapymurenei. bonee Toro, Moaeparopsl popyma MOTYT
HE PEryJIMpoBaTh WIN OYSHb MaJIO PEryJIHMpPOBaTh KOHTCHT

Cepbe3HOit TPOOIEMOH SBISIOTCS CIIAMOBBIE JJICKTPOHHBIC MHChbMA. DTH

(PHCYHOK 1 1) Otn NpEeMMYIIECTBA HE IIPETIATCTBYIOT 3JICKTPOHHBIC ITHCbMa OXBAThIBAIOT LIMPOKHMIA IHana3oH TeMaTHk. Kpome
pa3p3.60TKe [IEHHBIX MPOEKTOB, TAKUX KaK Wlklpedla _ PEKIIaMbl PAa3JIMYHBIX IPOIYKTOB, OYEHB MOILYJIIPHO PACIPOCTPAaHEHHE

. MHGMOPMALMH O PBIHKAX M aKIHSX.
OHJIaHOBAs DHIMKJIIOIIEIS, CO3/IaBacMast

Pucynox 11

nonb3oBateaaMu302, ryie CyIecTBYIOT CTpOrHe MpoLeayphbl
peryaupoBanus cofepkanus. OHAKO IIPaBOHAPYILUTEIN MOIYT HCHOMB30BATh T€ K€ CAMbIe TEXHOJIOTUH JISL:

®  nyOIMKalUH JIOXHON MH(OPMAIMK, HATIPUMED O KOHKYpeHTax-03;
®  KJIEBETHI, HAPUMED, OCTABJISISE OCKOPOUTENBHBIE MM KIIEBETHUYECKHE COOOIEHHsO04);

®  PaCKpBITHS CEKPETHOH MH(OpMAIIHHU, HAIPUMEp, ITyOIHKALNS FOCYyJapCTBEHHBIX CEKPETOB HIIH IICHHOU
KOMMEPUYECKOH HH(POPMAITUH.

JKu3HEHHO Ba)KHO NOAYEPKHYTH PACTYIIYIO OIACHOCTh, KOTOPYIO IIPEACTABISET COO0H JT0KHAS MITH BBOISINAS B
3a0yxnenue napopmarwyst. Juddamarus MoxkeT HAaHECTH CephE3HBIA YPOH pEMyTaIlii U JOCTOWHCTBY JKEPTBHI,
MTOCKOJIBKY OHJIAHOBBIC 3asIBIICHUS JOCTYITHBI ayAUTOPHH 10 BCEMY MHUpPY. B TOT MOMeHT, Kora nHpopMarms
ormy0JIMKOBaHa B HHTEPHETE, ¢ aBTOP(bI) YaCTO TEPSIOT KOHTPOJIb HAJl OTOH mHpopMarmen. JJaxke eciu ata
UHGOPMAIHS KOPPEKTUPYETCS WK YAAISIETCS Cpa3y Mmocie MyOIUKaIuy, OHa YK€ MOXKET OBITh CKOIMPOBaHA
("3epkasibHast KOMIKA'") U CENaHa JOCTYITHOMN JIIOSIM, KOTOPBIE HE MOXKENAIOT €€ aHHYJIMPOBATh WU YAAIUTb.

B Takom ciydae 3Ta HHPOpPMAIHSI MOXKET OCTaBaThCs JOCTYITHOW B MHTEPHETE, Ja)Ke €CIIM OHA ObLIa yIalieHa WK
WCTIPABJIEHA Ha TIEPBOHAYAIBLHOM UcTouHKMKeS 03, [IpuMephI BKIIFOYAIOT B ce0s ciTydan "dIEeKTPOHHBIE THCHMA,
OTIIPaBJICHHBIC HE 110 TOMY aJipecy’’, B KOTOPBIX MIJDIHOHEI JTIOJICH MOTYT MOJYYUTh HEIPUCTOHHBIC, BBOASIINE B
320y K /IEHUE WU JIOXKHBIE DJICKTPOHHBIE MUChMAa O JIFOJSIX HIH OPTaHU3alHUsIX, KOTJa PEIyTalns MOXXET HUKOrIa He
OBITH BOCCTAHOBIICHA, BHE 3aBHCUMOCTH OT TOTO, SIBIISIETCS JIU 3TO MHCHMO TpaBIoi win HeT. CliegoBaTeIbHO,
Heo0X0MMO cOaTaHCHPOBaTh CBOOOY c10Ba3%® i 3aIUTy MOTEHIMANIBHBIX KePTB KIeBeTh>0.

%8 Regarding the privacy concerns related to those social networks see: Hansen/Meissner (ed.), Linking digital identities, page 8 — An executive

summary is available in English (page 8-9). The report is available at: https://www.datenschutzzentrum.de/projekte/verkettung/2007-uld-tud-

verkettung-digitaler-identitaeten-bmbf.pdf.

Regarding the controversial discussion about the criminalisation of defamation see: Freedom of Expression, Free Media and Information, Statement

of Mr. McNamara, US Delegation to the OSCE, October 2003, available at:

http://osce.usmission.gov/archive/2003/10/FREEDOM_OF_EXPRESSION .pdf; Lisby, No Place in the Law: Criminal Libel in American

Jurisprudence, 2004, available at: http://www2.gsu.edu/~jougcl/projects/40anniversary/criminallibel.pdf; Regarding the development of the offence

see: Walker, Reforming the Crime of Libel, New York Law School Law Review, Vol. 50, 2005/2006, page 169, available at:

http://www.nyls.edu/pdfs/NLRVo0l50-106.pdf; Kirtley, Criminal Defamation: An “Instrument of Destruction, 2003, available at:

http://www.silha.umn.edu/oscepapercriminaldefamation.pdf. Defining Defamation, Principles on Freedom of Expression and Protection of

Reputation, 2000, available at: http://www.article19.org/pdfs/standards/definingdefamation.pdf.

See Sieber, Council of Europe Organised Crime Report 2004, page 105.

With regard to the challenges of investigating offences linked to anonymous services see below: Chapter 3.2.12.

See: http://www.wikipedia.org

See Sieber, Council of Europe Organised Crime Report 2004, page 145.

See Sieber, Council of Europe Organised Crime Report 2004, page 145.

Similar difficulties can be identified with regard to the availability of information through the cache function of search engines and web archives, such

as http://www.archive.org

3% Regarding the principle of freedom of speech see: Tedford/HerbeckHaiman, Freedom of Speech in the United States, 2005; Barendt, Freedom of
Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology and the First Amendment, 1991; Regarding the
importance of the principle with regard to electronic surveillance see: Woo/So, The case for Magic Lantern: September 11 Highlights the need for
increasing surveillance, Harvard Journal of Law & Technology, Vol 15, No. 2, 2002, page 530 et seqq; Vhesterman, Freedom of Speech in
Australian Law; A Delicate Plant, 2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola
University Chicago Law Journal, Vol. 33, 2001, page 57 et. seq., available at: http://www.law.ucla.edu/volokh/harass/religion.pdf; Cohen, Freedom
of Speech and Press: Exceptions to the First Amendment, CRS Report for Congress 95-815, 2007, available at:
http://www .fas.org/sgp/crs/misc/95-815.pdf.
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2.5.7 Cnam u cBI3aHHbIE C HUM YI'PO3bI

"Cnam" ONnMCHIBAET Tepeiady 60JIBIIOro YMcia He3anpamubaeMbix coodmenuii (Pucynok 12308), Hecmotps Ha To,
YTO CYIIECTBYIOT pa3IMYHbIC CIIOCOOBI 00MaHa, HanboJee IMHUPOKO UCIIONB3YEMBIM SIBIISICTCS CIIaM B DIICKTPOHHBIX
nucbMax. [IpaBoHapyIIUTENN PACCHUIAIOT MOJIB30BATEISIM MIJUTMOHBI 3JIEKTPOHHBIX ITHCEM, KOTOPbIE YacTo
cojepKaT pekjiaMmy MPOJIyKTOB M YCIIYT, HO TaKXKe YacTO U BpeOHOCHBIE porpaMMmebl. C Tex mop, kak B 1978 roxy
OBLIO OTHPABIIEHO TIEPBOE CAMOBOE JIEKTPOHHOE MUCHMO%, IOTOK CllamMa B SJIEKTPOHHON MOYTE 3HAYUTETHHO
BbIpoc3 10, CeroHst MOCTABIIMKHN YCIIYT IEKTPOHHOM MOYTHI COOOMIAIOT, UTO OT 85 10 90% BCel IEKTPOHHOM
moutsl — criam3! 1. B 2007 roJly OCHOBHBIMU HCTOUYHUKAMHU cllama B 3J1eKTpoHHOH nmoute 6 CILIA (19,6% ot
o01ero yncina 3aperucTpupoBantoro crnama), KHP

(8,4%) u Pecriy6mika Kopest (6,5%)312. pur LTD is out of pOCket

Bosplas yacTh OCTaBUIMKOB YCIYT 2JIEKTPOHHOM IOYTHI |sage left by: ANONYMOUS
pearupyroT Ha pacTyllie YPOBHU CllaMa B 3JEKTPOHHOM  |s an important
MOYTE MyTEM YCTAaHOBKH aHTHCIAMOBBIX TEXHOJIOTHH. erday and they
OTH TEXHOJIOTUH UISHTU(PUIMPYIOT CIIaM P MOMOIIU

(GUIBTpAIMK 110 KITIOYEBBIM CIIOBAM HIIH BEJEHUS YEePHBIX

ess with the

This message is blocked. It was
identified as false information.

crckos IP-aspecos ciammepos3!3. Hecmotps Ha To, uTO
TEXHOJIOTHS (PMIIBTPAIMN TIPOJIOJKACT PA3BUBATHCS,
CIIaMMEPbI HAXOJAT IMMYyTHU OGXOL[a 3THUX CHUCTEM, Pucynox 12
Hanpumep, n30eras MCII0Ib30BaTh KJIIOYEBEIE CJIOBA.

HnTepreT-(hopyMsl, TA€ KaXIblil MOXKET OCTABUTh COOOLIEHNS 6e3
CHaMMepI’I HAIILTM MHOYKECTBO CMOCOOOB HANUCAHNSI (hopManbHOM PErHCTPALMH, 9TO MOIYIIPHBIE MECTA IS TOTO, YTOObL
CIIOBa "BI/Iana” — OJIHOTO U3 Haubolee TIOMYJIAPHBIX OCTaBUTH COOOIIECHHE ¢ (aBIINBOMH HHPOPMAIIHCH.
MNPOAYKTOB, Ipe€aiara€MbIX B CIlaMe, 0e3 HCIOIb30BaHus

Ha3BaHus 6penna’l4.

Ycnex B 00HapY)KEHHH CIIaMa B AJIEKTPOHHOH ITOYTE 3aBUCHT OT M3MEHEHHH CITOCOOOB PAaCIpOCTPAHECHHUS Cllama.
Bwmecro nepenauu cooOuieHuii ¢ OHOTO MOYTOBOIO CEPBEPA, YTO TEXHUUYECKH JIErde OnpeAessieTcs MoCTaBIIMKaM1
YCITYT SJIEKTPOHHOI MOYTHI M3-32 OTPAHMYEHHOTO YKMCIIa HCTOYHHMKOBS 15, MHOTHE MpaBOHApYIIUTENH ISt
PacrpoCTpaHeH s HE3AIPOIIEHHBIX SJIEKTPOHHBIX MHCEM TIONB3YFOTCS CETEBBIMU poboTamu- 0, TIpu ucnons3oBanuu
CETEBBIX POOOTOB, CO3IAHHBIX U3 THICSY KOMIBIOTEPHBIX CHCTEMS 7, KayKIblii KOMITBFOTEDP MOKET MEPENABATH TOIBKO
HECKOJIBKO COTEH 3JIEKTPOHHBIX MUCEM. DTO YCIOKHSIET paboTy IOCTABIIMKOB YCIIYT 3JIEKTPOHHOI MOYTHI 10

397" See in this context: Reynolds, Libel in the Blogosphere: Some Preliminary Thoughts" Washington University Law Review, 2006, page 1157 et. seq.,

available at: http://ssm.com/abstract=898013; Solove, A Tale of Two Bloggers: Free Speech and Privacy in the Blogosphere, Washington University
Law Review, Vol. 84,2006, page 1195 et seq., available at http://ssm.com/abstract=901120; Malloy, Anonymous Bloggers And Defamation:
Balancing Interests On The Internet, Washington University Law Review, Vol 84, 2006, page 1187 et. seq., available at:
http://law.wustl.edu/WULR/84-5/malloy.pdf.

For a more precise definition, see: ITU Survey on Anti-Spam Legislation Worldwide 2005, page 5, available at:
http://www.itu.int/osg/spu/spanylegislation/Background_Paper ITU_Bueti_Survey.pdf.

Tempelton, “Reaction to the DEC Spam of 1978, available at: http://www.templetons.conv/brad/spamreact.html.

Regarding the development of spam e-mails, see: Sunner, 'security Landscape Update 2007, page 3, available at:

http://www itu.int/osg/spu/cybersecurity/pgc/2007/events/presentations/session2-sunner-C5-meeting-14-may-2007 .pdf.

The Messaging Anti-Abuse Working Group reported in 2005 that up to 85 per cent of all e-mails were spam. See:
http://www.maawg.org/about/FINAL,_4Q2005_Metrics_Report.pdf. The provider Postini published a report in 2007 identifying up to 75 per cent
spam e-mail, see http://www.postini.cony/stats/. The Spam-Filter-Review identifies up to 40 per cent spam e-mail, see http://spam-filter-
review.toptenreviews.com/spam-statistics.html.

Article in The Sydney Morning Herald, “2006: The year we were spammed a lot”, 16 December 2006; http://www.smh.com.au/news/security/
2006-the-year-we-were-spammed-a-lot/2006/12/18/1166290467781 .html, available April 2007.

2007 Sophos Report on Spam-relaying countries”, available at: http://www.sophos.com/pressoftice/news/articles/2007/07/dirtydozjul07 html.
For more information about the technology used to identify spam e-mails see Hernan/Cutler/Harris, Email Spamming Countermeasures: Detection
and Prevention of Email Spamming, available at: http://www.ciac.org/ciac/bulletins/i-005¢.shtml; For an overview on different approaches see:
BIAC ICC Discussion Paper on SPAM, 2004, available at:
http://www.itu.int/osg/csd/spam/contributions/ITU%20workshop%20on%20spam%20BIAC%20ICCP %20Spam%?20Discussion%20Paper.pdf
314 T i/Stamm, “Fighting Unicode-Obfuscated Spam, 2007, page 1, available at: http:/www.ecrimeresearch.org/2007/proceedings/p45_liu.pdf.

315 Re the filter technologies available, see: Goodman, 'spam: Technologies and Politics, 2003”, available at:
http:/fresearch.microsoft.com/~joshuago/spamtech.pdf. Regarding user-oriented spam prevention techniques, see: Rotenberg/Liskow, ITU WSIS
Thematic Meeting On Countering Spam, "Consumer Perspectives On Spam: Challenges And Challenges", available at:
http://www.itu.int/osg/spu/spam/contributions/Background%20Paper_A%20consumer%20perspective%20on%20spam.pdf.

Botnets is a short term for a group of compromised computers running programmes that are under external control. For more details, see Wilson,
Botnets, Cybercrime, and Cyberterrorism: Vulnerabilities and Policy Issues for Congress, 2007, page 4, available at:

http://www fas.org/sgp/crs/terror/R132114.pdf.

Current analyses suggest that up to a quarter of all computer systems may have been recruited to act as part of botnets. See Weber, “Criminals may
overwhelm the web”, BBC News, 25.01.2007, available at: http:/news.bbc.co.uk/go/pr/ft/-/1/hi/business/6298641 .stm.
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UACHTH(UKAIINN CIIaMa ITyTeM aHaln3a HH(POPMAIH 00 OTIIPABUTENSAX M YCIOKHSIET OpraHaM IMpaBoOIIOPsIKa
3a/1auy 10 OTCIICKUBAHUIO ITPABOHAPYILIUTENEH.

CrniaMOBBI€ JIEKTPOHHBIE MUCHhMa YPE3BBIYAHO MPUOBLIHHEL, TAK KAK CTOUMOCTD PACChUIKH MAJLTHAPIOB 3JIEKTPOHHBIX
TIMCEM OYEHb HU3KA U €LIIE HIKE, ECIIU HCTIONB3YIOTCS CETEBbIE POOOTHIS 18, HekoTOpbIe SKCIIEPTHI MPEIIONAratoT, 4To
€IMHCTBEHHBIM PEATTHHBIM PEIICHHEM 0 O0PHOE CO CIIaMOM SIBIIIETCS TOBBIIICHUE CTOMMOCTH TIEPEAayH IS
otnpasutenss 9. B oruere, ony6mkoBanHom B 2007 rofy, MpoaHaIM3UPOBaHbI 3aTPAThI U IOXOJIbI OT CTIaMa B
3NIEKTPOHHOMU mouTe. Ha 0CHOBE pe3ynbTaToB 3TOro aHain3a, CTOMMOCTh PACCHUTKH 20 MUJUTMOHOB JIEKTPOHHBIX MTHCEM
cocrapser npumepHo 500 gosut. CIIA320, TlockonbKy pacXo/bl Ais HpaBOHAPYIIMTENIEH MaJIbl, TO PACChLIKA criama
SIBJISICTCS OUCHB MPHOBUTHEHOMN, 0COOSHHO, €CITH IPABOHAPYIIIUTENN CMOTYT Pa30ciaTh MIJUTHAPIBI SJIEKTPOHHBIX ITHCEM.
Jarckuii cmammep cooOraeT o moxydennu npuosuta puMepro 50 000 nomt. CIHIA 3a pacchuiky IpEMEPHO

9 MWJLTMAPJIOB CIIAMOBBIX JIEKTPOHHBIX MTHCEMI21,

B 2005 rogy ODCP omny6auKoBan 0T4eT, aHaTU3UPYIONINiA BIUSHUE CTIaMa Ha Pa3BHBAIOLINECS CTPAHBISZZ,
Pa3BuBaronIyecs CTpaHbl YaCTO BHICKA3bIBAIOT MBICITb, UTO TOJb30BATENM HHTEPHETA B UX CTPaHaX GOJIbIIE CTPAIAI0T
OT CllamMa M HEeMPaBOMEPHOTO HCIOJIb30BaHus HHTepHeTa. CIlam — 3T0 cepbe3Has NpobieMa B Pa3BUBAIOIIMXCS
CTpaHax, Ijie T0J10ca MPOMYCKaHUs KaHala J0CTyNa B MHTEPHET Je(UIMTHA U CTOUT JAOPOKE, Y€M B IPOMBIILIEHHO
pasBUTHIX cTpaHax323. CHaM HCIHOJIb3yeT LIEHHbIE PECYPCHI K BpEMsI B CTpaHax, IJle pecypchl HHTEPHET GoJiee
OTpaHHYEHHBI U CTOSIT JIOPOIKE.

2.5.8 JApyrue ¢popMbl HE3aKOHHOT0 KOHTEHTA

WHTEepHET HCMOb3YeTCs He TOJIBKO Ul MPSAMBIX aTak, HO Takke M Kak GopyM s

®  [I0/ICTpEKATeNbCTBA, MPEMTOKEHUH U MOOYkIEHHUS K COBEPILEHUIO IPECTYIIEHUI24;

®  HE3aKOHHOM MPOJAXH NPOIYKTOB; U

®  npenocTaBiIeHHs HHPOPMALMK W MHCTPYKIIMH [T HE3aKOHHBIX JICHCTBUI, HAPUMED, KaK C/IeJIaTh B3PHIBYATKY.

Bo MHOrHX cTpaHax NpUHSATHI 3aKOHBI [10 TOPTOBJIe ONPEeAEIeHHBIMH MPOAYKTaMH. B pa3nuyHbIX cTpaHax
MIPUMEHSIOTCS pa3IMuHble HAIIMOHAJIbHBIE 3aKOHBI M OTPAHUYEHHS [10 TOPTOBJIE PA3INYHBIMU NIPOIYKTAMH,
HanpuMep BOEHHBIM 000pYI0BaHHEM>2), AHAIOTHYHAS CUTYAIsl CYIECTBYET JUISl JIEKAPCTB: JIEKAPCTBA, KOTOPBIE
NPOIAIOTCs G€3 OrPaHMYEHHUI B HEKOTOPBIX CTPAHaX, B APYTHX MOTYT OTITYCKAaThCs TOJBKO 110 perenTam320,
TpaHcrpaHuuHas TOProBils MOXKET 3aTPYyAHUTh FapaHTUPOBATh TAKOE M0JIOKEHHUE [N, IPYU KOTOPOM Ha
ONpEJIETIEHHON TEPPUTOPUH OTPAHMYEH OCTYII K ONPEIENEHHBIM NPOAYKTaM>27, YUuThIBask HOMYISPHOCTh
WHTEpHETa, 3Ta npodiiema pacreT. Beb-marasunel, padoTaromiye B cTpaHax 0e3 OrpaHHYCeHU, MOTYT IPOIaBaTh
MPOIYKTHI MOTPEOHUTENSAM B JPYTHX CTpaHaX, I/ie NeHCTBYIOT 3alpPEThl, HOAPHIBAS 3TH OTPAHIMYCHHUS.

318 Regarding inemational approaches in the fight against Botnets see: ITU Botnet Mitigation Toolkit, Background Information, ICT Application and

Cybersecurity Division, Policies and Strategies Department, ITU Telecommunication Sector, 2008, available at: http:/www.itw.int/ITU-
D/cyb/cybersecurity/docs/itu-botnet-mitigation-toolkit-background.pdf.

See: Allmann, “The Economics of Spam”, available at: http://acmqueue.org/modules.php’name=Content&pa=showpage&pid=108; Prince,
ITU Discussion Paper “Countering Spam: How to Craft an Effective Anti-Spam Law”, page 3 with further references, available at:
http://www.itu.int/osg/spu/spam/contributions/Background %20Paper_How%20to%20craft%20and %20effective %20anti-spam%20law.pdf.
Bulk discounts for spam, Heise News, 23.10.2007, available at: http://www.heise-security.co.uk/news/97803.

Thorhallsson, “A User Perspective on Spam and Phishing”, in “Governing the Internet Freedom and Regulation in the OSCE Region”, page 208,
available at: http://www.osce.org/publications/rfm/2007/07/25667_918_en.pdf

322 gpam Issue in Developing Countries”, available at: http://www.oecd org/dataoecd/5/47/34935342 pdf

323 See 'spam Issue in Developing Countries”, Page 4, available at: http://www.oecd.org/dataoecd/5/47/34935342. pdf

324 See Sieber, Council of Europe Organised Crime Report 2004, page 140.

325 See for example the United States International Traffic in Arms Regulation or the Wassenaar Agreement, which is a convention on arms control. 40
countries already participate in the agreement. For more information, see: http://www.wassenaar.org/publicdocuments/whatis.html or Grimmett,
Military Technology and Conventional Weapons Export Controls: The Wassenaar Arrangement.

See in this context: Council of Europe, Resolution ResAP(2007)2 on good practices for distributing medicines via mail order which protect patient
safety and the quality of the delivered medicine, available at:

https://wed.coe.int/ViewDoc jsp?Ref=ResAP(2007)2&Language=lanEnglish&Ver=original &Site=CM &BackColorInternet=9999CC&BackColorl
ntranet=FFBB55&BackColorLogged=FFAC75.

See for example Henney, “‘Cyberpharmacies and the role of the US Food And Drug Administration”, available at:
https://tspace.library.utoronto.ca/html/1807/4602/jmir.html; De Clippele, Legal aspects of online pharmacies, Acta Chir Belg, 2004, 104,
page 364, available at: http://www.belsurg.org/imgupload/RBSS/DeClippele_0404.pdf; Basal, “What's a Legal System to Do? The Problem
of Regulating Internet Pharmacies”, available at:

https://www.tnybf.org/success %20stories/2006%20Meyer%20Scholarship%20Recipient %20Essay.pdf.
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Jlo nosiBneHust ”HTEpHETa OONBIIMHCTBY JIOIEH OBLIO CI0KHO HOIYYUTH HHCTPYKIMHN TI0 CO3TAHUIO OPYXKHSL.
Heob6xoaumas mH(bpOopManus ObUTa TOCTYITHA HAIPHUMED B

KHHUTaX, PACCMATPUBAIOIINX XUMHIO B3PBIBUATHIX Tlos3opaten, KoTOpi B fomonere
NpeIoCTABIAET YCIyTH cCepBepa o

BEIIIECTB, HO /IS TOTO YTOOKI ee HailTH, TpeOoBaIOCh 0

Bpemst. CeroHs HH(OpMAIUS O TOM, KaK CJeNaTh —— s

ey
{ Y <
B3pPbIBYATKY JOCTYIIHA B I/IHTepHeT6328, " IIpOCTOTAa L
A0CTyIa K 3TOU I/IH(l)OpMaHI/II/I MOBBIIIACT BEPOATHOCTDH C}'

\
aTak. e
| " b
| Tonb3oBatesb, He UMEIOIMI

2.6 Hpecmynjlenml, C6A3aHHbBIE C npasamu ! (yHKuMK cepBepa
cobcmeennocmu u moeapHbimMu 3HaKamu
Pucynox 13
O L[HOI\/'I U3 IIaBHEUIIINX (byHKI_II/Iﬁ HWHTCPHCTA ABJISACTCA Ha pucynke nokazasa padota cucrem oOMeHa (aiinamu BToporo MOKOJICHHS.

Cucremb! 0OMeHa (haiiTaMu MepBOro MOKOJIEHUs PAOOTAIH ¢ LIEHTPATH30BAHHBIMU

paCHPOCTpaHeHI/Ie HHq)opMauI/IH * KOMHaHI/II/I I/ICHOHL?’YIOT CEPBEPAMH, HA KOTOPBIX JIEKAJI CIIMCOK JOCTYITHBIX TOKYMCHTOB. B cucremax
I/IHTepHeT HH;[ paCHpOCTpaHeHI/Iﬂ I/IH(l)OpMaIII/II/I O CBOUX obmeHa d)afmZMI/[ BTOPOr'O MOKOJICHHUS. (I)yHK]_II/[I/[ CepBepa ACTICTHPOBAHBI

TOJIb30BATEISIM, UTO 3aTPY/HSET HAPYIIEHHE PAOOThI CETH M IIPEAOTBPALIAET
MNpOAYKTax MU yciayrax. Ecnu TOBOPUTH O IMUPATCTBE, HAPYIIEHHE ABTOPCKHX MIPaB.

YCHELIHbIE KOMIIAHUU MOT'YT CTOJIKHYTbCSl B UHTEPHETE C
npo0JyieMamMu, CPaBHUMBIMU C TEMH, KOTOPBIE
CYHIECTBYIOT BHE ceTH. [IpecTrk ux MapKu v (PUPMEHHBIN TU3aiH MOTYT UCIIOJIL30BATHCS IS COBITA MOICITBHBIX
MIPOIYKTOB, KOTJa MPOU3BOANTENHN KOHTpadaKkTa KONUPYIOT KaK JIOTOTHITEL, TaK U CAMH MPOIYKTHI U IBITAIOTCS
3aperucTpUpoBaTh IOMEH, CBSI3aHHBIN C 3TOH ompeaeeHHol komnanueil. Komnanuu, pacnpoctpansionue

HPOYKIHMIO HANPSAMYIO Y€EPE3 HHTEPHET 2, MOI'YT CTOJIKHYTBCS C IIPABOBBIMH IIPOOJIEMAMH, CBS3aHHBIMH C
HapyIICHUSIMH aBTOPCKUX IpaB. VX mpoayKIus MOKET OBITh 3arpy’KeHa, CKOIMPOBAHA M PACIPOCTPaHEHA.

2.6.1 IIpectynienust, cBsi3aHHbIE ¢ ABTOPCKUMH IIPABAMHU

C nepexo10M ¢ aHanoroBeix Gopmaros Ha nudposbie330, omupposka33! nosponuna urmycTpun pazsaedenuit
no6aBiATh K ¢punmeMaM Ha DVD nononHUTE IbHBIC (GDYHKIMH U YCIYTH, BKITIOYAS S3bIKH, CYOTHTPEI, TPEHIEPI U
OonycHbIi MaTepuan. Kommnakt-nucku 1 DVD-auckn nokazany 00JbIIYIO )KU3HECTIOCOOHOCTD, YeM ayaHo- U
BHCOKACCETHISS2,

OnundpoBka OTKpbLIa HOBBIN CIIOCO0 HApYIICHHU aBTOPCKUX MpaB. OCHOBOM CYIIECTBYIOIINX HAPYIICHUN
aBTOPCKHUX MPaB sIBISICTCS OBICTPOE M TOYHOE BOcIIpom3BeieHre. /1o o poBKY KOMMPOBAHUE ayaHO- U
BHJICOKACCET BCET/Ia MPUBOIIIIO K HEKOTOPOMY CHIDKEHHIO KauecTBa. B HacTosIIee BpeMst MOXKHO CKOITUPOBAThH
r(poBOI NCTOYHMK O€3 IOTEPH KauecTBa, a TAKXKE, B Pe3yJIbTaTe, JeJIaTh KOMUU C 0ok konnu. Hanbonee yacto
BCTpPEYAIOIINECS HApYIIEHUS aBTOPCKUX IIPaB BKIIOYAIOT B CEOSL:

e (OOMeH B (aiiTo0OMEHHBIX CETAX NMECHIMH, (aillaMi U IPOTPAMMHBIM 00eCIieYeHUEM, 3alUIAeMbIMU
aBTOPCKUM NPAaBOM333;

e OOXOJ CHCTEM TEXHOJIOTHH YIIPaBJIeHUs U(PPOBBIMH ITpaBamMus34;

Daiin00OMEHHbIE CUCTEMBI SBJIAFOTCS CETEBBIMH YCIyTaMH Ha OCHOBE OJIHOPAHIOBBIX 3 OTHOIIEHHH, KOTOPBIE
HO3BOJISIIOT MOJIb30BATENAM MOJB30BaThCs (haiilaMi COBMECTHOS30, 4acTO ¢ MUJUIMOHAMH JPYTHUX TI0JIb30BaTENIEH .,

328 See: See Conway, “Terrorist Uses of the Internet and Fighting Back, Information and Security”, 2006, page 16, United States Department of Justice

1997 Report on the availability of bomb-making information, available at: http://www.usdoj.gov/criminal/cybercrime/bombmakinginfo.html; Sieber,
Council of Europe Organised Crime Report 2004, page 141.

E.g. by offering the download of files containing music, movies or books.

Regarding the ongoing transition process, see: “OECD Information Technology Outlook 2006, Highlights, page 10, available at:
http://www.oecd.org/dataoecd/27/59/37487604.pdf.

See Hartstack, Die Musikindustrie unter Einfluss der Digitalisierung, Page 34 et seqqg.

Besides these improvements, digitalisation has speeded up the production of the copies and lowered the costs that were one of the key drivers for the
industry to perform the transition to digital-based technologies.

Sieber, Council of Europe “Organised Crime Report 2004”, page 148.

Digital Rights Management describes access control technology used to limit the usage of digital media. For further information, see:
Cunard/Hill/Barlas, “Current developments in the field of digital rights management”, available at:
http://www.wipo.int/documents/en/meetings/2003/sccr/pdf/sccr_10_2.pdf; Lohmann, Digital Rights Management: The Skeptics’ View, available at:
http://www.eff.org/IP/DRM/20030401_drm_skeptics_view.pdf. Baesler, Technological Protection Measures in the United States, the European
Union and Germany: How much fair use do we need in the digital world, Virginia Journal of Law and Technology, Vol. 8, 2003, available at:
http://www.vjolt.net/vol8/issue3/v8i3_al3-Baesler.pdf.

Peer-to-Peer (P2P) describes direct connectivity between participants in networks instead of communicating over conventional
centralized server-based structures. See: Schoder/Fischbach/Schmitt, “Core Concepts in Peer-to-Peer Networking, 20057, available
at: http://www.idea-group.com/downloads/excerpts/SubramanianO1.pdf; Androutsellis-Theotokis/Spinellis, “A Survey of Peer-to-
Peer Content Distribution Technologies, 2004”, available at: http://www.spinellis.gr/pubs/jrnl/2004-ACMCS-p2p/html/AS04.pdf.
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[Tocne ycTaHOBKM TIporpaMm Juist oOMeHa (paiiiaMu, moIb30BaTeId MOTYT BBIOPATh (Baiiiibl 1711 COBMECTHOTO
WCTIOJIb30BAHMUS M UCTIONIB30BATh MIPOTPaMMY JIJIsl TOUCKa (aiiiioB, MPeAIaracMblid B CETH JPYTHMH TT0JIb30BATEIISIMH,
JUISI CKAUMBAHMSI C COTEH HCTOYHHMKOB. J[o pa3paboTku (paiiio00MEHHBIX CUCTEM JIFOIM KOMTMPOBAJIH 3alUCH U IIJICHKH
1 OOMEHHMBAIIUCh UMH, HO (PaiiIoO0OMEHHBIE CHCTEMBI JIAI0T BO3MOXKHOCTh OOMEHHUBATHLCS KOIIHUSMU ropaszio
OOJIBIIEMY YUCITy TIOTB30BaTEICH.

Texnonorust onnopanrossix (P2P) B3anMooTHOIIEHHI HTPaeT B UHTEPHETE BAKHYIO poiib. B HacTosee BpeMs
6onee 50% MOTPEOUTENBCKOrO MHTEPHET-TPaUKA CO3/IAETCSA OJHOPAHTOBBIMH CETAMU8, UKCII0 T0JIb30BaTeNel
MIOCTOSIHHO pacTeT, B oTuere, onyonukoBanHoM ODCP, yTBepxkaaercs, uto npumepHo 30% nosb3oBaresei
uHTepHeTa B0 MpaHIuK 3arpykaiy My3bIKy WM (aiiibl B GainooOMeHHBIX cucTeMax>2?, npyrue ctpansl ODCP
JIEMOHCTPHUPYIOT Te ke TeHneHIur-40, Mailt00GMEHHBIE CHCTEMBI MOKHO MCIIOIB30BaTh I OOMEHA
KOMIIBIOTEPHBIMH JIAHHBIMH JIFO0OTO BH/IA, BKJIFOYask My3bIKY, (PUIBMBI U TIPOrPaMMHOE obecrieueHne’4!,
Ucropudecku ¢aitmooOMEHHBIE CUCTEMBI HCTIOIB30BATUCH MPEUMYIIECTBEHHO JIJIsl 0OOMEHa MY3bIKOM, HO OOMEH
BHIeo(aiIaMy CTAHOBUTCS BCE OOJIEE 3HAYMTENBHBIMI42,

TexHomorus, ucronszyemMas B (haitiooOMEHHBIX YCIyTraxX, OYeHb CIIOXKHAsS M TO3BOJISIET 0OMEHUBATHCS OOIBIINMHU
(aiinamu 3a KOPOTKHil epros BpeMeHn343, MaiinooOMeHHbIE CUCTEMBI TIEPBOTO MOKOJIEHHUS 3aBUCENH OT
LEHTPAJILHOTO CepBepa, MO3BOJISIA OpraHaM OXPaHbl IPABOIIOPS/IKa AEHCTBOBATH POTHUB HE3aKOHHOTO (aiiiiooOMeHa
B cetu Napster3#4. B oTiiiume 0T cHCTEM NMEPBOTO MOKOJIEHHs (0COOEHHO, U3BECTHOM ciykOb1 Napster),
(haitIo0OMEHHBIE CUCTEMBI BTOPOTO IMOKOJICHHS 00Jiee HE OCHOBBIBAIOTCS HA IICHTPAILHOM CEepBeEpe,
TPEJCTABIISIONIEM CIIUCOK JOCTYIHBIX MOJb30BaTeNsaM (aiinos34S. Konuenuus nenenrpanusanin GpaiiooOMeHHBIX
ceTelt BToporo nokoieHust (cM. Pucynok 13) HaMHOTO YCJIOKHMIIA TTpeoTBpaleHue ux pabotel. OqHako 6maromaps
IPAMOIA CBSA3U MOXKHO OTCIIEXKHMBATH TOJIB30BATENEH ceTH 110 ux [P-anpecam346. Oprausl 0XpaHbl IPaBONOPSIKA
JI0CTATOYHO YCIENTHO Paccie 0Bl HAPYIIEHHUs aBTOPCKHX IpaB B (haidiooOMeHHBIX cucteMax. boiee HOBbIe
BepcuH (pail;to0OMEHHBIX CHCTEM ITO3BOJISIOT CO3JaBaTh AHOHUMHEBIE CBSI3U H eIIle 00JIee YCIOKHSIIOT
paccrenoBanusS.

336 GAO, File Sharing, “Selected Universities Report Taking Action to Reduce Copyright Infringement”, available at:

http://www.gao.gov/new.items/d04503.pdf; Ripeanu/Foster/lamnitchi, Mapping the Gnutella Network: Properties of Large-Scale
Peer-to-Peer Systems and Implications for System Design, available at: http://people.cs.uchicago.edu/~matei/PAPERS/ic.pdf. United
States Federal Trade Commission, Peer-to-Peer File-Sharing Technology: Consumer Protection and Competition Issues, page 3,
available at: http://www.ftc.gov/reports/p2p05/050623p2prpt.pdf; Saroiu/Gummadi,/Gribble, A Measurement Study of Peer-to-Peer
File Sharing Systems, available at: http://www.cs.washington.edu/homes/gribble/papers/mmcn.pdf.

337 In 2005, 1.8 million users used Gnutella. See Mennecke, “eDonkey2000 Nearly Double the Size of FastTrack”, available at:
http://www.slyck.com/news.php?story=814.

338 See Cisco” Global IP Traffic Forecast and Methodology”, 2006-2011, 2007, page 4, available at:
http://www.cisco.com/application/pdf/en/us/guest/netsol/ns537/c654/cdccont_0900aecd806a81aa.pdf.

339" See: “OECD Information Technology Outlook 2004”, page 192, available at: http:/www.oecd.org/datacecd/22/18/37620123 pdf.

349" One example is Germany, where a regularly updated report of the Federation of the phonographic businesses pointed out that, in 2006, 5.1 million

users in Germany downloaded music in file-sharing systems. The report is available at: http://www.ifpi.de/wirtschaft/brennerstudie2007.pdf.

Regarding the United States see: Johnson/McGuire/Willey, “Why File-Sharing Networks Are Dangerous”, 2007, available at:

http://oversight. house.gov/documents/20070724140635.pdf.

Apart from music, videos and software, even sensitive personal documents are often found in file-sharing systems. See: Johnson/McGuire/Willey,

“Why File-Sharing Networks Are Dangerous”, 2007, available at: http://oversight.house.gov/documents/20070724140635.pdf.

While in 2002, music files made up more than 60% of all files exchanged in file-sharing systems in OECD countries, this proportion dropped in 2003

to less than 50%. See: “OECD Information Technology Outlook 2004”, page 192, available at: http://www.oecd.org/dataoecd/22/18/37620123.pdf.

Schoder/Fischbach/Schmitt, “Core Concepts in Peer-to-Peer Networking”, 2005, page 11, available at: http:/www.idea-

group.com/downloads/excerpts/Subramanian01.pdf; Cope, Peer-to-Peer Network, Computerworld, 8.4.2002, available at:

http://www.computerworld.com/networkingtopics/networking/story/0,10801,69883,00.html; Fitch, From Napster to Kazaa: What the Recording

Industry did wrong and what options are left, Journal of Technology Law and Policy, Vol. 9, Issue 2, available at:

http:/grove.ufl.edu/~techlaw/vol9/issue2/fitch.html.

Regarding Napster and the legal response see: Rayburn, After Napster, Virginia Journal of Law and Technology, Vol. 6, 2001, available at:

http://www.vjolt.net/vol6/issue3/v6i3-al 6-Rayburn.html. Penn, Copyright Law: Intellectual Property Protection in Cyberspace, Journal of

Technology Law and Policy, Vol. 7, Issue 2, available at: http:/grove.ufl.edu/~techlaw/vol7/issue2/penn.pdf.

Regarding the underlying technology see: Fischer, The 21* Century Internet: A Digital Copy Machine: Copyright Analysis, Issues, and Possibilities,

Virginia Journal of Law and Technology, Vol. 7, 2002, available at: http://www.vjolt.net/vol7/issue3/v7i3_a07-Fisher.pdf; Sifferd, The Peer-to-Peer

Revolution: A Post-Napster Analysis of the Rapidly Developing File-Sharing Technology, Vanderbilt Journal of Entertainment Law & Practice,

2002, 4, 93; Ciske, For Now, ISPs must stand and deliver: An analysis of In re Recording Industry Association of America vs. Verizon Internet

Services, Virginia Journal of Law and Technology, Vol. 8, 2003, available at: http:/www.vjolt.net/vol8/issue2/v8i2_a09-Ciske.pdf; Herndon, Who’s

watching the kids? — The use of peer-to-peer programs to Cyberstalk children, Oklahoma Journal of Law and Technology, Vol. 12, 2004, available

at: http://www.okjolt.org/pdf/2004okjoltrev12.pdf; Fitch, From Napster to Kazaa: What the Recording Industry did wrong and what options are left,

Journal of Technology Law and Policy, Vol. 9, Issue 2, available at: http://grove.ufl.edu/~techlaw/vol9/issue2/fitch.html.

For more information on investigations in peer-to-peer networks, see: “Investigations Involving the Internet and Computer Networks”, NIJ Special

Report, 2007, page 49 et seqq., available at: http://www.ncjrs.gov/pdffiles1/nij/210798.pdf.

Clarke/Sandberg/Wiley/Hong, “Freenet: a distributed anonymous information storage and retrieval system”, 2001;
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daitnooOMeHHas TEXHOJIOTHS UCHIONIB3YETCS HE TOJIBKO OOBIYHBIMH JIFOBMH U MPECTYITHUKAMH, HO ¥ OOBIYHBIMH
xommanusmMu>48. He Bee (haiinbl B (haiiiooOMEHHBIX CUCTEMAX HapyIIalOT aBTOPCKHUE TpaBa. [IpuMephl MX MPaBOMEPHOTO
HCTIOJIB30BaHHMS BKIIOYAIOT 0OMEH 3aKOHHBIMH KOMUSMH WM MIUTIOCTPALIMAMU Ha HEKOMMEPYECKOi OCHOBE4.

Tem He MeHee, ucnonb3oBanue (ailnooOMeHHBIX cucTeM GPOCaeT BBI30B MHAYCTpUH pasBieuenuii> >0, HermoHaTHO, 10
KaKoro ypoBHst CHIBsATCs mpoaaxku CD/DVD-nuckoB 1 OIIeToB B KWHOTEATPHI M3-32 0OMEHA (PHIIbMaMH B
(aiinooOMeHHBIX ceTsix. B pe3ynbpraTe nccienoBanus ObUTH BBIIBICHBI MIJUIHOHBI MOJTB30BaTeNeH (haiito0OMEHHBIX
cereii?>! u MumMapp! 3arpyxeHHbIx (aiinos352, Konuu (puibMoB HOSBIAIOTCA B (pailIoO0OMEHHBIX CETAX PaHbILE HX
O(bHMIMATEHOTO MPOKaTa B KHHOTEATPax>-3, 4To OTPAKAETCs Ha J0X0o/ax npasoobianareneil. Henapuee nosnenue
AQHOHUMHBIX (HaiiJTIO0OOMEHHBIX CHCTEM ellle Ooee 3aTpyAHsIeT padoTy Kak MpaBoodaaaTesield, Tak ¥ OPraHOB OXPaHbI
npasonopsiaka’ 4,

WnnycTpus pa3piedeHuii oTBeTHIa BHEAPEHUEM TEXHOIOTHH, NIPEIHA3HAYEHHOU JIs TPEAOTBPAIEHHS M3TOTOBIICHUS
nonb3oBareasamu Kormii CD 1 DVD-auckos, nanpumep, Cuctem mmdpopanus conepxanus (CSS333), B kotopoii
TEXHOJIOTHS IIM(POBAHHMS MEMIAET KOMUPOBAHMIO CONEPKUMOro DVD-muckos33°, Dra TeXHONOrus ABISETCS BAKHBIM
AJIEMEHTOM HOBBIX OM3HEC-MOIENEH, peTHA3HAYCHHBIX TS O0JIee YeTKOTO PacIIpeiesIeH s IIPaB OCTYIIa
nonb3oBaresIaM. Yrpasienue mudposbivu pasamu (DRM357) onuchbiBaeT BHEAPEHHE TEXHOIOTHIA, TTO3BOMSIOIIMX
MpaBooOIIAIATENSIM 3alIPEIIaTh UCTIONH30BAaHUE IIU(PPOBBIX HOCHTEIEH, KOT/Ia TIOJb30BaTENN MOKYIAIOT TOJIBKO
OrpaHU4EHHBIE ITPaBa, HAPUMEP IPaBO BOCIPOU3BEICHUS MIECHH Ha OHOM BeuepuHke. DRM npejiaraet BO3MOXKHOCTh
BHEIPEHMS HOBBIX OM3HEC-MOZEINEi, 60JIee TOUHO OTPaKaIOIINX HHTEPECHI IPaBooOIagaTeseii 1 moIb30BaTeNei 1
MO3BOJISTFOIIMX YMEHBIIHUTH CHIDKEHHE TIPHOBLIHL.

OpHOM U3 MIaBHBIX MPOOJIEM JaHHBIX TEXHOJIOTUH SBIIAETCS TO, YTO TEXHOJIOTUH 3AILUTHI ABTOPCKUX MPAB MOKHO
000iTH38, 3M0yMBILLIEHHUKY Pa3paboTalM IPOrPAMMHBIE MHCTPYMEHTBI, O3BOJISIOLIUE MOIb30BATENIAM JIEIaTh (ailibl
C 3aIUTOM OT KOMMPOBAHMSI TOCTYIIHBIMK B MHTEPHETE > GeCTIaTHO WM 10 HeBGOMbIIOH cTouMocTH. Kak ToJbKo ¢
(haiina cusita 3anmTa DRM, ero Mo>KHO KONIMPOBATh W BOCIIPOU3BOIUTE O3 OTpaHUYCHHUH.

TTOMBITKY 3aLIMTUTH COJEPKUMOE HE OTPAHNYMBAETCS MIECHSIMH U priibMamu. HEKOTOpbIE TeeCTaHI|H, OCOOEHHO
IUIATHBIE TENEKAHATIBL, U(PPYIOT IPOrPAMMBI [Is FAPAHTUHU TOTO, YTO IPOrPAMMY CMOTYT MOJIY4aTh TOJIBKO a0OHEHTHI,
3AIUTATHBILHUE 32 9T0. XOTs TEXHOIOTHH 3aIlUThI OYEHb CIIOMKHBI, 3TOYMBIILIEHHUKU YCIIENIHO TOUIEBIBAIOT AMAPATHBIE
CPEJICTBA, UCTIONb3YEMBIE JUTSl TIOTYHEH S KOHTPOJIS WM B3JIOMA MIM(POBAHKS IPH TIOMOIIM POrPAMMHBIX
uHcTpyMenToB300.

MaJ’IOBepOfITHO, YTO OOBIYHEIC ITOJIH30BATEIIH CMOT'yT COBEpHIATh MPECTYIIICHUA, HE UMCsI TPOIrPaMMHBIX
HWHCTPYMCHTOB. 06cy>1<z[eHH${ CyﬂeGHOFO MpeCiicJOBaHNA HAPYIICHH aBTOPCKUX IIPaB COCPEAOTAYNBACTCS HE

Chothia/Chatzikokolakis, “A Survey of Anonymous Peer-to-Peer File-Sharing”, available at: http://www.spinellis.gt/pubs/jrnl/2004-
ACMCS-p2p/html/AS04.pdf; Han/Liu/Xiao; Xiao, “A Mutual Anonymous Peer-to-Peer Protocol Desing”, 2005.

Regarding the motivation of users of peer-to-peer technology see: Belzley, Grokster and Efficiency in Music, Virginia Journal of Law and
Technology, Vol. 10, Issue 10, 2005, available at: http:/www.vjolt.net/vol10/issue4/v10i4_al0-Belzley.pdf.

For more examples, see: Supreme Court of the United States, Metro-Goldwyn-Mayer Studios Inc. v. Grokster, Ltd, L. B., available at:
http:/fairuse.stanford.edu/MGM_v_Grokster.pdf.

Regarding the economic impact, see: Liebowitz, “File-Sharing: Creative Destruction or Just Plain Destruction”, Journal of Law and Economics,
2006, Volume 49, page 1 et seqq.

The latest analysis regarding file-sharing activities in Germany identify up to 7.3 million users who download music files from the Internet. Up to
80% of these downloads are related to file-sharing systems. Source: GfK, Brennerstudie 2005.

“The Recording Industry 2006 Privacy Report”, page 4, available at: http://www.ifpi.org/content/library/piracy-report2006.pdf.

One example is the movie, “Star Wars — Episode 3”, that appeared in file-sharing systems hours before the official premiere. See:

http://www heise.de/newsticker/meldung/59762 that is taking regard to a MPAA press release.

Regarding anonymous file-sharing systems, see: Wiley/ Hong, “Freenet: A distributed anonymous information storage and retrieval
system”, in Proceedings of the ICSI Workshop on Design Issues in Anonymity and Unobservability, 2000.

Content Scrambling Systems (CSS) is a Digital Rights Management system that is used is most DVD videos discs. For details about the encryption
used, see Stevenson, “Cryptanalysis of Contents Scrambling System”, available at: http://www.dvd-

copy.com/news/cryptanalysis_of contents_scrambling_system.htm.

Regarding further responses of the entertainment industry (especially lawsuits against Internet user) see: Fitch, From Napster to Kazaa: What the
Recording Industry did wrong and what options are left, Journal of Technology Law and Policy, Vol. 9, Issue 2, available at:
http://grove.ufl.edu/~techlaw/vol9/issue2/fitch.html.

Digital Rights Management describes access control technology used to limit the usage of digital media. For more information, see:
Cunard/Hill/Barlas, *‘Current developments in the field of digital rights management”, available at:
http://www.wipo.int/documents/en/meetings/2003/sccr/pdf/sccr_10_2.pdf; Lohmann, “Digital Rights Management: The Skeptics’ View”, available
at: http://www.eff.org/IP/DRM/20030401_drm_skeptics_view.pdf.

358 Bloom/Cox/Kalker/Linnartz/Miller/Traw, “Copy Protection for DVD Videos™, IV 2, available at:
http://www.adastral.ucl.ac.uk/~icox/papers/1999/ProcIEEE1999b.pdf

Sieber, Council of Europe Organised Crime Report 2004, page 152.

380 See: http://www.golem.de/0112/17243 html.
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TOJIBKO Ha (haidII00OMEHHBIX CETSIX M 00X0/Ie TEXHMYECKOW 3alllUThI, HO U Ha CO3JIaHUM, TIPOIAXKE U 001aJaHIH
"HeNeralbHBIMHU YCTPOHCTBAMH" WITH MHCTPYMEHTAMU MPETHA3HAYCHHBIMHE JJIS IPEOCTABICHUS MTOJIE30BATEIIM
BO3MOKHOCTH COBEPILATh HAPYIIEHUs aBTOPCKUX TpaB30!,

2.6.2 IIpecTryniieHus, cBsi3aHHbIE C TOBAPHBIMHU 3HAKAMH

IMpecrtyruieHus, CBsI3aHHbBIE C TOBAPHBIMU 3HAKAMH, TOX0XKH Ha HAPYILICHUS ABTOPCKHUX MPaB — XOPOIIO W3BECTHBIM
aCIEKT MEXITyHAPOTHON TOproBiu. [IpecTymieHuns, CBSI3aHHbIC C TOBAPHBIME 3HAKAMH, TEPEIILTH B
KHOEPIIPOCTPAHCTBO, M B YTOJOBHOM IPABE Pa3HbIX CTPAH OHH IIPECIEMYIOTCS MO 3aKOHY JI0 Pa3IMYHOM CTEneHn 02,
Haunbonee Tspkkre pecTyIUICHUS BKITIOYAIOT B ceOst:

¢ lcnomnb30BaHKE TOBAPHBIX 3HAKOB B COBEPIIECHHUH IPECTYIUICHUH C IIETBI0 BBEACHHS )KEPTBEI B 320y KICHHE; U
e [lpectyruieHus, cBsi3aHHbIE C JOMEHAMH WJIM UMEHAMHU.

JloOpoe MMs KOMITaHUK YacTO HAPSIMYIO CBSI3aHO C €€ TOBAPHBIME 3HAKaMH. 3I0OYMBIIIJICHHUKH UCTIOIB3YIOT
(UpMEHHBIC ¥ TOBAPHBIC 3HAKK OOMAHHBIM ITyTEM TSI HEKOTOPBIX IeHcTBUi, BKIroYas GummHr (cM. PucyHok
14363), kory1a MUJUTMOHBI 3JIEKTPOHHBIX [IHCEM OTIIPABJISIOTCS TI0JIb30BATENAM HHTEPHETA, AHATOTHYHBIX
5JIEKTPOHHBIM MTHCHMaM OT 3aKOHHBIX KOMITaHHI, HapUMep, BKJIIOYas TOBAPHBIE 3HAKK- %,

Jpyrum Bonpocom, OTHOCSILIUMCS K IPECTYIIICHUSIM, C
TOBapHBIMU 3HAKaMHU, SIBJIAIOTCS PECTYIUICHUS,

CBA3aHHBIE C JIoMeHaMK>%, Hanpumep @ NPW BANK
KHOEpCKBOTTUHI00, KOTOpBIi NpeicTaBIseT CO00i Dear Customer,

" ' Id like to inft jou, that w d to verify 1 he las| ks
Hpouecc HE3aKOHHOHU perHCTpauHH AOMCEHHBIX HMeH’ ::’E ::?:‘we‘de-i‘ﬁ\l:l?}rr-'r?(?forl:)r:l[;?]alﬁs :‘E‘tﬁ r:\? hiw m'_alr'i'r_t) .Svc?ltlt [‘“"ﬁﬁlems

we are asking you to visit the following web-sit

UACHTUYHBIX WX ITOXO0KWNX Ha TOBAPHBIC 3HAKU

www.npwbank-online com/security-check

HPOAYKIMK MM Komnanuu-°7, B GonpimuHcTBE
Ccllydaes 3J10yMBIIIEHHUK CTPEMUTCS IIPOAATH JOMEH

If you do not go through the procedure within 24 hours we unfortunately need to
close you account.

Thank you very much for your cooperation

[0 BBICOKOH II€HEe KOMMaHuu30® Mty MCIosp30BaTh €ro
7151 TIPOZIaKH TIPOAYKIMHU MM YCIIyT, BBOS R
TnoJIb30BaTeNel B 3201y K IeHHE IPU HOMOILM UX

Ha pucyske nokasaso ¢puiiHr-coodmerye. OUIMHr-coo0IeH s MpeHa3HAYeHb! JUIs
HPEIIIOIaracMoro OTHOUICHUA K IaHHOMY TOBAPHOMY HMHTALIH COOOLICHHIT OT 3aKOHHBIX KOMITaHHi1. [TPaBOHAPYIIMTENH YaCTO HCHIONIB3YIOT

3HaKy3 69 . OpPUTMHAIIBHBIC JIOTOTHIIBL, OXPAHSIEMBIC 3aKOHAMY O TOBAPHBIX 3HAKaX.

361 Regarding the similar discussion with regard to tools used to design viruses, see below: Chapter 2.7 4.

362 See Bakken, Unauthorised use of Another’s Trademark on the Internet, UCLA Journal of Law and Technology Vol. 7, Issue 1; Regarding trademark
violations as a consequence of online-criticism see: Prince, Cyber-Criticism and the Federal Trademark Dilution act: Redefining the Noncommercial
use Exemption, Virginia Journal of Law and Technology, Vol. 9, 2004, available at: http://www.vjolt.net/vol9/issue4/v9i4_al2-Prince.pdf;

The term “phishing” describes an act that is carried out to make targets disclose personal/secret information. The term originally described the use of
e-mails to “phish” for passwords and financial data from a sea of Internet users. The use of “ph” linked to popular hacker naming conventions. See
Gercke, The criminalisation of Phishing and Identity Theft, Computer und Recht, 2005, 606; Ollmann, ‘‘The Phishing Guide: Understanding &
Preventing Phishing Attacks”, available at: http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf. For more information, see below: Chapter
2.8d.

For an overview about what phishing mails and the related spoofing websites look like, see:
http://www.antiphishing.org/phishing_archive/phishing_archive.html

Re the connection with trademark-related offences, see for example: “Explanatory Report to the Convention on Cybercrime”, No. 42.

Another term used to describe the phenomenon is “domain grabbing”. Regarding cyber-squatting see: Hansen-Young, Whose Name is it, Anyway?
Protecting Tribal Names from Cybersquatters, Virginia Journal of Law and Technology, Vol. 10, Issue 6; Benoliel, Cyberspace Technological
Standandization: An Institutional Theory Retrospective, Berkeley Technology Law Journal, Vol. 18, page 1259 et seq.; Struve/Wagner, Realspace
Sovereignty in Cyberspace: Problems with the Anticybersquatting Consumer Protection Act, Berkeley Technology Law Journal, Vol. 17, page 988
et seq.; Travis, The Battle for Mindshare: The Emerging Consesus that the First Amendment Protects Corporate Criticism and Parody on the
Internet, Virginia Journal of Law and Technology, Vol. 10, Issue 3, 2003;

See: Lipton, “Beyond cybersquatting: taking domain name disputes past trademark policy*, 2005, available at:
http://www.law.wfu.edu/prebuilt/w08-lipton.pdf.

This happens especially with the introduction of new top-level-domains. To avoid cyber-squatting, the introduction of a new first-level domain is
often accompanied by a period where only parties with trademarks can register a domain name. At the end of this phase (often called the ““sunrise
period”), other users can register their domain.

For case examples, see: Sieber, Council of Europe Organised Crime Report 2004, page 112.
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MM IIPUMEPOM IIPECTYILIEHHUS, CBI3aHHOTO C JJOMEHOM, SIBIISIETCS H JJOMeHa" WM pern LM JOMEHHBIX
epo ec e CBSI3aHHOT'O C JIOMEHO ercsa "yron nomesa" erucTpa oMe

MMEH, KOTOpbIE ObLIH CITy4aiiHo yrepsitbl.370

2.7 Ilpecmynnenus, ceazannsle ¢ KOMRbIOMEpPAMU

B OTY KaT€ropHrio BXOAAT HEKOTOPBIC NPECTYIUICHU S, AJIs1 COBEPUICHUSA KOTOPBIX TpeGyeTc;[ KOMITIBIOTCpHAs CUCTEMA.

B oTnnune ot npeaplAyIuX KaTeropyuid 3aliTa OT 3TOr0 MIKUPOKOro Kilacca MPecTyIJIeH s, onpeaesemas
MIPaBOBBIMH NPUHIMIIAMH, 3a9acTyI0 HE TaK CTPOra, BKIIFoUasi B ceOs:

L4 MOHICHHUYECTBO C UCIIOJIL30BaAHUEM KOMIIBIOTEPA,

L4 IOJJIOT € MUCIIOJIB30BAHUEM KOMIIBIOTEPA, (I)I/IH.II/IHI' " KpaXXy HIACHTUYHOCTH; U

®  HENpaBWIbBHOE UCIOJIb30BAHUE YCTPOUCTB.

271

MomeHHN4YeCTBO U KOMIBIOTECPHOC MOILICHHUYECTBO

MoI1I€eHHUYECTBO ¢ UCTI0JIb30BaHUEM KOMIIbIOTEPA — OAHO U3 CaMbIX MOIIYJISIPHBIX HpeCTyHHeHI/Iﬁ B I/IHTepHeTe371,

TaK KaK MO3BOJISET IPECTYITHUKY NPUMEHSATH JUISl COKPBITUS CBOEH JIMYHON MHPOPMAILIMK aBTOMATH3AIINI0S /2 1

IIPOrpaMMHbIE UHCTPYMEHTHI.

ABTOMaTH3aIMSI TO3BOJISIET 3JI0YMBIIUICHHUKAM
MOTY4aTh OOJBIIIE IPEHUMYIIECTBA P YCIOBUH
BBINOJIHEHHS HECKOJIBKUX HEGOJIBIINX AeHCTBIIO 73,
OnHOM U3 CTpaTeruii, UCMOIb3YEMbIX
37I0YMBILUIEHHUKAMH, SBJISIETCS YBEPEHHOCTb B TOM, UTO
(DMHAHCOBBIC TIOTEPH KaXKION JKEPTBBI HIXKE
onpezaeneHHOro ypoBHs. [Ipu "HeOombmmx" moTepsx
JKEPTBA C MEHBIIICH BEPOSTHOCTBIO OyJIeT TPATUTh BpeMs
Y DHEPTUIO JJ1s1 COOOIIEHUS U pacclieIOBaHUS TaKUX

My dear friend,

let me introduce myself first of all. My name is Mbuto Butalia. | am the wife
of the former President Republic of Thalia. My loved husband recently died in
a plane-crash. During the cleaning of this documents | found out that my
husband has 10.000.000 USS on a secret account

| would like to transfer this money to my family, that is living in the US
Unfortunately | am not able to transfer the money directly. | would therefore
like to aks you for your assistance

| would like to transfer the 10.000.000 US$ to your account and ask you if
you could transfer 9.000.000 US$ to my family. The remain 1.000.000 US$
will be for you. If you agree, | would like to ask you to transfer first of all

10 US$ to my account so | am able rc;“ve;rify your bank account iEfornjali(l)_n.

Pucynox 15

npectynienuii3’4, QUM U3 IPUMEpPOB Takoii adepbl
siBisieTcst Hurepuiickoe MOIIEHHUYECTBO € MPEA0ILIaToN

Ha rpadike nokasaHo KI1acCHUECKOE MEKTPOHHOE IMCHMO HA OCHOBE PACIIMPEHHOM
aepbl ¢ MOIIEHHHYECTBOM C BO3HATPaKIeHHEM. J11s1 TIojTy YeHHs IpeJosaraeMoi
npubbUIH, aZ[pecaTy TpeGOBAIOCH TIEPEBECTH aBAHCOM OINPEJIETIEHHYIO0 CyMMY. ITO O4eHb
TIOMYJIIPHOE MOIICHHUYECTBO, HO TAK KaK OHO HE UCTIOJIB3YET MaXUHAINK C
KOMITbIOTEPHBIMH CHCTEMAMH, OHO He SBIIAETCS ahepoii, CBA3AHHOIM ¢ KOMIIBIOTEPOM.

(cMm. Pucynox 15379).

XOTs1 9TU NPECTYILIEHUS COBEPIIAIOTCS MIPH TOMOIIN
KOMITBIOTEPHBIX TEXHOJIOTHH, OONBIINHCTBO CHCTEM YTOJIOBHOTO IIPaBa PaCCMaTPUBAIOT UX HE KaK IMPECTYIUICHUS,
CBA3aHHBIE C KOMIBIOTEPAMH, @ KaK 00BIYHOE MOIIECHHMYECTBO? /0, OCHOBHBIM pa3IMuMeM MEXKILY MOLIEHHUYECTBOM,
CBS3aHHBIM C KOMIIBIOTEPOM M OOBIYHBIM MOILIEHHUYECTBOM SIBJISETCS JKEPTBA MOILIEHHUYecTBa. Eciun
3JI0YMBIIUICHHUKHY THITAIOTCS TIOBJHSTEH HA YEIOBEKa, IIPECTYIUICHHE OOBIYHO KIACCUPHIIUPYETCS KaK
MOIIICHHUYECTBO. Eciy 11eb10 310yMBIIIIEHHIKA SBIISIOTCS] KOMIIBIOTEPHBIE CHCTEMBI HITH CUCTEMBI IO 00padoTKe
JTAHHBIX, TO TMPECTYIUICHUS 3a4acTyI0 KIaCCH(PHUIUPYIOTCS KaK MOIICHHUYECTBO C HCIIOIh30BaHHEM KOMIbIOTEpa. Te
CHCTEMBI YTOJIOBHOTO IPaBa, KOTOPHIE OMHCHIBAIOT MOIICHHUIECTBO, HO MIOKA HE BKJIIOYAIOT B CE0s1 MAXUHAIINH C
KOMIIBIOTEPHBIMU CUCTEMaMU B MOLLIEHHUUYECKUX LEJIAX, 3a4acTyl0 BCE-TaKU MOTYT IIPECIIE0BaTh YIIOMSAHYThIE
MPECTYIICHUS.

370 For case examples, see: Sieber, Council of Europe Organised Crime Report 2004, page 113.

371 2006, the United States Federal Trade Commission received nearly 205,000 Internet-related fraud complaints. See Consumer Fraud and Identity
Theft Complaint Data, January — December 2006, Federal Trade Commission, available at:
http://www.consumer.gov/sentinel/pubs/Top 10Fraud2006.pdf.
372 Regarding the related challenges see below: Chapter 3.2.8.
33 n 2006, Nearly 50% of all fraud complaints reported to the United States Federal Trade Commission were related to amounts paid between 0-25 US
Dollars See Consumer Fraud and Identity Theft Complaint Data, January — December 2006, Federal Trade Commission, available at:
http://www.consumer.gov/sentinel/pubs/Top 10Fraud2006.pdf.
Regarding the related automation process: Chapter 3.2.8.
The term “advance fee fraud” describes offences in which offenders seek to convince targets to advance a small sum of money in the hope of
receiving a much larger sum afterwards. For more information, see: Reich, Advance Fee Fraud Scams in-country and across borders, Cybercrime &
Security, IF-1, page 1. For more information, see: Reich, Advance Fee Fraud Scams in-country and across borders, Cybercrime & Security, IF-1,
page 1; Smith/Holmes/Kaufinann, Nigerian Advance Fee Fraud, “Trends & Issues in Crime and Criminal Justice”’, No. 121, available at:
http://www.aic.gov.au/publications/tandi/ti121.pdf; Oriola, ““Advance fee fraud on the Internet: Nigeria's regulatory response”, “Computer Law &
Security Report”, Volume 21, Issue 3, 237.
For more information, see below: Chapter 6.1.13.
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K naunbosee pacpocTpaHeHHBIM MOIIICHHHYECKHM adepaM OTHOCSTCS:
1  MomenHHYeCTBO ¢ ORJIAIHOBBLIME ayKIHOHAMHES 77

OHJ1aliHOBBIE ayKLMOHBI B HACTOSIIEE BPeMsI SIBJISIOTCS OAHUMH U3 CaMbIX HOMYJISIPHBIX YCIYT 2JIEKTPOHHOM
kommepuuu. B 2006 roxy uepe3 eBay, camyro G0NBIIyI0 B MUpPE OHJIAHHOBYIO ayKIIMOHHYIO TUIOINAAKY, OBLIO
HpOJaHO TOBapoB Ha cymmy 6onee 20 mapa. nost. CIIIA378. [TokynaTenn MOryT HOIYy4YUTh AOCTYII K Pa3HBIM
TOBapaM WM TOBapaM OIPEAETICHHON KaTerOpruH U3 JII000H TOUKK Mupa. [IpogaBIbl HOTydaroT MPEIIOKESHUS CO
BCEr0 MUPA, CTUMYJIMPYS CIIPOC U MOBBIIICHUE LIEH.

3110yMBIIIIEHHUKH, COBEPIIAIOIINE TIPECTYIUIEHH HA AyKIIMOHHBIX ILIOMAAKAX, MOTYT HCIIOIb30BATh OTCYTCTBHE
JIMYHOTO KOHTAKTa MEYLy TIPOIABIIOM M Hokymnatenems /2. TpyIHOCTb, CBS3aHHAS C HAXOKIEHHEM OTINYUS MEKIY
HACTOSILIMM T10JIb30BaTEJIEM H 30yMBIIIEHHHKOM, IPHBEIA K TOMY, YTO MOIIEHHUYECTBO C ayKIIMOHOM CTaJIo
OJIHUM M3 CaMbIX IOIYJISPHBIX BUI0B KubepnpecTymiennii>80. JIpa caMbIX pacpoCTpaHEHHBIX BUa adep
BKJIFOUAIOT B ce0s38!;

e BricTaBieHKe Ha IPOJAKy HECYLIECTBYIOLUIUX TOBAPOB U TPEOOBAHUE aBAHCOBOM OIIATHI OKYIIKH JI0 €€
JOCTAaBKM382; wn

L4 HOKyrIKa TOBAapoOB U HpOCBGa JO0CTaBUTb 0e3 HaMCpPCHUs OIJIATHUTD.

B oTBeT mocTaBmUKY YCIYT ayKIMOHA pa3paboTaIi CHCTEMBI 3alIUThI, HAIPUMEP CUCTEMY OT3hIBOB/KOMMEHTAPHEB.
TTocte Kax/10i CIENKHU TIOKYTIATENN U TIPOIABIBI OCTABJISIOT OT3BIBBI ISl APYTHX MOJIB30BATENEH 53 B KauecTBe
HEHTpambHOW HHPOPMAIIMU O HAJCHKHOCTH POAABLA/TOKyIaTes . B TakoM cirydae "pemytamus — 310 Bee"', u 6e3
JOCTaTOYHOTO KOJIMYECTBA MOJIOKUTEIHHBIX KOMMEHTAPUEB 3JI0YMBIIUICHHUKAM TPYIHO IPUHYAUTH HKEPTBHI THOO0 K
oIIaTe HECYIIECTBYIOMINX TOBAPOB, JIH00, HA0OOPOT, K OTIIPaBKe TOBapa Oe3 IpeABapUTEeIHLHOM €ro OIUIaThI.

OL[HaKO MNPECTYNIHUKHU B OTBET o0omILIn OTY 3alllUTYy IIPU MOMOLIN PETUCTPALMU OT UMEHHU TPETHEIO .]'II/III8.384. B Takoit
a(bepe, Ha3bIBacMOH "3axBar cqua"385, 3JIOYMbIIIUJICHHUKHU IIBITAOTCA 3aBJIaAC€Th MMCHAMU MTOJIB30BATECIA U
napoJjiiMH 3aKOHHBIX MOJIb30BaTeNe I IMOKYIKH WJIN IMPOAaKU MOIICHHUYCCKUM 06pa30M, YTO YCJIOXKHACT
I/I,Z[GHTI/I(bI/IKaLII/IIO 3JIOYMBIIIJICHHUKOB.

2  MouEeHHHYECTBO ¢ MpeJoIIaToii 30

B MomieHHIYECTBE ¢ PEAOILIATON 37I0YMBIILICHHUKI OTIIPABIISIOT JICKTPOHHBIE MUChMA aJIpecaTy ¢ MPOCk00i 0
MOMOIIH B IEPEBOIC OOJIBIINX CYMM JICHET TPETHHUM JIUIaM M 00CIaHHEM MM IPOICHTA, €CITH OH COTJIACHTCS
MPOM3BECTH MEPEBO YePe3 CBOM IMUHBINA cueT387. 3aTeM 310yMBINIIEHHUKH IPOCST €r0 MEPEBECTH HEGOIIBLIYIO

377 The term auction fraud describes fraudulent activities involving electronic auction platforms over the Internet. Regarding auction fraud see:

Bywell/Oppenheim, Fraud on Internet Auctions, Aslib Proceedings, 53 (7), page 265 et seq., available at:
http://www_aslib.co.uk/proceedings/protected/2001/jul-aug/03.pdf; Snyder, Online Auction Fraud: Are the Auction Houses Doing All They Should
or Could to Stop Online Fraud, Federal Communications Law Journal, 52 (2), page 453 et seq.; Chaw/Falooutsos, Fraud Detection in Electronic
Auction, available at: http://www.cs.cmu.edu/~dchau/papers/chau_fraud_detection.pdf; Dolan, Internet Auction Fraud: The Silent Victims, Journal
of Economic Crime Management, Vol. 2, Issue 1, available at: https://www.utica.edu/academic/institutes/ecii/publications/articles/BA2DF0D2-
D6ED-10C7-9CCB88DS5834EC498.pdf.
See http://www.ebay.com.
See Goodman/Brenner, The Emerging Consensus on Criminal Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1;
The United States Internet Crime Complaint Centre (IC3) (a partnership between the FBI and the National White Collar Crime Centre) reported that
around 45% of complaints refer to Auction Fraud. See: “IC3 Internet Crime Report 2006”, available at:
http://www.ic3.gov/media/annualreport/2006_IC3Report.pdf
“Law Enforcement Efforts to combat Internet Auction Fraud”, Federal Trade Commission, 2000, page 1, available at:
http://www ftc.gov/bep/reports/int-auction.pdf.
See: Beales, Efforts to Fight Fraud on the Internet, Statement before the Senate Special Committee on aging, 2004, page 7, available at:
http://www ftc.gov/0s/2004/03/bealsfraudtest.pdf.
For more information, see for example: http://pages.ebay.com/help/feedback/feedback.html.
Regarding the criminalisation of “account takeovers”, see Gercke, Multimedia und Recht 2004, issue 5, page XIV.
See “Putting an End to Account-Hijacking Identity Theft”, Federal Deposit Insurance Corporation, 2004, available at:
http://www fdic.gov/consumers/consumer/idtheftstudy/identity_theft.pdf.
The term “advance fee fraud” describes offences in which offenders seek to convince targets to advance a small sum of money in the hope of
receiving a much larger sum afterwards. For more information, see: Reich, Advance Fee Fraud Scams in-country and across borders, Cybercrime &
Security, IF-1, page 1. For more information, see: Reich, Advance Fee Fraud Scams in-country and across borders, Cybercrime & Security, IF-1,
page 1; Smith/Holmes/Kaufinann, Nigerian Advance Fee Fraud, “Trends & Issues in Crime and Criminal Justice”’, No. 121, available at:
http://www.aic.gov.au/publications/tandi/ti121.pdf; Oriola, “Advance fee fraud on the Internet: Nigeria's regulatory response”, “Computer Law &
Security Report”, Volume 21, Issue 3, 237; Beales, Efforts to Fight Fraud on the Internet, Statement before the Senate Special Committee on aging,
2004, page 7, available at: http://www ftc.gov/0s/2004/03/bealsfraudtest.pdf.
37 Advance Fee Fraud, Foreign & Commonwealth Office, available at:

http://www fco.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page &cid=1044901630595.
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CyMMy JIEHeT /ISl TIOATBEPKAEHHS JaHHBIX O er0 OaHKOBCKOM CU€eTe, 371eCh OCHOBA — MOBEJICHHUE, aHATIOTHIHOE
JIOTEpesiM: PECTIOHIEHTHI MOTYT MOKeIaTh TIOHECTH HeOOIBIIKE, HO OMPE/IeIeHHbIE, 3aTPaThl B 0OMEH Ha OOIBIIYIO,
HO HEOIpe/eleHHYI0, BHITOJY; WU IIPOCTO MPOCST BBICIATh JaHHbIE O OAHKOBOM cdeTe. Kak TOJIbKO kepTBa
TepeBe/IeT JEHbIM, OHA 6O0JIbIe HUKOT/Ia CHOBA HEe YCIIBILIUT O 310yMbIILIeHHnKe. Eciu Gyner nepenana
nH(OpMaIs 0 GAHKOBCKOM CYETe, 30yMBIIUIEHHHKH MOT'YT HCIOIb30BaTh 9Ty HH(GOPMAIMIO [T MOIIEHHHYECKOH
JesTeNnbHOCTH. JI0Ka3aTebCTBA MOKA3BIBAIOT, YTO THICAUM KEPTB OTBEUANH HA AIEKTPOHHBIE COOOIEHU S8,
VccnenoBanus, MpOBOMMBIE B HACTOSIIEE BPEMS], OKA3a/lH, YTO, HECMOTPS Ha Pa3IUUHble MHYOPMAIMOHHEIE
KaMITaHUU ¥ HHUIAATHBBI, 9ICI0 MOIIEHHHYECTB C MPEIOIIIATON NPOJOIIKAET PACTH KAK MO KOJTUYECTBY KEPTB, TaK
¥ 110 061UM noTepsam38?,

2.7.2 IMoasor ¢ ucnoIb30BaHHEM KOMIBbIOTEPA

O4JI0T C UCIIOJIb30BAHUEM KOMITBIOTEPA OIIMCHIBACT MaXWHAIIUKU C HU(PPOBBIMHU JOKYMCHTaAMU , HAIIpUMCEP:
I 390

L CO3JaHNEC NOKYMCHTA, KOTOpBIﬁ, KaK KaXXCTcCs, with the hopE, that the term will be ex-

TPOMEXOHT OT HAZISHKHOU Opratu3atii; them to transfer a rather small amount.

®  [0jJeNKa SJEKTPOHHBIX U300paKEHH, HApUMeEp
M300paKEHUH, HCTIONIB3yEeMbIX B KAYECTBE
JT0OKA3aTCJILCTB B cyz[e; niin

L4 HN3MCHCHUC TCKCTOBBIX JOKYMCHTOB.

danbcuuKaIys JIEKTPOHHBIX TUCEM BKJIIOYaeT adepy
"(bumMHT", SIBISIFOIYFOCS CJIOKHON MPOOIeMOit 1yist
OPraHoB OXPaHbl MPABONOPSIKA [0 BCEMY MUPY-21.
"@UIIKMHT" CTPEMUTCS 3aCTABUTH CBOIO KEPTBY

B cpaBHeHnu ¢ danbcudukanueiil 06bIYHOro JOKYMEHTa dJIEKTPOHHbBIE

392
PacCKpbITh JII/I‘IHYIO/Cer CTHYIO HH(bop Malnro-===. JIaHHbIE MO/EeNaTh Topaszio npoie. Takne TeXHHIECKHE PeLICH S, KaK
3aqaCTon 3JIOYMBINUICHHUKHA OTIIPABJIAIOT 3JICKTPOHHBIC 1QpoBast MOJITHCh, MOTYT IPEJOTBPATHTh HENIPH3HAHHBIC MAXHUHAIIMN.

COOOIIEHUs], KOTOPBIE BBHITTIAAAT, KaK COOOLEHHS OT
3aKOHHBIX (PMHAHCOBBIX YUPEKIEHHIA, HCTIONIB3YEMBIX JKEPTBON3. DIEKTPOHHBIE MHCHMA CO3/IAI0TCS TaK, 4TO
JKEPTBE TPYHO ONPEIEIUTD, YTO ITO JIOKHOE DIEKTPOHHOE CO0OLIEHHE ", B 37IeKTPOHHOM MHUCHME TOJTYYaTeNs
MPOCSIT PACKPHITH W/WIM OATBEPAUTE ONpPEACICHHYI0 KOH(PUICHINANBbHYIO HH(opManuio. MHOTHE KepTBHI
CJIETYFOT COBETY U PACKPHIBAOT HH(DOPMALIHIO, TIO3BOJISAS 3JI0YMBIILIEHHUKAM JIEJIaTh OHJIAMHOBbIE EPEBOIBI 1 Tp.39,

B nponutoM yronoBHBIE MPECTYIUICHNS, BKIIIOYAIONIHNE TIOJIOT C HCIOIB30BaHUEM KOMIIBIOTEPa, OBLIN PEAKOCTEIO,
TaK KaK OOJBIIUHCTBO MPABOBEIX TOKYMEHTOB OBLTH MaTepHadbHBIMU. L{n(ppoBEIe JOKYMEHTHI UTPAIOT BCe Ooee
BaXXHYIO POJIb M HCTIOJIB3YIOTCS BCE YaIlle. 3aMeHa KIIACCHIECKUX JTOKYMEHTOB IIU(POBBIMH TOAICPKUBACTCS
3aKOHHBIMHU CPECTBaMH, HalPUMEP, 3aKOHHO TOJTBEPXkKast paBo mudpoBoit moamnucu (cM. PucyHok 16).

IIpecTyMHUKY BCET/ia CTapaIuch MOIEbIBaTh JoKyMeHThl. C HudpoBoil MomIenKoM, [u(pPOBbIE JOKyMEHTHI TENEPh
MOKHO KOIIUPOBATh 0€3 MOTepH KauecTBa M JIETKO MX HOAebIBaTh. Cyae0HBIM SKCIIEPTaM TPYIHO J10Ka3aTh
1(POBBIE MAXMHALIMH, ECIIM HE HCTIONb3YIOTCS TEXHHUECKUE CPEICTBA 3aITUTHIS 0 ISl 3aIUTHI IOKYMEHTOB OT
noxmenku’?’.

388 For an overview of estimated losses, see Reich, “Advance Fee Fraud Scams in-country and across borders”, “Cybercrime & Security”, IF-1, page 3

et seqq.

For more information see the Ultrascan Survey “419 Advance Fee Fraud”, version 1.7, 19.02.2008, available at:

http://www.ultrascan.nl/assets/applets/2007_Stats_on_419_AFF_feb_19_2008_version_1.7.pdf.

30 See: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 39, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

3! Regarding phishing, see Dhamija/Tygar/Hearst, “Why Phishing Works™, available at:

http:/people.seas.harvard.edu/~rachna/papers/why_phishing_works.pdf; ‘Report on Phishing”, A Report to the Minister of Public Safety and

Emergency Preparedness Canada and the Attorney General of the United States, 2006, available at:

http://www.usdoj.gov/opa/report_on_phishing.pdf

The term “phishing” originally described the use of e-mails to “phish” for passwords and financial data from a sea of Internet

users. The use of “ph” linked to popular hacker naming conventions. See Gercke, Computer und REcht, 2005, page 606;

Ollmann, “The Phishing Guide Understanding & Preventing Phishing Attacks”, available at:

http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf.

“Phishing” scams show a number of similarities to spam e-mails. It is likely that those organised crime groups that are involved in spam are also

involved in phishing scams, as they have access to spam databases. Regarding spam, see above: Chapter 2.5.g.

Regarding related trademark violations, see above: Chapter 2.6.2.

For more information about phishing scams see below: Chapter 2.8 4.

One technical solution to ensure the integrity of data is the use of digital signatures.

For case studies, see: Sieber, Council of Europe Organised Crime Report 2004, page 94.
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2.7.3 Kpaxa naeHTHYHOCTH

TToHsTHE Kpaka MIEHTUIHOCTH, KOTOPOE UCTIONbL3YETCS CO3HATENBHO MM OECCO3HATENBHO, — 3TO OMHUCAHKUE MPECTYITHOTO
JIESHUS 110 MOLIEHHUYECKOMY MOJTYYEHHIO U MCTIONB30BAHUIO MIEHTHYHOCTH JIMYHOCTH 28, D11 nelicTBUS MOTYT
OCYIIECTBJIATHCS 6€3 TOMOLIM TEXHUYECKUX CPEICTBYYY, a TAKKeE C MCTIONb30BaHHEM UHTEpHET TexHonornut00,

B nenom takoe MPECTYMIICHUE, KaK KpaXa HACHTUYHOCTHU COCTOUT U3 TPEX Pa3HBIX 3TaHOB4011

e Ha mepBoMm 3Tare npecTymHUK J0ObIBacT HHHOPMALUIO 00 WACHTHIHOCTH. JTa YaCTh MPECTYIUICHHS MOXKET,
HaIpUMep, OCYIIECTBIISIETCS C TIOMOIIBIO BPEIOHOCHBIX IIPOTPaMM WM (UIITUHT-ATAK.

e Bropoii 5Tan XapakTepu3yeTcs B3aUMOIeHCTBHEM ¢ MHpOpMaLMeil 06 HIEHTHYHOCTH [0 €€ MCHOJIb30BAHMUS IPH
coBepuieHHH npecTymeHnii*02. [IpuMepoM MOXKET CITY’KUTh IpoJaka HHPopMauK 00 uaeHTUYHOCTH403,
Wndopmaiys ¢ KpeaUTHOM KapThl, K mpuMepy, cTout dosee 60 momn. CLIIA04,

e  Tperuii 3Tl 3aKIFOYACTCS B UCIIONB30BAHIN HH(pOpMauy 00 HASHTHYHOCTH P COBEPIICHUH IPECTYIUICHUSL
B GonbIIMHCTBE CilyyaeB TOCTYII K JAaHHBIM WIEHTUYHOCTH TOJIKAET IPECTYIHUKA K COBEPILLEHUIO HOBBIX
npectymiennii0d, [TosToMy npecTynHUKK He (POKYCHPYFOTCS Ha COIEPYKAHUH UCTIONBb3YEMBIX JIAHHBIX, &
HCIIOJIb3YIOT BO3MOXHOCTb IPUMEHUTD UX JUIS COBEpLIEHUS NpecTyIUIeHUH. [IpumMepoM Takoro npecTyieH s
MOKET OBITh HOJIENKA JJOKYMEHTOB, YI0CTOBEPSIONIUX JTUIHOCTh, WM MOMICHHUYECTBO C KPEUTHBIMU KapTamut00,

Crioco0bl, MpUMEHsIEMBIE TS TIOTYYSHHS JaHHBIX B paMKax IEPBOTO ATala, OXBATHIBAIOT IUPOKHIA UATIa30H
neiictBuil. [IpecTymHIK MOXKET UCIIONIE30BATh (PH3HYECKUE CITOCOOBI, HATIPUMEP, KPacTh KOMITBIOTEPHBIE
3aIMIOMHUHAIOIIUE YCTPOUCTBA, XPaHSIIHE JaHHbIE 00 UICHTHYHOCTH, POCMaTpruBaHue Mycopa ("KomaHue B
mycope")*07 unu Boposats noury*%8, Kpome Toro, oHM MOTYT HCIIOJIB30BaTh HOUCKOBBIE CUCTEMBI J1JIs HOMCKA
naHHbIX 00 uaeHTnaHOCTH. "Googlehacking" wmn "Googledorks" — TepMHHBI, ONICHIBAIOIINE IPIMEHEHUE CITOKHBIX
MOVCKOBBIX 3aIPOCOB ISl (PITBTPAILIAK OOJBIIOTO KOJMYECTBA PE3yIbTaTOB MOMCKA HH(POPMAIIIH, CBSI3aHHOU C
BOIIPOCaMH KOMITBIOTEPHOM O€30IaCHOCTH, a TaKkKe YaCTHOH HH(OpMALH, KOTOpast MOKET OBITh UCITOJIB30BaHA
MOIIICHHUKAMU TP Kpake HACHTHIHOCTH. OHOM U3 1eNel MPECTyIMHIUKA MOXKET OBITh, K IPUMEPY, IIOHCK

398 Peeters, Identity Theft Scandal in the U.S.: Opportunity to Improve Data Protection, Multimedia und Recht 2007, page 415; ITU Global
Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 39, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html; Regarding the different definitions of Identity Theft see: Gercke,
Internet-related Identity Theft, 2007, available at: http://www.coe.int/t/e/legal_affairs/legal_co-
operation/combating_economic_crime/3_Technical_cooperation/CYBER/567%20port%20id-d-
identity%20theft%20paper%2022%20nov%2007 pdf.

One of the classic examples is the search for personal or secret information in trash or garbage bins (‘“‘dumpster diving”). For more information about
the relation to Identity Theft see: Putting an End to Account-Hijacking identity Theft, page 10, Federal Deposit insurance Corporation, 2004,
available at: http://www .fdic.gov/consumers/consumer/idtheftstudy/identity_theft.pdf; Paget, Identity Theft — McAfee White Paper, page 6, 2007,
available at: http://www.mcafee.com/us/threat_center/white_paper.html.

Javelin Strategy & Research 2006 Identity Fraud Survey points out that although there were concerns over electronic methods of
obtaining information, most thieves still obtain personal information through traditional rather than electronic channels. In the cases
where the methods were known, less than 15% obtained online by electronic means. See Javelin Strategy & Research 2006 Identity
Fraud Survey, Consumer Report, available at: http://www .javelinstrategy.com/products/99DEBA/27/delivery.pdf. For further
information on other surveys see Chawki/Abdel Wahab, 1dentity Theft in Cyberspace: Issues and Solutions, page 9, Lex Electronica,
Vol. 11, No. 1, 2006, available at: http://www.lex-electronica.org/articles/v11-1/ chawki_abdel-wahab.pdf.

401 Gercke, Intemet-related Identity Theft, 2007, available at: http://www.coe.int/t/e/legal_affairs/legal_co-
operation/combating_economic_crime/3_Technical_cooperation/CYBER/567%20port%20id-d-
identity%20theft%20paper %2022 %20nov %2007 .pdf; For an approach to divide between four phases see:
Mitchison/Wilikens/Breitenbach/Urry/Portesi — 1dentity Theft — A discussion paper, page 21 et seq., available at: https://www.prime-
project.eu/community/furtherreading/studies/IDTheftFIN.pdf.

In some cases perpetrators used the data they obtained to hide their real identity. Regarding this aspect see: Gercke, Internet-related Identity Theft,
2007, available at: http://www.coe.int/t/e/legal_affairs/legal_co-
operation/combating_economic_crime/3_Technical_cooperation/CYBER/567%20port%20id-d-
identity%20theft%20paper%2022%20nov%2007 pdf.

Chawki/Abdel Wahab, 1dentity Theft in Cyberspace: Issues and Solutions, page 17, Lex Electronica, Vol. 11, No. 1, 2006, available
at: http://www.lex-electronica.org/articles/v11-1/ chawki_abdel-wahab.pdf.

See: 2005 Identity Theft: Managing the Risk, Insight Consulting, page 2, available at:
http://www.insight.co.uk/files/whitepapers/Identity%20Theft%20(White%20paper).pdf.

Consumer Fraud and Identity Theft Complain Data, January — December 2005, Federal Trade Commission, 2006, page 3, available at:
http://www.consumer.gov/sentinel/pubs/Top10Fraud2005.pdf .

Consumer Fraud and Identity Theft Complain Data, January — December 2005, Federal Trade Commission, 2006, page 3 —available at:
http://www.consumer.gov/sentinel/pubs/Top10Fraud2005.pdf.

Putting an End to Account-Hijacking identity Theft, page 10, Federal Deposit insurance Corporation, 2004, available at:

http://www fdic.gov/consumers/consumer/idtheftstudy/identity _theft.pdf; Paget, Identity Theft — McAfee White Paper, page 6, 2007, available at:
http://www.mcafee.com/us/threat_center/white_paper.html.

This method is not considered as an Internet-related approach.
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HE3AIMUIICHHBIX TApOJIEM CUCTEM UJIA IMOJTYYCHHUA JaHHBIX U3 STOHU CI/ICTCMLI409. OT4eThI BEISBIISIOT PHUCKHU, KOTOPBIC

BO3HHUKAIOT ITPH JIErAIbHOM HCIIOIb30BAHMH TIOMCKOBBIX
cHcTeM B He3akoHHBIX 1enax+10. Ananorunynsie
npo6aeMsl KacaroTcs U (ailio0OMEHHbBIX CHCTEM.
Konrpecc CIIIA HexaBHO 00CYX/1aT BOZMOKHOCTh
MCTONB30BaHus (HalllIOOOMEHHBIX CUCTEM IS
NOJTyYeHHs JTUIHON HH(OPMALIUH, KOTOPas MOKET ObITh
HUCIIOJIB30BaHa MpH Kpaxe uaentuunoctut! 1. Kpome
TOTO0, IPECTYIHUKM MOTYT UCHOJb30BaTh COTPYIHUKOB
OpraHu3aluii, KOTOpbIe UMEIOT JOCTYIl K XPAHEHHUIO
uH(OpMaIUK 00 UAEHTHYHOCTH, YTOOBI 3aBNAJIETH €10.

® NPW BANK"

Dear Customer,

ount. In the last weeks
mails. To avoid problems

we would like to inform you, that we need to veri
we received a number of complains with regard to
we are asking you to visit the following web-site

www.npwbank-online.com/security-check

If you do not go through the procedure within 24 hours we unfortunately need to
close you account.

Thank you very much for your cooperation

0630p*!2 KOMIBIOTEPHBIX MPECTYILIEHUI 1
oesomacuoctu MKB 2007 r. mokaseiBaert, yro Oosee 35%
ONPOLLIEHHBIX MPUITUCHIBaIOT O60siee 20% moTeph CBOUX
OpraHu3aluii uX cOTpyAHUKaM. HakoHe, mpecTymHUuKH

Pucynox 17

TTouToBble cooOIIEeHHs (UIIMHTA OBUTU HCIONB30BAHbI [UIs TIOyYEHUs CEKPETHOM
uH(OpPMAIHH, TAKOH KaK HOMEp CyueTa, apojib ¥ HOMEepa ONepaluy, 0T 00beKTa
HanajieHus. 91a HHpOPMAaIUs MOXKET ObITh HCIIONb30BaHa MPECTYTHUKAMH IS
COBEpIIEHHS IPECTYILICHUH.

MOTYT HCIOJIB30BaTh NCUXOJIOTHYECKUE IPUEMBI, AJISl TOTO YTOOB! YOIHUTH JKEPTBY PACKPHITH JINIHYIO
uHpOpMaIM. B mocnenHie robl MPecTyIMHUKA pa3padboTann d3PPEeKTUBHBIEC CXeMbI MOIICHHHYECTBA LIS
MOJYYEHHsI CEKPEeTHOH HHpOpMAaIiH, HapuMep, HHPopMauu 0 0aHKOBCKOM CUETe U JaHHBIE KPSAUTHON KapThl,

yHpaBisis HOIb30BATENAMHU C TIOMOMIBIO ICUXOJIOIHYECKUX TIpUeMoB (cM. Pucynok 17413),

Buibl JaHHBIX, HHTEPECYIOIIMX MIPECTYITHUKOB, MeHstoTca* 4, Hanbonee BaxXHbIMHU JAHHBIMU SBIISIOTCS:

Homep conuanbHoro crpaxoBanusi (SSN) uiim Homep nacnopta. K nmpumMepy, HoMep COIUaIbHOTO
cTpaxoBaHus, ucroiibzyemoit B CIIIA, sBnsieTcs KITaCCHYECKUM MMPUMEPOM TOTO BUIA JAHHBIX 00 HIICHTHYHOCTH,
KOTOPBIA MHTEpecyeT npecTynHuKoB. HecMoTps Ha To, uto SSN ObUI CO3/1aH 7151 BEAEHHSI TOYHOIO y4yeTa
JI0X0/1a, B HACTOSAIIEE BPEMS OH IIMPOKO MCMONMb3yeTcst i uaeHtuukanunt!d. [pecTynmHuku MoryT
rcnonb30Bath SSN WK NOJTy4YeHHBIC TACIOPTHBIC JaHHBIC, YTOOBI OTKPHITH (PHHAHCOBBIC CUETA, IPHCBOUTH

CYIIECTBYIOIIHI (PMHAHCOBBIN CUET, B3ATH KPEAUT U CKPITHCS OT A0MroB+o,

Jara poxkneHus, aapec 1 HoMep Tejie)oHa. DTH TAaHHBIE, KaK MPABHUIIO0, MOTYT OBITh CIIOJIb30BaHbI JISl KPAXKH
WICHTUYHOCTH, €CITH OHU OOBETMHEHBI C APYTUMH BUIAMH HH(POPMAIIUK, HATIPEMED SSN417, JocTyn K Takum
JIOTIOTHUTENTLHBIM JIAHHBIM, KaK JIaTa POXKIACHUS U aJIPEC MOYKET TIOMOYb ITPECTYITHUKY O0ONTH MPOIIECC TPOBEPKH.
OHOM 13 HAUOOJIBIIIMX OMACHOCTEH, CBA3aHHOM ¢ 3TOM HH(OpMaITHEH, SBISETCS TOT (haKT, UTO B HACTOSAILEE BPEMs
OHa O0IIIEIOCTYITHA B HHTEPHETE, JIN0O0 TOOPOBOIIHHO OIyOIMKOBAaHA HA PA3IMYHBIX OPYMaXx, CBSI3aHHBIX C

uneHTnaHOCTHI0 18, 1160 OcHOBaHa Ha 3aKOHHBIX TPEOOBAHMUSAX, KAK OTIEYaTOK Ha BeO-caiitax?!,
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For more information see: Long/Skoudis/van Eijkelenborg, Google Hacking for Penetration Testers, 2005; Dornfest/Bausch/Calishain, Google
Hacks: Tips & Tools for Finding and Using the World’s Information, 2006.

See: Nogguchi, Search engines lift cover of privacy, The Washington Post, 09.02.2004, available at:
http://www.msnbc.msn.conmv/id/4217665/print/1/displaymode/1098/.

See: Congress of the United States, Committee on Oversight and Government Reform, 17.10.2007, available at:
http://oversight.house.gov/documents/20071017134802.pdf.

The CSI Computer Crime and Security Survey 2007 analysed among other issues the economic impact of Cybercrime businesses. It
is based on the responses of 494 computer security practitioners from in U.S corporations, government agencies and financial
institutions. The Survey is available at: http://www.gocsi.com/

See Granger, Social Engineering Fundamentals, Part I: Hacker Tactics, Security Focus, 2001, available at:
http://www.securityfocus.com/infocus/1527.

For more details see: Gercke, Legal Approaches to Criminalize Identity Theft, Commission on Crime Prevention and Criminal Justice, Document
No: E/CN.15/2009/CRP.13, page 8 et seq.

Garfinkel, Database nation: The Death of privacy in the 21st Century, 2000, page 33-34; Sobel, The Demeaning of Identity and
personhood in National Identification Systems, Harvard Journal of Law & Technology, Vol. 15, Nr. 2, 2002, page 350.

See Givens, Identity Theft: How It Happens, Its Impact on Victims, and Legislative Solutions, 2000, available at:
http://www.privacyrights.org/ar/id_theft.htm.

Emigh, Online Identity Theft: Phishing Technology, Chokepoints and Countermeasures, 2005, page 6; Givens, Identity Theft: How It
Happens, Its Impact on Victims, and Legislative Solutions, 2000, available at: http://www.privacyrights.org/ar/id_theft.htm.
Examples is the online community Facebook, available at http://www.facebook.com.

See for example Art. 5 of the Directive 2000/31/Ec Of The European Parliament And Of The Council of 8 June 2000 on certain legal
aspects of information society services, in particular electronic commerce, in the Internal Market (Directive on electronic
commerce).
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¢ Ilapoas kK HePMHAHCOBBLIM YYeTHBIM 3amucsAM. J{OCTYH K HAapoTIO K yU4eTHBIM 3aIUCAM TO3BONSET
IPECTYITHUKAM U3MEHHTh HACTPOIMKH Y4ETHOM 3aIliMCH ¥ MCTIOJIB30BaTh €€ B cBoux Lensax*20, K npumepy, onu
MOTYT B35iTh Y4ETHYIO 3aIliCh JIEKTPOHHOM MOYTHI M UCIIOIb30BATh €€ IS OTIIPABKHU IIUCEM C HE3AKOHHBIM
COJIepKaHKMEM HITH MOTYT B3ATh YUETHYIO 3aIUCh TI0JB30BATENs HA AyKIHOHE U HCIOJIb30BATh €€ [T MPOAaKH
KkpaaeHHoro*2!,

¢ TlapoJs k puHaHcoBbIM cueTaMm. Kak n SSN, nnpopmanus, oTHOCAIasICA K (PUHAHCOBBIM CYETaM, SBIISCTCS
MOITYJISIPHOM HENBIO ISl KPaXKu HICHTUYHOCTH. K Hell OTHOCSATCS YeKOBBIC B cOeperaTeNbHbIe CUeTa, KPSIUTHBIC
KapThl, 1e0CTOBBIC KapThl M MHPOPMAIKs 0 (PHHAHCOBOM TuTaHMpoBaHUU. [Togo0Has nHbOpMaIus sIBISETCS
Ba)XHBIM MCTOYHHUKOM JUISI KPAXKH UICHTUIHOCTH MIPY COBEPIICHIH (PMHAHCOBBIX KHOEPIIPECTYILICHHH.

Kpaxa MIeHTUYHOCTH SBJISETCSA CEPhE3HOM M pacTyiel npobaemoit*22, TocneHue JaHHbIe CBUETENLCTBYIOT O
TOM, 4TO B iepBoi nosioBuHe 2004 roxa 3% nomoxossiictB CIIA ctanu »KepTBOU Kpaxu WIEHTHYHOCTH23.
B Coemunennom KoposneBcTBe Kpaku HISHTUIHOCTH 00XOIATCS OPUTAHCKON SKOHOMHKE B 1,3 Muiumnapaa GyHToB
CTEPJIMHTOB exeroqHo*24, OLeHKH NoTeph OT KPaK UIEHTUYHOCTH B ABCTPAIMH BapbUPYIOTCS OT MEHEe
1 mumummapaa noyut. CIHA mo 6onee 1,3 mumrapaa
momt. CIIIA B rog#?3. UcciienoBanre MOMIEHHNIECKUX
nencTBui ¢ uaeHTUYHOCTEI0 2006 roaa oneHUBaeT Computer Attack Module | - L S—
DDoS MODE >anc:
norepu CILIA B 2005 roay B ° ganee
56,6 Munnuapaos a0t CILIA%26. VOBITKH MOTYT OBITH Attacks per Second: [¥] [ Maximum (default)
HeE TOJIBKO q)I/IHaHCOB])IMI/I, HO MOTYT BKJIIOYATh YH-Iep6 IP-Address from | 156.1.1.1 1o [156.1.1.256
penyramuu®?’. B 1elCTBUTEILHOCTH, MHOTHE KEPTBBI HE
COOOMIAIOT O TAKUX MPECTYILICHUAX, B TO BPEMs KaK s
(bMHAHCOBBIC YUPEKICHHUS 3a4aCTYIO HE JKEJIar0T Pncyl-lonc 18
00HapO0BaTh MEYANIbHBIN OIBIT KIIUSHTOB.
LLOCTyHHO HECKOJIBKO HHCTPYMEHTOB, IMO3BOJIAIOIINX 3JI0YMBIIICHHUKaM

(DaKTI/IquKoe qI/ICHO CﬂyqaeB Kpa)l(I/I I/IﬂeHTHqHOCTI/I’ aBTDMaTI/ISI/IPOB'dTb aTaKy Ha BCe KOMHL]OTeprIe CHUCTEMBI HpI/l TIIOMOIIHA IP-
BepoHTHO’ HaMHoro HpeBLIH_[aeT LII/ICHO a;(pecoB B npenenax yKa3aHHDrO IP-I[I/IHHKSOHHA HPI/I TIOMOIIH TAKUX HPOFPHMM

428 BO3MOXHO aTaKOBATh COTHH KOMHL]OTeprIX CHUCTEM 3a HECKOJIBKO 4acCOB.
3apETUCTPUPOBAHHBIX ITOTEPH*+-°.

Kpaka naeHTH4HOCTH OCHOBaHA Ha TOM (paKTe, 4TO MMEETCs HECKOIBKO CITIOCOOOB YCTAaHOBUTH JINYHOCTD
TI0JIh30BaTENIeH Yepe3 UHTEpHET. Jlerue onpenensiTh JII0IeH B peaIbHOM MUPE, HO OOJILITUHCTBO BU/IOB OHJIAWHOBOM
UACHTU(UKALINY SIBIISIOTCS O0Jiee cloKHBIMU. CIIOXKHBIE CPEJICTBA UACHTU(UKAIINH, HATIPUMED, C UCTIOIh30BAaHHEM
OroMeTpruvecKoil HH(OPMAIIH, SABISIOTCS JOPOTOCTOSIIMMHU U HCIIONIBL3YIOTCS He Beszie. CyIIeCTBYIOT HEKOTOPhIE
OrpaHMYEHHs OHJIAHHOBOM JIEATEILHOCTH, JEIAOIINE KPaXKy HIEHTHYHOCTH JIETKOM M BBITOAHONY2,

2.74 HenpaBuiibHOE HCII0JIL30BAHHME YCTPOIMCTB

KubeprpecTyIieHne MOYKHO COBEPIIMTE MPH TIOMOIIH BCETO JIMIIL POCTeiinero o6opynosanus*30, s
COBEPILICHHUS TAaKUX MPECTYIICHNH, KaK OHIafHOBBIE KIIEBETA MIIM MOIICHHUYECTBO, HE TpeOyeTcss HUIero, KpoMe
KOMITBIOTEpA U AOCTYIIAa B HHTEPHET, U OHH MOTYT COBEPIIATHCS M3 O0IIECTBEHHOTO HHTepHET-Kade. bonee cnoxHbie
MPECTYIJICHUS MOT'YT COBEPIIATHCS MPU MOMOLIY CHEUATBHBIX IPOrPaMMHBIX HHCTPYMEHTOB.

420 pytting an End to Account-Hijacking identity Theft, page 10, Federal Deposit insurance Corporation, 2004, available at:

http://www fdic.gov/consumers/consumer/idtheftstudy/identity_theft.pdf.

Regarding forensic analysis of e-mail communication see: Gupta, Digital Forensic Analysis of E-Mail: A Trusted E-Mail Protocol, International
Journal of Digital Evidence, Vol. 2, Issue 4, available at: https://www.utica.edu/academic/institutes/ecii/publications/articles/ AOB4342D-E76E-F8F2-
AC926ABMEC719B8 pdf.

422 “Identity Theft, Prevalence and Cost Appear to be Growing”, GAO-02-363.

23 United States Bureau of Justice Statistics, 2004, available at http://www.ojp.usdoj.gov/bjs/pub/pdf/it04.pdf.

424 See Identity Theft: Do you know the signs?, The Fraud Advisory Panel, page 1, available at:

http://www fraudadvisorypanel.org/newsite/PDFs/advice/Identity%20Theft%20Final %20Proof%2011-7-03.pdf.

Paget, Identity Theft — McAfee White Paper, page 10, 2007, available at: http://www.mcafee.com/us/threat_center/white_paper.html.

See Javelin Strategy & Research 2006 Identity Fraud Survey, Consumer Report, available at:

http://www javelinstrategy.com/products/99DEBA/27/delivery.pdf.

See: Mitchison/Wilikens/Breitenbach/Urry/Poresi, “1dentity Theft — A discussion paper”, 2004, page 5, available at: https://www.prime-
project.eu/community/furtherreading/studies/IDTheftFIN.pdf.

The United States Federal Bureau of Investigation (FBI) requested companies not to keep quiet about phishing attacks and attacks on company IT
systems, but to inform authorities, so that they can be better informed about criminal activities on the Internet. The Head of the FBI office in New
York is quoted as saying: "It is a problem for us that some companies are clearly more worried about bad publicity than they are about the
consequences of a successful hacker attack". See: Heise News, available at: http://www.heise-security.co.uk/news/80152.

See: Mitchison/Wilikens/Breitenbach/Urry/Poresi, “1dentity Theft — A discussion paper”, 2004, page 5, available at: https://www.prime-
project.eu/community/furtherreading/studies/IDTheftFIN.pdf.

The availability of tools to commit cybercrime is one of the key challenges in the fight against cybercrime. For more information, see below: Chapter
32h

421
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UHCTpYMEHTHI, TpeGyeMBbIE JUIs COBEPLIEHHS] KOMOMHMPOBAHHBIX TIPECTYIUIEHHH, JIETKO JOCTYITHBI YEPE3
untepuet*3!, yacto 6ecrnatHo. Bosiee ClOKHBIE HHCTPYMEHTBI CTOAT HECKOJILKO ThICSY 0mnapos#32. [Ipu nomomu
TAKUX MPOrPAMMHBIX HHCTPYMEHTOB 3JI0YMBIILIEHHUKU MOTYT aTaKOBaTh IPYTHE KOMIIBIOTEPHBIE CUCTEMBI
TIPOCTBIM HaXaTHeM KiIaBuid (cM. Pucynok 18). OObIdHbIe aTaku Tenepb Mano3p(EKTUBHBI, TaK KaK KOMITAHWH,
MPOM3BO/ISAIINE POTPAMMBI 3aILUTHI, B HACTOAIIEE BPEMS MOTYT H MOATOTOBJIEHBI Il OTPAYKEHHS TIPOCTBIX
XaKEPCKUX aTak. BHICOKOYPOBHEBBIE aTaKU YaCTO Pa3pabaThIBAKOTCS CIIEMUATBHO JUIS ONPEIETIEHHBIX Heei®33,
[IporpamMMHbIE HHCTPYMEHTBI CYLIECTBYIOT 111434

e nposenenus DoS atax*33;

®  CO3JaHMs KOMIIBIOTEPHBIX BUPYCOB;

* jemmppoBanus 3amM(YPOBAHHBIX COOOIIEHHUI; 1

®  HE3aKOHHOIO JIOCTYNA K KOMIILKOTEPHBIM CHCTEMAM.

BTopoe mokoeHne NporpaMMHBIX HHCTPYMEHTOB Teleph aBTOMaTH3HPOBATIO MHOKECTBO KuOepadep 1 MO3BOIMIO
3JI0YMBIIIIEHHUKAM OCYILECTBIISTh MHOKECTBEHHbIE aTaKU 3a Majloe BpeMsl. IIporpaMMHble MHCTPYMEHTBI TAKKe
YIPOCTHIIM aTaKH, TI03BOJIAAS COBEPLIATH KHOEPIPECTYIIEH s MEHee HCKYIIEHHBIM MOJIb30BaTENsIM KOMITLIOTEPOB.
JlocTymHEI HAGOPBI KHCTPYMEHTOB JIJIs1 CIIaMa, KOTOPBIE TTO3BOJIAIOT MPAKTHIECKH KaKIOMY PACChIIATh
5JIEKTPOHHBIE THCHMa co cnamMoM*30, B HacToslee BpeMs CyLIECTBYIOT HPOrPAMMHBIE HHCTPYMEHTBI, KOTOPhIE
MOHO HCIIOJIb30BATh JUIs CKAUMBAHUS U 3aKaunBaHus (aitnos u3 paitnoodmenHsix cuctem. C Gonmbieit
JIOCTYIHOCTBIO CTIEMANBHO Pa3pabOTaHHBIX IPOTPAMMHBIX HHCTPYMEHTOB, YHCIIO BO3MOKHBIX 37I0yMBIIIIEHHHKOB
CYILECTBEHHO YBEIMYMIIOCh. Pa3jiMyHble HALMOHAILHBIE M MEKIyHAPOIHbIE 3AKOHOTBOPYECKHE HHHIIMATUBBI ObLIH
NPEINpPUHATEL B OTHOIIEHHH IPOrPaMMHBIX HHCTPYMEHTOB U1 KuOepadep, Hanmpumep, Ipecienys cyaeOHbIM
HOPAZIKOM X CO3JaHue, IPOAaKy Wi obnananue*3’.

2.8 Komounuposannsie npecmynnenusn

Cy1iecTByeT HENbId psii TEPMUHOB, UCTIOIB3YEMBIX JJISI OMIMCAHUS CIIOKHBIX MOIIEHHUYECKUX IEUCTBUM,

OXBaTBIBAIOIINN Psi/I PA3TUYHBIX [TPABOHAPYIICHUH.
[IpuMeps! BKIIOYAIOT:
®  kubepreppopusMm; 71
®  OTMBIBaHHUE JICHET C HCIIOJIb30BAaHUEM y [Ep— 3
KOMITBIOTEPHBIX TEXHOJIOTHIL; 1 H— ' 4 N A E L .
¢ pu— [ ]
®  (uIUHT. J - -3 e e
! L | = o -
A w
2.8.1 Kubepreppopusm | 28 ma e
4 s

f v - < s By
Panee B 1990-x romgax AuicKyccuu 1o MOBOAY

HCIIOJIB30BaHUA CETH TEPPOPUCTUICCKUMU

I/IHTEPHET SIBJIACTCS BAKHBIM HCTOYHUKOM I/lHli]OpM'dL[I/ll/I, BKITHOYas l/IHqJOpMaLlPIIO

OpraHu3anMsIMu JejIajid aKLIEHT Ha CETEBBIX aTaKax (HampuMep, apXUTEKTYPHBIE TUIAHBI) O IOTEHIUANBHBIX NENAX (TaKHX, Kak
OOILECTBEHHBIC 3/1aHNs) - MOXKHO HAMTH, HapuMep, BeO-CalT apXUTEKTOpa  T. .

MPOTHB BAXXHBIX 00BEKTOB HHPPACTPYKTYPBI, TAKHX KaK

43

“Websense Security Trends Report 2004, page 11, available at:
http://www.websense.com/securitylabs/resource/WebsenseSecurityLabs20042H_Report.pdf; “Information Security - Computer
Controls over Key Treasury Internet Payment System”, GAO 2003, page 3, available at:
http://www.globalsecurity.org/security/library/report/gao/d03837.pdf. Sieber, Council of Europe “Organised Crime Report 2004,
page 143.

432 For an overview about the tools used, see Ealy, “A New Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and
Prevention”, available at: http://www.212cafe.com/download/e-book/A.pdf. Regarding the price of keyloggers (200 — 500 US Dollar) see: Paget,
Identity Theft, White Paper, McAfee, 2007, available at: http://www.mcafee.com/us/threat_center/white_paper.html.

33 See above: Chapter 2.4.1.

43 For more examples, see: “The Crimeware Landscape: Malware, Phishing, Identity Theft and Beyond”, page 23 et seq., available at:

http://www.antiphishing.org/reports/ APWG_CrimewareReport.pdf; Berg, ‘The Changing Face of Cybercrime — New Internet Threats create

Challenges to law enforcement agencies”, Michigan Law Journal 2007, page 21, available at:

http://www.michbar.org/journal/pdf/pdfdarticle1163.pdf.

DosS is an acronym for Denial-of-Service attack. For more information, see above : Chapter 2.4.e.

These generally contain two elements: Software that automates the process of sending out e-mails by avoiding techniques that enable

e-mail providers to identify spam e-mails and a database with thousands or even millions of e-mail addresses. For more information,

see: “The Crimeware Landscape: Malware, Phishing, Identity Theft and Beyond*, page 25, available at:
http://www.antiphishing.org/reports/ APWG_CrimewareReport.pdf.

437 For more details, see below: Chapter 6.1.13.
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TPaHCIIOPT ¥ SHeprocHabxenue ("kubepreppopu3M"”), U UCIIOIB30BaHNE HH)OPMAITMOHHBIX TEXHOJIOTHUH B
BOOPYKEHHBIX KoH(puKTax ("kuOepBoiina"438). Ycnex BUPYCHBIX aTak M aTak CETeBOro poboTa ICHO
IPOIEMOHCTPHPOBAIl HEJOCTATKU B GE30IIACHOCTHU CETH. Y CIIENIHbIE MHTEPHET-aTaKH CO CTOPOHBI TEPPOPHCTOB
BO3MOKHBI*3Y, HO TPY/IHO OLIEHUTH 3HAYUMOCTh yrpo3*40, 1 B To e BpeMs cTeneHb B3aMMOCBSA3M MaJIO0 CPABHUMA C
TEKYIMM COCTOSHUEM M OYEHb BEPOSTHO, YTO HAPSY C 3aMHTEPECOBAHHOCTRIO TOCYIAPCTB MPOIOIIKATH
3aMaYMBaTh YCIEIIHbIE aTAKH, 3TO OJHA M3 IJIABHBIX IIPMYMH TOTO, IOYEMY O TAKHX MHIIMIEHTaX COOOMIAI0Ch
kpaiine mano. ITo kpaiiHeil Mepe B IIPOLLIOM, HIMEHHO HOITOMY IaJ€HHE JAEPEBLER CO3IaBANIO0 OONBIIYIO ONACHOCT

JUIS BHEPrOCHAOKEHMS, YEM yCIIELIHbIE XaKepcKue ataku*4!,

DTO MOJIOKEHHE M3MEHUIIOCH Tociie HarajeHust 11 ceHTsaops. Hauanock nHTEHCHBHOE 00CYKICHHE BOTIPOCOB 00
ucnonb3oanuu UKT teppopuctamu®42. O6¢cysxkaennto criocobeTBoBaia coodienus**3 o Tom, uto B mponecce
HOJTOTOBKH K HAIAJEHHIO MIPECTYITHUKK UCTIOJb30Bany HHTepHeT*44. HecMOTps Ha TO, 4TO HamaJeHue He SBIISIOCH
KuOepaTtakoi, a TpyIIa, OCyIIecTBUBIIAs HamaaeHue 11 ceHTIOps, He IPOBOIMIIA HHTCPHET-aTaKH, HHTEPHET
CBITPAJI ONPEJIENEHHYIO POJIb B MOATOTOBKE 9TOTO MPECTYIIEHUS 4. B 5TOM KOHTEKCTE GbLIM OTKPBITHI PA3IMYHBIE
CrocoObl, KOTOPHIMHM TEPPOPUCTUYECKUE OPraHU3aLMK MCIIONb3YIOT HHTEpHET40. CeroiHs M3BECTHO, UTO
TeppopucTsl ucnonb3ytoT MKT u untepHet as:

®  [pomnarasjbl;

e cOopa napOpMAaIUY;

®  [0ArOTOBKH HAaIaJCHHUIl B pealbHOM MHPE;
®  myOnuKanuK y4eOHBIX MaTepHAIIOB;

®  CB3W;

®  (uHAHCUPOBAHUS TEPPOPHUCTOB;

®  arak Ha Ba)KHEMIIy0 HHOPACTPYKTYPY.

DTOT CABUT IIEHTPa BHUMaHUsI 00CYKJICHHSI 0Ka3aJl MOJOKUTEIHHOE JISHCTBUE Ha UCCIICIOBAHMS, CBA3aHHBIC C
KHOEpPTEepPOPU3MOM, TIOCKOJIBKY OH BHICBETIII HEM3BECTHBIE 10 dTOTO 00JIACTH TEPPOPUCTUICCKOM ACATSIHHOCTH.

438 Gercke, Cyberterrorism, How Terrorists Use the Internet, Computer und Recht, 2007, page 62 et. seq.

439 Rollins/ Wilson, “Terrorist Capabilities for Cyberattack”, 2007, page 10, available at: http://www.fas.org/sgp/crs/terror/RL33123 pdf.

40 The CIA pointed out in 2002 that attacks against critical infrastructure in the United States will become an option for terrorists.

Regarding the CIA position, see: Rollins/Wilson, “Terrorist Capabilities for Cyberattack, 2007, page 13, available at:

http://www .fas.org/sgp/crs/terror/RL33123.pdf. However, the FBI has stated that there is presently a lack of capability to mount a

significant cyber-terrorism campaign. Regarding the FBI position, see: Nordeste/Carment, “A Framework for Understanding

Terrorist Use of the Internet, 20067, available at: http://www.csis-scrs.gc.ca/en/itac/itacdocs/2006-2.asp

See: Report of the National Security Telecommunications Advisory Committee - Information Assurance Task Force - Electric Power Risk

Assessment, available at: http:/www.aci.net/kalliste/electric.htm.

See: Lewis, “The Internet and Terrorism”, available at: http://www.csis.org/media/csis/pubs/050401_internetandterrorism.pdf; Lewis, “Cyber-

terrorism and Cybersecurity”’; http:/www.csis.org/media/csis/pubs/020106_cyberterror_cybersecurity.pdf; Gercke, Cyberterrorism, How Terrorists

Use the Internet, Computer und Recht, 2007, page 62 et. seq.; Sieber/Brunst, Cyberterrorism — the use of the Internet for terrorist purposes, Council of

Europe Publication, 2007; Denning, *“Activism, hacktivism, and cyberterrorism: the Internet as a tool for influencing foreign policy*, in

Arquilla/Ronfeldt, Networks & Netwars: The Future of Terror, Crime, and Militancy, page 239 et seqq., available at:

http://www.rand.org/pubs/monograph_reports/MR1382/MR1382.ch8.pdf; Embar-Seddon, “Cyberterrorism, Are We Under Siege?”, American

Behavioral Scientist, Vol. 45 page 1033 et seqq; United States Department of State, “Pattern of Global Terrorism, 20007, in: Prados, America

Confronts Terrorism, 2002, 111 et seqq.; Lake, 6 Nightmares, 2000, page 33 et seqq; Gordon, “Cyberterrorism”, available at:

http://www.symantec.com/avcenter/reference/cyberterrorism.pdf; US-National Research Council, “Information Technology for Counterterrorism:

Immediate Actions and Future Possibilities”, 2003, page 11 et seqq. OSCE/ODIHR Comments on legislative treatment of “‘cyberterror” in domestic

law of individual states, 2007, available at: http://www legislationline.org/upload/ lawreviews/93/60/7b15d8093cbebb505ecc3b4ef076.pdf.

443 See: Rotzer, Telepolis News, 4.11.2001, available at: http://www.heise.de/tp/r4/artikel/9/9717/1 html.

444 The text of the final message was reported to be: “The semester begins in three more weeks. We’ve obtained 19 confirmations for studies in the
faculty of law, the faculty of urban planning, the faculty of fine arts, and the faculty of engineering.* The name of the faculties was apparently the
code for different targets. For more detail see Weimann, How Modern Terrorism Uses the Internet, The Journal of International Security Affairs,
Spring 2005, No. 8; Thomas, Al Qaeda and the Internet: The danger of “cyberplanning”, 2003, available at:
http://findarticles.com/p/articles/mi_mOIBR/s_1_33/ai_99233031/pg_6; Zeller, On the Open Internet, a Web of Dark Alleys, The New York Times,
20.12.2004, available at: http://www.nytimes.com/2004/12/20/technology/20covert.html ?pagewanted=print&position=;

5 CNN, News, 04.08.2004, available at: http:/www.cnn.com/2004/US/08/03/terror.threat/index html.

“5 For an overview see: Sieber/Brunst, Cyberterrorism — the use of the Internet for terrorist purposes, Council of Europe Publication, 2007; Gercke,
Cyberterrorism, How Terrorists Use the Internet, Computer und Recht, 2007, page 62 et. seq.;
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Ho HecMoTpst Ha Ba)KHOCTh KOMIUIEKCHOTO ITOJIX0/a, YIPO3bl, CBA3aHHBIE C UHTEPHET-aTaKaMu Ha BaKHEHUIIYIO
MH(PACTPYKTYPY, HE JOJDKHBI BBIATH U3 IIEHTPa BHUMAHHs 00CYKIeHHUS. YI3BMMOCTb U PacTylias 3aBUCHMOCTE 47
0T MH(POPMAIIMOHHBIX TEXHOIOTHI 3aCTaBIISAET BKIIOYATh B CTPATETUH 10 IPEIOTBPALICHUIO B 60pBOE C
KHOEpPTEppOPU3MOM aTaKH Ha BKHEHITYI0 HHQPACTPYKTYPY, CBSI3AHHYIO C HHTEPHETOM.

Ho HecMmoTpst Ha GoJiee MHTEHCUBHBIE HCCIISIOBaHUSA, 00pb0a ¢ KHOEPTEpPOPU3MOM ocTaeTcs TpyaHou. CpaBHEHHE
PasIMYHBIX HAIMOHAIBHBIX TIOIXO/I0B MOKA3bIBAET, YTO B CTPATErUAX MHOIO 001ero?48. OHoi U3 NpUUKH TaKoro
Pa3BUTHA SABISETCSA TOT (DAKT, YTO MEKIYHAPOIHOE COOOIIECTBO MPH3HAIO, YTO YTPO3BI MEKTYHAPOIHOTO
Teppopu3Ma TpeOyroT Io0anbHbIX pemenniit4?. Ho B HacTosIee BpeMsi HETIOHATHO, SBIISETCS JIM TAKOM MOIX0/
YCIIEIIHBIM, WM Pa3IMYHbIC IPABOBBIC CUCTEMBI H PA3IHYHBIX KYJIbTYPHBIC TPAIHIIUA TPEOYIOT Pa3IUIHBIX
pemennii. O1ieHKa 3TOr0 BOIIPOCA CTABUT YHUKAIBHBIC TIPOOJIEMBI, TOCKOJIBKY, 38 HCKITIOUCHHEM COOOIIEHUIT 0
KPYITHBIX HHIUICHTAX, Y HAC €CTh OYE€HBb MaJIO JAHHBIX, KOTOPBIE MOT'YT OBITH HCIIOJIB30BaHbI IS HAYIHOTO
aHanu3za. Te ke TpyIHOCTH BOSHHUKAIOT B CBA3H C OIPEJEIIEHUEM YPOBHS YIPO3bl, CBSI3aHHOM C MCIOJIb30BAHUEM
TEPPOPUCTHYECCKUMH OPTaHU3AIMSIMHI HHPOPMAIIMOHHBIX TEXHOJIOTHIA. DTa HH(OPMAIHSI OYCHD YacTO SBISETCS
CEKPETHOM M MOITOMY JIOCTYIHA TOJIBKO uisl pa3Benku® V. Ele He JOCTUTHYT J1a’ke KOHCEHCYC MO TEPMHUHY
"reppopusm "1, loknax CRS mns Konrpecca CILA, k mpumepy, YTBEPKAAET, 4TO TOT (aKT, 4TO OJMH TEPPOPUCT
3abponupoBan aBuadwiet B CLLA gepe3 HHTEpHET, SIBISETCS OKA3aTEIECTBOM TOTO, YTO TEPPOPUCTHI HCIONB3YIOT
MHTEPHET MPH TIOITOTOBKE CBOMX HamajeHuii* 2, DTOT J0BOJI MPEACTABIISETCS HE COBCEM KOPPEKTHBIM, TaK KaK
OpoHHpOBaHUE OUIIETOB HAa PEHC HE CTAHOBUTCA ACATECILHOCTHIO, CBA3aHHOH C TEPPOPH3MOM, TOIBKO IIOTOMY, UTO
OHa OCYIIECTBIISIETCS TEPPOPUCTOM.

IIponaranna

B 1998 roxy Tonpko 12 u3 30 nHOCTpaHHBIX TEPPOPUCTHUECKUX OpraHU3alNi, IepedYrciIeHHbIX B [ ocynapcTBEHHOM
Jenapramente CoenuHenssix 11ITaToB, momaepxuBain Be0-calTh C b0 MHOOPMUPOBaHUS OOIECTBEHHOCTH O
cBoeii nearenbHocTn®3. B 2004 rogy AMepHKaHCKHIA MHCTUTYT MUpPa COOOIIMIL, YTO TIOYTH BCE TEPPOPHCTHIECKHE
OpraHu3aLyy TOIEPKUBAIOT BeO-caiiThl, cpean Hux Xamac, Xezoomna, PKK u Anb-Kanga®>?. TeppopucTsl Takke
HavaJii UCIIONB30BaTh BUEO coolIiecTBo, Hanpumep YouTube, A pacnpocTpaHeHUs BUAEOCOOOIIEHUH 1
nponaranasSd. Ucnonb3oBanue Be6-caifToB 1 Apyrux GopyMoB SIBJISETCS IIPU3HAKOM 6oJjiee MPodecCHOHATLHOTO
BHMMaHMS JTMBEPCUOHHBIX TPYII K CBA3SM OOIIECTBEHHOCTLIO . Beb-caiiThl 1 Apyrue cpecTBa MaccoBoit
MH(OPMAILIUHK UCTIONB3YIOTCS IS PACIPOCTPAHEHMS IIPONaranibI*’, onucanus u myonukanuit*8, o6ocHoanus
CBOEH NEATENBHOCTH U BEPOOBKH*Y HOBBIX M CBSI3M C CYIECTBYIOIMMH 4ICHAMU ¥ MCTOYHUKAMH
¢punancuposanus?®V, B nocnennee BpeMs BeO-CaiiThl ObLIM HCIIOJIB30BAHBI ISl PACIIPOCTPAHEHUE BUEO3ANUCEN

KazHeno!,

47 Sofaer/Goodman, “Cybercrime and Security — The Transnational Dimension”, in Sofaer/Goodman, “The Transnational Dimension of Cyber Crime

and Terrorism”, 2001, available at: http://media.hoover.org/documents/0817999825_1.pdf.

Regarding different international approaches as well as national solutions see: Sieber in Sieber/Brunst, Cyberterrorism — the use of the Internet for

terrorist purposes, Council of Europe Publication, 2007;

One example for such approach is the amendment of the European Union Framework Decision on combating terrorism, COM(2007) 650.

Regarding attacks via the Internet: Arquilla/Ronfeldt, in The Future of Terror, Crime and Militancy, 2001, page 12; Vatis in Cyber Attacks During the

War on Terrorism, page 14ff.; Clark, Computer Security Officials Discount Chances of ‘Digital Pearl Harbour’, 2003; USIP Report, Cyberterrorism,

How real is the threat, 2004, page 2; Lewis, Assessing the Risks of Cyber Terrorism, Cyber War and Other Cyber Threats; Wilson in CRS Report,

Computer Attack and Cyber Terrorism - Vulnerabilities and Policy Issues for Congress, 2003.

See for example Record, Bounding the global war on terrorism, 2003, available at: http://strategicstudiesinstitute.army.mil/pdffiles/PUB207 pdf.

Wilson in CRS Report, Computer Attack and Cyber Terrorism - Vulnerabilities and Policy Issues for Congress, 2003, page 4.

ADL, Terrorism Update 1998, available at: http://www.adl.org/terror/focus/16_focus_a.asp.

Weimann in USIP Report, How Terrorists use the Internet, 2004, page 3. Regarding the use of the Internet for propaganda purposes see as well:

Crilley, Information warfare: New Battlefields — Terrorists, propaganda and the Internet, Aslib Proceedings, Vol. 53, No. 7 (2001), page 253.

Regarding the use of YouTube by terrorist organisations, see Heise News, news from 11.10.2006, available at:

http://www .heise.de/newsticker/meldung/79311;_Staud in Sueddeutsche Zeitung, 05.10.2006.

Zanini/Edwards, “The Networking of Terror in the Information Age”, in Networks and Netwars: The Future of Terror, Crime, and

Militancy, 2001, page 42.

United States Homeland Security Advisory Council, Report of the Future of Terrorism, 2007, page 4.

Regarding the justification see: Brandon, Virtual Caliphate: Islamic extremists and the internet, 2008, available at:

http://www.socialcohesion.co.uk/pdf/VirtualCaliphateExecutiveSummary.pdf.

43 Brachman, High-Tech Terror: Al-Qaeda’s Use of New Technology, The Fletcher Forum of World Affairs, Vol. 30:2, 2006, page 149 et. seqq.

460" See: Conway, “Terrorist Use of the Internet and Fighting Back™, “Information and Security”, 2006, page 16.

461" Videos showing the execution of American citizens Berg and Pear] were made available on websites. See Weimann in the USIP Report, “How
Terrorists use the Internet”, 2004, page 5.
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Coop nndopmanumn

3HauMTENbHBIN 00beM HHPOPMAIIUK O BO3MOXKHBIX JKEPTBAX JOCTYINEH B MHTepHeTe*02. K nmpuMepy, apXUTEKTOPEI,
YYaCTBYIOIIUE B CTPOUTEIHCTBE OOIICCTBEHHBIX 3IaHHUM, YaCTO MyOIMKYIOT TUTaHBI 3aHUI HA CBOMX BeO-caiTax (CM.
Pucynoxk 21). CerofHsi B pa3iHYHbBIX YCIyrax HHTepHETa OSCILIaTHO JOCTYITHEBI CITyTHUKOBEIE (hOoTOrpaduu ¢
BBICOKHM Pa3pelIeHneM, T€ CaMble, KOTOPBIE TOABI Ha3al ObUTH JOCTYIHBI TOJIBKO ISl OY€Hb HEMHOTHX BOCHHBIX
MHCTUTYTOB B MUpe*03. KpoMe Toro, O 0GHApyKeHbl MHCTPYKIIMU O TOM, KaK ¢/ieJ1aTh 00MOy, U Jaxe
BHPTYyalbHBIC YYCOHBIC JTareps, MPeA0CTABIAIONINE HHCTPYKIIUY 10 UCIIOIB30BAHUIO OPYXKUS B (hopme
JIMCTaHIIMOHHOTO 3JIEKTPOHHOTO 00y4eHus*04, Kpome Toro, cexpeTHas ui KOHQUIEHIHATIbHAS HHPOPMALHS, HE
3aIMIIEHHas TOJDKHBIM 00Pa30M OT TIOMCKOBBIX POOOTOB, MOKET OBITH IOCTYIIHA YEPE3 TIOMCKOBBIE CUCTEMBI*0S,

B 2003 roxy MunuctepctBo o6oponsl CIIIA coobmuio, uto yuyeOHoe mocodue, cBsizanHoe ¢ Anb-Kanmoi,
COJICPYKUT HH(POPMAITUIO O TOM, KAKHE OTKPHITHIC UCTOYHUKH MOT'YT OBITh UCIIOJIE30BAHBI JJIs IIOMCKA ICTaTbHOM
uH(OPMALUHU 0 MOTEHIUANBHBIX 1eax*00. B 2006 roxy New York Times coobuiuna, 4To OCHOBHbIE CBEICHHS,
CBSI3aHHBIC C CO3/IaHUEM SIIEPHOTO OPYKHUS, OBLIN OITyOJIMKOBAaHBI Ha BEO-caliTe MPaBUTEIHCTBA BO BpeMs
HpeJICTaBIeHHUs J0Ka3aTebCTB 0 HaMepeHusax Mpaka B pa3paboTke saepHOro opykus*©’. Ananornunslii ciyyaii 611
3apEeTUCTPUPOBAH B ABCTPaINH, I'I¢ MOAPOOHAS HHPOPMAIHS O MOTCHIUATBHBIX IEIISIX TEPPOPUCTHYECKHUX aTaK
OblIa pa3zMelleHa Ha Be-caiitax npasutenbcTeat®®, B 2005 roxy B ['epManuu mpecca coodmmia 06 o6HapyKeHUH
pa3BeIYNKaMu TOTO (haKTa, YTO ITOCOOUS IO CO3AAHHUIO B3PHIBYATHIX BEIISCTB OBUIN CKayaHbl U3 HHTEPHETA HA
KOMITBIOTEP ABYMS IIOA03PEBAEMBIMH, TIPEINPUHIBIINMY ITOIBITKY HallaIeHHs Ha OOIIECTBEHHBII TPAaHCIIOPT C
HCIOIb30BAHUEM CaMOJIENIBHBIX 60MG*09,

IloaroroBka HamageHui B peajJbHOM MHUpe

CymiecTBYIOT pa3IUYHbIE CTIOCOOBI HCTIONIB30BAHMUS TEPPOPHUCTAMHI HH(POPMAITMOHHBIX TEXHOJIOTHH TPH MOATOTOBKE
HamageHus. OTnpaBka cOOOIIEHUH N0 SJIEKTPOHHOH [TOYTE MU ITyOIMKaIHs B OpyMax SBISIIOTCS IPAMEPaMH,
KOTOpBIE OYayT 00CY)aaThcst ¢ Touku 3penus cesasut’0. B nacrosiee Bpems o6CykaaroTcs 60s1ee npsAMbIE My TH
OHJIAfHOBOH MOATOTOBKHU. OMyOIMKOBaHbI JOKIIA/Ibl, OTMEYAIOLIUE, YTO TEPPOPUCTHI IPU MOATOTOBKE HAMACHUS
WCTIONB3YIOT OHJIaiiHOBBIE Urpbi*’!, CyIeCTBYIOT pasiMuHbIe OHIAHHOBBIE MTPHI, CIOCOOHBIE IMUTHPOBATH
peansHbIl Mup. [lonp3oBaTenb TaKUX UTP MOXKET UCTIOIB30BATh IEPCOHAXKEN (aBaTap) A JSHCTBUI B BUPTYAIBHOM
Mupe. TeopeTHueckn Takue OHIAHHOBBIC HIPBI MOTYT OBITh UCIIOJIF30BAHBI JJIs1 MOJICITUPOBAHUS HATIAICHUH, HO
TI0Ka He ONPEJIENIEHO, B KAKOH CTENEHN OHJIAHOBBIE UTPBI YKE IPUMEHSFOTCS B 9TOM JesTenbHoCTH 72,

Iy6smmkanus y4e0HbIX MaTePHAJIOB

WuTepHeT MOKET OBITh UCTIONB30BAH ISl PACHPOCTPAHCHUS YICOHBIX MATEPHAJIOB, TAKUX KaK HHCTPYKIIUH IO
HCIOJIb30BAHMIO OPYKHUS U O TOM, KaK BbIOMpaTh Lenu. Takoi Matepuai JOCTyIeH B OOJIbIINX 00beMax U3 OHJIAH-
ucrounnkos’3. B 2008 romy 3anajgHble CreLCIyKOb 0OHAPYKUIM HHTEPHET-CEPBEP, CAYKUBILMI OCHOBOI s

462 Regarding the related challenges see Gercke, The Challenge of Fighting Cybercrime, Multimedia und Recht, 2008, page 292.

483 Levine, Global Security, 27.06.2006, available at: http://www.globalsecurity.org/org/ews/2006/060627-google-earth htm.; Regarding the discovery
of a secret submarine on a satellite picture provided by a free of charge Internet Service see: Der Standard Online, Goolge Earth: Neues chinesisches
Kampf-Uboot entdeckt, 11.07.2007, available at: http://www.derstandard.at/?url/?id=2952935.

464 For further reference see: Gercke, The Challenge of Fighting Cybercrime, Multimedia und Recht, 2008, 292.

485 For more information regarding the search for secret information with the help of search engines, see Long, Skoudis, van

Eijkelenborg, “Google Hacking for Penetration Testers”.

“Using public sources openly and without resorting to illegal means, it is possible to gather at least eighty per cent of information

about the enemy.” For further information, see Conway, “Terrorist Use of the Internet and Fighting Back”, Information & Security,

2006, Page 17.

457 See Broad, US Analysts Had flagged Atomic Data on Web Site, New York Times, 04.11.2006.

48 Conway, Terrorist Use the Internet and Fighting Back, Information and Security, 2006, page 18,

459 See Sueddeutsche Zeitung Online, BKA findet Anleitung zum Sprengsatzbau, 07.03.2007, available at:
http://www.sueddeutsche.de/deutschland/artikel/766/104662/print.html.

410" See below.

471" See US Commission on Security and Cooperation in Europe Briefing, 15.05.2008, available at:

http://csce.gov/index.cfm?Fuse Action=ContentRecords. ViewTranscript&ContentRecord_id=426&ContentType=H,B&ContentRecord Type=B&C

FID=18849146&CFTOKEN=53; O’Brian, Virtual Terrorists, The Australian, 31.07.2007, available at:

http://www .theaustralian.news.com.au/story/0,25197,22161037-28737,00.html; O’Hear, Second Life a terrorist camp?, ZDNet,

Regarding other terrorist related activities in online games see: Chen/Thoms, Cyber Extremism in Web 2.0 - An Exploratory Study of

International Jihadist Groups, Intelligence and Security Informatics, 2008, page 98 et seqq.

Brunst in Sieber/Brunst, Cyberterrorism — the use of the Internet for terrorist purposes, Council of Europe Publication, 2007; United States Homeland

Security Advisory Council, Report of the Future of Terrorism Task Force, January 2008, page 5; Stenersen, The Internet: A Virtual Training Camp?

In Terrorism and Political Violence, 2008, page 215 et seq.
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00MeHa yueOHBIMM MaTepuaiaMy, a Takke 1 ceazu?’4. Coobiaercs o paboTe pa3IMuHbIX CAlTOB, yHIpaBseMble
TEPPOPUCTUIECKMMH OPraHU3aAMSIMH B LIEJIAX KOOPAUHAIMH JeSTETbHOCTHY 7,

CBa3b

Hcnonp3oBanne HHPOPMAITHOHHBIX TEXHOJIOTHI TEPPOPUCTHYCCKUMHU OPraHU3aIMsIMU HE OTPAHUIHBACTCS
3aIyCKOM Be0-CalTOB M MOMCKOM B 0a3ax JaHHBIX. B paMkax paccienoBanuii mocie HanajgeHuid 11 cenTsadps Obu1o
COOGIIEHO O TOM, YTO JIsi KOOPAMHAIIMK CBOMX HalaeHHIi TEPPOPHUCTHI HCIIONB30BAIM JJIEKTPOHHYIO mouTy70,

B mpecce coobmanock o nepegaye mo IEKTPOHHON TOUTE MOIPOOHBIX HHCTPYKIMI O IIETISX U YHCIIe
nanagaromux*’’. C 1oMoIIbIo TEXHOJIOTUH K(POBAHHS U CPEACTB AHOHMMHOMN CBSA3M IPYrOH yYaCTHHK MOYKET €IIe
OoJiee YBETUUUTh TPYJHOCTH B HICHTH(OUKALMK U MOHUTOPUHIE TEPPOPUCTUUCCKHUX CBSI3CH.

DuHaHCHUPOBaHHE TEPPOPU3Ma

BoNbIIMHCTBO TEPPOPUCTUICCKUX OPTaHU3AIUI 3aBUCHUT OT (PHHAHCOBBIX PECYPCOB, KOTOPBIC OHH MOTYYaAIOT OT
TPETBUX CTOPOH. OTCIESKUBAHNE STHX (PHHAHCOBBIX OIIEpaliii CTAJIO OJHUM M3 OCHOBHBIX IIOIXOI0B B OOpBOE ¢
TEPPOPU3MOM TMociie HanagaeHui 11 cenTsa0ps. OQHON U3 TIaBHBIX TPYIHOCTEH B 3TOM OTHOIIICHUH SIBJISETCS TOT
daxr, uTo (PMHAHCOBBIE PECYPCHI, HEOOXOAUMBIE /171 IPOBEICHHUS HANaIeH|H, He 003aTeNIbHO BeIukut’S.
CymiecTByeT HECKOIBKO CIIOCOO0B UCIOJIE30BAHUS HHTEPHETA IS (PHHAHCHUPOBAHHS TEPPOPUCTUUESCKOMN
JIeSITeNBHOCTH. TeppopHCTHUECKIe OPraHU3aIlU MOT'YT IIOJIB30BAThCS AJICKTPOHHBIMY TUIATCKHBIMHA CHCTEMaMH ISt
BHECEHHMS JIEHEXKHBIX CPEACTB OMtain?’?, OHM MOTYT MCIIONIB30BaTh BEG-CAWTBI 1 MyOIMKauu HHGOPMALIUH O
TOM, KaK BHECTH JICHEXKHBIE CPEJICTBA, HAIIPUMEpP HA OAHKOBCKUH CUET, KOTOPBIN TOJDKEH OBITh UCIIOB30BAH JIIIS
caenok. OHUM 3 IPUMEPOB TAKOTO IMOIXO0/1a SBIAETCS Opranu3anun " Xu30 anb-Taxpup', KOTOpas OImyOIuKoBana
CBEJIEHHs 0 GAHKOBCKOM CUETE JUISl TOTEHIMATBHBIX cIoHCOopoB?8Y, JIpyroii crocol 3aKmoyaeTcs B OCYIIECTBIEHAN
OHJIAMHOBEIX JIEHEKHBIX TTOKEPTBOBAHHUH € IIOMOIIBIO KPEAUTHBIX KapT. Mpiaanackas pecmyOiIuKaHcKas apMus
(MPA) 6bUTa OHOM U3 TIEPBBIX TEPPOPUCTHUECKIX OPraHU3AIMHA, KOTOPas MPEIIOKUIIA TI0KEPTBOBAHUS C TIOMOIIBIO
KpeauTHOH KapThi*8!. O6a moaxoma UMEIOT PHCK TOTO, YTO MyOIUKyeMast HHPOPMAIUs MOKET ObITh OTKPHITA 1
WCTIONIE30BaHA IS OTCIICKUBAHIS (PMHAHCOBBIX OTEpaLiii. BeposSTHO MIMEHHO MTO3TOMY aHOHHMHBIC 3JICKTPOHHEIC
TUTATE)KHBIE CUCTEMBI CTAHOBATCS BCe Oosee MOmyIsApHbIMU. /111 TOro 4To0BI N30€KaTh OOHAPYKECHUS,
TEPPOPUCTHYECKHUE OPTraHU3AIMH TBITAIOTCS CKPBITh CBOIO JACATEIBHOCTD IyTEM IPUBIICUYCHHS HE BBI3BIBAOIIUX
MOJJO3PEHNH UTPOKOB, TAKMX KaK OIaroTBOPUTEIHHBIC OpraHu3auui. J{pyruM CBSI3aHHBIM ¢ HHTEPHETOM HOAX00M
SIBIIsIETCS. paboTa (aibIIMBIX HHTEPHET-Mara3uHoB. OTHOCUTEIHLHO MPOCTO CO3/1aTh OHJIAWH-MAara3uH B UHTCPHET.
OmHUM U3 caMbIX OOJBIINX MPEUMYIIECTB CETH SBISIETCS TO, YTO MPEIIPUATHS MOTYT pabOTATh 110 BCEMY MHUPY.
Jlokazats, 9T0 (PUHAHCOBEIE ONIEPAINH, IMEBIIHE MECTO Ha TEX CalTax, SBJSUINCH HE OOBIYHBIMHU ITOKYITKAMH, &
JICHEeHBIMHU TI0)KEPTBOBAHUSMH, TOBOJIEHO CIIOXKHO. HeoO0X0qMMo pacciieioBaTh KaKAYIO CACIKY, YTO MOXKET ObITh
3aTPyIHUTENBHO, €CIIM UHTEPHET-Mara3ud padoTaeT B APYroi FOPUCTUKIMN WM OBUTH HCIIONTB30BAaHb aHOHUMHBIC
IUIATEKHBIE CHCTEMBIYSZ,

41 Musharbash, Bin Ladens Intranet, Der Spiegel, Vol. 39, 2008, page 127.

415 Weimann, How Modem Terrorism uses the Internet, 116 Special Report of the United States Institute of Peace, 2004, page 10.

475 The 9/11 Commission Report, Final Report of the National Commission on Terrorist Attacks Upon the United States, 2007, page 249.

477 The text of the final message was reported to be: “The semester begins in three more weeks. We’ve obtained 19 confirmations for studies in the
faculty of law, the faculty of urban planning, the faculty of fine arts, and the faculty of engineering.* The name of the faculties was apparently the
code for different targets. For more detail see Weimann, How Modern Terrorism Uses the Internet, The Journal of International Security Affairs,
Spring 2005, No. 8; Thomas, Al Qaeda and the Internet: The danger of “cyberplanning”, 2003, available at:
http://findarticles.com/p/articles/mi_mOIBR/is_1_33/ai_99233031/pg_6; Zeller, On the Open Internet, a Web of Dark Alleys, The New York Times,
20.12.2004, available at: http:/www.nytimes.com/2004/12/20/technology/20covert.html ?pagewanted=print&position=;

The Commission analyzing the 9/11 attacks calculated that the costs for the attack could have been between 400.000 and 500.000
USD. See 9/11 Commission Report, Final Report of the National Commission on Terrorist Attacks Upon the United States, page
187. Taking into account the duration of the preparation and the number of people involved the cost per person have been relatively
small. Regarding the related challenges see as well Weiss, CRS Report for Congress, Terrorist Financing: The 9/11 Commission
Recommendation, page 4.

See in this context: Crilley, Information warfare: New Battlefields — Terrorists, propaganda and the Internet, Aslib Proceedings, Vol. 53, No. 7
(2001), page 253.

Weimann in USIP Report, How Terrorists use the Internet, 2004, page 7.

See Conway, Terrorist Use the Internet and Fighting Back, Information and Security, 2006, page 4,

Regarding virtual currencies see Woda, Money Laundering Techniques with Electronic Payment Systems in Information and Security

2006, page 39.
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Hanagenus Ha BaskHeliliue MH(PPACTPYKTYpPBbI

B nononHeHre Kk OOBIYHBIM KOMIIBIOTEPHBIM MPECTYIUICHHUSIM, TAKHM KaK MOIICHHUYECTBO M KPaXka WACHTHIHOCTH,
LEJNBI0 TEPPOPHUCTOB MOXKET CTAaTh HAIMAJICHUE HA BayKHEHIIINE HHPOPMAIIMOHHBIE HHPPACTPYKTYphL. PacTymias
3aBHCHMOCTbH OT HH()OPMAIIMOHHBIX TEXHOJOTHH JieNaeT BaXHEUIINE HHPPACTPYKTYPhI Ooee YI3BUMBIMU JUTSI
Hananenus*83, 1o 0co6EHHO BAKHO B CBA3M C HANAJEHUAMH HAa B3AUMOCBS3aHHbIE CUCTEMBI, KOTOPHIE CBS3aHbI
KOMITLFOTEPHBIMH CETSMHU U CETAMU CBA3M 84, B 5THX Cllydasx HapylleHus, BEI3BaHHBIE CETEBOM aTaKoM, MPOUCXOMIAT
BMECTE C OTKa3aMU OJMHOUYHBIX cucTeM. Jlaxke KOpOTKHE epephIBbI B IPEAOCTABICHNUH YCIIYT MOTYT IIPUBECTH K
OTPOMHBIM (PHHAHCOBBIM MOTEPSIM JUTS IPEAIPUATHS YICKTPOHHON KOMMEPIIHH, HE TOJIBKO JJISl TPAXKIAHCKHUX CITYKO,
HO M JIJIl BOEHHOM MHPPACTPYKTYpBI U CiTyk0*8>, PacciieoBanme MM 1ake TPeI0TBPAIEHHE TAKUX aTak
NPECTABISIOT COO0 YHUKANBHBIE 3a/1aun?80, B oTinune oT pU3MIECKOTrO HamaIeHus, IPECTYIHAKAM HE
00513aTeILHO PUCYTCTBOBATH TaM, TJi€ MPOMCXOAMT HanaaeHue*87. Y mpu mpoBeieHny 9TOTo Hana eHus
MPECTYIHUKHA MOTYT UCIIOJI30BaTh CPEICTBA AaHOHMMHOMU CBSI3M Y TEXHOJIOTHH MIH()POBAHUS, JJIS1 TOTO YTOOBI
CKPBITh CBOIO HIEHTHIHOCTES8, Kak GbLIO OTMEUEHO BHIIIIE, PACCIIEOBAHNE TAKMX aTaK TPEOYET CIIEMHaTbHbIX

HPOLENYPHBIX HHCTPYMEHTOB, TEXHONIOTHI HCCIen0BaHus U 00yueHus epcoHanas?,

ITnpoko npu3HAHO, YTO BaXKHEHIINE HHPPACTPYKTYPHI SBIIAIOTCS MOTEHIIHANBHON LETbI0 TEPPOPUCTHUECKUX aTaK,
TaK Kak OHH, 110 ONPEAENICHHIO, HMEIOT )KU3HEHHO BXXHOE 3HAYEHHE JUIsl YCTOHYUBOCTU U CTaOMIIBHOCTH
rocyaapctBat?). ndpacTpykTypa cunTaeTcs BaKHEHIIEH, €CIIU BBIBOJL €€ U3 CTPOS UJIU €€ YHUUTOKEHUE OKA3aIH
Obl OCIAGNSIONIEE BO3AEHCTBIE HA 0OOPOHY UM SKOHOMHUYECKYIO 6e30macHocTh rocynapersat®l. B uactaocru,
TaKOBBIMH SIBJISIIOTCS: 3IEKTPOIHEPreTHUECKHUE CHCTEMBI, CUCTEMBI CBSI3H, XpaHEHHE U NIepeBO3Ka ra3a 1 HeTH,
0aHKOBCKOE JIe710 ¥ (PUHAHCHI, TPAHCIIOPT, CHCTEMBI BOJJOCHA0KEHHS 1 aBapuitHbIe ciTyXObl. CTeneHb IpaXIaHCKHUX
Oecrops/IKOB, BEI3BAHHBIX HApyLIEHHEM YCIyT B pesynbrare yparana Karpuna B CLIA, moguepkuBaeT 3aBUCHMOCTb

00I1ECTBA OT HATMYHUS STUX YCiIyr492Z,

VYSA3BUMOCTh BaXXHEHUIITX O0BEKTOB HHPPACTPYKTYPHI B 00JIACTH CETEBBIX aTaK MOXKET OBITh JIOKa3aHa ITyTeM
BBIJICJICHUSI HEKOTOPBIX CIIy4aeB, CBS3aHHBIX C BO3IYIIHBIM TPAHCIIOPTOM.

e CucTeMbl IPOBEPKH GOJBIIMHCTBA a3PONIOPTOB B MUPE Y’KE OCHOBAHBI HA B3aMMOCBA3aHHbIX
KOMIIBIOTEPHBIX cucTeMax??3. B 2004 rogy KOMIBIOTEPHBI Y4epBb Sassert?* uH(GUIMPOBaT MUILTMOHBI
KOMITBIOTEPOB 110 BCEMY MHUPY, B TOM YHCJIE KOMITBIOTEPHBIX CUCTEM KPYIHBIX aBUAKOMIIAHHH, YTO MPUBEJIO

K OTMeHe peiico?d,

483 Sofaer/Goodman, “Cybercrime and Security — The Transnational Dimension”, in Sofaer/Goodman, “The Transnational Dimension of Cyber Crime

and Terrorism”, 2001, available at: http://media.hoover.org/documents/0817999825_1.pdf
484 1 ewis, Assessing the Risks of Cyber Terrorism, Cyber War and Other Cyber Threats, Center for Strategic and International Studies, December 2002.
485 Shimeall/Williams/Dunlevy,” Countering cyber war”’, NATO review, Winter 2001/2002, available at:
http://www.cert.org/archive/pdf/counter_cyberwar.pdf
Gercke, The slow wake of a global approach against cybercrime, Computer und Recht International, 2006, page 140 et seq.
87" Gercke, The Challenge of fighting Cybercrime, Multimedia und Recht, 2008, page 293.
488 CERT Research 2006 Annual Report”, page 7 et seqq., available at: http://www.cert.org/archive/pdficert_rsch_annual_rpt_2006.pdf
489 Law Enforcement Tools and Technologies for Investigating Cyber Attacks, DAP Analysis Report 2004, available at:
http://www.ists.dartmouth.edu/projects/archives/ISTSGap Analysis2004.pdf.
Brunst in Sieber/Brunst, Cyberterrorism — the use of the Internet for terrorist purposes, Council of Europe Publication, 2007.
41 United States Executive Order 13010 — Critical Infrastructure Protection. Federal Register, July 17,1996. Vol. 61, No. 138.
492" Critical Infrastructure Protection: Sector Plans and Sector Councils Continue to Evolve, GAO communication, July 2007, available at:
http://www.gao.gov/new.items/d07706r.pdf.
Kelemen, Latest Information Technology Development in the Airline Industry, 2002, Periodicapolytechnica Ser. Transp. Eng., Vol. 31, No. 1-2, page
45-52, available at: http://www.pp.bme.hu/tr/2003_1/pdf/tr2003_1_03.pdf; Merten/Teufel, Technological Innovations in the Passenger Process of the
Airline Industry: A Hypotheses Generating Explorative Study in O’Conner/Hoepken/Gretzel, Information and Communication Technologies in
Tourism 2008.
Sasser B Worm, Symantec Quick reference guide, 2004, available at:
http://eval.symantec.com/mktginfo/enterprise/other_resources/sasser_quick_reference_guide 05-2004.en-us.pdf.
Schperberg, Cybercrime: Incident Response and Digital Forensics, 2005; The Sasser Event: History and Implications, Trend Micro, June 2004,
available at: http://us.trendmicro.conmvimperia/md/content/us/pdf/threats/securitylibrary/wp02sasserevent0408 1 2us.pdf.
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e Ceromss 3HaAYNTEIHLHOE YHCIIO OUIICTOB
MpHOOpETAETCS B PEXKUME OHJIANH.
ABHAaKOMITAaHUU HCHOJIB3YIOT HH(POPMAITHOHHEIC
TEXHOJIOTHH IS Pa3iINdHbIX onepanuid. Bee E R R O R
KpYIHbIE aBUAKOMITAHUHU TIPEIOCTABIISIOT CBOUM
KJIMCHTaM BO3MOXKHOCTh KYITHTh OUJICTHI B
pexume onnaitH. Kak u apyrue Bumst
3JIEKTPOHHON KOMMEPYECKOH IeATeIbHOCTH,
9T OHJIAHOBBIE YCIYTH MOTYT OBITh MUILIEHBIO

JUTSL 3JIOYMBIIUICHHUKOB. OTHUM 00IIHM
METOJIOM, HCIIOIB3YEMBIM JJIsI aTaK Ha YCIYTH Pucynos 20
HUHTEPHET, ABJIACTCA aTaKa OTKa3a B 3a rocieHIe To/bl HHTEPHET CTajl BKHOMN cpeoil 06MeHa nHdopmarmeii n
06CHy)KI/IB3.HI/II/I (D()S496)‘ B 2000 rozy B NpONaraHibl BO BpEMs BOOPYKEHHBIX KOH(IMKTOB. YacTo 06cyxaaercs,
HACKOJIBKO BO3MOXKHA H/WJIA uenecooGpa3Ha JAE3aKTHBALUS HEKOTOPBIE yCIIyT
TCUCHHUC HeHPOHOH)KHTe‘HLHOFO Hepl/lo’ua HMHTEPHET BO BPEMs MPOXOKACHHUS KIIHOUEBBIX 3TallOB Kox—[(bnm(’ra.
BpEMEHH ObUTH TIPEAIPUHATH HECKOIBKO DoS
aTaK B OTHOIICHHWH XOPOIIIO U3BECTHBIX (PHUPM,
takux kak CNN, Ebay 1 Amazon*97. B pe3ynbTaTe HEKOTOpPBIE M3 YCIYT OBbUIM HEAOCTYITHBI B TEYEHHE
HECKOJIBKHX YacOB WK JAaxe aHei*98. ABnakoMIaHuu ObUTH TAKKE 3aTpoHyThl arakamu DoS. B 2001 rony
00BbeKTOM HamazeHus cran Beo-caitr Lufthansat99.

Due to ongoing military operations this service is not available. W

®  Y43BUMOCTH CHCTEM YIIPABJICHHUS IIOJIETOM ITO]T KOHTPOJEM KOMITBIOTEpa ObLIa MPOAEMOHCTPHUPOBAHA
XaKepckoii atakoii Ha asponopt Worcester B CILIA B 1997 romy>%0, Ente onHO#M NOTEHIMATEHON MULIEHBIO
IUTSI MHTEPHET-aTaK Ha BaKHEHIINE HHPPACTPYKTYPHI SBISIFOTCS CHCTEMBI YIIPABJICHUS MOJIETAMHU
a’pornopToB. Bo BpeMst XxakepcKoii aTaku, MPaBOHAPYIIUTEb Je3aKTHBUPOBAJ Tee(hOHHBIC YCIYTH B OamrHe
a’poTopTa U BBIKIIOUHII CHCTEMY YIIPABIEHHUS OTHAMH B3JIETHO-TIOCAA04HOM mooch0!,

2.8.2 NudopmannonHasi BoiiHa

Wudopmanmonnas BoiiHa omuceiBaet ucnoib3oBanne KT B o6mactu BeeHns: 00EBBIX ESHCTBUI ¢ HCIONIB30BAaHHEM
untepHeT. OHa UMeeT P 00IIMX 4epT ¢ Kubepreppopusmom 02, O6cysxieHHe TepBOHAYAILHO (POKYCHPOBAIOCH HA
3aMelICHNH KIIACCHYECKUX BOCHHBIX JICHCTBHUI HAMaACHUAMHU C UCTIOJIb30BAHUEM KOMITBIOTEPA HJIM OCHOBAHHBIX HA
UCIIONIB30BaHMU KOMIIbIoTepad3, Hamnaienus, oCHOBaHHbIE Ha MCTIOJIL30BAHUU CETH, KaK IPABUIIO JELIEBIIE, HEXKEIN

TpaaAUIIUOHHBIC BOCHHBIC onepauHH504, 1 MOIryT OBITH OCYIIECTBJICHBI AK€ B MAJIbIX IrOCyJapCTBaXx.

3ammmra oT Kubeparak TpyaHa. o HacTOAIIEero BpEMEHHU OIyOIMKOBAHO OIPAHUYEHHOE YHCII0 COOOIICHUH M0
3aMEILEHHI0 BOOPYKEHHBIX KOH(IMKTOB aTaKaMM, OCHOBAHHBIMH HA MCIIONb30BaHuH uHTepHeTa "S, Tekyiue
JIMCKYCCHU COKYCHPOBAHBI HAa aTaKaxX Ha BayKHEHIUEe HHOPACTPYKTYPBI U KOHTPOJIe HH(POPMAIHH B XOC
koH}uKTa (cM. Pucynok 20).

4% paxson, “An Analysis of Using Reflectors [Ifor Distributed Denial-of-Service Attacks”, available at:

http://www.icir.org/vern/papers/reflectors. CCR.01/reflectors.html; Schuba/Krsul/Kuhn/Spafford/Sundaram/Zamboni, “Analysis of a

Denial of Service Attack on TCP*, 1997; Houle/Weaver, “Trends in Denial of Service Attack Technology”, 2001, available at:

http://www.cert.org/archive/pdf/DoS_trends.pdf.

Yurcik, “Information Warfare Survivability: Is the Best Defense a Good Offence?”, available at:

http://www.projects.ncassr.org/hackback/ethics00.pdf.

Power, 2000 CSI/FBI Computer Crime and Security Survey, Computer Security Journal, Vol. 16, No. 2, 2000, page 33 et. seq.;

Lemos, Web attacks: FBI launches probe, ZDNet News, 09.02.2000, available at: http://news.zdnet.com/2100-9595_22-501926.html.

499" Gercke, The Decision of the District Court of Frankfurt in the Lufthansa Denial of Service Case, Multimedia und Recht, 2005, page 868-869.

9 Improving our Ability to Fight Cybercrime: Oversight of the National Infrastructure Protection Center, Hearing before the Subcommittee on

Technology, Terrorism, and Government Information of the Committee on the Judiciary United States Senate One Hundred Seventh Congress First

Session, July 2001, Serial No. J-107-22, available at: http://cipp.gmu.edu/archive/215_S107FightCyberCrimeNICPhearings.pdf.

Critical Infrastructure Protection, Multiple Efforts to Secure Control Systems Are Under Way, but Challenges Remain, September

2007, GAO-07-1036, available at: http://www.gao.gov/new.items/d071036.pdf; Berinato, Cybersecurity — The Truth About

Cyberterrorism, March 2002, available at: http://www.cio.com/article/print/30933.

302 See above: Chapter 2.8.1.

393 Regarding the beginning discussion about Cyberwarfare, see: Molander/Riddile/Wilson, “Strategic Information Warfare, 1996, available at:
http://www.rand.org/pubs/monograph_reports/MR661/MR661 .pdf.

3% Molander/Riddile/Wilson, Strategic Information Warfare, 1996, page 15, available at:
http://www.rand.org/pubs/monograph_reports/MR661/MR661 .pdf.

395 Shimeall/Williams/Dunlevy, “Countering cyber war”, NATO review, Winter 2001/2002, page 16, available at:
http://www.cert.org/archive/pdf/counter_cyberwar.pdf; Yurcik/Sharma, “Internet Hack Back as an Active Defense Strategy”, 2005, available at:
http://www projects.ncassr.org/hackback/ccsa05.pdf.
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B ToMm, uT0 KacaeTcs Kak TpakJJaHCKOM, TaK U BOCHHOM CBs3H, HH(POpPMaIMOHHAs HHPPACTPYKTypa SBISIETCS OJTHOU
U3 KIFOYEBBIX MUIICHEH BOOPYKEHHBIX KOH(IUKTOB. TeM He MeHee, 0CTaeTCsl HESICHBIM, MOTYT JIU MOTOOHBIC aTaKH
OCYILECTBIIATECS YEPE3 MHTEPHET. ATakK Ha KOMIIbIOTEPHBIE chcTeMbl DcToHnm 00 1 CIIIASY7 Gputn cBs3aHbI ¢
nHPOPMAITOHHOH BOWHOM. [10CKOIBKY aTaku HEBO3MOXKHO OTCICIUTH 10 O(QHUIHATBHBIX IPABUTEIECTBCHHBIX
OpraHM3aliid ¢ HEKOTOPOH JTOJICH ONPEIeIEHHOCTH, X TPYAHO KJIACCU(PHUIIMPOBATH KaK HHPOPMAIIMOHHYIO BOWHY.
Hananenus Ha nHQPacTPyKTypy, OCYIIECTBICHHBIC (PU3UUCCKH, HATPUMED, C IPUMEHEHHEM OPYXKHSI U B3PhIBUATHIX

BEILECTB, TAKXKE TPYAHO KIacCH(pUIUPOBATH KaK HHPOPMALUOHHYIO BOHHY 08,

Kontpons nadopmannu Beeraa sBisuICsS BayKHBIM BOIIPOCOM B X0J1€ BOOPY)KEHHBIX KOH(IMKTOB, TaK KaK
MH(POPMAITIIO MOXHO HCIOJIB30BATh JIJIS BIHSIHUS HA OOIIECTBEHHOCTH, KaK M HA BOCHHOCTY)KAIIUX MIPOTUBHHUKA.
Kontpons nadopmannu yepe3 nuaTepHET OyaeT CTAHOBUTHCS BCE 00JIee BayKHBIM CPEICTBOM BO3JICHCTBUS B X0/1€
BOOPY’KEHHBIX KOH(IIUKTOB.

2.8.3 OTMBbIBaHHE JeHer ¢ HCMOJb30BAHUEM KOMNBIOTEPHBIX TEXHOJIOT U

HuTepHer MeHseT OTMBIBaHUE IeHer. JIJIsl KPYIHBIX CYMM TPaAMIIHOHHBIC METOAbI OTMBIBAHHS ACHET el 001a1atoT
LEJNBIM PSZIOM MPEUMYIIECTB, HO HHTEPHET NMEET HECKOIBKO TOCTOMHCTB. OHIIaitHOBBIE (PUHAHCOBEIC YCIYTH
MpeJIaraloT BO3MOXKHOCTh OY€Hb OBICTPOTO BBITIOJIHEHHSI MHOTOYHCICHHBIX (DMHAHCOBBIX OTEPAIHil [0 BCEMY MUDY.
HuTepHeT moMoraet npeoioeTh 3aBUCUMOCTD OT (PU3MYECKUX ACHEKHBIX ONepaliii. be3HaamuHbIe mepeBobl
3aMEHHJIN IEPEBOIBI HATMYHBIX JICHET U CTAJIU IIEPBBIM IIArOM B YCTPaHEHUH (PU3UIECKON 3aBHCUMOCTH OT JICHET,
HO CTPOTHE TPaBHJIa BEISIBICHUS TOA03PUTEIbHBIX O€3HATHYHBIX IEPEBOIOB BHIHYAUIN 3JI0YMBIIIJICHHUKOB
pa3paboTaTh HOBbIC METO/Ibl. BBIABICHIE IOJO3PUTENBHBIX CICIOK B 00JIACTH OOPHOBI C OTMBIBAHUEM JICHET

OCHOBAHO Ha 0053aTeIbCTBAX (bI/IHaHCOBBIX y‘Ipe)KL[eHHfI, MNPpUHUMAKONINX Yy4aCTHE B CL[CJ'IKGSOQ.

OTMbIBaHUE JCHCT B ICJIOM MOAPA3ACIsI€TCA Ha TpU CTaAUM:

1 pasMernieHue;

TIpaBoHapyHTEIH
2 paccioeHue (pa30HUBKa KPYIIHBIX CYMM JICHET HA
0oJsiee MeNKue); u i - 4

3 CYMMI/IpOBaHI/Ie. OmunaiiHo- //' L BupTyanbHblil mocTaBmuk

—~ ciyr oOMeHa
[|_Boe xasuso \r N~ yeiy

F o

J

KacarensHo pasMECIICHUA 00JbIINX 00BEMOB HATHYHBIX
CpC€ACTB, UCIIOJIb30BAHUE MHTCPHETA, BO3MOXKHO, HE 1aCT

510
3aMETHBIX mpeumyiiecTs” V. BMecre ¢ TeM, UHTEpPHET
OCOGGHHO ITIOJIC3CH AJIsd HpaBOHapyHII/ITeJ]eﬁ Ha cTaaun .
PHCYHOK BBIIIE HILTIOCTPUPYET COYCTAHHE OHJIAHHOBBIX KA3HHO M BUPTYATBHBIX
pacciao€HuA UM MAaCKUPOBKHU. C 7TOl TOYKH 3pC€HUs, BAJIIOT B OTMBIBAHUM JICHET C UCII0JIb30BAHHEM MOIICHHUKAMM HHTEPHETA.
Hcronb3ys Takue YCIyrH, NPaBOHAPYITHTEIH MOTYT 3aTPy/THHTh
pacciieioBaHnsl OTMbIBAHUS ACHET 0COOEHHO TPpYyAHBI, IPaBOOXPAHUTENbHBIM OPTaHaM OTCIEKHBAHUE NPOLIECCOB TIEPEBOA U
KOT/Ia JIMIIA, OTMBIBAIOIIUE JIEHBTH, UCTIOIB3YIOT JIIs FACHTHQHKALIO HApYUIHTENCH.

paccioeHus oHnaiiHoBble Ka3uHO (cM. Pucynok 21511,

PerynupoBaHue IeHEKHBIX TIEPEBOJIOB B HACTOSAIIECE BPEMsI OTPAHUYCHO, U MHTEPHET JaeT NMPaBOHAPYIIUTEISIM
BO3MOXKHOCTB JICIIEBO U O€3 HAJIOTa MIEPEBECTH ICHBIY 3a TPAHUILy. TeKyIIne TPYAHOCTH B PACCICIOBAaHHN METOIOB
OTMBIBaHUsI JICHET C UCIIOIb30BaHUEM HHTEPHET YacTO 00YCIIOBIICHBI HCIOIB30BAaHUEM BUPTYaTbHOW BATIOTHI U
OHJIAMHOBBIX Ka3WHO.

39 Traynor, “Russia accused of unleashing cyberwar to disable Estonia””, The Guardian, 17.05.2007, available at:
http://www.guardian.co.uk/russia/article/0,,208 1438,00.html.

307 Thornburgh, “Inside the Chinese Hack Attack”, Time, 25.08.2005, available at:

http://www.time.com/time/nation/printout/0,8816,1098371,00.html.

One example is the intentional destruction of communication infrastructure by NATO forces during the war in the former Republic of Yugoslavia.

Regarding this issue, see: http://www.nato.int/kosovo/press/p990506¢.htm.

One of the most important obligations is the requirement to keep records and to report suspicious transactions.

Offenders may tend to make use of the existing instruments e.g., the service of financial organisations to transfer cash, without the need to open an

account or transfer money to a certain account.

For case studies, see: “Financial Action Task Force on Money Laundering”, “Report on Money Laundering Typologies 2000 — 2001, 2001, page 8.
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1 HUcnoan3oBaHue BUPTYaAJIbHBIX BAJTIOT

OJHUM U3 KJIIOYEBBIX (PAKTOPOB B PA3BUTUH BUPTYAIbHBIX BATIOT ObLIM MUKPOIUIATEXH, HAPUMED, U1 3arPy3KH U3
cetu cTateif croumocthio 10 nenTos CILIA i MeHble, 171 KOTOPHIX NPOOIEMAaTHYHO HCIIOJIB30BaTh KPEIHTHYIO
kapTy. C pocTOM cIIpoca Ha MUKPOILIATEKU ObUIU Pa3paboTaHbl BAPTyalbHbIE BATIOTHL, B TOM YKCIE "BUPTyalbHbIE
30710ThIe BaTIOTHI". BUpPTyasbHbIE 30J10ThIE BAIOTHI SABISIOTCA MIATEKHBIME CHCTEMAMH, HCTIONB3YIOIIMMH CYETa,
obecredeHHbIE 30JI0THIMHU Ieno3uTaMu. [10J130BaTen MOTYT OTKPBITh 3JIEKTPOHHBI 30J10TOM cUeT B OHIaiiHOBOM
peskuMe, 3a4acTyio 0e3 peructpanuu. HekoTopble MOCTABIIMKH YCIIyT Jaske Pa3peluaroT IpAMOi 0JHOPaHroBbIi (0T
JIMIA K JIMILY) HepeBOJl WM CHATHE HATM4HbIX) 12, [IpaBOHAPYIMTENH MOTYT OTKDBITh 3JIEKTPOHHBIE 30JI0ThIE CUETA B
PasHBIX CTpPaHaX M KOMOMHMPOBATH UX, YCIOXKHSSA UCMOJb30BaHHE (QMHAHCOBBIX HHCTPYMEHTOB JUIS OTMbIBAHMSI
JeHer M (PMHAHCHPOBAHKS TeppOpH3Ma. Bliasiesblibl CYETOB MOIYT TAK/KE MCIOJIb30BaTh HETOUHYIO HH(OPMAIMIO
HpHU PETMCTPALUM 171 CKPBITUS CBOEH HIEHTUYHOCTHO 13,

2 Hcnoan3oBaHue OHJIAHHOBBIX KAa3MHO

B orimume oT peanbHOTO Ka3WHO Al OTKPBITHSI OHIIAHOBOTO KAa3UHO HE TpeOyeTcst 60mbImX (PUHAHCOBBIX
BrokeHuii® 14, Kpome Toro, nonoxeHusx 00 OHIAWHOBBIX M PEATbHBIX KA3UHO 9aCTO Pa3IMYaOTCs B Pa3HbIX
crpanax’ !, OrcienuTh neHekKHbIE IEPEBO/IBI M IOKA3aTh, YTO CPEJACTBA ObUIM HE BBIMIPAHbI, & OTMBITHI, MOYKHO
TOJIBKO €CJIM Ka3UHO XPaHUT 3allUCH U IPEOCTaBIAET UX OpraHaM OXpaHbl IPaBONOPSIKa.

Texymue nmpaBoBoe peryanpoBaHue (MHAHCOBBIX YCIYT C HCIOJIB30BAHIEM HHTEPHETA HE CTOJb CTPOToe, KaKk
TPaIUIMOHHOE (PHHAHCOBOE 3aKOHOAATENHCTBO. [IoMUMO MPOOEIOB B 3aKOHOAATENBCTBE, TPYIHOCTH B
peryJinpoBaHUU BOZHUKHYT B CBA3H C:

®  TPYJHOCTBIO MPOBEPKU KIMEHTA: TOUHOCTH MTPOBEPKH MOXKET ObITh CKOMIIPOMETUPOBAHA, E€CJIM MOCTABILIUK
(PMHAHCOBBIX YCIYT ¥ KJIMEHT HUKOT/IA HE BCTPEYauch’ 10

L4 OTCYTCTBUEM JINYHOI'O KOHTAKTA: TPYAHO MIPUMCEHATH TPAAUIHOHHBIC ITPOLEAYPBI "3Hal CBOETO KJ'II/IeHTa"; u
L4 TEM, YTO HUHTCPHET-IECPEBOJABLI HACTO CBA3aHbI C YHaCTHEM 3ap}766)KHBIX MOCTABIIMKOB B PA3JIMYHBIX CTPAHAX;

L4 OTCYTCTBUEM 3aKOHa/y1"O.]'IOBHOFO KOACKCa JII MOHUTOPHUHI'A HEKOTOPBIX JOKYMEHTOB, YTO 0COOCHHO CJIOXKHO,
KorJa rnoCTaBIIUKH ITO3BOJIAIOT KIIMCHTaM IIEPEBOAUTH CPEACTBA 110 O,Z[HopaHFOBOﬁ MOJCIIN.

2.8.4 duuuHr

[paBonapymmreny pa3paboTaay METOBI IS TOTYYCHHS
JIMYHOM MH(GOPMAITUH OT MOJIb30BaTeleH HaYWHAS OT

® NPW BANK"

Dear Customer,

nporpamMM-iinuoHos’ 7 o "¢ummHrossix "-arak’ 8,
"@UIUHT" ONMUCHIBACT JISHCTBUS, IPOBOAUMbIE JIS

PacKpBITHSI JKEPTBOM JIMIHOM/CeKpeTHOM nHdopmarmu> !9,

CyILECTBYIOT pa3Iu4Hble TUITBI (PUIIMHIOBBIX aTak>2d, Ho
(DMIIMHTOBBIE ATAKHU C MCTIOJIb30BAHUEM JJIEKTPOHHOM
TIOYTHI COCTOST X TPEX OCHOBHBIX 3TaroB. Ha neppom
5Tarne 3/10yMBILLIEHHUKH OIPEIEISIOT 3aKOHHbIE
KOMIIaHMH, KOTOPBIE MPEIIAraloT OHIAHHOBbIE YCIYTH 1
OOIIAI0TCS C KIMEHTAMH B SJIEKTPOHHOM BHJIE, KOTOPBIX

512
513
514
515
516
517

Regarding the related challenges see below: Chapter 3.2.1.

we would like to inform you, that we need to verify you account. In the last weeks
we received a number of complains with regard to phising mails. To avoid problems
we are asking you to visit the following web-site:

www.npwbank-online.com/security-check/

If you do not go through the procedure within 24 hours we unfortunately need to
close you account.

Thank you very much for your cooperation

Pucynok 22

DUIIMHTOBBIE COOOMEHHS TIEKTPOHHOM MOYTHI BBITIAAAT KaK COOOIIEHHE
9JIeKTPOHHOM MOYTHI 3aKOHHON KOMIIAHHH, JUIS TOTO YTOOBI TOOYIUTE XKEPTBY
PACKPBITh CEKpeTHYI0 nH(opMarmio. OueHb YaCTO NPABOHAPYIINTEIN HALICICHBI
Ha KIIMEHTOB (DMHAHCOBBIX YUPEKICHHI.

See: Woda, “Money Laundering Techniques With Electronic Payment Systems”, Information & Security, Vol. 18, 2006, page 40.

The costs of setting up an online casino are not significantly larger than other e-commerce businesses.

Regarding approaches to the criminalisation of illegal gambling, see below: Chapter 6.1.j.

See: Financial Action Task Force on Money Laundering, “Report on Money Laundering Typologies 2000 — 20017, 2001, page 2.
Regarding the threat of spyware, see Hackworth, “Spyware, Cybercrime and Security”, IIA-4.

318 Regarding the phenomenon of phishing, see. Dhamija/Tygar/Hearst, “Why Phishing Works”, available at:
http:/people.seas.harvard.edu/~rachna/papers/why_phishing_works.pdf; ‘Report on Phishing”, A Report to the Minister of Public Safety and
Emergency Preparedness Canada and the Attorney General of the United States, 2006, available at:

http://www.usdoj.gov/opa/report_on_phishing.pdf

519

The term “phishing” originally described the use of e-mails to “phish” for passwords and financial data from a sea of Internet users.
The use of “ph” linked to popular hacker naming conventions. See Gercke, Computer und Recht, 2005, page 606; Ollmann, “The
Phishing Guide Understanding & Preventing Phishing Attacks”, available at: http://www.nextgenss.com/papers/NISR-WP-
Phishing.pdf.

The following section describes email-based phishing attacks, compared to other phishing scams, which may, for example, be based on voice
communications. See: Gonsalves, ‘Phishers Snare Victims with VoIP”, 2006, available at: http://www.techweb.com/wire/security/186701001.
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OHH MOTYT BBIOpaTh CBOCH LIEJIBbI0, HAIPIMEp (DHHAHCOBBIE HHCTUTYTHL [IpaBoHapymiTeny co3qat0T BeO-CaliTH,
HAMTOMHHAIOIINE 3aKOHHBIC CAWTHI "'TIOITOMKHBIC CANUTHI", TJIE OT )KEPTBBI TPEOYETCs BHITIOIHUTH OOBIYHEIC TPOLICTYPHI
BXOJTHOW PETUCTPALIIH, YTO MO3BOJISIET MPABOHAPYIIUTEISIM ITOTYYHTh JINYHYIO HH(POPMAIIHIO, HAIIPUMEP HOMEpa CYETOB
1 OHJIAHHOBEIC OAHKOBCKHE MTAPOJIHL.

J11st TOrO 4TOOBI HANPABUTH MOJIB30BATENCH Ha ITOJIOKHEIE CAMTHI, IPABOHAPYIIIUTEIH OTIIPABISIOT MO AJIEKTPOHHOM
T04Te COOOIIEHHE, HATIOMMHAIOLIME COOOILEHHE IIEKTPOHHOI MOYTHI OT 3aKOHHOM KoMmIaHuH (cM. Pucynok 22)°21, uro
4acTO MPUBOJIMT K HAPYIIEHUSM TOProBoii Mapku 22, B (haiblIIMBOM 3]IEKTPOHHOM COOOIIEHMH aPecaToB NPOCAT BOUTH
B CHUCTEMY JUIs1 OOHOBIICHUSI FJTH TTPOBEPKH OE30IACHOCTHU WITH ITYTEM YTPO3, HAIIPUMED O 3aKPBITUH CUETa, €CITU
TIOJIB30BATEIH OTKAXKYTCS COTPYIHUYATh. DaIBITUBOE JIEKTPOHHOE COOOIIEHNE MOYTHI OOBIYHO COACPKHT CCBUIKY, 10
KOTOpOH KepTBa J0JDKHA TIEPEHTH Ha OOMaHHBIN CalT, Y4TO JIaeT BO3MOYKHOCTh N30€KaTh BBO/IA TIOJIL30BATEIISIMH
MPaBUJIBHOTO a/Ipeca CBOEro 3aKOHHOTO 0aHKa BpyuHyIo. [IpaBoHapymuTenu pa3padoTainy nepeioBble METO/IbI,
HpeI0TBPAIIAIOIIME OCO3HAHKE T0JIb30BATENEM TOTO (DaKTa, YTO OHU HAXOIATCS HE Ha TIOTMHHOM caiiTted 23,

Kak TonbKo nuHas uHGOPMaIus pacKpeITa, IPABOHAPYIIUTENN BXOIAT B YUETHBIE 3AITMCH KEPTB U COBEPIIAIOT
NPECTYIUIEHNS], TAKME KAK MEPEBOJI ICHEKHBIX CPEJICTB, 3aBKM Ha MACTIOPTA WM HOBBIE cueTa U T. 1. PocT uncna
YCIIEMIHBIX aTaK J0Ka3bIBaeT noTeHnuan Gpumunra’24, B anpene 2007 roga APWGY25 coobimna o Gonee yem

55 000 yHUKanbHBIX (GUIIMHT-caiiTax>2%. MeTo/pl (PUIIMHTA He OrPaHUYMBAIOTCS TOJIBKO MOIy4EHUEM MapojIeh s
HpOBE/IEHUs OHIIANHOBBIX OaHKOBCKHX onepamuii. [IpaBoHapyIIHMTENH MOTYT TaKKe 3alpalliBaTh KOJbI JIOCTYIA K
KOMIIBIOTEPAM, ayKIIMOHHBIE TUIONIAIKH U HOMEPA COLMATBHOTO CTPAXOBAHUs, KOTOPHIE ABJISKOTCA OCOOEHHO
BaxkHbIMU B CoeiuHeHHbIX 11ITaTax ¥ MOTYT IPUBECTH K NPECTYIUIEHUAM "KPaku HAeHTUYHOCTH 27,

2.9 DKoHoMuUecKue nocieocmeusn Kubepnpecmynnocmu

Be3 BCAKUX COMHEHHH, (PMHAHCOBBIE OTEPH, BHI3BAHHbIE KOMIBIOTEPHBIMU U HHTEPHET IIPECTYIICHUAMH,
CyILECTBEHHBI. PasiuHble HEIABHO OMyOIHMKOBAHHBIE 0030l IPOAHATU3UPOBAIN SKOHOMMYECKHUE MOCTIEICTBHS
KubeprpecTynHOCTHI28, BLIIBUHYB Ha MEPBBIii ILIaH UX CYLIECTBEHHbIE MocnecTsus. Te xke camble 0bLIHe
NpOGIEMbl CTATUCTHKHM TIPECTYMHOCTH TAaKKe OTHOCATCS K OllEHKaM (PMHAHCOBBIX MOTEPh, OJIHAKO COMHUTENBHO, JI0
KaKOM cTereH: 0630pbl IIPEIOCTABIAIOT TOUHbIE HU(PBI M CTATHCTUYECKHE JAHHbIE, HOCKOJIBKY MHOTHE 5KEPTBbI
MOTYT He 3asBHTb O IPECTYIIEHUAX 2,

29.1 0030p pe3yabTaTOB BHIOPAHHBIX HCCIET0BAHMIT

UuctutyT kommbrotepHoi 6e3onacuoctr (MKB) npoananu3upoBai 3KOHOMHYECKHE TOCICICTBHS
kubepnpectynHocTn30 B 0630pe KOMIBIOTEPHBIX MPECTyIUIeH i 1 Ge3onacHoctu 2007 roa, OCHOBAHHOM Ha
onpoce 494 cnenuaaicToB 10 KOMIIbIOTEPHOI 6e30omacHocTy u3 kopnopauuid CIHIA, rocyapcTBEHHBIX YUPEKISHUNA
1 (PMHAHCOBBIX MHCTUTYTOB. JTO MMEET BaxkHoe 3HaueHue 1 Coemuuennbix [taTos3!,

C y4eToM 3KOHOMHYECKOTO ITUKJIa 0030p MOKa3bIBaeT, uTo mocie pocta 1o 2002 roga, pUHAHCOBBIE TIOCICICTBHS
KHOEPIPECTYITHOCTH YMEHBIIMIUCH B TEYCHUE CIISAYIOINX JIeT. Pe3ynbTaTel 0030pa MpeAnoiaratoT, 4T0 3TOT BBIBOJ
SIBJIIETCS] CIIOPHBIM, OJTHAKO HESICHO, MIOYEMY YHCIIO 3apErUCTPUPOBAHHBIX NPECTYIIICHUH U CpeAHNE YOBITKH JKEPTB

521 “Phishing” shows a number of similarities to spam e-mails. It is thus likely that organised crime groups that are involved in spam are also involved in

phishing scams, as they make use of the same spam databases. Regarding spam, see above: Chapter 2.5.7.

Regarding related trademark violations, see above 2.6.2.

For an overview about what phishing mails and the related spoofing websites look like, see:

http://www .antiphishing.org/phishing_archive/phishing_archive.html.

In some phishing attacks, as many as 5 per cent of victims provided sensitive information on fake websites. See
Dhamija/Tygar/Hearst, “Why Phishing Works”, available at:
http://people.seas.harvard.edu/~rachna/papers/why_phishing_works.pdf, page 1, that refers to Loftesness, “Responding to "Phishing"
Attacks”, Glenbrook Partners (2004).

Anti-Phishing Working Group. For more details, see: http:/www.antiphishing.org.

“Phishing Activity Trends”, Report for the Month of April 2007, available at:
http://www.antiphishing.org/reports/apwg_report_april_2007.pdf.

327 See above: Chapter 2.7.3.

328 See, for example: “Deloitte 2007 Global Security Survey” — September 2007; “2005 FBI Computer Crime Survey”; “CSI Computer Crime and
Security Survey 2007” is available at: http://www.gocsi.con/; “Symantec Internet Security Threat Report”, September 2007, available at:
http://www.symantec.com/enterprise/theme.jsp themeid=threatreport; “Sophos Security Threat Report”, July 2007, available at:
http://www.sophos.com/pressoffice/news/articles/2007/07/securityrep.html.

See for example: Goodman/Brenner, The Emerging Consensus on Criminal Conduct in Cyberspace, 2002, page 27, available at:

http://www lawtechjournal.con/articles/2002/03_020625_goodmanbrenner.pdf; See also ITU Study on the Financial Aspects of Network Security:
Malware and Spam, July 2008, available at http://www.itw.int/ITU-D/cyb/cybersecurity/docs/itu-study-financial-aspects-of-malware-and-spam.pdf.
The “CSI Computer Crime and Security Survey 2007, available at: http://www.gocsi.com/

See “CSI Computer Crime and Security Survey 2007”, page 1, available at: http://www.gocsi.cony.
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BO3MOXKHO COKpaTmiiock. B 2006 rony crenieHb yOBITKOB CHOBA yBenuuniachk. O030p He OOBSICHSET YMEHBIIICHUS
yobiTKOB B 2002 roay wiu noBeimenus B 2006 rogy. U3 21 kareropuu, 0603Ha4CHHON B 0030pe, caMble BEICOKHE
JI0JTIApOBEIC YOBITKHM OBUIN CBSI3aHBI ¢ (PHHAHCOBBIM MOIIICHHUYECTBOM, BUPYCAMH, IPOHUKHOBCHUEM B CHCTEMY
W3BHE U KpaKeil KOH(UACHIMAIBHBIX JaHHbIX. O01ue yOBITKH BCceX onponieHHbIX 3a 2006 roa cocTaBuin
npuOIM3UTENBHO 66,9 MiH. momut. CIIA.

[Moce HECKOBKUX JIET YMEHBIICHHS CPEIHUX YOBITKOB Ha OJTHOTO OIPOIICHHOTO, IPOHU30IIEN TIOBOPOT COOBITHIA.
B 2006 r. cpeanuii yosiTok coctaBua 345 000 momn. CIIA. B 2001 roxy cpenuuii yOBITOK ObUT TOYTH B JIECSITh Pa3
Boiue (3,1 muH. nomwi. CLIA). Cpeanuii yOBITOK Ha OJHOTO ONPOLIEHHOTO CUJIBHO 3aBUCHUT OT COCTaBa
OIIPAIIMBAEMBIX, €CIIH OJIH T'OJI OIIPAIINBAINCH, B OCHOBHOM, MaJibie U cpeanue npeanpustus (MCII), a B
CIIEIYIOIIEM IOy X 3aMEHIIN Ooiee KpyIHbIe KOMIAHUH, TO Ha CTATHCTUYECKHUE PE3yIbTATH CHIIBHO ITOBIHSIIO
HM3MEHEHHUE COCTaBa ONPAIUBAEMbIX.

00630p KoMIbIOTEpHBIX MpecTymiennii ®BP 2005 roxa’3? ananornuen noaxoay k 063opy MKB, Ho umeer 6omee
IUPOKOE ocBerenne 33, 00630p OFP orneHnBaeTt, 4To 1IcHa UHIMJICHTA B CUCTEMaX KOMIIBIOTEPHOU OE€30MTaCHOCTH U
UHTEpHET NpecTymienuii coctapuna 21,7 mis. gomn. CIIAS34, CambiMu HOMy/ISpHBIMU IPECTYIIIEHUSAMH,
3a(DUKCUPOBAHHBIMH OPTaHU3ALUSIMH, CTAIN BUPYCHBIC aTaKH, IIPOrPAMMBI-IIITUOHBI, CKAHIPOBAHKE IOPTOB U
HOBpPEXkIEHUE JaHHBIX WK ceTeii 3>, 0630p KoMIbIOTEPHBIX npecTymiennit ®BP 2005 roaa qaet oneHKy oomei
cymMe YOBITKOB st skoHoMuKH Coenunennbix 1ltaTos330. Ha ocHoBe cpenHux yobITKOBY37 M pH yCIOBUM, UTO
KOMITBIOTEPHBIMU NPECTYIUICHUAMU 3aTpOHYTHI 20% opranm3anmii CILA, Obu1 paccunTad oOuIHil yOBITOK, KOTOPBIHA
coctaun 67 mupa. gomt. CIIA338, Onnako ecTh IpOGIEMBI OTHOCHTENBHO TOTO, KaK IIPEACTABUTh TH OLIEHKH, a

TAKXX€ COOTBCTCTBUEC OIIPpAIlIMBAEMBIX I'OJ OT FOL[3539.

JIOKJ1a/1 0 BPEJIOHOCHOM SKOHOMUYECKOM KOMIILIOTEPHOM mporpammuoM obecnieuennn>*0 2007 roma ocsemmaer
MOCIEICTBUS, OKa3aHHBIC HA MHPOBYIO YKOHOMHUKY BPEJOHOCHBIM ITPOTPaAMMHBIM 00€CIIEYCHUEM ITyTEM
CYMMHPOBaHHMS OOLIMX MPEATONaraeMbix YObITKoB !, Ber3BaHHBIX aTakamMu. OTHUM U3 €70 KIIIOUEBBIX PE3YJILTATOR
SIBIISIETCS TOT (DaKT, YTO 3JOYMBIIUICHHUKH, pa3padaThIBAIOLIIE BPEIOHOCHBIE IPOTPaMMBI, EPEXOIST OT
BaH/ITM3Ma K MMOJYYeHUI0 (UHAHCOBOH BBITOJBL. B MOKIa e TOBOPHUTCS, YTO (DUHAHCOBEIC YOBITKY, BEI3BAHHBIC
aTakaMy BpEJOHOCHBIX mporpamm, nocturin makcumyma B 2000 romy (17,1 mupa. gomn. CHIA) u 2004 rony

(17,5 mapa. nomn. CIHA), Ho ¢ 2004 rona o 2006 rox onn ymenbiwiuch Ha 13,3 mupa. gomn. CHIA. Oanako, kak
U B pe3ysibTarax 0030pa, 371eCh €CTh HEOPEISICHHOCTh OTHOCHTEIFHO TOTO, PEATUCTUYHBI JI CTATHCTHYCCKIE
JaHHBIE 110 BO3AECHUCTBHIO BPELOHOCHBIX MporpamMM. CyIIeCTBYIOT OOIBIIHE HECOOTBETCTBHS MEXIY YOBITKAMH, O
KOTOPBIX COOOIIAOT, U JIOKa3aHHBIM yiepooM. Hanpumep, cirydaii ¢ KOMIbIOTEpHBIM YepBeM Sasser. Coo0manocs o
3apaKEHMH MUJUTMOHOB KOMITBIOTEPHBIX CUCTEMYZ, B X0/1€ TPak/1aHCKO-TIPaBOBOTO MCKa IPOTUB pa3paboTunKa
MpOrpamMMBbl Ha NMPOCKOY MPUCOSAMHUTHCS K CyIeOHOMY TIPOIIECCY, C TEM YTOOBI JIOKa3aTh CBOU YOBITKH,
OTKJIMKHYJIOCH OYCHb HEMHOI'O KOMIIaHUI U YacTHBIX JHIl. [Iporiecc 3aKOHYMIICS PEIICHUEM, YTO Pa3paboTInK

AOJDKCH BBITUIATUTH KOMIICHCAIIUIO MEHEE NECATH ThICAY JOJIJIapOB C]_HA543.

332 <9005 FBI Computer Crime Survey”.

333 The 2005 FBI Computer Crime Survey is based on data of 2066 United States institutions (see 2005 FBI Computer Crime Survey, page 1) while the

2007 CSI Computer Crime and Security Survey is based on 494 respondents (See CSI Computer Crime and Security Survey 2007, page 1, available

at: http://www.gocsi.conv).

See “2005 FBI Computer Crime Survey”, page 10.

See “2005 FBI Computer Crime Survey”, page 6.

36 See Evers, “Computer crimes cost $67 billion, FBI says”’, ZDNet News, 19.01.2006, available at: http:/news.zdnet.com/2100-1009_22-

6028946.html.

2005 FBI Computer Crime Survey”, page 10.

338 See “2005 FBI Computer Crime Survey”, page 10 As well as Evers, “Computer crimes cost $67 billion, FBI says”, ZDNet News, 19.01.2006,

available at: http://news.zdnet.com/2100-1009_22-6028946.html.

The report makes available useful details of those institutions that responded. See “CSI Computer Crime and Security Survey 2007”, page 3,

available at: http://www.gocsi.com/

“2007 Malware Report: The Economic Impact of Viruses, Spyware, Adware, Botnets, and Other malicious Code”. A summary of the report is

available at: http://www.computereconomics.com/article.cfm?id=1225.

The costs covered by the report include labour costs to analyze and repair an infected computer system, the loss of user productivity and the loss of

revenue due to a loss of performance of infected computer systems. For more information, see the summary of the report available at:

http://www.computereconomics.com/article.cfm?id=1225.

2 See: “Sasser Worm rips through the Internet”, CNN News, 05.05.2004, available at:
http://edition.cnn.com/2004/TECH/internet/05/05/sasser.worm/index html

>3 See Heise News, 06.07.2005, available at: http://www.heise.de/newsticker/meldung/print/61451.
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2.9.2 CJ'IO)KHOCTI/I, CBsAAI3AHHbIC CO CTATUCTUYCCKUMH JAaHHBIMH O Kl/lﬁepﬂpeCTyﬂHOCTl/l

HesicHO, HACKOJILKO MPEICTABUTENBHBI CTATUCTUYECKUE JAHHbIE 00 SKOHOMHYECKHX MOCTIEACTBHAX
KMOEPNPECTYITHOCTH | ABJIAETCS JIM 10CTOBEPHO HHpOpMAIUs O cTeneHn yobiTko 4. HesicHO, 110 KaKoii cTeneHu
coo0IIaeTcs 0 KUOEpIPECTYILIEHUAX He TOILKO B 0030pax, HO M TAK/Ke OpraHaM OXpaHbl HpaBonopsaka. OpraHsl
BIIACTH, Y4aCTBYIONIUE B 60pb0e NPOTUB KUOEPIPECTYHHOCTH, CTHMYJIUPYIOT K€PTB KMOEPIPECTYILICHHUS K
CO0OMIEHHIO 00 STUX MpecTyIIeHuax 4. JlocTyn k Goiee TOYHOH HHPOPMAIUK 00 HCTHHHOM YPOBHE
KMOEPIPECTYTHOCTH TI03BOJIMI OBl OpraHaM OXpaHbl PABOTIOPSIKA YIYUIIUTh CyeOHOE TIpeciie0BaHue
3JI0YMBIIIEHHUKOB, CIEPKMBATh IIOTEHIIMATbHBIE aTAKK U IIPUHUMATh OoJiee a1eKBaTHbIE H (Q(PEKTUBHbIE 3aKOHbL.

Ps 0011ecTBEHHBIX M YaCTHBIX OPTAaHHU3ALMI MTOMBITAICH ONPEAESTUTH KOJMUECTBO MPSMBIX U KOCBEHHBIX 3aTpaT Ha
00pB0Y ¢ BpeJOHOCHBIMHE IIporpaMmmaMu. CI0XKHO OLIEHUTH 3aTPAThI JIsl PUPM, HO elie 00JIee CII0KHO OLICHUTh
(UHAHCOBBIC YOBITKH, IPHYHNHEHHBIC BPSJOHOCHBIME ITPOrpaMMaMU, U 3aTPAThl OTACTBHBIX KIIMEHTOB, XOTS €CTh
CBHJIETENLCTBA TOTO, YTO OTH YOBITKHM MOTYT OBITH O4€Hb GOMbIMMKI40, OIHAKO Y TAKUX 3aTPaT eCTh Pa3IHYHbIE
KOMITOHEHTHI. OHH MOT'YT IPHUBECTH K IPSMOMY ITOBPEXICHHUIO alMapaTHBIX CPEIACTB M MIPOTPAaMMHOT0 00eCIIedeHus,
a Tak ke K (UHAHCOBOMY H JAPYTHM yIiepOaM n3-3a KPaKy HICHTUYHOCTH WU IPYTUX MOIICHHHYECKAX CXEM.
Jluana3oH OLIEHOK OTJIMYAETCsl, XOTs BO3HUKAOILAs II0JIHas KapTHHA BEChbMa II0CIIE10BaTEbHA.

(DI/IpMI)I, C I[pyl"Oﬁ CTOPOHBI, MOTYT HE COOGHIaTB o KHGGpHpeCTyHHeHI/IHX 110 HECKOJIBKHUM IMPpUYUHAM:

®UpPMBI MOTYT OIACAThCS, YTO UX PEMYTALMU MOYKET MOBPEANThL HeraTuBHas nHpopmanus 4. Eciu koMmnanus
OOBSBIISCT, UTO XaKEPhI MOJTYYMIN TOCTYII K HX CEPBEPY, KIMESHTH MOTYT MOTEPSTH HoBepue. I1onHbIe 3aTpaThl n
MOCJIEICTBUS MOTJIM HAHECTH OOJIBINE TOTEPh, YeM IIOTEPH, BEI3BAHHBIC HAIlaleHHEM B31oMa. OJHAKO, €CITH O
3JI0YMBIIUICHHUKAX HE COOOIIATH M HE MPECIIEI0BATh CYICOHBIM MOPSIKOM, OHH MOTYT IPOJIO/DKATh HAMTAICHUS.

JKepTBBI MOTYT HE BEPHTB, YTO OPTaHbl OXPaHbl PABOMIOPSIKA CMOTYT BBIIBUTE 3JI0YMBINIIEHHUKOB 48, CpaBHuBast
00JIBIIOE KOJIMIECTBO KHOCPIPECTYIUICHNH ¢ HEOOIBIINM YHCIIOM YCIICITHBIX pacciaeJOBaHHHA, >KEPTBHI

HpeCTyHHeHI/Iﬁ, MOTYT HC UMETb IPUYIHUHBI COOGHIaTB (6] HpeCTyHHeHI/IFIX549.

ABTOMaTH3aIHUs TAK)KE O3HAYACT, YTO KHOCPIPECTYITHUKH CIICAYIOT CTPATEI MU H3BICUCHHUS OOJBIION TPUOBLITH
Yepe3 MHOKECTBO aTak Ha HEOOJIBIIME CYMMBI, KaK, HAPUMED, CIIyYaeTcsl C MOIIEHHMYECTBOM C TIPENOMIaToi 0,
W3-3a oueHb HEOOMBIINX CYMM KEPTBBI MOTYT MTPEAIOYECTh HE MIPOXOIUTH OTHUMAIOIINE MHOT'O BPEMEHHU
MPOIIEAYPhI COOOMIeHNs 0 mpecTyIuieHnd. Ciiy4an, 0 KOTOPBIX COOOMIAETCs], YaCTO OCHOBAHBI HA YPE3BBIYAITHO
BBICOKMX cyMMax > !, PaGoTast TONBKO ¢ HEGOIBIIMMU CyMMaMH, 3I0yMBIIUIEHHUKH Pa3pabaThiBarOT
MOIIICHHUYECTBA, KOTOPHIC 3a4acTyI0 HEe OyIyT paccieloBaThCS B JaTbHEHIIIEM.

3% Regarding the related difficulties see: United Nations Conference on Trade and Development, Information Economy Report 2005,

UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6, page 229, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

“The United States Federal Bureau of Investigation has requested companies not to keep quiet about phishing attacks and attacks on company IT
systems, but to inform authorities, so that they can be better informed about criminal activities on the Internet. "It is a problem for us that some
companies are clearly more worried about bad publicity than they are about the consequences of a successful hacker attack," explained Mark
Mershon, acting head of the FBI's New York office”. See Heise News, 27.10.2007, available at: http://www.heise-security.co.uk/news/80152.

ITU Study on the Financial Aspects of Network Security: Malware and Spam, July 2008, available at http:/www.itw.int/ITU-
D/cyb/cybersecurity/docs/itu-study-financial-aspects-of-malware-and-spam.pdf.

See Mitchison/Urry, “‘Crime and Abuse in e-Business, IPTS Report”, available at:

http://www jrc.eshome/report/english/articles/vol57/ICT2E576.htm

See Smith, “Investigating Cybercrime: Barriers and Solutions”, 2003, page 2, available at:
http://www.aic.gov.au/conferences/other/smith_russell/2003-09-cybercrime.pdf

In fact, newspapers as well as TV stations limit their coverage of successful Internet investigations to spectacular cases such as the identification of a
paedophile by descrambling manipulated pictures of the suspect. For more information about the case and the coverage, see: “Interpol in Appeal to
find Paedophile Suspect”, The New York Times, 09.10.2007, available at: http://www.nytimes.com/2007/10/09/world/europe/09briefs-
pedophile.html?_r=1&oref=slogin; as well as the information provided on the Interpol website, available at:
http://www.interpol.int/Public/THB/vico/Default.asp.

See SOCA, “International crackdown on mass marketing fraud revealed, 2007, available at:
http://www.soca.gov.uk/downloads/massMarketingFraud.pdf.

In the 2006 NW3C Internet Crime report, only 1.7 per cent of the reported total USD losses were related to the Nigerian Letter Fraud, but those cases
that were reported had an average loss of 5,100 USD each. The number of reported offences is very low, while the average loss of those offences is
the high.
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3 HHPOBJIEMbBI BOPbBbI C KUBEPITPECTYIIHOCTBIO

[ocnenuue pazpadotku B oomactu MKT He TONBKO MPHUBENH K HOBBIM MPECTYIUICHUSIMU ¥ HOBBIM METOIaM
COBEpIICHHUS MPECTYIUICHHH, HO ¥ HOBBIM METOZIaM pacclieoBaHus KubeprpectyuieHui. Jloctimkenus B 001acTu
UKT 3HaYHUTENHHO pACIIUPUIN BO3ZMOXHOCTH OPraHOB OXPaHbl IpaBonopsiaka. Yl Ha000poT, IPECTYIMHUKU MOTYT
MCIIOIb30BaTh HOBBIE CPEJICTBA, JUIS TOTO YTOOBI BOCIPEISTCTBOBATh HACHTU(GHUKALMN U 3aTPYIHUTh PACCIIeOBAHHUE.
B 3T0li TIaBE OCHOBHOE BHUMaHHE yIIEIsIeTCsl pobdaemMaM 00pbObI ¢ KHOSPIPECTYTHOCTHIO.

3.1 bnazonpuammnwie 03modrcnocmu

OpraHbl 0XpaHbl IIPaBONOPsIKA TENEPh MOTYT
HCTIONB30BATh ISl CyAeOHOH SKCIIEPTH3HI
KOMIIBIOTEPHBIE CUCTEMBI TOBBIIIEHHON
IIPOU3BOAUTENBHOCTH U CJIOKHBIE IIPOTPAMMBI JUIs]
YCKOpEHUs paccieloBaHus U aBTOMAaTU3aLU [IPOLIENYP

moucka>>2,

DTO MOXKET 34aTPYAHUTH aBTOMATU3ALINIO ITPOLECCOB
paccii€egoBaHus. XOTs IMONCK HE3aKOHHOTO COACPIKaAHUA

I10 KJIIOYEBBIM CJI0BAM MOXET OBITh JIETKO OCYHICCTBIJICH,

u ,Z[GHTI/I(I)I/IKa]_II/I}I HE3aKOHHBIX I/I306pa)KGHI/II‘/'I SBIISACTCS B npumepe, npHBEICHHOM BBIIIE, KOMIIBIOTEPHBIE CYeOHBIE YKCIEPTHI
o o CMOTJIH Pa3JI0KHTh BHECCHHBIC B QOTOrpaduio N3MEHEHUS 1
0osee mpobnematnaHoi. [101X0/p1 HA OCHOBE 3HAUCHUIA T~

XOMI-(QYHKIUH YCIIEITHBI TOJIBKO, €CIIH N300paeHus
OBUTH TIPEIBAPUTEIIEHO 00CUNTaHBI, 3HAYCHUE XAII-PYHKIIUN XPaHUTCS B 0a3e JaHHBIX U MTPOaHATN3UPOBAHHOE

1300pakeHne He ObLIO M3MEHEHO) 5.

[IporpaMmsl 11st CyaeOHOM SKCIEPTH3EI CIOCOOHBI aBTOMAaTHIECKH HCKATh H300pa)XEeHUS IETCKOM mopHOrpaduu,
cpaBHHBas (haiiiIbl Ha )KECTKOM JIMCKE TTOZ03pEBACMOro ¢ HH(popMaIiel 00 U3BECTHBIX n300pakeHusx. Hanpumep, B
kon1e 2007 roza, BIaCTH HAIUIA HECKOJIBKO N300paKEHUH CeKCyallbHOTO HACHIIUS HaJl 1eThbMH. J1Jist
MPeIOTBpAIleHHS UICHTU(UKAINHI MPECTYITHUK TUPPOBBIM CIIOCOO0M U3MEHHI YaCTh U300paXKeHUH,
MOKA3bIBAIOIINX €T JIUIO, TIepe MyOnukanueid n3o0paxxeHuii B uHTepHeT (cM. PucyHok 23). KoMmbroTepHbie
CyI€eOHBIE DKCIIEPTHI CMOIJIM PA3JIOKHUTh H3MEHEHHUS M PEKOHCTPYMPOBATh JIMIIO TI0103peBaeMoro>>4, Xors
YCIIEIIHOE PACCIIEIOBAHUE SBHO JEMOHCTPUPYET BOZMOKHOCTH KOMIIBIOTEPHOU CYICOHOM IKCIIEPTU3BL, 3TOT CIIyJdan
HE SIBIISIETCS I0KA3aTEIbCTBOM IIPOPHIBA B pacciIeOBaHMs AeTCKON mopHorpadun. Eciu 61 mpecTymHIK MPOCTO
3aKpPBUI CBOE JIMIIO OCJIBIM MATHOM, HIIeHTH(HUKAIHS OblTa Obl HEBO3MOXKHA.

2 See: Giordano/Maciag, Cyber Forensics: A Military Operations Perspective, International Journal of Digital Evidence, Vol. 1, Issue 2, available at:

https://www.utica.edu/academic/institutes/ecii/publications/articles/A04843F3-99E5-632B-FF420389C0633B1B.pdf; Reith, An Examination of

Digital Forensic Models, International Journal of Digital Evidence, Vol. 1, Issue 3, available at:

https://www.utica.edu/academic/institutes/ecii/publications/articles/ AO4A40DC-A6F6-F2C1-98F94F16AF57232D.pdf; Kerr, Searches and Seizures

in a digital world, Harvard Law Review, 2005, Vol. 119, page 531 et seq.

Regarding hash-value based searches for illegal content see: Kerr, Searches and Seizures in a digital world, Harvard Law Review, 2005, Vol. 119,

page 546 et seq.; Howard, Don’t Cache Out Your Case: Prosecuting Child Pornography Possession Laws Based on Images Located in Temporary

Internet Files, Berkeley Technology Law Journal, Vol. 19, page 1233.

3% For more information about the case, see: Interpol in Appeal to find Paedophile Suspect, The New York Times, 09.10.2007, available at:
http://www.nytimes.com/2007/10/09/world/europe/09briefs-pedophile.html?_r=1&oref=slogin; as well as the information provided on the Interpol
website, available at: http://www.interpol.int/Public/THB/vico/Default.asp
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3.2 Oobuwgue npoodemol

3.2.1 3asucumocts or UKT

MaHuorue BUALI IOBCeAHEBHON ¢Bs13U 3aBucaT or UKT u

YCIIYT, CBSI3aHHBIX C MHTEPHETOM, BKJIIOYast BHI30BHI VOIP

WIN COOOLIEHHs DIEKTPOHHON nouTth>>, UKT B
HACTOSILEE BPEMS OTBEYAET 3a KOHTPOJIb U YIIPABJICHUE

(GyHKIMAMY B 31aHUAX0, aBTOMOOUIIAX M aBUALIMOHHBIX

ciyx6ax (cM. Pucynok 24557). DueprocHabxeHnue,

BOZIOCHA0XEeHUE U YCIIyTH cBs3u 3aBucsT oT UKT.

B naneneiimem HHTCrpanns UKT B HOBCEHEBHYIO HMHbopMaIMoOHHBIE TEXHOJIOTUH U 3JICKTPOHHBIC YCTPOHCTBA BCE GONIBIIE

’KU3Hb, CKOPEE BCETO, TPOJIO TKUTCSOOS. 3aMEHSAIOT QYHKIMH PYYHOTO yIIPABICHHUS.

Pacrymast 3aBucumocts ot UKT nenaer cucremsl u

yciyru 60j1ee yS3BMMBIMH JUIS aTaK HAa BaKHEHIIHE HHPPAcTpyKTyph>>?. Jlaxke KOPOTKUE NEPEPHIBLI B
MPEIOCTABICHUH YCIYT MOTYT MIPUBECTH K OTPOMHBIM (PUHAHCOBBIM MOTEPSM UTS IPEIIPUATHS SISKTPOHHON
xommepuund%0, He TONBKO IpakIaHCKas CBA3b MOKET OBITh IIPEpBaHa aTakaMu; 3aBUcuMocTh oT KT snseTcs

OCHOBHBIM PUCKOM JIJIsl BOEHHOI1 cBs3n0!,

CymiecTBylolas TexHuueckas HHPPacTPyKTypa UMeeT s/l c1abbIX MECT, TAKUX KaK MOHOKYJITYPBI HJIH
OJIHOPOIHOCTh OIEPAIMOHHBIX CHCTEM. MHOIUe YacTHBIE MOIb30BATENH, a TAKKE MANIbIe U CPEIHUE P IIPHATHS
UCIIONB3YIOT ONEPaLMOHHYI0 chcTeMy Microsofto2, Takum 06pa3oM NpecTyMHUKU MOTYT pa3pabaThiBaTh
>()eKTHBHBIE aTaKH, KOHIIEHTPUPYsl BHUMAHKE Ha 3TOM eIMHCTBEHHOM Heand03.

3aBucumocTh o6miectsa oT MKT He orpaHHuMBaeTcs 3anaHbIMU CTPaHaMuO %4 — pa3BUBaIONINECS CTPAHbI TAKKE
CTAIIKMBAKOTCS C MPOOJIEMaMH B NPEIOTBPAILIEHHH aTak Ha CBOM MH(PACTPYKTYPhI M T0Jb30BaTeNei 0. Passutue Gonee

355 It was reported that the United States Department of Defence had to shut down their e-mail system after a hacking attack. See:

http://www.defenselink.mil/transcripts/transcript.aspx transcriptid=3996.

Examples include the control of air-conditioning, access and surveillance systems, as well as the control of elevators and doors.

See Goodman, “The Civil Aviation Analogy — International Cooperation to Protect Civil Aviation Against Cyber Crime and Terrorism” in
Sofaer/Goodman, “‘The Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 69, available at:
http://media.hoover.org/documents/0817999825_69.pdf.

358 Bohn/Coroama/Langheinrich/Mattern/Rohs, “Living in a World of Smart Everyday Objects — Social, Economic & Ethical Implications™, Journal of
Human and Ecological Risk Assessment, Vol. 10, page 763 et seqq., available at: http://www.vs.inf.ethz.ch/res/papers/hera.pdf.

Re the impact of attacks, see: Sofaer/Goodman, *“Cybercrime and Security — The Transnational Dimension”, in Sofaer/Goodman, “The
Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 3, available at: http://media.hoover.org/documents/0817999825_1.pdf.

A demonstration of the impact of even short interruptions to Internet and computer services was the harm caused by the computer worm, 'sasser”. In
2004, the computer worm affected computers running versions of Microsoft’s operation System Windows. As a result of the worm, a number of
services were interrupted. Among them were the U.S. airline “Delta Airlines” that had to cancel several trans-Atlantic flights because its computer
systems had been swamped by the worm, whilst the electronic mapping services of the British Coastguard were disabled for a few hours. See Heise
News, 04.01.2005, available at: http://www.heise.de/mewsticker/meldung/54746; BBC News, “‘Sasser net worm affects millions”, 04.05.2004,
available at: http:/news.bbc.co.uk/1/hi/technology/3682537.stm.

1 Shimeall/Williams/Dunlevy,” Countering cyber war”, NATO review, Winter 2001/2002, page 16, available at:
http://www.cert.org/archive/pdf/counter_cyberwar.pdf.

One analysis by “Red Sheriff” in 2002 stated that more than 90% of the users worldwide use Microsoft's operating systems (source:
http://www.tecchannel.de - 20.09.2002).

Re the discussion about the effect of the monoculture of operating systems on cybersecurity, see Picker, “Cyber Security: Of
Heterogeneity and Autarky”, available at: http://picker.uchicago.edu/Papers/PickerCyber.200.pdf; “Warning: Microsoft
‘Monoculture’”, Associated Press, 15.02.2004, available at http://www.wired.com/news/privacy/0,1848,62307,00.html; Geer and
others, “CyberInsecurity: The Cost of Monopoly”, available at: http://cryptome.org/cyberinsecurity.htm.

With regards to the effect of spam on developing countries, see: “‘Spam issues in developing countries, 20057, available at:
http://www.oecd.org/dataoecd/5/47/34935342.pdf.

Regarding the integration of developing countries in the protection of network infrastructure, see: “Chairman’s Report on ITU
Workshop On creating trust in Critical Network Infrastructures”, available at: http://www.itu.int/osg/spu/ni/security/docs/cni.10.pdf;
“World Information Society Report 20077, page 95, available at:
http://www.itu.int/osg/spu/publications/worldinformationsociety/2007/WISRO7_full-free.pdf.
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JIEHIEBbIX TEXHONOTUiA MHPPACTPYKTYphI, Takux kak WiMA X500, 1103BomseT pa3BuBaloIIUMCs CTpaHaM TIpeiiaraTh
YCIIyT'H HHTEpHET OOJbIIeMy YHCITy JIIo/IeH. Pa3BrBarommuecs CTpaHsl MOT'YT H30€KaTh OIIHOOK HEKOTOPBIX 3aIlaJHBIX
CTpaH, KOTOPbIE B OCHOBHOM COCPEIOTOYCHBI HA MAKCHMU3AIIMH JTOCTYITHOCTH, 0€3 3HAUUTEIHHOTO HHBECTUPOBAHUS B
sanmty. DkcrepThl CLLIA moscHHIHM, 4TO YCTICIIHBIE aTaKu Ha O(QUITMATLHBIA CalT TOCYIapCTBEHHBIX OpraHU3aIii B
Dcronnn>®7 Mor MeTh MECTO TOJBKO B CBSI3H C HEaJEKBATHOCTBIO Mep 3aIMTHIO 08, PasBuBarolyecs: cTpaHbl 001a1ar0T
YHUKATEHOH BO3MOXKHOCTBIO [Tl MHTETPAIIMU Mep 110 00ECTICUeHII0 OS30MacHOCTH Ha paHHEH CTauu. ITO MOXKET
MOTPeOOBaTh OOJBIIX ABAHCOBBIX HHBECTUIINH, HO MHTETPALUS MEP IO 0OeCIIeUeHIIO 0€30MacHOCTH Ha OoJee o3 THEM

STare MOKET OKa3aThes 0oJiee J0POrocTosIei B 10IrocpouHoM miane>%.

JlomkHBI ObITh Pa3pabOTaHbl CTPATETUH IS IPEJOTBPAILICHHUS TAKUX aTaK v pa3paboTaHbl KOHTPMEPHL,
BKITIOYAIOIINE B ce0s1 pa3pabOTKy U MPOJBIKEHUE TEXHHYESCKUX CPECTB 3aIUTHI, a TAKXKE aICKBATHBIX U
000CHOBaHHBIX 3aKOHOB, MTO3BOJISIONIMX MPABOOXPAHUTEIBHBIM OpraHaM 3PGEeKTHBHO OOPOTHCS €

KHOEpIPecTyHOCTHEY /0,

3.2.2 KoanuecTBO moJb30BaTe.ieil

1000

T[1OMyIAPHOCT HHTEPHETA U €TO YCIYT CTPEMHUTEILHO
pacrer, B MUpe HacuuThIBaeTes 6omee 1 Mupy.
nonb30Bareneii uatepuera (cm. Pucynok 25°71).
KoMmboTepHbIe KOMIIAHUH U OCTABIIUKA YCIYT

HMHTEPHET COCPEIOTOUYCHBI Ha Pa3BUBAIOIINXCS CTPAHAX

¢ GOJIBLIMM MOTEHIMAIOM ISl AalbHekmero pocrad’2, _
. Pucynox 25

B 2005 roay uucio nosip3oBaTesieil MHTEpHETA B

paSBI/IBa}OH_II/IXCH CTpaHaX HpeBI)ICI/IJIO UX YUCJIO B B nacrosuiee Bpemst Gonee HacunTeiBaeTcs Gonee 1 MUIMAapaa MOIb30BaTENCH HHTEPHETA.

MIPOMBIIIJICHHO-PAa3BUTBIX CTpaHaX573, B TO BpEMs KaK
PA3BUTHUEC ACUICBLIX allllapaTHBIX CPEACTB U 6CCHpOBOI[HOI>'I JAOCTYII MMO3BOJIUT MOJYYNUTh JOCTYII K MHTCPHETY CIIIEC

OonblIeMy uHcIy moaeitd 74,

C pocToM Yucia Jrofiei, OAKII0YEeHHbBIX K MHTEPHETY, KOIMYECTBO LeNeil U IPeCTyHUKOB Bo3pacTaer> />, CIIOKHO
OIIEHUTH, CKOJIBKO JIFO/IEH UCITONIB3YIOT MHTEPHET ISl HE3aKOHHOM nestenpHocTr. Jaxe ecnu numb 0,1%
MOJIB30BATENCH COBEPIIMIIN IPECTYILICHUS, 00IIee KOTHIECTBO IPaBOHAPYIIHTENEH ObUIO OBl 00JIee MUJUIHOHA.
XO0Ts B pa3BUBAIONINXCS CTPAHAX CTETICHb NCIIONIF30BAHMUS NHTEPHETA HIDKE, COJeHCTBIE KNOEepOe30I1acHOCTH He

JIerye, MOCKOJIBKY TPECTYITHUKH MOTYT COBEPINATH IPECTYILIEHHUS U3 JIF0G0# TOUKM Beero mupad’o.

YBenuueHue Yucia rnojib3oBaTesieil MHTEpHETa BbI3bIBAET TPYIHOCTH JJIsl OPraHOB OXPaHbI IPABONOPSAKA,
IIOCKOJIbKY OHO JI0BOJIBHO CEPbE3HO 3aTpyJHIET aBTOMATU3ALMIO IIPOLIECCOB pacciaeioBaHusl. XOTs IIOUCK
HE3aKOHHBIX MaTEPUAJIOB 10 KIIOUYEBOMY CIIOBY MOKET OBITH JIETKO IIPOBEACH, HACHTH(UKAIIS HE3aKOHHOTO

366 WiMAX (Worldwide Interoperability for Microwave Access) is a technology that provides wireless data services over long distances. For more

information, see: The WIMAX Forum, available at http://www.wimaxforum.org; Andrews, Ghosh, Rias, ‘Fundamentals of WIMAX: Understanding
Broadband Wireless Networking”’; Nuaymi, “WiMAX Technology for Broadband Wireless Access”.

Regarding the attack, see: Toth, Estonia under cyberattack, available at: http://www.cert.hu/dmdocuments/Estonia_attack2.pdf

368 See: Waterman: Analysis: Who cyber smacked Estonia, United Press International 2007, available at:
http://www.upi.com/Security_Terrorism/Analysis/2007/06/11/analysis_who_cyber_smacked_estonia/2683/.

Regarding cybersecurity in developing countries see: World Information Society Report 2007, page 95, available at:
http://www.itu.int/osg/spu/publications/worldinformationsociety/2007/WISRO7_full-free.pdf.

370 See below: Chapter 4.

371 According to the ITU, there were 1.14 billion Internet users by the start of 2007, available at: http:/www.itu.in/ITU-Dficteye.default.asp.

372 See Wallsten, “Regulation and Internet Use in Developing Countries”, 2002, page 2.

373 See “Development Gateway’s Special Report, Information Society — Next Steps?”, 2003, available at:
http:/ftopics.developmentgateway.org/special/informationsociety.

An example for new technology in this area is WiMAX (Worldwide Interoperability for Microwave Access), a standards-based wireless technology
that provides broadband connections over long distances. Each WiMAX node could enable high-speed Internet connectivity in a radius of up to 50
km. For more information, see: The WiMAX Forum at http://www.wimaxforum.org; Andrews, Ghosh, Rias, ‘Fundamentals of WIMAX:
Understanding Broadband Wireless Networking”’; Nuaymi, WiMAX, Technology for Broadband Wireless Access.

Regarding the necessary steps to improve cybersecurity, see: “World Information Society Report 20077, page 95, available at:
http://www.itu.int/osg/spu/publications/worldinformationsociety/2007/WISRO7_full-free. pdf.

The fact that the offenders are not only based in western countries is proven by current analysis that suggests for example that an increasing number
of phishing websites are hosted in developing countries. For more details, see: ‘Phishing Activity Trends”, Report for the Month of April 2007,
available at: http://www.antiphishing.org/reports/apwg_report_april_2007.pdf. Regarding phishing, see above: Chapter 2.8.d.
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n300pakeHus sABIsieTcs 6oiee mpobneMaTuaHou. [1o1X01b1 Ha OCHOBE 3HAUCHHH XAI-(DYHKITHH, YCIIEITHBI TOJIBKO,
€CIi U300pakeHuUs OBUTH TPEIBAPUTEIFHO OOCYUTAHBI, 3HAUCHHE XAII-(DYHKIIMU XpaHUTCS B 0a3e JaHHBIX U

[POAHATM3UPOBAHHOE H300PAKEHHUE HE OBLIO H3MEHEHO) .
3.2.3 Hanunuue ycTpoiicTB U 10ocTyna

Tonbko 6azoBoe 000pY0BaHNE, HEOOXOAMMOE JIsl COBEPIICHHUST KOMITBIOTEPHBIX IPECTYIUICHUH, OOBIYHO BKJIFOUACT
CJIE/TYIOIINE JIIEMEHTBI:

®  ammapaTHbIE CPEACTBA;

® [porpaMMHOE oOecrieueHHe; U .1

®  JIOCTYIl B MUHTEPHET. —
Yro Kacaercs annmapaTHbIX CPEACTB, :
MPOU3BOIUTEIIBHOCTh KOMIIBIOTEPOB HEMPEPHIBHO S ,__:_l -

. o S\ 1
pactet 78, EcThb Liesiblii psijl IPOEKTOB, TO3BOSIOMINX e ®
JIIOJISIM B Pa3BHUBAIOIINXCA CTpaHax ucnoias3oBats MKT
6ounee mupokod 2. TIpecTyHUKKE MOTYT COBEpIIATH _
Pucynok 26
TSDKKHE KOMITBIOTEPHBIE MPECTYIIIICHUS, UCIIOIb3Ys ¥
JCHICBYIO UJIM MMOACPIKAHHYH0 KOMIIBIOTEPHYIO TEXHUKY, JIoCTyIl K MHTEPHETY, HE OCTaBIISis CIIE/0B, ABISETCS NEPBOOYEPEIHOMN 3a1adeid uist
6 MHOTHX IIPECTYNHUKOB. Ha prCyHKe moka3aHo, Kak IPAaBOHAPYIIHTEIb MOKET

OHI/I ropa?”z[o OHLH.[e pacchTLIBaIOT Ha 3HaHI/IX’ qu HCII0JIb30BATh CUTHAI OTKpLITOﬁ GeCHPOBOHHOﬁ CETH U1 TIONY4YCHHMS YTaJICHHOIO
060pyI[0BaHI/Ie. BepCI/Iﬂ KOMHB}OTepHOI\/'I TEXHOJIOTUU J0cTyna. B Takux ciydasx NpaKTHYECKH HEBO3MOXKHO MACHTH()HIMPOBATH NPECTYITHHKA.

MIPAKTUYECKU HE BIMSIET Ha UCIOJIb30BaHUE ITOTO
000pyZOBaHUS C LIENIBI0 COBEPIICHHSI TPECTYILICHHUS.

CoBepleHre KMOepIPeCTYILICHUI MOXKET ObITh YHPOIIEHO CPEACTBAME CIIEHUATM3MPOBAHHOTO HPOrPAMMHOIO
obecreyenus. [IpaBoHapyIIUTENM MOTYT 3arpy3uTh MPOrpamMmbIosY, mpeiHazsHauYeHHbIE 171 OOHAPYKEHUS OTKPHITHIX
TIOPTOB MIIM B3JI0Ma MapojibHOH 3amuThi8!, IIIMpOKyIo H0OCTYTHOCTH TAKUX YCTPOMCTB TPYAHO OrPAHUYHTh H3-3a
HPUMEHEHHUS METOJI0B 3€PKAJUPOBAHUS U OJHOPAHTOBON KOMMYTAIUK 82,

ITocnennee siBIsIeTCA )KU3HEHHO BaKHBIM 3JIEMEHTOM JIOCTYIIa B MHTEpHET. HecMoTps Ha TO, 4TO B OOJIBIIMHCTBE
Pa3BHBAIOIIMXCS CTPAH CTOMMOCTD JIOCTYIIA B MHTEPHET S BBIIIE, YEM B IIPOMBIILIEHHBIX CTPAHAX, YUCIIO
T0JIb30BATENEH HHTEPHETA B PA3BUBAIONINXCS CTPAHAX PACTET OBICTPHIMU TeMnamud 34, TIpaBoHapyLIUTeH, KaK
MPaBHJIO, HE IOAMHICHIBAIOTCS HAa YCIIyTH UHTEPHETA, YTOOBI CHU3UTH BO3MOXKHOCTE OOHAPY)KEHHMS, HO
MPEIOYUTAIOT YCIYTH, KOTOPHIMU OHU MOTYT TOJIb30BaThCst 0e3 (MpoBepsieMoit) peructpaiyu. TUITHIHBIM
CIocoOOM MOTydEeHUs! JOCTyIa K CETH SIBJIsieTCA Tak Ha3blBaeMblil "wardriving”. 9TOT TepMUH ONUCHIBAET
TIEPEBIKEHHE B IOUCKE JIOCTYIHBIX OECTIPOBO/IHBIX ceTeit Y. Hanbonee paciipocTpaHeHHBIMH CIOCO6aMK I0CTYTIA
MPaBOHAPYIIUTENEH K CETEBBIM COCAMHEHUSM SIBIISIFOTCSL:

L4 TEPMHUHAJIbI MHTCPHETA 06mer0 IIOJIb30BAaHUA;

377 Regarding hash-value based searches see: Kerr, Searches and Seizures in a digital world, Harvard Law Review, 2005, Vol. 119, page 531 et seq.;

Howard, Don’t Cache Out Your Case: Prosecuting Child Pormography Possession Laws Based on Images Located in Temporary Internet Files,
Berkeley Technology Law Journal, Vol. 19, page 1233.

Gordon Moore observed that the power of computers per unit cost doubles every 24 months (Moore’s Law). For more information. see Moore,
“Cramming more components onto integrated circuits”, Electronics, Volume 38, Number 8, 1965, available at:
ftp://download.intel.com/museum/Moores_Law/Articles-Press_Releases/Gordon_Moore_1965_Article.pdf; Stokes, “Understanding Moore’s Law”,
available at: http://arstechnica.com/articles/paedia/cpu/moore.ars/.

Chapter six, “World Information Society Report 20077, ITU, Geneva, available at: http://www.itu.int/wist/

“Websense Security Trends Report 2004”, page 11, available at:
http://www.websense.cony/securitylabs/resource/WebsenseSecurityLabs20042H_Report.pdf; “Information Security - Computer Controls over Key
Treasury Internet Payment System”, GAO 2003, page 3, available at: http://www.globalsecurity.org/security/library/report/gao/d03837.pdf. Sieber,
Council of Europe Organised Crime Report 2004, page 143.

Ealy, “A New Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and Prevention”, page 9 et seqq., available at:
http://www.212cafe.com/download/e-book/A.pdf.

In order to limit the availability of such tools, some countries criminalise the production and offer of such tools. An example of such a provision can
be found in Art. 6 of the European Convention on Cybercrime. See below: Chapter 6.1.13.

Regarding the costs, see: The World Information Society Report, 2007, available at: http:/www.itu.int/wist/

See “Development Gateway’s Special Report, Information Society — Next Steps?”, 2005, available at:
http:/ftopics.developmentgateway.org/special/informationsociety.

For more information see: Ryan, War, Peace, or Stalemate: Wargames, Wardialing, Wardriving, and the Emerging Market for Hacker Ethics,
Virginia Journal of Law and Technology, Vol. 9, 2004, available at: http:/www.vjolt.net/vol9/issue3/v9i3_a07-Ryan.pdf
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®  OTKpHITbIE GeCIPOBOAHbIE ceTH (cM. PrcyHok 26580);

ic Bomb”

onstruction, with the
onnect it to the blue 10mg M
efore you mixe the amg S

utomatic. e
irect with the remote N -

ith 20% beta-sol. and

L4 B3JIOMAHHBIC CCTH; U

®  YCIYTH C MPEIOIUIaToil 0e3 perucTpanum.

Oprasbl 0XpaHbl IPABOMOPSIKA IPUHUMAIOT MEPHI 110
OTpaHUYCHHIO HEKOHTPOIUPYEMOTO JOCTYIIA K YCIIyram
HWHTEPHET BO M30€kKaHKE MPECTYITHOTO 3JI0YIOTPEOICHNUS
stuMu yeryramu. B Utanuu u Kutae, Hanpumep

UCIIOJIb30BAHUE TEPMUHAIOB HHTEPHET 00IIET0
TI0JIb30BaHMUs TPEOYET HACHTH(GUKAIMK MOJIb30BaTENeH 8,
OmHAaKo CYIIECTBYIOT apryMEHTHI IIPOTHB MOZOOHBIX

B HMHTEPHETE MIUPOKO MPEACTABICHBI HHCTPYKIIUK O TOM, KaK CACIIaTh

Tpe6oBanuii naeHTHduKanuuS8, HecMOTps HA TO, 4TO Opy¥e 1 B3pHIBUATEE BemecTsa. Ha PHCYHKe MOKa3aHE! OGBACHEHHA, KAK

OrpaHUYCHHEC NOCTYIIa MOXXET NIPECAOTBPATUTH czenaTb 60MOY TOIBKO € MOMOIIBIO JOCTYIMHBIX B alITEKaX KOMIIOHCHTOB.

MPECTYIUICHNS B 00JIETYUTh PACClIeIOBAHUS, IPOBOAUMBIC
opraHaM OXpaHBbI IIPABOTIOPSIKA, TAKOE 3aKOHOAATEIECTBO MOKET MPEISITCTBOBATH POCTY WH(POPMAIIIOHHOTO
00IECTBA U PAa3BUTHIO HIEKTPOHHON KOMMeEPIUKOSY. BBIIo BBICKA3aHO MHEHHE, YTO TAKOE OTPAHHYEHHE Ha JOCTYI B
MHTEpPHET MOKET HapymaTh npasa yenobeka>®?. Hanpumep, EBponeiickuii cy1 B ps/e cllydacB BBIHEC PELIECHHUS B
OTHOIICHUH BEIIAHMs, YTO IPAaBO Ha CBOOOIHOE BEIPAKEHUE OTHOCHUTCS HE TOIBKO K COEPKAHUIO HH(POPMALIUH, HO
U K CpeJIcTBaM Nepeaun uiu rpueMa. B nene Autronic npotus Llseiinapun®®!, ¢y noctaHoBmI, U4TO paciIMpeHHOE
TOJIKOBaHUE HEOOXOIMMO, IOCKOJIBKY JII00BIE OTPaHINYCHNUS, BBEJICHHBIC B OTHOLICHUH CPEICTB Iepeaay,
HEen30€)KHO HAPYIIAIOT MPABO MOJTyYaTh M PACIPOCTPAHATh HHPOpMAIHIO. Eciy 3TH MpUHIMITEI IPUMEHSTIOTCS JJIs
MOTEHINAIBHBIX OTPAaHIMYCHUH JOCTYIa B MHTEPHET, BO3MOKHO, YTO TAKUE 3aKOHOAATEIBHBIEC MTOJXOIBI MOTYT
MIOBJIEYH 32 COOOH HapyIICHNE MPaB YeJIOBEKa.

3.24 HoctynHocTh HHGOPMAIMHT

WHTepHET CONEPKUT MUILTHOHBI BeO-CTpaHuIP 2 HoBellel nupopmaruu. IIpUHATE ydacTHe MOKET KaXIblii, KTO
myOJIMKyeT U HOAIEpKUBAET BeO-cTpanuIsl. OIHAM U3 IPUMEPOB ycIexa miaThopM, CO3AaBaeMbIX
T0JI30BaTENAMU, ABIsgeTCa Bukuneans>?? — onnaiinoBas SHIMKIONEUS, T€ KaXIblii MOKET OIyOIMKOBATh CBOH
MaTepuar 24,

VYcnex B UHTEPHETE TAKXKE 3aBUCUT OT MOILHBIX IIOUCKOBBIX CUCTEM, KOTOPbIE II03BOJISIOT [IOJIB30BATENSIM UCKATh 10
MHIJUTHOHAM Be0-CTPaHHUI] B CEKYHIY. DTa TEXHOJIOTHSI MOXKET OBITh HCIOJIb30BaHA KaK B 3aKOHHBIX, TaK U B
npecTynHbIx nensx. Tepmun "Googlehacking" unu "Googledorks" onmucsiBaeT UCIONb30BaHUE KOMILIEKCHBIX
3aIpOCOB IIOMCKOBBIX CHCTEM JUIsl (QHIIBTpanuy pe3ysIbTaToB OMCKA HHPOPMALMH O KOMITBIOTEPHON 0€30IIaCHOCTH.

38 With regard to the advantages of wireless networks for the development of ICT infrastructure in developing countries, see: “The

Wireless Internet Opportunity for Developing Countries, 20037, available at:

http://www firstmilesolutions.com/documents/The_WiFi_Opportunity.pdf.

One example of an approach to restrict the use of public terminals for criminal offences is Art. 7 of the Italian Decree-Law No. 144. Decree-Law 27

July 2005, no. 144 — “Urgent measures for combating international terrorism”. For more information about the Decree-Law, see for example the

article “Privacy and data retention policies in selected countries”, available at http://www.ictregulationtoolkit.org/en/PracticeNote.aspx ?id=2026.

388 See below: Chapter 6.2.11.

38 Regarding the impact of censorship and control, see: Burnheim, “The right to communicate, The Internet in Africa”, 1999, available at:

http://www_article19.org/pdfs/publications/africa-internet.pdf

Regarding the question whether access to the Internet is a human right, see: Hick/Halpin/Hoskins, “Human Rights and the Internet”,

2000; Regarding the declaration of Internet Access as a human right in Estonia, see: “Information and Communications

Technology”, in UNDP Annual Report 2001, Page 12, available at: http://www.undp.org/dpa/annualreport2001/arinfocom.pdf;

“Background Paper on Freedom of Expression and Internet Regulation”, 2001, available at:

http://www.article19.org/pdfs/publications/freedom-of-expression-and-internet-regulation.pdf.

Autronic v. Switzerland, Application No. 12726/87, Judgement of 22 May 1990, para. 47. Summary available at:

http://sim.law.uu.nl/sim/caselaw/Hof.nsf/2422ec00f1ace923c1256681002b47f1/cd 1bcbf61104580ec1256640004c1d0b?OpenDocument.

The Internet Systems Consortium identified 490 million Domains (not webpages). See the Internet Domain Survey, July 2007, available at:

http://www.isc.org/index.pl Yops/ds/reports/2007-07/; The Internet monitoring company Netcraft reported in August 2007 a total of nearly 130

million websites at: http://news.netcraft.com/archives/2007/08/06/august_2007_web_server_survey.html.

33 hitp:/iwww.wikipedia.org

3% In the future development of the Intemet, information provided by users will become even more important. “User generated content” is a key trend
among the latest developments shaping the Internet. For more information, see: O’Reilly, “What Is Web 2.0 - Design Patterns and Business Models
for the Next Generation of Software”, 2005, available at: http://www.oreillynet.com/pub/a/oreilly/tim/news/2005/09/30/what-is-web-20.html.
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Harnpumep, IIpaBOHAPYLIUTEIN MOI'YT HCKATh HE3ALIUIIEHHBIE CUCTEMBI TTAPOILHOM 3auTh >, OTUeTHI
HOIYEPKMBAIOT PUCK HCIIONb30BAHMS IOUCKOBBIX CHCTEM B HE3aKOHHBIX Lesax 20, [IpaBoHapyIUTEND,
TUTAHUPYIOUIUH HaNaIeHUE, MOXKET HAWTH B HHTEPHETE MOIPOOHYI0 HHPOPMALINIO, OOBSICHSIONIYIO, KaK CeaTh
060MOy C HCIOTB30BAaHUEM TOJBKO TEX XUMUIECKUX BEIECTB, KOTOPHIE MPONAIOTCS B OOBIYHBIX CyIIepMapKeTax
(Pucynox 27597). Hecmotps Ha TO, 9TO 3Ta HHGOpMaIHs ObLTa JOCTYITHA JIAXKe 10 TOSBICHUS HHTEPHET, OJTHAKO
MOJTYYUTh JJOCTYII K 3TOH MH(POpMaIuu Obu1o HaMHOTO TpyaHee. CeroHsl MOIyYUTh JOCTYIT K STHM WHCTPYKIHSIM
MOJKET JII00OU MOJIb30BaTE b HHTEPHETA.

HpeCTyrIHI/IKI/I MOT'YT TaKK€ UCII0JIb30BATh NOUCKOBBIC CUCTEMBbI JIS1 aHAJIM3a Heneun Hanaz[eHI/Iﬂ598. B xone

pacciieIoBaHus B OTHOIIICHHWH YJICHOB OHOMN
9] 9] TocTaBumk yenyr
TEPPOPUCTHYUECKOM TPYIIHI OBLIIO HalIeHO yueOHOe G A zocryna Growupyer
noco0ue, No4epKHyBLIEe, HACKOIBKO II0JIe3eH [L__cepsep | e
N e e e e e g (2 0 Y
HWHTEPHET [T cOOpa WH(POPMAIIMH O BO3MOXKHBIX IIETISAX € ()
namageans>YY. C MOMOIIBIO TIOMCKOBBIX CHCTEM 2 prov—
MPaBOHAPYIIUTEIN MOTYT COOMpaTh 0OIIEIOCTYITHYIO ‘
H: b1
UH(OPMALMIO, HAIPUMEP CTPOUTENLHEIE ILIAHbI Sronuposmns |8 b
OOGILIECTBEHHBIX 3[JaHH, TIOMOTAIONIYIO B HX IOJATOTOBKE. '—| Cepsep asonnmnolf caasu
C00011a710Ch, YTO MMOBCTAHIIBI, COBEPIINBIINE
HamnaJeHus1 Ha OpUTaHCKKE BO¥cKa B AdraHucraHe,

WCTIONIb30BANIM CITyTHUKOBBIE CHUMKH 13 Google
Ha PHUCYHKE TT0OKa3aHa BO3MOKHOCTh 000MTH MEXaHU3MBbI

Earth600~ LIEHTPaJIN30BaHHOTO KOHTPOJISI, yCTAHOBJICHHbIC OCTABIIMKAMH YCITyT
nocryna. Eciu joctyn k 0epeHTOB yCTaHOBKH HEKOTOPBIX (PUIBTPOB
3.2.5 HexBarka MeXaHu3MOB KOHTPOJIS TEXHOJIOTHIA, 3aIIPOCHI OIb30BaTeNeii OyAyT GIOKMPOBATHCS. DTOT IOAXO

KOHTPOJISI MOJKET ObITh 000FICH, €CITH TOIB30BATEIb HCTIONIb3YET CEPBEPhL
AQHOHMMHOI CBs3H, mudpyromue 3anpocos. Hanpumep, B 9ToM cirydae

Jis obecrieueHns: paboTOCTIOCOOHOCTH BCEX ceTei
MOCTABIIUKHU YCIyT AOCTyIIa HE UMEIOT JOCTYIIA K 3aIpocaM, HAaIIpaBJICHHBIM

MacCOBBIX KOMMYHHKAITHIA: OT Tee()OHHOM CETH,
HCTIONB3YEMOH IS TOJIOCOBBIX TeNE(DOHHBIX 3BOHKOB, 110
HHTEPHETA, — TPEOYIOTCS [ICHTPAIM30BAHHOE YIIPABJICHUE Y TEXHMYECKHE CTaHIapThI. [IpomoinKaronmecs JUCKYCCHH 00
YIPaBJICHUHA HHTEPHETOM I10JIaratoT, YTO HHTEPHET He MMEET OTIIMYHH 110 CPABHEHHUIO C HAITMOHATBHOM VJTH TKE U

Ha cepBep AHOHUMHOM CBSI3H, H HE MOXKET 6J'IOKP[p()BaTL BeO-CaNTHI.

TpaHCHALMOHATLHON MH(pacTpyKTypoii cBs13u®0!, Kpome Toro, He06X0MMO 3aKOHOIATENBHOE PETYIMPOBAHHE
WMHTEpHETA, U 3aKOHOIATENIM BMECTE C OpraHaMK OXpaHbl MPABONOPsIIKa NPUCTYIHIIH K pa3padoTKe NPaBOBBIX HOPM,
YCTaHABJIMBAIOLIUX OIPENIENIEHHYIO CTENEHb LIEHTPAIM30BaHHOIO KOHTPOJIS.

UHTepHeT M3HaYaIbHO ObLT pa3paboTan Kak BoeHHas ceTh002, mocTpoeHHas 110 IeNeHTPaTn30BaHHON CETEBOI
APXHUTEKTYpE, KOTOPast JOJHKHA COXPAHITh HEM3MEHHBIMH U ISHCTBYIOIIMMYU CBOM OCHOBHBIC (DYHKIIHH, TAXKE €CITU
KOMITOHEHTBI CETH OBUTH aTaKOBaHbI. B pe3ynbTate HHOPACTPYKTYpa CETH MHTEPHET YCTOWYNBA K BHEIITHUM
MOMNbITKaM yrpasieHus. OH n3Ha4yajabHO He ObLT IpeHa3HAUuCH JUIsl 00JIerYeHHUs YIrOJIOBHOTO pacClieIOBaHUs WK
MPEIOTBPAILCHHUS aTAK BHYTPU CETH.

%95 For more information, see: Long/Skoudis/van Eijkelenborg, “Google Hacking for Penetration Testers, 2005”"; Dornfest/Bausch/Calishain, “Google
Hacks: Tips & Tools for Finding and Using the World’s Information”, 2006.

See Nogguchi, 'search engines lift cover of privacy”’, The Washington Post, 09.02.2004, available at:
http://www.msnbc.msn.comv/id/4217665/print/1/displaymode/1098/.

One example is the “Terrorist Handbook” — a pdf-document that contains detailed information how to build explosives, rockets and other weapons.
See Thomas, “Al Qaeda and the Internet: The Danger of ‘Cyberplanning’”, Parameters 2003, page 112 et seqq., available at:
http://www.iwar.org.uk/cyberterror/resources/cyberplanning/thomas.pdf; Brown/Carlyle/Salmeron/Wood, Defending Critical Infrastructure”,
Interfaces, Vol. 36, No. 6, page 530, available at: http://www.nps.navy.mil/orfacpag/resumePages/Wood-pubs/defending_critical_infrastructure.pdf.
“Using public sources openly and without resorting to illegal means, it is possible to gather at least 80% of all information required
about the enemy”. The reports about the sources of the quotation varies: The British High Commissioner Paul Boateng mentioned in
a speech in 2007 that the quote was “contained in the Al Qaeda training manual that was recovered from a safe house in Manchester”
(see: Boateng, “The role of the media in multicultural and multifaith societies”, 2007, available at:

http://www .britishhighcommission.gov.uk/servlet/Front?pagename=0OpenMarket/X celerate/ShowPage&c=Page&cid=112556043761
0&a=KArticle&aid=1171452755624. The United States Department of Defence reported that the quote was taken from an Al Qaeda
Training Manual recovered in Afghanistan (see:
http://www.defenselink.mil/webmasters/policy/rumsfeld_memo_to_DOD_webmasters.html). Regarding the availability of sensitive
information on websites, see: Knezo, “Sensitive but Unclassified” Information and Other Controls: Policy & Options for Scientific
and Technical Information, 2006, page 24, available at: http://digital.library.unt.edu/govdocs/crs/permalink/meta-crs-8704:1.

See Telegraph.co.uk, news from January the 13 2007.

See for example, Sadowsky/Zambrano/Dandjinou, “Internet Governance: A Discussion Document”’, 2004, available at:
http://www.internetpolicy.net/governance/200403 15paper.pdf;

For a brief history of the Internet, including its military origins, see: Leiner, Cerf, Clark, Kahn, Kleinrock; lynch, Postel, Roberts, Wolff, “A Brief
History of the Internet”, available at: http://www.isoc.org/internet/history/brief.shtml.
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CeroiHsl MHTEPHET BCE MIMPE UCTIONB3YETCs IS TPaKIaHCKHX ciiyx0. [Ipn mepexoze oT BOCHHOH K IpayKIaHCKOM
CITy’K0€ CYIIHOCTh TPeOOBaHUI K HHCTPYMEHTAM YIIpaBIeHHUS He W3MeHMIach. [I0CKOIBKY CeTh OCHOBaHA Ha
MPOTOKOJIaX, pa3padOTaHHBIX [l BOCHHBIX 1ieJieil, HHCTPYMEHTHI IEHTPAIM30BaHHOT'O YIPABIEHUS OTCYTCTBYIOT, U
WX HEJb3s BBECTH, 0€3 CYIIECTBEHHOTO H3MEHEHHS KOHUrypanuu cetd. OTCYyTCTBHE HHCTPYMEHTOB KOHTPOJIA

JIeNaeT paccie0BaHue KUOEpIPeCTYIUIEHUI BeChbMa 3aTpy AHUTENLHBIMO03.

OIHUM U3 IPUMEPOB TIPOOIIEM, BO3HUKAIOIINX U3-32 OTCYTCTBHS HHCTPYMEHTOB YIIPABJICHHUS SBJISIETCSI CIOCOOHOCTH
HoJb30BaTeNei 06X0AUTh TEXHOIOTHIO punbTpaiuu®04, ncnosb3ys ycIyrd KoaqupoBaHHON aHOHUMHOI cBsa3n05.
Ecnu mocraBmuk yciayr qocTymna OJI0KHPYET OCTYII K ONPEeTICHHBIM BeO-caiiTaM ¢ HE3aKOHHBIM COJCPIKAaHHEM,
HaIpUMeEp ¢ IETCKOI mopHOTpadueil, To MoTpeOUTeNH, KaK MPaBUIIO, HE MOTYT MOIYYHUTh JIOCTYI K 3TUM
BeO-caiitam. Ho GiioknpoBaHue HE3aKOHHOTO COCPKaHNS MOXHO OOOWTH, €CITH MOTPEOUTENN HCIIONIB3YIOT CEPBEPHI
AQHOHMMHOH CBSI3H, IU(PYIOLINE COOOIECHHUS MEX /Ty HUIMH U LIEHTPAJILHBIM CEPBEPOM. B 3TOM ciydae mocTaBImIyKu
YCIYT MOTYT OKa3aThCs HE B COCTOSHUU OJIOKUPOBATH 3aMPOCHI, MOCKOJIBKY 3alPOCHI HAPABISIOTCS B BHIIE
3amuppoOBaHHBIX COOOLIECHH, KOTOPhIE HE MOTYT OBITh OTKPBITHI MOCTABIIMKAMHK ycayT noctyi (PucyHok 28).

3.2.6 Me:kayHapoaHble MacIITA0bI

MHoOrue npomueccsl Nepeaaut JaHHbIX 3aTparuBaroT 6osee oHoM cTpanbi®?0, [IpOTOKOIIBI, HCIIONB3yEMbIE IS
Iepeaun JaHHBIX B UHTEPHETE, OCHOBaHbI HAa ONITUMAJIbHOM MaplIpyTU3aLluY, €CIH NIPSIMbIE IMHUY BPEMEHHO
3a6oxupoBanb®®’, Jlaxke TOrIa, KOT/1a BHYTPEHHHE TIPOLIECCHI TIEPEAYM B MPEIENAX CTPAHBI IPOUCX O TEHHS
OTpaHUYEHbl, JAaHHBIE MOTYT MOKUHYTh CTPaHy, OHH MEPEJA0OTCs Yepe3 MaplIpyTU3aTOPhl, HAXOASILINECS 3a
npejieilaMy JIJAHHOM TEPPUTOPHH, U TIEPEHAIIPABIAIOTCS 0OPAaTHO B CTpaHy KOHEYHOro HazHauenns®8, Kpome Toro,
MHOTHE yCJTyTH MHTEPHETA OCHOBAHBI Ha 3apy0exkHbIX yCiIyrax®9?, Hanpumep MOCTABIIMKH YCIyT XOCTHHIA MOTYT

TIPEIOKHUTE apEHI0BATh BEG-TPOCTPAHCTBO B OJIHOM CTpaHe, MMes anmapaTHbIe CPecTBa B Apyroi ctpane®!o,

603 1 ipson, “Tracking and Tracing Cyber-Attacks: Technical Challenges and Global Policy Issues”.

604 Regarding filter obligations/approaches see: Zittrain/Edelman, Documentation of Internet Filtering Worldwide, available at:
http://cyber.law.harvard.edu/filtering/; Reidenberg, States and Internet Enforcement, University of Ottawa Law & Technology Journal, Vol. 1, No.
213, 2004, page 213 et. Seq., available at: http://papers.ssm.com/sol3/papers.cfm?abstract_id=487965; Regarding the discussion about filtering in
different countries see: Taylor, Internet Service Providers (ISPs) and their responsibility for content under the new French legal regime, Computer
Law & Security Report, Vol. 20, Issue 4, 2004, page 268 et seq. ; Belgium ISP Ordered By The Court To Filter Illicit Content, EDRI News, No 5.14,
18.06.2007, available at: http://www.edri.org/edrigram/numberS.14/belgium-isp; Enser, Illegal Downloads: Belgian court orders ISP to filter,
OLSWANG E-Commerce Update, 11.07, page 7, available at: http://www.olswang.com/updates/ecom_nov07/ecom_nov07.pdf; Standford, France
to Require Internet Service Providers to Filter Infringing Music, 27.11.2007, Intellectual Property Watch, available at: http://www.ip-
watch.org/weblog/index.php?p=842; Zwenne, Dutch Telecoms wants to force Internet safety requirements, Wold Data Protection Report, issue
09/07, page 17, available at:

http://weblog leidenuniv.nl/users/zwennegj/Dutch%20telecom%20operator%20to%20enforce %20Internet %20safety %20requirements.pdf; The
2007 paper of IFPI regarding the technical options for addressing online copyright infringement , available at:
http://www.eff.org/files/filenode/effeurope/ifpi_filtering_memo.pdf; Regarding self-regulatory approaches see: ISPA Code Review, Self-Regulation
of Internet Service Providers, 2002, available at: http:/pcmlp.socleg.ox.ac.uk/selfregulation/iapcoda/0211xx-ispa-study.pdf.

For more information regarding anonymous communications, see below: Chapter 3.2.12.

Regarding the extent of transnational attacks in the most damaging cyberattacks, see: Sofaer/Goodman, ““Cyber Crime and Security — The
Transnational Dimension” in Sofaer/Goodman, “The Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 7, available at:
http://media.hoover.org/documents/0817999825_1.pdf.

The first and still most important communication protocols are: Transmission Control Protocol (TCP) and Internet Protocol (IP). For further
information, see: Tanebaum, Computer Networks; Comer, “Internetworking with TCP/IP — Principles, Protocols and Architecture”.

See Kahn/Lukasik, “Fighting Cyber Crime and Terrorism: The Role of Technology,” presentation at the Stanford Conference,
December 1999, page 6 et seqq.; Sofaer/Goodman,” Cyber Crime and Security — The Transnational Dimension”, in
Sofaer/Goodman, “The Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 6, available at:
http://media.hoover.org/documents/0817999825_1.pdf.

One example of the international cooperation of companies and the delegation within international companies is the Compuserve case. The head of
the German daughter company (Compuserve Germany) was prosecuted for making child pornography available that was accessible through the
computer system mother company in the United States connected to the German company. See Amitsgericht Muenchen, Multimedia und Recht
1998, Page 429 et seq. (with notes Sieber).

See Huebner/Bem/Bem, “Computer Forensics — Past, Present And Future”, No.6, available at:
http://www.scm.uws.edu.au/compsci/computerforensics/Publications/Computer_Forensics_Past_Present_Future.pdf; Regarding the
possibilities of network storage services, see: Clark, Storage Virtualisation Technologies for Simplyfing Data Storage and
Management.
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Ecmm IMPaBOHAPYIIUTEIIN U LEIIN HAllaICHUA HAXOAATCA B

TTocTaBimk 11
PAa3HbIX CTpaHax, TO AJid pacCI€a0BaHUA a = . paBOHAPYIINUTENb

CITYT J10C

KHOEPIPECTYIUICHUH HEOOXOAMMO COTPYTHHYECTBO

| HocraBmuxk yciyr
by,
7 ocTyna
XKeptBa Aocry

paccii€aoBaHrg Ha TCPPUTOPUN PA3HBIX CTPaH 0e3 TlocTaBIIMK yCIyT SNEKTPOHHOMN MOYTHI,

612 HCIIONIb3Y MBIl IPABOHAPYIIHTEICM -

paspernieHust MecTHhIX Bracteit®' <. PaccnenoBanmst = |

TlocTaBuIMK yCIIyr 3/1eKTPOHHOH MOUTHI,
HCTIONB3yeMBIif sKepTBOM

OpraHoB OXpaHbl IPABOIOPsIIKA BCEX 3aTPOHYTHIX

crpan®!!. HanuoHanbHbIi CyBEPEHUTET HE JOMYCKAET

KHOEPIPECTYIUICHUH HYKIAI0TCS B IIOICPIKKE U

Y4acTHUH OPraHOB BJAacTH BCEX 3aTPOHYTBIX CTPaH. Pucynok 29

prI[HO CTPOI/IT]) COprI[HI/IquTBO B 06HaCTI/I Ha PHUCYHKEC ITIOKa3aHO, YTO JaXK€ €CJIA MPABOHAPYIINUTEIHN U LIEITH

PacCIIOJIOKEHEI B OI[HOﬁ CTpaHe, IMpOoLECC nepeaaiu 1mo 3J'ICKTp0HHO]71 mo4Te
KH6epHpeCTyHHOCTH Ha TpaI[I/IuI/IOHHLIX HpHHuHHaX HE3aKOHHOTO COACPKAHUS MOXKET IIPOXOAUTE U NIEPECEKATH PA3JIMYHBIC CTPAHBI.

B3auUMHOMU HpaBOBOﬁ IIOMOIIIH. (DOpMaJ'II)HBIC TpeGOBaHI/ISI HMnaue, npouecc nepegaun JaHHBIX MOXKET OBITh HAIIPABIICH 3a MPEAEIb
CTpaHBI, a 3aTeM NEPEHANPABIICH 00PaTHO.
" BpEMs, HeO6XOZ[I/IMOC I COTPYAHHUYECTBA C

HWHOCTPAaHHBIMU OPraHaMU OXpaHbl IPaBONOPAIKA,

3a4acTyIo 3aTPYHAIOT paccienoBanne’®!3. PaccienoBanus 4acTo BBINONHAIOTCA B cxkaTbie cpoku®l4, Jlanusie,
uMerone OOJBIIOe 3HAYCHHE AJIS OTCICKHUBAHMUS MPECTYIUICHUH, 3a4acTyI0 OYeHb OBICTPO yaanstioTcs. CxaTeie
CPOKH pacciIeoBaHNs BHOCST IPOOIEMBI, TOCKOJIBKY IJIsl OPTaHU3aIH TPAIUIIMOHHOTO PEXXUMa B3aUMHOMN
IPaBOBOM TIOMOIIIY 3a4acTyro TpebyeTcss MHOro BpeMeHu®!, TIpuHIMI 060K IHOrO IIPU3HAHMKS ICTHUS
npectymiennem®10 takxe cosmaer TpyIHOCTH, €CIIM B OJIHOI M3 CTPaH, y4aCTBYIOIIMX B PACC/IEI0BaHUH, IAHHOE
NpaBOHApyINEHHeE He KBanuduuupyercs kak npectymienned!”?. [IpaBoHapymuTENn MOTYT CO3HATENBHO

HCTIONE30BaTh B CBOMX aTaKaX TPETHU CTPAHBI, C TEM YTOOBI 3aTPYIHUTH paccieopanued!s,

[IpecTynHUKH MOTYT CO3HATEIHHO BEIOMPATH IEM HAIACHNUS 3a MIPEAeIaMu CBOCH CTPaHBI U JICHCTBOBATH B
CTpaHax ¢ HeJI0CTATOYHO CTPOTMM 3aKOHOJIATEILCTBOM B chepe kubeprpectynHocTu (Pucynok 29)019. Bosmosxkno,
OTIPEIENICHHYIO MTOMOIIb 3/IECh OKAXKYT FrapMOHU3AIIMS 3aKOHOIATEIBCTBA B Chepe KHOSPIPECTYMHOCTU U
MEXIYHApOIHOE COTPYIHUUECTBO. J[ByMs OAX0aMU K YCKOPEHUIO MEXKTyHAPOIHOTO COTPYAHHUYECTBA B
paccieoBaHuK KubeprpecTyrieHui spistorcs G8 cets 24/7620 u nonoskenus, Kacarolmecs MEXIyHapOIHOTO

COTpyaHMYECTBa, coepxkamuecs B Konsenuun Cosera EBpomnsl 0 kubeprnpectynnoctu®?!,

61" Regarding the need for international cooperation in the fight against Cybercrime, see: Pumany/Elliott, “International Responses to Cyber Crime”, in

Sofaer/Goodman, “ Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 35 et seqq., available at:
http://media.hoover.org/documents/0817999825_35.pdf; Sofaer/Goodman, “Cyber Crime and Security — The Transnational Dimension” in
Sofaer/Goodman, “‘The Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 1 et seqq., available at:
http://media.hoover.org/documents/0817999825_1.pdf

National Sovereignty is a fundamental principle in International Law. See Roth, 'state Sovereignty, International Legality, and Moral Disagreement”,

2005, page 1, available at: http://www.law.uga.edu/intl/roth.pdf.

813 See Gercke, “The Slow Wake of A Global Approach Against Cybercrime””, Computer Law Review International 2006, 142. For examples, see
Sofaer/Goodman, “Cyber Crime and Security — The Transnational Dimension”, in Sofaer/Goodman, “The Transnational Dimension of Cyber Crime
and Terrorism”, 2001, page 16, available at: http:/media.hoover.org/documents/0817999825_1.pdf;

614 See below: Chapter 3.2.10.

815 See Gercke, “The Slow Wake of A Global Approach Against Cybercrime””, Computer Law Review International 2006, 142.

816 Dual criminality exists if the offence is a crime under both the requestor and requesting party’s laws. The difficulties the dual

criminality principle can cause within international investigations are a current issue in a number of international conventions and

treaties. Examples include Art. 2 of the EU Framework Decision of 13 June 2002 on the European arrest warrant and the surrender
procedures between Member States (2002/584/JHA).

Regarding the dual criminality principle in international investigations, see: “‘United Nations Manual on the Prevention and Control of Computer-

Related Crime”, 269, available at http://www.uncjin.org/Documents/EighthCongress.html; Schjolberg/Hubbard, “‘Harmonizing National Legal

Approaches on Cybercrime”, 2005, page 5, available at: http://.itu.int/osg/spu/cybersecurity/ presentations/session12_schjolberg.pdf.

See: Lewis, “Computer Espionage, Titan Rain and China”, page 1, available at: http://www.csis.org/media/csis/pubs/051214_china_titan_rain.pdf.

Regarding the extend of cross-border cases related to Computer Fraud see: Beales, Efforts to Fight Fraud on the Internet, Statement before the Senate

Special Committee on aging, 2004, page 9, available at: http://www.ftc.gov/0s/2004/03/bealsfraudtest.pdf.

620 See below: Chapter 6.3.8.

62! See below: Chapter 6.3.

612

617

618
619

70 [Tonnmanme kubeprpecTynmHoCTH: PYKOBOACTBO /I Pa3BUBAIOIIMXCS CTPaH



3.2.7

He3aBucuMOCTh OT MECTOIOJI0KEHUS U NMPUCYTCTBUSA HA MECTE NPECTYIJICHUS

[pecTynHukaM He 00s13aTENEHO HAXOIUTHCS B TOM XK€ MECTE, IJIe HAXOAUTCS LeNb HanaaeHus. Tak KaK
MECTOIIOJIOKEHHUE MPECTYIMHUKA MOXKET MOJHOCTHIO OTIMYAThCA OT MECTa MPECTYIICHUs, MHOXKECTBO
KHOEPIPECTYIUIEHUH SBISIIOTCS TPAHCHAMOHATBHBIMHA. MK IyHapOoJHBIE KHOSPIPECTYIUICHHS TPEOYIOT 3aTpaT
BpeMeHH U ycwinid. KubepnpecTymHUKY cTaparoTcs 30erath CTpaH ¢ Pa3BUTHIM 3aKOHOAATEIECTBOM B OTHOIICHHUH

kubepnpectymienuii (Pucynox 30022).

~n

[IpenoTBpaiienue co3aanus "6e30MacHbIX raBaHeH
kubeprpecTynHocThr0023, Tloka cymecTByIoT "6e30nacHbie
raBaHu" 3JIOYMBIIUICHHUKH OyIyT HCTIOIB30BATh UX JUIS
CO3JIaHHs NPETSITCTBUI CIEICTBHIO. Pa3BUBaIOIIMECS CTPaHEbI,
KOTOpBIC €Ille He TMIPUHSIIN 3aKOHOATEIILCTBA 110
KHOEPIIPECTYITHOCTH, MOT'YT OBITh yS3BUMBIMH, TaK KaK
MPECTYITHUKU MOTYT BBIOPATh ATH CTPAHBI JJIs CBOMX 0a3,
4yTOOBI N30eraTh HaKa3aHWH. TSHKKUE MPECTYIICHHS, YKEPTBBI
KOTOPBIX PACIIOJIOKEHBI IO BCEMY MUPY, TPYIHO OCTAHOBUTH,
€CITH B CTPaHaX, TJ¢ HAXOJSATCS 3JI0YMBIIUICHHUKH, HET
aJICKBaTHOTO 3aKOHO/IATEJIbCTBA. DTO MOXKET IIPUBECTH K
OKa3aHUWIO Ha OTpe/ICTICHHbBIC CTPaHbI JaBJICHUS,
MOOYKITIAIOIIETO MIPUHSATH TAKKE 3aKOHBL. OTHIM U3
MIPUMEPOB TAKOW CUTYAIMH SBISETCS KOMIIBIOTCPHBINA YSPBh
"Love Bug", coznanHbIil TeM, KTO TIOZ03PEBAETCA B 3TOM
npectymiennn, Ha Gununmnuaax B 2000 roxy®24, sTor uepssb
3apa3suil MHJLTHOHBI KOMITBIOTEPOB 110 BCeMy MHPY©2d.
PaccrnienoBanre Ha MECTHOM ypOBHE ObLIO 3aTPYAHEHO TEM,

SIBJISIETCSI OJTHOM M3 IJIaBHBIX 3aj7a4 60p5651 C
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310yMBIIIIEHHUKH MOTYT HCIIO/Ib30BAaTh UHTEPHET [Tl COBEPIICHUS
MPECTYIUICHNH MPAKTUYECKU U3 J1I0060# TOUKH 3eMHOTO mapa. 3agauu, KOTOphIe
BO3MOJKHBIC 370YMBINIICHHUKH YYUTBIBAIOT, pellasi, TA€ HM CO3JaTh CBOIO a3y,
BKJIIOYAIOT B c€0sl: COCTOSIHME 3aKOHOJATENbCTBA 110 KHOSPIPECTYITHOCTH,

3¢ (HEKTUBHOCTD OPTAHOB OXPAHbI IPABOMOPSIAKA U JOCTYITHOCTh AaHOHUMHOTO

J0CTyna B MHTCPHET.

YTO Ha TOT MOMEHT Ha PUIUNNKUHAX CO3AAHUE U PacpOCTpaHEHUE BPEIOHOCHBIX IPOrpaMM He IIPECiIe10BaIOCh

CyIEOHBIM MOPAIKOM JOJLKHBIM 00pa3zoM©20, Jlpyrum npuMepom cityut Hurepus, KOTopasi HCTIBITBIBAET Ha ceOe
JTABJICHHE B OTHOILICHUY MPHUHATHS Mep K (PUHAHCOBBIX adepaM, pacrpoCTpaHsIEMBIX 110 IEKTPOHHOM MOYTE.

3.2.8 ABTOMATH3AIUSA

OL[HI/IM U3 INIaBHbIX NPEUMYIIECTB UKT sBIsieTCSA BO3MOXKHOCTD aBTOMaTu3aluu ONpeaACJICHHBIX IMPOLCCCOB.

ABTOMaTH3aLKA UMEET HECKOJIBKO OCHOBHBIX MOCIJIEJCTBUML:
e OHa yCcKOpSET MPOLIECCHI;
¢ (Ona yBenM4MBaeT MacIITaObl U BIUSHUE MPOLIECCOB;

e (OHa OrpaHMYMBACT yYACTHUE JIIOCH.

622

One example is phishing. Although most sites are still stored in the United States (32%), which has strong legislation in place, countries such as

China (13%), Russia (7%) and the Republic of Korea (6%), which may have less effective instruments in the field of international cooperation in
place, are playing a more important role. Apart from the United States, none of them has yet signed and ratified cybercrime specific international
agreements that would enable and oblige them to effectively participate in international investigations.

623

This issue was addressed by a number of international organisations. The UN General Assembly Resolution 55/63 points out: “States

should ensure that their laws and practice eliminate safe havens for those who criminally misuse information technologies”. The full
text of the Resolution is available at: http://www.unodc.org/pdf/crime/a_res_55/res5563e.pdf. The G8 10 Point Action plan
highlights: “There must be no safe havens for those who abuse information technologies”. See below: Chapter 5.2.

624

For more information, see http://en.wikipedia.org/wiki/ILOVEYOU; regarding the effect of the worm on Critical Information

Infrastructure Protection, see: Brock, “ILOVEYOU” Computer Virus Highlights Need for Improved Alert and Coordination
Capabilities, 2000, available at: http://www.gao.gov/archive/2000/ai00181t.pdf.

625

. technology used, see: http://radsoft.net/news/roundups/luv/20000504,00.html.

BBC News, “Police close in on Love Bug culprit”, 06.05.2000, available at: http:/news.bbc.co.uk/1/hi/sci/tech/738537.stm. Regarding the

See for example: CNN, “Love Bug virus raises spectre of cyberterrorism”, 08.05.2000,

http://edition.cnn.com/2000/LAW/05/08/love.bug/index.html; Chawki, “A Critical Look at the Regulation of Cybercrime”, http://www.crime-
research.org/articles/Critical/2; Sofaer/Goodman, “Cyber Crime and Security — The Transnational Dimension” in Sofaer/Goodman, ““The
Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 10, available at: http://media.hoover.org/documents/0817999825_1.pdf;
Goodman/Brenner, The Emerging Consensus on Criminal Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1; United
Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6, page 233,

available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.
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ABTOMaTH3AIM YMEHBIIAET TOTPEOHOCTH B PETRO VOICE HOLDING

L(OpOFOCTOSIHICﬁ pa60qel‘/’1 CWJIC, ITO3BOJISIA ITOCTaBIIUKaAM Hot Stock in Momentum pla_y for week
627

npeJjaraTh yCayry 1o HU3KUM IeHaM =’

pea yeuyr B OTC: PHVC

310yMBIIIEHHUKH MOT'YT HCIONIB30BaTh This company is nasdag bound

ABTOMATHU3AIUIO JUUISl YBEJIMYCHHUSI MacIiTaboB cBOESH

o Petro Voice in on a roll earning Contrac
JEATEIIbHOCTH, MHOTOMUJIJIMOHHBIN BaJl HEXKEIATEIbHBIX

CIIaMOBBIX COOOIEHMIT028 MOXKHO pa3ociaTh This is not a Fly by Night
aBTomaTuuecku®?? (cm. Pucynok 31). B Hactosiee Real market Cap, Real Earnings

BPEMS 3a4aCTyH0 aBTOMATU3HPOBAHBI TAKKE M XAKEPCKHE A tha latack an_DUUN.
araku®30, u exxenHeBHO HacuuThIBaeTCs 80 MUJLTHOHOB m

XaKCPCKUX arak®3! , 9TO CTaJI0O BO3MOXXHBIM 6Har0ﬂapﬂ OAHMM U3 IPUMEPOB IIPOLECCOB ABTOMATH3ALMH SBIISICTCS PACTIPOCTPAHEHHE

crama. 3a HeOOIBIIOH TICpUOJ BPEMCHU MOKHO pa3ocyiaTb MAUJIIMOHBI

632
HMCIIOJIb30BAHHUIO IIPOIPAMMHBIX HHCTPYMCHTOB™~, 5JIEKTPOHHBIX ITHCEM.

CIIOCOOHBIX aTAKOBATh THICIIH KOMITBIOTEPHBIX CUCTEM

3a HECKOJIBKO 4acoB®33, Barosaps aBTOMaTHYECKAM MPOLECCAM, 3J0YMBIIIIEHHUKH MOTYT MOJIy4aTh GOJIbIIHE
MPEUMYILIECTBA, OCYIIECTBIIS aephl, C OONBIINM KOTMYECTBOM IPECTYIUICHUH U OTHOCHTEIIFHO HEOOIBITNMU
HOTEPSAMH KaX/10ii xKepTBbI®34, UeM HIbKe OTIENbHbIE TIOTEPH, TEM BBILIE MIAHC TOTO, YTO KEPTBA HE COOOIIHUT O
MPECTYIJICHUH.

ABTOMAaTH3aIM aTaK 0COOEHHO 3aTparuBaeT Pa3BUBAIOIINECS CTPaHBI. V3-3a OTrpaHNueHHBIX PECYpCOB
Pa3BUBAOLIMXCS CTPaH CHaM JJIsl HUX MOXKET CTaTh HAMHOTO OOJIBINIEH yrpo30#, YeM ISl TPOMBIIUICHHO-Pa3BUTHIX
ctpan®33. D10 GoJiblee YMCIIO MPECTYIUIEHUH, KOTOPBIE MOI'YT OBITH COBEPLIEHBI IIPU IIOMOLIY aBTOMATU3AallUH,
CTaBHT CIIOXKHBIC 33/Ia4H TIepe]] OpraHaMK OXPaHbI MPABOIOPSIIKA IO BCEMY MUPY, TaK KaK OHU JTOJDKHBI OBITh
TOTOBBI K POCTY YHCJIA )KEPTB B paMKax CBOCH IOPUCIUKITHH.

3.2.9 Pecypcnl

CoBpeMeHHBIE KOMIIBPIOTEPHBIE CHCTEMBI, MOSBIIIOIIMECS B HACTOSIIEE BPEMS Ha PBIHKE, SIBIITIOTCSI OYSHb BBICOKO
MPOU3BOAUTENLHBIMEI U MOTYT MPAUMEHSATHCS ISl PACIIMPEHISI IPECTYIHOM AesTenbHoCcTd. Ho mpoOieMsr st
paccieI0BaHus CO3a€eT He TOJIBKO PACTyIIas MPOU3BOIMTEILHOCTEO30 KOMIIBIOTEPOB OT/ENBHBIX MOJIB30BATENEH.
YBeIMUUBaIOIIMECs BO3MOKHOCTH CETEH TaKXKe MPEJICTABIISIOT COO0H OOIBIIYI0 IpobIeMy.

OJIHMM M3 IPUMEPOB CITyKaT HeJlABHUE aTaKu Ha NPaBUTENbCTBEHHbIE caiiThl DcTonnn®3’. AHanus atak no3BoseT
PEJIIONOKHUTh, YTO OHH COBEPILAIKCH C HECKOJIBKHMX THICAY KOMIILFOTEPOB, 00pa3yoIMX ceTeBOro po6oTa®3s, umm
IPYIIbL B3JIOMaHHBIX KOMIILIOTEPOB, Ha KOTOPHIX paboTaIM NPOrpaMMBl, yrpasisemble u3sHe®?. B GosbmnHcTBE

CJIy4aeB KOMIIBIOTEPHI 3apaskeHbl BPEIOHOCHBIM MPOTPAMMHBIM 00€CTIeYeHHEM, YCTaHABIMBAIOIIMM HHCTPYMEHTHI,

827" One example of low- cost services that are automated is e-mail. The automation of registration allows providers offer e-mail addresses free of charge.

For more information on the difficulties of prosecuting Cybercrime involving e-mail addresses, see below: Chapter 3.2.1.

The term “Spam” describes the process of sending out unsolicited bulk messages. For a more precise definition, see: “ITU Survey on Anti-Spam
Legislation Worldwide 20057, page 5, available at: http:/www.itu.int/osg/spu/spam/legislation/Background Paper ITU_Bueti_Survey.pdf.

For more details on the automation of spam mails and the challenges for law enforcement agencies, see: Berg, “The Changing Face of Cybercrime —
New Internet Threats create Challenges to law enforcement agencies”, Michigan Law Journal 2007, page 21, available at:
http://www.michbar.org/journal/pdf/pdfdarticle1163.pdf.

Ealy, “A New Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and Prevention”, page 9 et seqq., available at:
http://www.212cafe.com/download/e-book/A.pdf.

The Online-Community HackerWatch publishes regular reports on hacking attacks. Based on their sources, more than 250 million incidents were
reported in only one month (August 2007). Source: http://www.hackerwatch.org.

Regarding the distribution of hacking tools, see: CC Cert, “Overview of Attack Trends”, 2002, page 1, available at:
http://www.cert.org/archive/pdf/attack_trends.pdf.

633 See CC Cert, “Overview of Attack Trends”, 2002, page 1, available at: http:/www.cert.org/archive/pdf/attack _trends.pdf.

634 Nearly 50% of all fraud complains reported to the United States Federal Trade Commission are related to a amount paid between 0 and 25 USD. See
Consumer Fraud and Identity Theft Complain Data — January — December 2006, Federal Trade Commission , available at:
http://www.consumer.gov/sentinel/pubs/Top 10Fraud2006.pdf.

See 'spam Issue in Developing Countries”, Page 4, available at: http://www.oecd.org/dataoecd/5/47/34935342.pdf

Gordon Moore observed that the power of computers per unit cost doubles every 24 months (Moore’s Law).

637 Regarding the attacks, see: Lewis, “Cyber Attacks Explained”, 2007, available at: http://www.csis.org/media/csis/pubs/070615_cyber_attacks.pdf;
“A cyber-riot”, The Economist, 10.05.2007, available at: http://www.economist.com/world/europe/PrinterFriendly.cfm?story_id=9163598; “Digital
Fears Emerge After Data Siege in Estonia”, The New York Times, 29.05.2007, available at:
http://www.nytimes.com/2007/05/29/technology/29estonia.html ?ei=5070&en=2¢77eb21al ab42ac&ex=1188360000&pagewanted=print.

See: Toth, “Estonia under cyber attack”, http://www.cert.hu/dmdocuments/Estonia_attack2.pdf.

See: lanelli/Hackworth, “Botnets as a Vehicle for Online Crime”, 2005, page 3, available at:
http://www.cert.org/archive/pdf/Botnets.pdf;
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MO3BOJISIONIIE MTPECTYITHUKAM 3aXBaThIBaTh yrpasieHue (cM. PucyHok 32). CereBbie poOOTHI UCTIONB3YIOTCS IS
c6opa HHPOPMAIIUH O LIEJISX HAlaJeHUil M Ul BRICOKOYPOBHEBBIX aTak®40,

3a mocineqHee BpeMsi ceTeBble POOOTHI CTalll CEPbe3HOI

o { ) -
yrpo3oit kubepGezonacnoctn®!. Pasmepsl cetebix b 2 .
POOOTOB MOTYT COCTABIISITh OT HECKOJIBKUX JI0 Ooiee "J___7.
MHUIUTMOHA KOMIBI0TepoB®42. CoBpeMeHHbII aHamm3

YKa3bIBaeT Ha TO, YTO IPUMEPHO YETBEPTH BCEX
KOMIIBIOTEPOB, COEAUHEHHBIX C UHTEPHETOM, MOXKET OBITh

3apakeHa porpaMMaMH, JENalolIUX UX YaCThIO CETEBOIO O Q
po6ota®43. CereBble poGOTHI MOTYT MCIIONB30BATHCS IS <| —
Pa3NUYHBIX IPECTYMHBIX JEHCTBUHN, BKIIOYAs: ETR e e

IlpaBoHnapy-
e araku tuna "OTka3 B 06CTy)KMBaHUKOM"; .
®  pacchuiKy ciama®4d; s ) et

®  (ailnooOMeHHbIE CETH. 9 ;

CeTteBble pOOOTHI JAIOT 3TOYMBIILICHHUKAM PSIJ Corenott
npenMyiinectB. OHM 00JIETYAIOT IPECTYITHUKAM
MPOHUKHOBEHHE B KOMITbIOTEPHI U B ceTH. [Ipu momorin
TBICSY KOMITBIOTEPHBIX CHCTEM MPECTYITHUKA MOTYT

aTaKoBaTh JPYrHe KOMIIBIOTEPHBIE CUCTEMBbI, KOTOPbIE
OyayT B mpejesax I0CsIraeMoCTH, TpudeM (pu3rdecku

. 4 f
° XaKE€PCKHUE aTaKku; U f\_“—. - .| Tlocnama xomamna
,_.;H___h___% ' aTaKoBaTh

HBZ. PHUCYHKA BBINIC ITOKA3BIBAKOT MMPOILECC CO3AaHMU U UCIIOIb30BaHU
CETEBOTO pO6OTZ.4

UCTIONB3Ys I aTaKU HECKOJILKO KOMITBIOTEPOBO40,

CeTeBble POOOTBI TAKIKE 3aTPYAHAIOT BO3MOKHOCTh OTCJIEIMTH IEPBOHAYAIBLHOTO 3I0YMBINLIEHHUKA, TaK KaK
HauaJbHBIE CIIEIbl PUBENYT TOJILKO K yYaCTHUKY CETEBOro poboTa. Tak Kak MpecTYHUKHM KOHTPOIUPYIOT BCE
OOJIBIIIE MOIHBIX KOMIBIOTEPHBIX CHCTEM U CETEH, pa3phiB MEXIy BO3MOXKHOCTSMH CJIECTBEHHBIX OPTaHOB H
CHCTEM, yIPaBJISEMbIX IIPECTYIHUKAMH, TTIOCTOSHHO PACTET.

3.2.10 CkopocTh mpoIeccoB 00MeHa TaHHBIMU

Ilepenaya SIEKTPOHHBIX THCEM MEXKY CTPaHAMH 3aHUMAET BCETO JIMIIb HECKOJIBKO CeKyH 1. Takoi KopoTKuii
IPOMEKYTOK BPEMEHH SABJISAETCS OJHON U3 IIPUYUH yCIIeXa HHTEPHETA, TaK KaK DJIEKTPOHHBIE MMChMa UCKIIOUHIIN
3aTpaThl BpeMEeHH Ha (PM3UYECKYIO J0CTaBKy coo0Ommenuii. OHaKko Takas OblCTpas Iepeiada OCTaBjIseT OpraHaMm
OXpaHbI IPABOHOPS/IKA MO BPEMEHH IS IIPOBEJCHUS paccleS0oBaHui uiK cOopa qokaszareascTs. OObIUYHbIE
pacciieJoBaHus JUIATCS HAMHOTO 10/bImed*7,

OmHMM 13 IPUMEPOB SBIISIETCA Tepeada IeTcKoil mopaorpaduu. B nponmuioM BuieoMaTepraisl Bpydaluch WIH
JIOCTaBJSUINCH NoKynarensiM. Y nepenava, u 1ocTaBka gaBajiu OpraHaM OXpaHbl IPaBOIOPsKa BO3MOXKHOCTb
paccienoBanus. OCHOBHBIM pa3iIHIHEM MEXIy OOMEHOM JIETCKOH MmopHorpaduei yepe3 HHTepHET u 0e3
WCTIOJIE30BAHMUS HHTEPHETA SIBISICTCS] TPAHCIOPTHPOBKA. Kora 3moyMpIIUIeHHUK UCTIONB3YeT HHTEPHET, 0OMEH
¢$mIEMaMy MO>KHO IPOU3BECTH 33 CEKYHIBL.

840" See: Ianelli/Hackworth, “Botnets as a Vehicle for Online Crime””, 2005, available at: http://www.cert org/archive/pdf/Botnets.pdf;
Barford/Yegneswaran, “An Inside Look at Botnets”, available at: http://pages.cs.wisc.edu/~pb/botnets_final.pdf; Jones, “BotNets: Detection and
Mitigation”.

See “Emerging Cybersecurity Issues Threaten Federal Information Systems”, GAO, 2005, available at: http:/www.gao.gov/new.items/d05231.pdf.
642 Keizer, Duch “Botnet Suspects Ran 1.5 Million Machines”, TechWeb, 21.10.2005, available at http://www.techweb.com/wire/172303160

643 See Weber, “Criminals may overwhelm the web””, BBC News, 25.01.2007, available at http:/news.bbc.co.uk/go/pr/fi/-/1/hi/business/6298641 stm.
64 E.g. Botnets were used for the DoS attacks against computer systems in Estonia. See: Toth, “Estonia under cyber attack™,
http://www.certhu/dmdocuments/Estonia_attack2.pdf.

“Over one million potential victims of botnet cyber crime”, United States Department of Justice, 2007, available at:
http://www.ic3.gov/media/initiatives/BotRoast.pdf.

Staniford/Paxson/Weaver, “How to Own the Internet in Your Space Time”, 2002, available at: http://www.icir.org/vem/papers/cdc-usenix-
sec02/cdc.pdf.

847" Gercke, “The Slow Wake of A Global Approach Against Cybercrime”, Computer Law Review Interational, 2006, page 142.
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DJNEeKTPOHHBIE MTICEMa TAKXKe TOKA3bIBAIOT BAXKHOCTD
HHCTPYMEHTOB OBICTPOTO PearnpOBaHHsI, KOTOPBIE MOYXHO
TOTYAaC ke NpuMeHuTh (cM. Pucynok 33). [lna cnexenus
3a IOA03PEBAEMBIMH U UX WACHTH()UKAIINY CIIEIOBATEIIIM
9acTo TpeOyeTcst JOCTYI K JaHHBIM, KOTOPhIE MOTYT OBITh
yzaeHsl Bckope nocie ux nepeaaun®s, Jlnsg yenexa
paccieoBaHus 3a9acTYIO OUE€Hb BXKCH KOPOTKHUM
MIEPUO]] PEarupPOBaHKS OPTaHOB OXPaHBI IPABOIIOPSIIKA.
be3 cooTBeTCTBYIOMIETO 3aKOHOIATEIHCTBA H
HHCTPYMEHTOB, II03BOJISIOIINX CIICIOBATEIISIM
JIEHCTBOBATh HEMEUICHHO M IIPEIOTBPAIIATh YAAICHUE
JTAHHBIX, MOXKET OBITh HEBO3MOXKHA dPPeKTHBHAS OOophOa

¢ KuOepnpecTynHocThI04Y.

"TIpoueayps! 6bIcTpOI 3aMopo3ku"030 u KOHTaKTHBIE

ueHTphl cetu®! 24/7 — 510 MpUMEpPBI HHCTPYMEHTOB,

TocTaBumx yenyr

IIpaBonapy-
LIUTEIb
JlocTyna

{1
S

TocraBmyk yciyr
3J1€KTPOHHO# MOYTHI KEPTBbI

TocraBummx yenyr
3NEKTPOHHOM TIOYTHI
TPaBOHAPYLIMTEIS

IIpaBonapy-
LIUTEIb

TocTaBumxk yenyr
Jl0CTyIa

\__J
-
*‘h‘
S
~
a
2 ~[ TocraBmmk yciyr

3ﬂeKTp0HH0]71 TI0YThI KEPTBbI

U WICHTHHKALIH
TIPaBOHAPYUIUTEJIS, MOTYT ObITh
YJaJICHBI 32 KOPOTKHH IEPHOJI BDEMCHH

Baskuble JlaHHbIC, KOTOPbIC HEOOXOMMbI ‘

noce

TocraBmyk yciyr
3JIEKTPOHHO# TOYTHI
TIPaBOHAPYIIHTENS.

KOTOPBIC MOTYT YCKOPUTD PaCCICAOBAHU. 3aKOHBI, Pucynoxk 33

HalpaBJICHHBIC HA COXPAHCHUC JTaHHBIX, TAKKC Ha rpaduxe nokaszana BaJKHOCTh HEMEIJICHHOTO PEarHPOBAHHS B
paccrnenoBaHusX KubepnpecTymnennil. Bakusie JaHHBIE, CO3/[aBaeMbIE B
MPOIIECCE OTMPABKH MIEKTPOHHBIX THCEM, H KOTOPBIE MOTYT MO3BOJIHTh
UICHTH(GHIMPOBATH 3II0YMBIILICHHNKA, YaCTO yAAIAIOTCS Cpasy Iocie
OTIPABKH 3JIEKTPOHHOTO coobimeHus. bes nocryna k sroit nHopManun

P[,EleHTH(i)P[KaLIP[ﬂ 3JIOYMBIIJICHHUKA 3a4aCTy0 HCBO3MOXHA.

HaIpaBJIeHbl HA YBEJTMUEHUE BPEMEHH, UMEIOILIErOCs B
pacropspKEHUU OPraHOB OXPaHbI MTPABOTIOPSIIKA JIJIst
npoBeieHus paccienoBannil. Eciu nanusie,
HEOOXOIMMBIE JIIS CIIeKEHUS 33 370YMBIIUICHHUKAMH,

COXPAHAIOTCS B TEUEHUE ONPENEICHHOIO BpEMEHH,
OpraHbl OXpaHbl MIPABOTOPSIKA UMEIOT OOJIBIIIE ITAHCOB YCICITHO HACHTH(PHUIIMPOBATE ITOJ03PEBAEMBIX.

3.2.11 CkopocTb pa3BUTHA

WHTepHET OCTOSHHO MeHseTcs ¥ passuBaercs. Co3nanue rpadudeckoro untepdeiica nosnnssoparens (WWW052)
CTaJI0 HaYaJIOM CYIIECTBEHHOTO PACIIMPEHUS, TaK KaK MPEABIIYIIHIE YCIIyTH, BEI3BIBACMbIE KOMAaH/IaMH, ObLTH MCHEE
yno6Hsb!I 115 osib3oBaTeneil. Coznanne WWW 103BOJIMIIO BHEAPUTH KaK HOBbIE IIPUIIOXKEHUS, TaK U HOBBIE
npecTymieHus®3, opranbl 0XpaHbl IPaBONOPSIKA CTPEMSATCS HE OTCTaBaTh. JlaabHeIee pa3sBUTHE MPOIOIIKACTCS,
0COOEHHO 3aMETHO OHO B:

®  OHJIAHOBBIX UTPaX; U
® r0s10cOBOH1 cBs3u 1o IP-nporokomny (VoIP).

OmnutaifHOBBIE UTPHI BeeTia ObUIH OoJIee MOIMyIISIpHBL, HO HESICHO, MOTYT JIM OPTaHbl OXPaHbl IIPABOIOPSIIKA YCIICIITHO
paccieIoBaTh U HaKa3bIBaTh IPECTYIUIEHHUS, COBEPLIAEMBIE B 3TOM BHPTyalbHOM MHUPeO4,

[epexon OT TpaJUIIMOHHOHN FOJIOCOBOM CBSI3M K MHTCPHET-TENCPOHIH TAK)KE CTABUT HOBBIC MIPOOJIEMBI IJIs1 OPIraHOB
OXpaHBbI IpaBoNoOpsaKa. MeToab! ¥ IPOLEAYPHI, pa3padOTaHHBIE OpraHaMH OXPaHBI IPABOIOPSIKA IS IIEPEeXBaTa
0OBIYHBIX TeNe(OHHBIX 3BOHKOB, B IIeJIOM HenpuMeHUMBI K VoIP. TlepexBat 0OBIMHBIX TOJIOCOBBIX 3BOHKOB OOBIYHO
OCYIIECTBJISIETCS IPU TIOMOLLM OIlepaTopoB cBA3H. [Ipumenss te sxe npuHUUNbl K VOIP, opransl oxpaHsl
MPaBOMOPSIKA JOLKHBI IEUCTBOBATH Yepe3 MOoCcTaBIIMKOB yciayr uaTepHeTa (ISP) u mocraBmukoB yemyr VolP.
OpHako, eciiy ycllyra OCHOBaHa Ha TEXHOJIOTUHU NPSAMOM CBSA3H, TIOCTABIIKUKH YCIYT B LIEJIOM HE CMOTYT

648 Gercke, DUD 2003, 477 et seq.; Lipson, “Tracking and Tracing Cyber-Attacks: Technical Challenges and Global Policy Issues”.

649 Regarding the necessary instruments, see below: Chapter 6.2. One solution that is currently being discussed is data retention. Re the
possibilities and risks of data retention, see: Allizsch, “Data Retention on the Internet — A measure with one foot offside?”’, Computer
Law Review International 2002, page 161 et seq.

The term “quick freeze” is used to describe the immediate preservation of data on request of law enforcement agencies. For more
information, see below : Chapter 6.2.4.

The 24/7 network point pursuant to Art. 35 Convention on Cybercrime is a contact point appointed to reply to requests from law
enforcement agencies outside the country. For more information, see below: Chapter 6.3.8.

The graphical user interface called World Wide Web (WWW) was created in 1989.

The development of the graphical user interface supported content-related offences in particular. For more information, see above :
Chapter 2.5.

For more information see above: Chapter 2.5.5.
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NIEPEXBATHIBATH COO6I.I_IGHI/IH, TaK KaK COOTBETCTBYIOIHE AAHHBIC MEPEAAOTCA HAIPAMYIO MCKAY YHaCTHUKaAMHU

pasroopa®s3. [T03ToMy HEOOXOAUMBI HOBBIE TEXHOJIOrUHO,

Taxxe OBICTPO CO37AI0TCS HOBBIE anIapaTHble YCTPOMCTBA C BCTPOCHHBIMU B HUX CETEBBIMU TEXHOJIOTUSMHU.
Hogetimme nomanraue pa3piekaTeabHble CUCTEMBI IPEBPAILAIOT TEJIEBU30PHI B TOUKHU JOCTYIAa B UHTEPHET, U
MOCIIETHAE MOJICITH MOOHMITBHBIX TeIe(OHOB MOTYT XPaHHUTh JIAHHBIC U COSIUHATHCS C UHTEPHETOM Uepe3
oecriposoanbie cetn®’. Verpoiictsa namstn USB (yHHBEpCANbHOMN MOCIEN0BATENBHOM MIMHBI) C 00bEMOM MAMSATH
6onee 1 I'B BcTpauBaroTcs B 4achl, pydkd B KapMaHHbBIC HOxH. OpraHbl OXpaHbl IPaBOMOPSIIKA B CBOCH paboTe
JTOJKHBI YYUTBIBATh 3TH Pa3paO0TKH, 0YCHb BYKHO 00y4aTh O(PHUIIEPOB, IOCTOSHHO yYaCTBYIOIIHMX B
paccieoBaHuIX KHOSPIPECTYIUICHUH, 9TOOBI OHY OBUTH B KYpCEe HOBEUIINX TEXHOJOTUI U MOTJIH ONPEACIATh
COOTBETCTBYIOIIME allapaTHBIE CPEJICTBA U JFOObIC YCTPONWCTBA, KOTOPBIE HEOOXOIMMO KOH(UCKOBATS.

Ente onmHoM ipo6neMoit sIBJIsIeTCS HCIONIb30BaHUE TOUeK OeCIpoBOIHOTO JOCTyNa. Pacmmpenne 6ecripoBOIHOTO
JIOCTYTIa B UHTEPHET B Pa3BUBAIOLIMXCS CTPaHaX SABJSETCA KaK BOBMOXKHOCTBIO, TaK M MPOOJIEMOM 71l OPraHOB
OXpaHbl IpaBonopsAaka’®s8, Eciy 3M0yMbILIIIEHHUKU HCIIONb3yIOT TOUKH OECIPOBOIHOIO 0CTYIa, KOTOPBIE HE
TpeOYIOT PErUCTPaIlK, OpraHaM OXPaHbI IPABOMOPSIJIKA CII0KHEE BBICICIUTH 3JI0YMBIIUICHHUKOB, TaK KaK
pacciieioBaHU€e BBIBEIET TOJIBKO K TOUKE JIOCTYIIA.

3.2.12 AHoHMMHAA CBA3bL

HGKOTopLIe YCJIYIrd UHTCPHETA 3aTPYAHAIOT BBIABJICHUC OTcriexubanie
Keproa =1 |

npectynHukoB®3®. Bo3MOXKHOCTh aHOHMMHOI CBS3H & 5 ——
TIpasonapy- | =5 »”
SIBJIACTCS TMOO MOOOUYHBIM MPOAYKTOM YCIyTH, 1100 et
2
TpeJyIaraeTcs ¢ mejibio n30exarb HeYJA00CTB ISt ":."u,_‘ R4
nosib3oBaTens. [Ipumepamu mogoOHBIX YCIIYT, a TAKKe l Sl #1 [ Venyrasnextponnof nowre 63
o Lr | (hopMaTbHO# perncTpanHn
uX codeTaHui sABistoTca (cM. Pucynku 34 u 35): Seenpososuas cern ; ‘

OrcrexnBaHue
3aTPY/IHEHO/HEBO3MOKHO

®  TEPMHUHAJBI BBIXOJ]a B HHTEPHET 00IIETO | Yeayra anonumuoii cassn

MOJIb30BAHMs, HAITPUMEP TCPMUHAJIBI B a3POIIOPTY

wim uHTepHeT-Kadet®l; Pucynox 34

Ha pucyHke noka3aHo, Kak IpecTyTHUKHA MOTYT JOCTHYb AHOHUMHOCTH ITyTEM COYCTAHUS
[ ) 6eCHpOB0,Z[HLIe CCTI/I661 ’ Pa3IUYHBIX TOAX00B. MCIoIb30BaHIE OTKPHITHIX OECIPOBOHBIX CETEHl AeTaeT

MPAKTHYECKU HEBO3MOKHBIM BBISBICHHE HapyIIuTesei Mcnons30Banue yciayry aHOHUMHOM
CBSI3H U YCJIYTH DJIEKTPOHHOM MOYTHI, B KOTOPBIX HE NPOBEPSIIOTCS PETHCTPALIMOHHbIE

®  (oIuIaTa yCJIyT NOJABUXKHOM CBSI3U, KOTOpas HE

JIaHHBIC, NIPECTYIMTHUK MOKET CHU3UTH HIAHCHI CBOCT'O BBISBICHHUSL

HY)KJA€eTcs B perucTpaLuy;

L4 00BeM JIAaHHBIX JOMAaITHEeH CTpaHUIIbI, I[OCTyHHBIﬁ oe3 perucTpanuu;

®  aHOHMMHBIE CEPBEPHI CBA3MOOZ;

®  QHOHMMHBIE PETPAHCIATOPHIOO3,

655 Regarding the interception of VoIP by law enforcement agencies, see Bellovin and others, “Security Implications of Applying the Communications

Assistance to Law Enforcement Act to Voice over IP”, available at http:/www.itaa.org/mews/docs/CALEAV OIPreport.pdf; Simon/Slay, “Voice over
IP: Forensic Computing Implications”, 2006, available at:
http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/forensics/Simon%20Slay%20-%20V oice%200ver%201IP-
9020Forensic%20Computing%20Implications.pdf.

With regard to the interception of peer-to-peer based VoIP communications, law enforcement agencies need to concentrate on carrying out the
interception by involving the Access Provider.

Regarding the implication of the use of cell phones as storage media on computer forensics, see: Al-Zarouni, “Mobile Handset Forensic Evidence: a
challenge for Law Enforcement”, 2006, available at: http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/forensics/Al-
Zarouni%20-%20Mobile%20Handset%20Forensic%20Evidence%20-%20a%20challenge %20for%20Law%20Enforcement.pdf.

On the advantages of wireless networks for the development of an IT infrastructure in developing countries, see: “The Wireless Internet Opportunity
for Developing Countries”, 2003, available at: http:/www.firstmilesolutions.com/documents/The_WiFi_Opportunity.pdf.

Regarding the challenges related to anonymous communication see: Sobel, The Process that “John Doe” is Due: Addressing the Legal Challenge to
Internet Anonymity, Virginia Journal of Law and Technology, Symposium, Vol.5, 2000, available at: http://www.vjolt.net/volS/symposium/vSila3-
Sobel.html.

Re legislative approaches requiring identification prior to the use of public terminals, see Art. 7 of the Italian Decree-Law No. 144. For more
information see Hosse, Italy: Obligatory Monitoring of Internet Access Points, Computer und Recht International, 2006, page 94 et seq. and below:
Chapter 6.2.14

Regarding the difficulties that are caused if offenders use open wireless networks, see above: Chapter 3.2.3 .

Regarding technical approaches in tracing back users of Anonymous Communication Servers based on the TOR structure see: Forte, Analyzing the
Difficulties in Backtracing Onion Router Traffic, International Journal of Digital Evidence, Vol. 1, Issue 3, available at:
https://www.utica.edu/academic/institutes/ecii/publications/articles/ AO4AA AO7D-D4B8-8B5F-450484589672E1F9.pdf;
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[IpecTynHUKH MOTYT CKPBITh CBOIO UIEHTUUHOCTD, K IPUMEPY, UCIIOJIb3Ys NOAAEIbHBIE apeca JIEKTPOHHON

HO‘ITBI664. MHorue npOBaI‘/’mepm npeajiararoT OecIiaTHbIE ajapeca BHCKTpOHHOfI noutsl. B Tex Cllyvasx, Kkoraa

TpeGyeTcsl BBCACHUC HepCOHaJ'II;HOfI I/IH(bO])MaLII/II/I, €€ HEBO3MOXKHO IIPOBEPUTD, TAK UTO IMOJB30BATEIIA MOT'YT

PErUCTPUPOBATh aJipeca IEKTPOHHOM! 0YThI, HE pacKpbIBask UIEHTUYHOCTU. AHOHUMHBIE aipeca MIEKTPOHHON

TIOYTHhI MOT'YT OBITH TIOJIC3HBIMU, HAITPUMEDP, €CJIU MOJIB30BATCIN XOTAT BCTYIIUTH B MOJIUTHUYCCKYIO TUCKYCCUIO, HE

PpacKpbiBas CBOIO MWACHTHUYHOCTD. AHOHHMHAS CBS3b MOXKET BBI3BATh AHTHCOMAJIbHOC IMOBCACHUEC, HO OHA TAKXKC

MOJKET TIO3BOJIUTD MOJIb30BATEISIM JACHCTBOBATE OoJiee CBOOOHO%03,

HpI/IHI/IMaH BO BHUMAHUEC PA3JIMYIHBIC CJI€IbI, OCTABJIAC€MBIC I10JIB30BATCIAMU, CTAHOBUTCA SICHOH HGO6XO,Z[I/IMOCTI>

BKJIIOYEHHS] B OCHOBHYIO JIESATENBHOCTD
MHCTPYMEHTOB, IPEIOTBPAIIAIOMINX IeHCTBHIS
nosb30BaTeneii B ceoeM npodune®©. Tlostomy
PasIMYHBIE TOCYIaPCTBA M OPraHU3aIuK
HOJIEPKUBAIOT IPUHLIMII AHOHUMHOTO
MCIONB30BaHKS YCIYT 3JIEKTPOHHOMN MOYTHI Yepe3
MHTEPHET, HAPUMED, STOT PUHIIUI OTTMCAH B
Hupextuse EBpornerickoro corwsa o
HEMPMKOCHOBEHHOCTH 9aCTHOM JKM3HH M 3JIEKTPOHHBIX
c006menuii®®’. Onun U3 TPUMEPOB NPABOBOTO
NOJIX0/Ia K 3alUuTe KOH(MIEHIMATLHOCTH

PernamenTta EBpomneiickoro coro3a o 3amiure
naHHbIX%8, TeM He MeHee, HEKOTOPBIE CTPaHBI
3aHMMAKOTCS PEIICHHEM TIPOOJIEM aHOHUMHOM CBS3H

Ha rpaduke nokaszano, kak MH(pOpMAIMs MOXKET ObITh CKpbITa Ha KapTHHKE. [IIudpoBanne

oJIb30BaTeIel MokHO Haiith B CtaThe 37 NPOrpaMMHOT0 0GecTieueH s BKIKYAeT B ceGst MHPOPMALIO 06 H3MEHEHHH LBeTa

HEKOTOpbIX nmuKceneit. Ecin uzobpakenne gocrarouno 6oipioe, 6e3 1octyna k
OPHTHHAIBHOMY H300PaKEHHMIO C TPYJIOM MOXKHO TOHSTH OBLIO JIH OHO H3MEHEHO.
Hcnonb3yio 5Ty TeXHOIOTHIO, MPABOHAPYIIUTEIN MOTYT CKPBITh TOT (haKT, 4TO OHU
0OMEHHMBAIOTCS JIONOIHUTENBHOM HH(pOpMaIHei.

IyTEM BBEJICHUs PABOBBIX OMPAHMYEHHHO0, 0THMM U3 MpUMepPOB sBNIsETCS Tanus, Tie MOCTABIMKH yCITyT

JOCTyIa K MHTEPHET O0IIEro MojIb30BaHus TPEOYIOT HACHTH()UKAINY TIOIB30BATENEH 10 TOr0, Kak OHH HAUHYT

nonb30BaThes yeryron®70,

OTtH MCEPbI HAITPaBJICHBI Ha CO,Z[CIZCTBPIG IIPaBOOXPAaHUTCIIbHBIM OpraHaM B A€JIC€ BBIABJICHUA IOA03PEBACMBIX, HO UX

MOKHO JIETKO OOOMTH — MPECTYIIHUKH MOTYT UCITIO0JIb30BATh HE3AIUIIIECHHBIC YaCTHBIC GCCHpOBOL[HI)IC CCTU NI

SIM-kapThl B3 CTpaH, Tae He Tpedyercs: peructpanus. HesicHo, OyneT jau orpaHHYeHe aHOHUMHOM CBSI3U H

AHOHHMMHOTO JIOCTYIa K HHTEPHET UTPaTh GOJiee BAYKHYIO POJIb B CTpaTerusax kubepoezonacHocTnd’!,
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See: Claessens/Preneel/Vandewalle, 'solutions for Anonymous Communication on the Internet”, 1999.

Regarding the possibilities of tracing offenders using e-mail headers, see: Al-Zarouni, “Tracing Email Headers”, 2004, available at:
http://scissec.scis.ecu.edu.au/publications/forensics04/Al-Zarouni.pdf.

Donath, 'sociable Media”, 2004, available at: http://smg.media.mit.edu/papers/Donath/SociableMedia.encyclopedia.pdf.

Regarding the possibilities of tracing offenders of computer-related crimes, see: Lipson, “Tracking and Tracing Cyber-Attacks: Technical Challenges
and Global Policy Issues”. Regarding the benefits of anonymous communication see: Du Pont, The time has come for limited liability for operators
of true Anonymity Remails in Cyberspace: An Examination of the possibilities and perils, Journal of Technology Law and Policy, Vol. 6, Issue 2,
available at: http:/grove.ufl.edu/~techlaw/vol6/issue2/duPont.pdf.

(33) The introduction of itemised bills has improved the possibilities for the subscriber to check the accuracy of the fees charged by the service
provider but, at the same time, it may jeopardise the privacy of the users of publicly available electronic communications services. Therefore, in order
to preserve the privacy of the user, Member States should encourage the development of electronic communication service options such as alternative
payment facilities which allow anonymous or strictly private access to publicly available electronic communications services [...]. Source: Directive
2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the protection of privacy
in the electronic communications sector (Directive on privacy and electronic communications).

Article 37 - Traffic and billing data 1. Without prejudice to the provisions of paragraphs 2, 3 and 4, traffic data relating to users which are processed
and stored to establish calls and other connections over the telecommunications network shall be erased or made anonymous upon termination of the
call or other connection. - Regulation (EC) no 45/2001 of the European Parliament and of the Council of 18 December 2000 on the protection of
individuals with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data.

See below: Chapter 6.2.11.

Decree-Law 27 July 2005, no. 144. — Urgent measures for combating international terrorism. For further information on the Decree-Law, see, for
example, the article “Privacy and data retention policies in selected countries”, available at:
http://www.ictregulationtoolkit.org/en/PracticeNote.aspx 7id=2026.

Regarding the technical discussion about traceability and anonymity, see: “CERT Research 2006 Annual Report”, page 7 et seqq., available at:
http://www.cert.org/archive/pdf/cert_rsch_annual_rpt_2006.pdf.
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3.2.13  TexHosorus mwugpoBaHus

Emre omauM (hakTOpoM, KOTOPBIN MOXKET OCIOKHUTH PACCIICAOBAHNE KHOCPIPECTYIUICHUH SIBISETCS TEXHOIOTHS
muposanun®’2, koTopas 3amuiaeT HHGOPMALMIO OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA JIOEH U ABJISETCS OTHUM
13 OCHOBHBIX TEXHMUECKHX PelleHHi B 001acTi 60pbObl ¢ KubeprnpecTynHocThi0073, Kak u aHOHUMHOCTS,
H(POBaHKE HE SBIISETCSA YEM-TO HOBBIMO74, HO KOMITBIOTEPHBIE TEXHOJIOTHH M3MEHMIIN €r0 cMBICI. Ternephb
CYIIECTBYET BO3MOXKHOCTh LIM(POBAHHS KOMITBIOTEPHBIX JaHHBIX OJHHUM LIETYKOM MBILIHU, YTO 3aTPYIHSET B3JIOM
K ppOBaHKs U JAHHBIX JOCTYNA COTPYAHMKAMH PABOOXPAHUTEIbHBIX oprano®’>. HescHo, B Kakoii cTeneHu
MPECTYITHUKHU YK€ UCIIONB3YIOT TEXHOJIOTHIO MIH(POBAHUS ISl MACKHPOBKH CBOCH JEATEIEHOCTH, HAIPUMEp, OBLIO
COOOLIEHO O TOM, YTO TEPPOPUCTHI UCIIONB3YIOT TEXHOIOTHIO mHppoBanusa®’®. B oqnoM 0630pe Mo JeTcKoii
nopHorpaduu cKka3aHo, 4TO TOJNBKO 6% apecTOBaHHBIX BJaelblLIeB JETCKOI MOPHOrpaduy UCIIONb30BAIH
TexHoJIoru0 mudpoanua®’’, oHAKO SKCIEPTHI ITOMYEPKUBAIOT YTPO3Y BCe 0O0JIEE MIMPOKOTO UCIIOJIb30BAHMUS

TEXHOJIOTUH MK(pPOBAHKS B [€NaX 0 KUOepnpecTymienusax®’s.

CyIeCTBYIOT CpeaCTBa uIst B3aoma mudpos®’?. Paziudmble mporpaMMHBIE IPOYKTHI TIO3BOJIAFOT TOJIB30BATENAM
3aIUTUTE (GaiJIbl OT HECAHKIMOHMPOBAHHOTO N0ocTynad80, Ecnm cieioBaTeid MMEOT HOCTYI K IPOrPAMMHOMY
obecreveHunIo, HCIOL30BaHHOMY IS IM(POBaHUs (aiiyioB, OHU CMOTYT NPOU3BECTH JeH(pOBaHUE, HO B3JIOMATh
mudp 3a49acTyro CI0kHO U TpebyeT MHOro BpeMenu®8!. B mpotusHOM ciydae, mm@pp MOXKHO B3JIOMATh, HAPUMED,

HPUMEHMB METOJI epebopa BCeX BO3MOKHBIX BAPUAHTOBOSZ,

B 3aBucuMocTH OT MeTOIa MIU(PPOBAHKS U pa3MEPOB KIII0YA JUIS B3JIOMA IU(PPa MOTYT MOTPEOOBATHCS
necatunetus®83, K mpumepy, ecim 3710yMBIILIEHHHK MCTIOIB30BaJ MPOrpaMMHOE obecrieuenue ¢ 20-6HTOBBIM
mH@poM, TO KOTHMYECTBO BO3MOXKHBIX 3HAUEHUH KIIF0Ua OKOJIO0 MIJUTHOHA. M crionp30BaHe KOMITBIOTEPHOM
00pabOTKH ¢ YaCTOTOM OJMH MUIUIHOH OIIEPAIMid B CEKYH/IY MIO3BOJUT B3JIOMATh IMU(P MEHEe YeM 3a CEKyH/Y.
OnHako, ecii MPEeCTYIMHUKH UCTIONB3YIOT 40-0UTHBIH mUdp, TO s B310Ma Muppa MOKET MOTpedoBaThCs Oomee
nByx Heenp®84. Ipu ucnonp3oBanuu 56-0uTHOTrO mMdpa Vs €ro B3JI0Ma 0JHOMY KOMIBIOTEPY MOTpebyeTcs 6olee
2285 ner. Ecnu npectynHuKH UCTIONB3YIOT 128-0MTOBBIN miudp, TO 1T €ro B3JI0Ma MIJLTHAPLY KOMITBIOTEPHBIX

672 Regarding the impact on computer forensic and criminal investigations, see: See Huebner/Bem/Bem, “Computer Forensics — Past, Present And

Future”, No.6, available at: http://www.scm.uws.edu.au/compsci/computerforensics/ Publications/Computer_Forensics_Past_Present Future.pdf.
74 per cent of respondents of the 2006 E-Crime Watch Survey mentioned encryption technology as one of the most efficient e-crime fight
technologies. For more information, see: “2006 E-Crime Watch Survey”, page 1, available at: http://www.cert.org/archive/pdf/ecrimesurvey06.pdf
Singh; “The Code Book: The Science of Secrecy from Ancient Egypt to Quantum Cryptography”’, 2006; D’Agapeyen, “Codes and Ciphers — A
History of Cryptography”, 2006; “An Overview of the History of Cryptology”, available at: http://www.cse-cst.gc.ca/documents/about-
cse/museum.pdf.

Regarding the consequences for the law enforcement, Denning observed: “The widespread availability of unbreakable encryption coupled with
anonymous services could lead to a situation where practically all communications are immune from lawful interception and documents from lawful
search and seizure, and where all electronic transactions are beyond the reach of any government regulation or oversight. The consequences of this to
public safety and social and economic stability could be devastating”. Excerpt from a presentation given by Denning, ‘The Future of Cryptography”,
to the joint Australian/OECD conference on Security, February, 1996. Regarding practical approaches to recover encrypted evidence see: Casey
Practical Approaches to Recovering Encrypted Digital Evidence, International Journal of Digital Evidence, Vol. 1, Issue 3, available at:
https://www.utica.edu/academic/institutes/ecii/publications/articles/ AO4AF2FB-BD97-C28C-7FOF4349043FD3 A9.pdf.

Regarding the use of cryptography by terrorists, see: Zanini/Edwards, “The Networking of Terror in the Information Age”, in
Arquilla/Ronfeldt, “Networks and Netwars: The Future of Terror, Crime, and Militancy”, page 37, available at:
http://192.5.14.110/pubs/monograph_reports/MR1382/MR1382.ch2.pdf. Flamm, “Cyber Terrorism and Information Warfare:
Academic Perspectives: Cryptography”, available at: http://www.terrorismcentral.com/Library/Teasers/Flamm.html.

See: Wolak/ Finkelhor/ Mitchell, “Child-Pornography Possessors Arrested in Internet-Related Crimes: Findings From the National
Juvenile Online Victimization Study”, 2005, page 9, available at: http://www.missingkids.com/en_US/publications/NC144.pdf.
Denning/Baugh, Encryption and Evolving Technologies as Tolls of Organised Crime and Terrorism, 1997, available at:
http://www.cs.georgetown.edu/~denning/crypto/oc-rpt.txt.

Regarding the most popular tools, see: Frichot, “An Analysis and Comparison of Clustered Password Crackers”, 2004, page 3, available at:
http://scissec.scis.ecu.edu.au/publications/forensics04/Frichot-1.pdf; Regarding practical approaches in responding to the challenge of encryption see:
Siegfried/Siedsma/Countryman/Hosmer, Examining the Encryption Threat, International Journal of Digital Evidence, Vol. 2, Issue 3, available at:
https://www.utica.edu/academic/institutes/ecii/publications/articles/ AOBOC4A4-9660-B26E-12521C098684EF12.pdf ;

Examples include the software Pretty Good Privacy (see http://www.pgp.com) or True Crypt (see http:/www.truecrypt.org).

See “Data Encryption, Parliament Office for Science and Technology No. 2707, UK, 2006, page 3, available at:

http://www .parliament.uk/documents/upload/postpn270.pdf.

Brute force attack is one method of defeating a cryptographic scheme by trying a large number of possible codes.

Schneier, “Applied Cryptography”, Page 185; Bellare/Rogaway, “Introduction to Modem Cryptography”, 2005, page 36, available at:
http://www.cs.ucdavis.edu/~rogaway/classes/227/spring05/book/main.pdf.

6841099512 seconds.
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cucTeM, paboTaloMIUX TOILKO HaJl pobaeMoil 1emuppoBKH, HOTPeOYOTCs THICAYN MUIIHApaoB 1eT083, [locnennss
BEpCHsI U3BECTHOTO MTPOrpaMMHOTO obecriedeHus s mudposanus PGP obecnieunBaet 1024-6utoBoe mmdpoBanue.

CoBpeMeHHOe MPorpaMMHOe obecrieyeHue MUu(POBaHKs BHIILIO JANEKO 3a MPeieibl IH(POBAaHHS OTAEIbHBIX
¢aitnos. K npumepy, mocieHss Bepcus onepamoHHon cucteMbl Microsoft mo3BoJIsieT Mpou3BeCTH MU(ppPOBaHKE
BCETO JKECTKOro Nucka®80, Tob30BaTe M MOTYT JIETKO yCTAHOBMTH HPOrPamMMbl IH(ppoBaHus. XOTs HEKOTOPBIE
KOMIIBIOTEPHBIE CYI€0HbIE SKCIIEPThI CUMTAIOT, YTO 3Ta PYHKIHUs UX paboTe He yrposxkae1®8’, mupokas 10CTyIIHOCT
5TOM TEXHOJIOIUH ISl II0OOTO T0JIB30BaTENs MOXKET IPUBECTH K 60JI€€ IMMPOKOMY HCIIOJIb30BAHHUIO IM(POBAHUS.
JIOCTYTIHBI TaKKe CPECTBA ISl IMPPOBAHKS COOOIEHH, HATIPUMED JIEKTPOHHOM TIOUTHI, a TeNe(OHHbIE
BBI30BBI®® MOryT nepenaBathes ¢ ucnonszopanueM VolP39, Tlpu ucnonbs30Banuy TexHoaoruy mudposanHoii VoIP

nepeaadu, MpaBOHAPYIIUTEIIN MOTYT 3allIUTUTD I'OJIOCOBLIC PA3TrOBOPHI OT nepeXBaTa690.

Kpome Toro, pazHbie METOABI MOTYT OBITh 00BETUHEHBI. VICIIONB3ys TPOTpaMMHBIE CPEICTBA, MPECTYITHUKU MOTYT
mQpoBaTh COOOIIEHHS U TIEpeIaBaTh UX B cocTaBe (poTorpadu Ui KapTHHKH, 3Ta TEXHOJIOTHS Ha3bIBACTCS
creranorpadusn®®!. CnencTBeHHBIM Opranam TpyAHO OTJIMYUTh O€300UIHBIH 0OMEH OTIYCKHBIMH (GOTOrpadgusaMu OT

nepenaun pororpaduii ¢ 3amMPpPOBAHHBIMA CKPHITBIMH COOOIEHUAMU®2,

JOCTYITHOCTh ¥ IPUMEHEHHE MPECTYIMTHUKAMY TEXHOJIOTHI IU(PPOBAHUS SBISCTCS MPOOIEMOM st
MPABOOXPAHUTENBHBIX OPraHoB. B HacTosiIee BpeMs 00CykKIAI0TCs pa3iinyHbIe IPABOBBIC MOIXO0/IbI K PEIICHUIO
5Tol Mpo6eMbI®?3, B TOM uKCIIE BO3MOKHBIE 00S3aTeNbLCTBA Pa3pabOTYMKOB IPOrPAMMHOTO 0OECTIEYEHHS 110
YCTaHOBKE JIA3EHKU ISl COTPYAHUKOB IMPABOOXPAHUTEIBHBIX OPTraHOB, OTPAaHHYCHUE Pa3MEPOB KIII0YA U
00S3aHHOCTD Pa3IJIalaTh KIFOYH B CIIydae YIOJIOBHOTO paccienoBanusn®??, OHako TeXHONOrus muppoBaHus
MCIIOJIb3YETCSI HE TOJIBKO HMPECTYITHUKAMU: CYIIECTBYIOT Pa3IHuHbIe CIOCOObI MCIIOIb30BAHUS TAKOH TEXHOJIOTHH B
3aKOHHBIX [IENAX. 3aluTa KOHPHUICHIINATBHON HHPOPMAIIMK MOXKET OBITh 3aTpyIHEHA 0€3 HaIEKAIIEro JOCTYIa K
TEXHOJIOTUH MK(PPOBaHKs. YUMTHIBAs PACTYILEE YUCIIO aTak®?>, 3a1uTa ABJIAETCA BaXKHBIM JJIEMEHTOM
KkrOepOe30macHOCTH.

685 Bquivalent to 10790283070806000000 years.

886 This technology is called BitLocker. For more information, see: “Windows Vista Security and Data Protection Improvements™, 2003, available at:
http:/technet. microsoft.com/en-us/windowsvista/aa905073.aspx.

See Leyden, “Vista encryption no threat' to computer forensics”, The Register, 02.02.2007, available at:

http://www theregister.co.uk/2007/02/02/computer_forensics_vista/.

Regarding the encryption technology used by Skype (www.skype.com), see: Berson, “Skype Security Evaluation”, 2005, available at:
http://www.skype.com/security/files/2005-031%20security%20evaluation.pdf.

Phil Zimmermann, the developer of the encryption software PGP developed a plug-in for VoIP software that can be used to install added encryption,
in addition to the encryption provided by the operator of the communication services. The difficulty arising from the use of additional encryption
methods is the fact that, even if the law enforcement agencies intercept the communications between two suspects, the additional encryption will
hinder the analysis. For more information on the software, see: Markoff, ‘“Voice Encryption may draw US Scrutiny”’, New York Times, 22.05.2006,
available at: http://www.nytimes.com/2006/05/22/technology/22privacy.html?ex=1305950400&en=eeSceb136748c9al &ei=5088

Regarding the related challenges for law enforcement agencies, see: Simon/Slay, *““Voice over IP: Forensic Computing Implications”, 2006, available
at: http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/forensics/Simon%20Slay%20-%20V oice%20over%201P-
9020Forensic%20Computing%20Implications.pdf.

Simon/Slay, “Voice over IP: Forensic Computing Implications”, 2006, available at:
http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/forensics/Simon%20Slay%20-%20V oice%200ver%201P-
%20Forensic%20Computing%20Implications.pdf.

For further information, see: Provos/Honeyman, “Hide and Seek: An Introduction to Steganography”’, available at:
http:/niels.xtdnet.nl/papers/practical.pdf; Kharrazi/Sencar/Memon, “Image Steganography: Concepts and Practice”, available at:
http://isis.poly.edu/~steganography/pubs/ims04.pdf; Labs, ‘Developments in Steganography”, available at:
http://web.media.mit.edu/~jrs/jrs_hiding99.pdf; Anderson/Petitcolas, “On The Limits of Steganography”, available at:
http://www.cl.cam.ac.uk/~rjal4/Papers/jsac98-limsteg.pdf; Curran/Bailey, An Evaluation of Image Based Steganography Methods, International
Journal of Digital Evidence, Vol. 2, Issue 2, available at: https://www.utica.edu/academic/institutes/ecii/publications/articles/ AOAD276C-EACF-
6F38-E32EFA1ADF1E36CC.pdf.

For practical detection approaches see: Jackson/Grunsch/Claypoole/Lamont, Blind Steganography Detection Using a Computational Immune: A
Work in Progress, International Journal of Digital Evidence, available at:
https://www.utica.edu/academic/institutes/ecii/publications/articles/ AO4D31C4-A8D2-ADFD-E804236 12B6 AF885.pdf; Farid, Detecting
Steganographic Messages in Digital Images, Technical Report TR2001-412, 2001; Friedrich/Goljan, Practical Steganalysis of Digital Images,
Proceedings of SPIE Photonic West 2002: Electronic Imaging, Security and Watermarking of Multimedia Content IV, 4675, page 1 et seq.;
Johnson/Duric/Jajodia, Information Hiding: Steganography and Watermarking, Attacks and Countermeasures, 2001.

693 See below: Chapter 6.2.9.

694 See below: Chapter 6.2.9.

895 See above: Chapter 3.2.8.
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3.2.14 Pe3iome

PaccnenoBanue u cyneOHOe pecieoBanue KHOSPIPECTYIUICHIH IPEICTABISCT PS TPYIHOCTEH s
MPaBOOXPAHUTEIBHBIX OPIraHOB. DTO HMEET )KU3HECHHO B)KHOE 3HAUCHHE HE TONBKO IS O0YICHHUS JTFOIeH,
YYaCTBYIOIIUX B 00ph0OEe ¢ KNOEPIPECTYIMTHOCTRIO, HO U JIJIsl pa3pabOTKH aJeKBATHOTO 1 3(h(HEKTUBHOTO
3aKOHOJATENBCTBA. B 3TOM pasnene paccMOTpPEeHBI OCHOBHBIE 33]Ja4U MMOBHIICHHsT KHOSpOE30MacHOCTH U 00J1acTH,
TJIe CYIIECTBYIOMIMX HHCTPYMEHTOB MOXKET OKa3aThCsl HEIOCTATOYHO, & TAKXKE BBEJICHHE CIICIIHATBHBIX TOKYMEHTOB,
KOTOpbIE MOT'YT OKa3aThCsi HEOOXOJUMBIMH.

3.3 IIpasosvie npodnemol
3.3.1 IIpo6.iemMbI ¢ MOATOTOBKOW HAIMOHAJIBbHBIX YTOJIOBHBIX 3AaKOHOB

Hannexaree 3akOHOIATEIBCTBO SBJISETCSI OCHOBOM PACCIICAOBAHUS U YTOJIOBHOTO MPECICIOBAHMUS
kubepnpectymHocTH. OTHAKO 3aKOHOATENH JOJDKHBI IOCTOSHHO PEarupoBaTh HA Pa3BUTHE WHTEPHETA U CICTUTH 32
3((HEKTUBHOCTHIO CYIIECTBYIONIMX MTOJIOKEHUH, OCOOCHHO € Y4eTOM OBICTPOTO Pa3BUTHS CETEBBIX TEXHOJOTHIA.

HcTopuuecku ClOXUIOCH TaK, YTO BHEPEHHUE YCIIYT C UCIIOJIb30BaHHUEM KOMIIBIOTEpA U TEXHOJIOTUH, CBA3aHHBIX C
WHTEPHETOM ITOPOJIIIIO0 HOBBIE ()OPMBI IPECTYIMHOCTH, BCKOPE MOCJIE TOTO KaK TEXHOJIOTUs ObUTa BHeApeHa. OqHIM
13 MIPUMEPOB sBIsieTCs pa3padboTka B 1970-X rojjax KOMIBIOTEPHBIX CETEH, TOCIE YeTO BCKOPE MIPOU30IIEIT TIEPBhIi
HECAHKIIMOHMPOBAHHBIH JIOCTYI K KOMIILIOTEPHBIM ceTAMO©, TOUHO Takke IepBble MPECTYIIEHH!S, CBA3aHHBIE C
MIPOrpaMMHBIM OOecIliedeHreM, MOSIBUIIMCH BCKOpE nociie nosBieHus B 1980-e roapl nepcoHaIbHBIX KOMIIBIOTEPOB,
KOTJ]a 3TH CHCTEMBI NCTIOJIB30BAJIMCH ISl TOTO, YTOOBI CKOITMPOBATH IIPOTPAMMHBIE IIPOAYKTHI.

1t TOTO YTOOBI BHECTH M3MEHEHUS B HAIIMOHAIBHOE YTOIOBHOE 3aKOHOAATEIBCTBO, IPECIIEAYIONIHE CYAeOHBIM
MOPSIKOM HOBBIE ()OPMBI KHOSPIPECTYIUICHUH, COBEPIIICHHBIX B PEXKUME OHJIAWH, TPEOYETCs ONPEICICHHOE BPEMs,
HEKOTOPbIE CTPaHBbI €le HE 3aKOHUWIN ITOT NpoLiecc BHeCEHUs u3MeHeHui. [IpecTyiienns, KoTopele IpecienryoTcs
CyIeOHBIM MOPSIKOM COTJIACHO HAIIMOHAJIHHOMY YTOJIOBHOMY 3aKOHO/ATEIBCTBY, NOJDKHBI OBITH PACCMOTPEHBI U
00OHOBJICHBI, HaIIpUMep MU poBast *HGOPMAIHS TOHKHA HMETh CTAaTyC, SKBUBAIICHTHBIN TPaIUIIMOHHBIM ITOIMTUCIM H
neyaTHbIM 10KyMeHTamM%%7. Be3 BHeCeHHUs B 3aKOHBI IPECTYTUIEHHH, CBA3aHHBIX C KHOEPIIPECTYITHOCTHIO, 3TH
HapyLICHUS HE MOTYT OBITh IIPECIIeIOBAHEBI IO CYIy.

I'naBHOM np06neM0171 AJIs1 HAHUOHAJIbHBIX YT'OJIOBHBIX IIPABOBBIX CUCTEM SABJISICTCA AJIMTEIIBHOC BPEMSA MECKAY
NPHU3HAHUEM MMOTCHIUAJIbHBIX HapymeHHﬁ, COBCPHIAEMBIX C UCITIOJIb30BAHUEM HOBBIX TeXHOJ’IOFHﬁ, U BHCCCHUCM
HCO6XOZ[I/IMLIX IIOIIPAaBOK B HAITMOHAJILHOC YT'OJIOBHOC 3aKOHOJAATEIILCTBO. OTta npo6neMa BCET1a OCTACTCA Ba)KHOU U
aKTyaHBHOﬁ BCCraa, TaK KaK paCTe€T CKOPOCTb WHHOBAaIUH B ceTU. MHOTHE CTpaHbl YIIOPHO paGOTa}OT HaJl TCM,
YTOOBI 3aKOHOAATEJIbCTBO 1IJIO B HOT'Y € HpOFpeCCOM698. B ocHoBHOM IIponecc peryjiupoBaHnusd COCTOUT U3 TPEX
OTalloOB.

Brecenue u3MeHeHui B HallMOHAJIbHBIE 3aKOHBI JOJKHO HAUMHATHCS C PACIIO3HABAHNUS HENPaBUIIBHOIO
HCIOJIb30BaHUs HOBOM TEXHOJIOTHU. B opranax oxpaHsl MpaBONOpPsIKa HY>KHO CO3/1aTh CIIELUANIbHbIE OT/EINbI,
KOTOpBIE yMeNn OBl paccieioBaTh MOTEHIHANBHBIC KHOepnpecTymuieHus. Eme 6ompie yayqnmT CUTyaIio
pa3sBUTHE TPy PearupoBaHus Ha KoMmbioTepHble npouctiectsus (CERT?), rpynn no paccnenosanuto
KommbloTepHbIX HHIUAEHTOB (CIRT), rpymm pearupoBaHus Ha HHIUICHTHL B chepe KOMITBIOTEPHOH Oe30MacHOCTH
(CSIRT) u npyrux vcciaenoBaTeIbCKuX yUpexaeHUH.

BToprIM marom siBisieTcs BRISIBICHHE IPOOENIOB B YTOJIOBHOM Kozekce. 11t Toro 4To0bl TapaHTHPOBATh HATTMYHUE
3¢ PeKTUBHOTO 0230BOT0 3aKOHOAATEILCTBA, HEOOXOIUMO CPABHUTH CTATYC YTOJIOBHO-IIPABOBBIX TOJOKEHHN C
TpeOOBaHUSIMU HAIIHOHAJILHOT'O 3aKOHA, SBJISIOMIMMUCS Pe3yJIbTaTOM HOBBIX BUAOB YIOJIOBHBIX MpecTyIuieHui. Bo
MHOTHUX ClIy4dasiX CYILECTBYIOLIUE 3aKOHbI MOT'YT OXBaThIBaTh HOBBIE BAPUAHTHI CYLIECTBYIOIIMX PECTYILIEHUH,
HaIpUMep 3aKOHBI, KaCaroIIKecs MOJIENIKH MOTYT TaK )K€ C JIETKOCTBIO paclpOCTPAHAThCSA U Ha IIEKTPOHHbBIE

69 See BBC News, “Hacking: A history”, 27.10.2000, available at: http:/news.bbc.co.uk/1/hi/sci/tech/994700.stm.

7 An example of the integration of digital sources is Section 11, Subsection 3 of the German Penal Code: “Audio & visual recording
media, data storage media, illustrations and other images shall be the equivalent of writings in those provisions which refer to this
subsection.”

Within this process the case law based Anglo-American Law System shows advantage with regard to the reaction time.

Computer Emergency Response Team. The CERT Coordination Center was founded in 1988 after the Morris worm incident, which brought 10
percent of internet systems to a halt in November 1988. For more information on the history of the CERT CC see: http://www.cert.org/meet_cert/;
Goodman, Why the Police don’t Care about Computer Crime, Harvard Journal of Law and Technology, Vol. 10, Issue 3, page 475.
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JOKYMCHTHI. HGO6XO,Z[I/IMOCTI> B 3aKOHOJATECJIBHBIX ITONIpaBKax OrpaHUYC€Ha TEMH MPECTYIIICHUAMU, KOTOPHLIC
OpOMmyHICHbI MJIM HEAOCTATOYHO OXBAYCHBI HATMOHAJIbHBIM 3aKOHOM.

TpeTbuM 1marom siBIIsETCS pa3paboTKa MPOEKTa HOBOTO 3aKOHOIATeIhcTBA. Ha OCHOBE MMEIOIIETOCs OTbITa, H3-32
OBICTPOrO Pa3BUTHS CETEBBIX TEXHOJIOTHIT U MX CIIOXKHBIX CTPYKTYP, HAIHOHAIBHOMY [IPABUTEIILCTBY MOXKET OBITh
3aTPyIHATENBHO Pa3paboTaTh MPOEKT 3aKOHOB MO KHOEPIPECTYMHOCTH 63 MEXyHAapOIHOTO coTpyaHndecTBa’ 0,
CocragiieHre OTACIBHOTO 3aKOHOIATEIHCTBA IT0 KHOEPIPECTYITHOCTA MOXKET MPUBECTH K CYIIIECTBEHHOMY
IyOITUPOBAHUIO ¥ OECCMBICICHHOW TPaTe PECypCoB, a TaKkke HEOOXOAUMOCTH CIICANTH 38 Pa3BUTHEM
MEK/IyHAPOIHBIX CTAaHIAPTOB U cTpaTeruil. bes MexayHapoHON rapMOHM3aIMH HAIIMOHAIBHBIX YTOJIOBHO-
MPaBOBBIX TIOJIOXKEHUH 60pb0a ¢ TpaHCHAIIMOHAILHOW KHOEPIPECTYITHOCThIO OYIET BCTPEYaTh CEPhe3HbIC TPYIHOCTH
M3-32 HEMOCJICAOBATEIBHBIX WIM HECOBMECTHMBIX HAIIMOHAIBHBIX 3aKOHOAATENBCTB. ClIeIOBATENBHO,
MEK/IyHApOIHbIE MOIBITKH FAPMOHH3UPOBATH PA3IMYHbIC HAIIMOHAILHBIC YTOJIOBHbIC 3aKOHBI IPUOOPETAIOT BCE
6onbiee 3Hauenne’ 01, HaruoHanbHbIH 3aK0H MOYKET M3BJI€Yb GOJIBLIYIO MOJB3Y M3 ONBITA APYTHX CTPAH H
FOPUANYECKOI KOHCYNBTALUMH MEX[YHAPOIHBIX KCIECPTOB.

3.3.2 Hogble npectyniienust

B GonbimHCTBE cy4aeB MpecTyIJIeHHs, COBEPIIEHHbIE ¢ ncnonb3oBanueM KT, He SBIsIOTCS HOBBIMH
MPECTYILICHUSMH, HO MOIIIEHHUYECTBA MEHSIOTCS TaK, YTOOBI UX MOXKHO OBLIO COBEPIIUTDH B OHJIAITHOBOM PEKUME.
OmuH U3 MPUMEPOB MOIICHHHYECTBA TAKOB: HET OOJBIION PA3HUIIBI MEXKIY YEIOBEKOM, OTIIPABIISIONINM MHCEMO C
HaMepEeHHEM BBECTH B 3a0JTyKICHUE JPYTOro YeIOBEKA, M aHAJOTHYHBIM 3JIEKTPOHHBIM ucbMoM’ 02, Ecin
MOIIICHHUYECTBO YK€ SIBIISICTCS] YTOJIOBHBIM IPECTYIUIEHHEM, TO IS CYACOHOTO MIPECIICAOBAHNS TaKUX ACSHUH
MOJKET He TpeOOBaThCSI BHOCUTH N3MEHEHUS B HAIIMOHAIBHBIN 3aKOH.

Cutyaryst MEHSIeTCsl, €CITA COBEPIICHHBIE IEUCTBHUS CYIIECTBYIOLIMMH 3aKOHAMHU HE paccMaTpHUBaroTcs. B nporiom
HEKOTOPBIE CTPAaHBI MIMEJM COOTBETCTBYIOIIHE MTOTOKEHHS 11 OOBIYHOTO MOIICHHUYECTBA, HO HE FIMEJIH BO3MOYKHOCTU
0OpOTHCA € MPECTYIUICHISMH, HallPaBJIeHHBIC IPOTHB KOMIBIOTEPHOM CHCTEMBI, a HE YeToBeKa. JJist aTHx cTpan
MOTPeOOBAIOCH TIPHHSTH HOBBIC 3aKOHBI, YCTAHABIMBAIOIINE CYICOHOE MTPECiIeIOBAaHNE MOIIICHHUYECTBA C
HCTIONIb30BaHUEM KOMITBIOTEPA, B IOMIOJIHEHHE K OOBIYHOMY MOILEHHUYECTBY. MHOTrOUMCIIeHHbIE PUMEPHI TOKA3bIBAIOT,
YTO PACIIMPEHHOE TOJIKOBAHUE CYIIECTBYIOIINX HOJIOKEHNI HE MOXKET 3aMEHUTH COOOH MPUHATHE HOBBIX 3aKOHOB.

[Tomumo peryaupoBaHusi, IPUMEHUMOTO K Y>K€ W3BECTHBIM BUJIaM MOLIEHHHUYECTBA, 3aKOHOIATENH JOJDKHBI HENPEPHIBHO
QHAJIM3UPOBATH HOBBIC M PA3BUBAIOIINECS TUTIBI KHOSPIIPECTYIUICHHH, ¢ TeM YTOOBI 00ecIeuuTh NX A deKTuBHOE
cynebHoe npecienoBanne. OXHIM U3 IPUMEPOB KHOSPIPECTYIUICHHUI, K KOTOPHIM €I1Ie HE BO BCEX CTPaHaX MPHMEHSCTCS
Cy/1e0HOE MPECIIE0BAHKE, ABIISETCS BOPOBCTBO M MOMICHHUYECTBO B KOMITBIOTEPHBIX M OHJIAHHOBBIX Urpax’93,

B Tedenue nonroro BpeMeHr 00CYKIICHUSI OTHOCHTENFHO OHJIAMHOBBIX UTP COCPENOTAYMBAINCH Ha TIPOOIEMaX 3aIlUThI
MAJIOJIETHUX, HapuMep, TpeOOBaIM MPOBEPKH BO3PACTA, M HA HE3aKOHHOM KOHTEHTE, HallPHMEp JOCTYIIE K ISTCKOM
nopHorpauu B OHNIaitHOBOI urpe "Bropast xusHb"704, [TocToSHHO 0OHAPYKUBAKOTCS HOBbIE PECTYITHBIE ICHCTBHS:
BUPTYyaJIbHbIE ICHBIM B OHJIAIHOBBIX UIPaX MOTYT ObITh "yKpazeHbl" ¥ npoaHsl Ha aykiuone’ 05, Hekotopsie
BUPTYAIBHBIC ICHBI'W HMEIOT IICHY B PEATbHBIX ICHbTaX, B COOTBETCTBUH C OOMEHHBIM KYPCOM, JIABast PECTYILICHUIO
"peanbroe’ u3mepenue’ 00, Takue IpecTyIUIeHUs MOTYT HE BO BCEX CTpaHax MPecieioBaThes Mo Cy ry. UToObl
MPEeIOTBPATUTh CYIIECTBOBAHIE 30H OC30MIaCHOCTH /TS ITPABOHAPYIIUTENCH, SKU3HEHHO BaKHO HAOJIOIATh 33 Pa3BUTHEM
COOBITHIT BO BCEM MHpE.

3.3.3 Pacummpenue ucnosnb3zoBanus UKT u Heo0X01MMOCTh B HOBBIX HHCTPYMEHTAX pacciiel0BaHUsA

I[IpaBoHapyIIUTEIN HO-pa3HOMY Hcronb3yroT MKT s MoAroTOBKH M COBEpLIeHHs CBOUX npecTyrienuii’07,
Opranam oXpaHbI IPaBOMOPSIIKA HEOOXOIUMBI COOTBETCTBYIOIINE HHCTPYMEHTHI ISl PACCIICIOBAHHUS

799 Examples of international cooperation in the fight against cybercrime include the Council of Europe Convention on Cybercrime and the UN

Resolution 55/63.

" See below: Chapter 5.

702 See above: Chapter 2.7.1.

703 Regarding the offences recognised in relation to online games see above: Chapter 2.5.5.

704 Regarding the trade of child pomography in Second Life, see for example BBC, “Second Life “child abuse” claim™, 09.05.2007, at:
http:/mews.bbc.co.uk/go/pr/fi/-/1/hi/technology/6638331.stm; Reuters, Virtual Child Pornography illegal in Italy, 23.02.2007, at:
http://secondlife.reuters.com/stories/2007/02/23/virtual-child-porn-illegal-in-italy/.

95 Gercke, Zeitschrift fuer Urheber- und Medienrecht 2007, 289 et seqq;

796 Reuters, “UK panel urges real-life treatment for virtual cash”, 14.05.2007, available at: http://secondlife.reuters.com/stories/2007/05/14/uk-panel-

urges-real-life-treatment-for-virtual-cash/.

Re the use of ICTs by terrorist groups, see: Conway, “Terrorist Use of the Internet and Fighting Back”, Information and Security, 2006, page 16.

Hutchinson, “Information terrorism: networked influence”, 2006, available at:

http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/iwar/Hutchinson%20-

9%20Information%20terrorism_%20networked%20influence.pdf. Gercke, “Cyberterrorism”, Computer Law Review International 2007, page 64.
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MOTEHIMATBHBIX YTOJIOBHBIX JIeHCTBHIT. HEKOTOpBIE MHCTPYMEHTHI, HAIPHMED XPaHEHHEe TaHHbIX /08, MoryT
HapyIIaTh NpaBa OOBMHBIX MOJIb30BaTeNneil nuTepHeTa’"%, Eciu TSKECTh YTOJOBHOTO NPECTYIICHUS HE
MPOIOPLHOHATIFHA HHTEHCUBHOCTH BMEIIATEIbCTBA, TO HCIOIh30BAaHUE HHCTPYMEHTOB PACCICIOBAHUS MOXKET OBITH
HEOOOCHOBAHHBIM HJIH HE3aKOHHBIM. B pe3ynbpTare, HEKOTOPBIE HHCTPYMEHTHI, KOTOPHIE MOTIIH OBl YIIy4IIUTh
paccienoBaHie BO MHOTHUX CTpaHax HE MOTYT OBITh BHEAPEHEL.

BHexnpeHne HHCTPYMEHTOB PacClieIOBaHUS BCET/Ia SABIISICTCS PE3YIbTaTOM KOMIIPOMHCCA MEXKTY IPEUMYIIECTBAMHI
JUJIsl OPTaHOB OXPaHBI MTPABOMNOPSIKA U BMEIIATEILCTBOM B IIpaBa HEBUHHBIX MOJIb30BaTeNel HHTepHeTa. [ Toro
9TOOBI OLIEHUTH U3MEHEHHE YPOBHS YIPO3BI BaXKHO CICIUTD 32 IPOUCXOSIIAMH IPECTYITHBIMH AeHcTBIsIMU. YacTo
BHEJJPEHUE HOBBIX MHCTPYMEHTOB OMNPAaBIbIBAJIOCH "00pH00il MPOTUB Teppopu3Ma”, HO 3TO IO OONbIIEH YacTu
OoJtbIIe TOOYKACHUS, YeM KOHKPETHOE 0OOCHOBAHUE IO CYILIECTBY.

3.34 Pa3padorka npoueayp st HM(POBHIX 10KA3ATEJIbCTB

B gacTHOCTH, M3-3a HU3KUX 1eH’ 10 10 cpaBHEHMIO ¢ XpaHeHHeM (U3MYECKUX JOKYMEHTOB, YMCIIO IU(POBHIX
JIOKYMEHTOB yBenuumBaercs’ 1. Ouudposka n pactymee ucnonssobanue MKT oka3bIBaroT G0JIBIIOE BIMSHUE HA
HPOLEYPHI, CBA3aHHBIE CO COOPOM JI0KA3aTENbCTB U MX MCHOJb30BaHUEM B cyzie’ 2. B pesynbrare 5T0r0 OblIa
BBeJIeHa pa3paboTKa HU(POBBIX J10KA3aTENbCTB KAk HOBBIA HCTOYHMK J0Kas3aTeabcTa’ 13, OHu onpeieneHs Kak
J100bIe JaHHbBIC, COXPAHEHHBIC WM TIEPEJaHHBIC PH TOMOIIHM KOMITBIOTEPHOM TEXHOIOTUH, KOTOPAs MMOIICPIKUBACT
BEPCHIO TOTO, KaK COBEPIIEHO npecTymuienue’ 14, O6paboTka HMpPOBBIX 10KA3aTENBCTB CONPOBOKIAETCS
crenu(pUIECKUMH IPOOIEMaMK B TpeOyeT onpeieleHHbIX npoueayp’ S, Onun u3 Hanboee CIOKHBIX aCTEKTOB
3aKJIIOYAETCA B MOJJIEPKAHUM LIEJTOCTHOCTH HU(MPOBBIX A0Ka3aTenbeTs’ 10, [{udpoBbie JaHHbIE BECbMA XPYIIKHE
MOTYT OBITh JIETKO YaneHbl’ |7 uiy u3MeHeHbl. DT0 0COOEHHO BaKHO U1l MH()OPMAIMH, XPAaHHUBIIEHCS B CHCTEMHOI
namsaTd RAM, KoTopas aBTOMaTHYECKH yanseTcs IPH BBIKIFOYEHHU cucTeMbl’ 18 1 mosToMy TpebyeT crenuanbHbIX
MeToz10B coxpanenus’ 9. Kpome Toro, HoBble pa3paboTKu MOTYT OKa3aTh OOJBIIOE BIAMSHUE HA Paclpee/icHue

M pOBBIX JI0Ka3aTeNbeTB. [Ipumepom sBisieTcs obnauHas 06paboTka NaHHBIX. B IpoIiioM ciieoBaTenu, Koria
HCKaJIH KOMITBbIOTEPHBIC JaHHBIC, MOTJIH COCPEOTOUYNTHCS Ha JKUJIMIIE MoA03peBaeMoro. CeroiHs OHU JOJDKHBI
YYUTBIBATh 4TO IH(PpOoBas MHGOPMAIIKSI MOTIIA XPAHUTHCS 3a TPAHMIICH, TOCTYIT K HEH MOXKET OBITh TOJIBKO

yJaJ€HHBIM JOCTYI U OCYHIECTBIIATHLCS B CiIydae HeooxomumocTn’ 20,

[uppoBble T0KA3aTENLCTBA HIPAIOT BAXKHYIO POJIb B PACCIIEIOBAHIU KMOEPIIPECTYILIEHUH. B 1Iel10M MOXKHO
OTAENUTh YeThbipe (aszbl’2l:

e  ynenTUdUKaLKsA TUPPOBBIX JOKA3ATENBCTB 22;

798 Data retention describes the collection of certain data (such as traffic data) through obliged institutions e.g., Access Providers. For more details, see

below: Chapter 6.2.5.

Related to these concerns, see: “Advocate General Opinion”, 18.07.2007, available at: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62006C0275:EN:NOT#top.

Giordano, Electronic Evidence and the Law, Information Systems Frontiers, Vol. 6, No.2, 2006, page 161; Willinger/Wilson,
Negotiating the Minefields of Electronic Discovery, Richmond Journal of Law & Technology, 2004, Vol.X, No.5.

Lange/Nimsger, Electronic Evidence and Discovery, 2004, 6.

Casey, Digital Evidence and Computer Crime, 2004, page 11; Lange/Nimsger, Electronic Evidence and Discovery, 2004, 1; Hosmer,
Proving the Integrity of Digital Evidence with Time, International Journal of Digital Evidence, 2002, Vol.1, No.1, page 1.
Lange/Nimsger, Electronic Evidence and Discovery, 2004, 1; Regarding the historic development of computer forensics and digital
evidence see: Whitcomb, An Historical Perspective of Digital Evidence: A Forensic Scientist’s View, International Journal of Digital
Evidence, 2002, Vol.1, No.1.

Casey, Digital Evidence and Computer Crime, 2004, page 12; The admissibility of Electronic evidence in court: fighting against
high-tech crime, 2005, Cybex, available at: http://www.cybex.es/agis2005/elegir_idioma_pdf.htm.

Regarding the difficulties of dealing with digital evidence on the basis of the traditional procedures and doctrines see: Moore, To
View or not to view: Examining the Plain View Doctrine and Digital Evidence, American Journal of Criminal Justice, Vol. 29, No.
1, 2004, page 57 et seq.

Hosmer, Proving the Integrity of Digital Evidence with Time, International Journal of Digital Evidence, 2002, Vol.1, No.1, page 1.
Moore, To View or not to view: Examining the Plain View Doctrine and Digital Evidence, American Journal of Criminal Justice,
Vol. 29, No. 1, 2004, page 58.

Nolan/O’Sullivan/Branson/Waits, First Responders Guide to Computer Forensics, 2005, page 88.

See Haldermann/Schoen/Heninger/Clarkson/Paul/Calandrino/Feldmann/Applebaum/Felten, Lest We Remember: Colt Boot Attacks
on Encryption Keys.

Casey, Digital Evidence and Computer Crime, 2004, page 20.

Regarding the different models of Cybercrime investigations see: Ciardhuain, An Extended Model of Cybercrime Investigation,
International Journal of Digital Evidence, 2004, Vol.3, No.1; See as well Ruibin/Gaertner, Case-Relevance Information
Investigation: Binding Computer Intelligence to the Current Computer Forensic Framework, International Journal of Digital
Evidence, 2005, Vol. 4, No. 1 who are differentiating between six different phases.
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e COOp M COXpaHEHHUE J0Ka3aTeNbCTB’ 23;
®  aHAIU3 KOMIBIOTEPHOM TEXHONOTMH U HU(POBBIE JOKA3ATENLCTBA; H,
®  [peJiCTaBJIEHME JIOKA3aTEIbCTBA B CY/IE.

Kpome mporienyp, KoTopble KacaroTcs IpeACTaBIeHns IU(POBOTO T0KAa3aTeILCTBA B CyIe, 0COO0T0 BHUMAHUS
TpeOYIOT IyTH, KOTOPBIMU 3TH TUPPOBBIE JOKa3aTenbcTBa coOpanbl. COOp NU(POBBIX JTOKA3aTEIBCTB CBA3AH C
KOMIIBIOTEPHO-CYIeOHO# dKcTiepTH30i. TepMUH "KOMIBIOTEpHO-CyAeOHas SKCIIePTH3a" OMUCHIBACT
CHCTeMaTH4eCKHi ananu3 obopynosanus U T ¢ 1esbro morcka U poBbIX 10Ka3aTebeTB 24, OTHOCHTENBHO TOTO
(axTa, 9TO KOJHUYECTBO JAHHBIX, COXPAHEHHBIX B IU(PPOBOM (popMare, MOCTOSHHO YBEINYMBACTCS, HA TIEPBBIH TUIAH
BBIXOJIAT JIOTMCTHYECKHE TIPOOIIEMBI TAKUX paccienoBanmii’?>, [I03ToMy MOAX0 bl K aBTOMATH3HPOBAHHBIM
CyNIEOHBIM TIPOLIETyPaM, HATIPHUMED, MOUCK U3BECTHBIX JETCKUX MOPHOTpahrIecKux u300paxeHnii’ 20 uim mouck
KJIFOYEBOTO CJ10Ba’27, OCHOBaHHBIN Ha 3HAYEHHS XOUI-(QDYHKIUHU, MTPAIOT BAKHYIO POJIb B JIONOJHEHHE K PyIHBIM

paccreoBanusam’ 28,

B 3aBucuMocTH OT TpeOOBaHUST KOHKPETHOTO PACCIICOBAHHS, KOMIIBIOTEPHO-CYAeOHAsT IKCIIEPTU3a MOXKET,
HaIpuMep, BKIIOYaTh B ce0s Cleayroee:

®  aHaIM3 aNNapaTHBIX U IPOrPAMMHBIX CPEJICTB, HCIIOIb3YEMBIX TOI03pEBAEMBIM /2%,

®  [IOMOIIb CJIEIOBATENSAM B MIACHTU(DHUKALMU COOTBETCTBYIONIETO A0Ka3aTenbcTBa’0;
®  BOCCTaHOBJICHME YJaleHHBIX (aiinos’3!;
e pacumdposka paiinos’32; u,

*  paeHTHdUKaIHMS MOIB30BaTeNe MHTEPHETA IPU TIOMOIIM aHAIM3a JaHHbIX 0 Tpaduke’33,

722

s This includes the development of investigation strategies

The second phase does especially cover the work of the so-called ,,First responder* and includes the entire process of collecting

digital evidence. See: Nolan/O’Sullivan/Branson/Waits, First Responders Guide to Computer Forensics, 2005, page 88.

See Giordano, Electronic Evidence and the Law, Information Systems Frontiers, Vol. 6, No.2, 2006, page 162; Vacca, Computer Forensics,

Computer Crime Scene Investigation, 2nd Edition, 2005, page 21; Ruibin/Gaertner, Case-Relevance Information Investigation: Binding Computer

Intelligence to the Current Computer Forensic Framework, International Journal of Digital Evidence, 2005, Vol. 4, No. 1; Reith/Carr/Gunsch,

Examination of Digital Forensic Models, International Journal of Digital Evidence, 2002, Vol.1, No.2, page 3.

Lange/Nimsger, Electronic Evidence and Discovery, 2004, 3; Kerr, Searches and Seizure in a Digital World, Harvard Law Review, Vol 119, page

532.

26 Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating Cyber Crime, 2002, page 57.

27" See Vacca, Computer Forensics, Computer Crime Scene Investigation, 2nd Edition, 2005, page 48; Lange/Nimsger, Electronic Evidence and

Discovery, 2004, 9; Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating Cyber

Crime, 2002, page 63.

Ruibin/Gaermer, Case-Relevance Information Investigation: Binding Computer Intelligence to the Current Computer Forensic Framework,

International Journal of Digital Evidence, 2005, Vol. 4, No. 1.

This does for example include the reconstruction of operating processes. See Vacca, Computer Forensics, Computer Crime Scene Investigation, 2nd

Edition, 2005, page 30.

This does for example include the identification of storage locations. See Lange/Nimsger, Electronic Evidence and Discovery, 2004, 24.

7 Lange/Nimsger, Electronic Evidence and Discovery, 2004, 6; Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information
for Committing and Combating Cyber Crime, 2002, page 38.

32 Siegfried/Siedsma/Countryman/Hosmer, Examining the Encrpytion Threat, International Journal of Digital Evidence, 2004, Vol. 2, No.3. Regarding
the decryption process within forensic investigations see: Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for
Committing and Combating Cyber Crime, 2002, page 59.

733 Regarding the differnet sources that can be used to extract traffic data see: Marcella/Marcella/Menendez, Cyber Forensics: A Field Manual for

Collecting, Examining, and Preserving Evidence of Computer Crimes, 2007, page 163 et seq.
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4 CTPATEI'MM BOPbBbI C KUBEPIIPECTYIIHOCTbBIO

Pacrymee 4nciio pacKphITEIX KHOSPIPECTYIUICHHUH M TEXHHYECKIX HHCTPYMEHTOB JJIs1 aBTOMATHYECKOTO
COBEpIIEHHs] KHOEPIPECTYIUIEHH I, BKIIIOYas CMCTEMBI aHOHUMHOTO 0OMeHa (haiiiamu’3* u mporpaMMHbBIE POLYKTHI,
NpeIHa3HAYEHHBIE IS CO3/IaHUs KOMIBIOTEPHBIX BUPYCOB’3Y, 03Ha4aeT, 4To0 60phba ¢ KUOEPIPECTYITHOCTRIO CTaa
Ba)KHEUIIIUM 3JIEMEHTOM JIeITeIbHOCTH OPTraHOB OXPaHbI MPABOIIOPsIKA MO BceMy MUpy. KubeprpecTynHocTh
MPEICTaBISIET COOOU MPOOIIEMY /Il OPTaHOB OXPAHBI MPABOIIOPSIIKA U B PA3BUTHIX, H B PA3BUBAIOIIUXCS CTPaHAX.
ockoneky UKT cTpeMHUTENBEHO pa3BUBAIOTCS, OCOOCHHO B Pa3BUBAIOIIMXCS CTPAHAX, CTAHOBUTCS BAXKHBIM
CO37IaHKE ¥ BHEJPEHUE cTpaTerun d3PPeKTUBHON O0pHOBI C KHOSPIPECTYITHOCTHIO B paMKaX HAITMOHAIBHOM
cTpaTerun KubepOe30macHOCTH.

4.1 3akonooamenbcmeo o Kubepnpecmynnocmu Kak 4acmo cmpamezuu 60puovl ¢
Kubepnpecmynnocmuio

Kak orMedanoch panee, kubep6e30nacHOCT 3¢ MrpaeT BaXHYIO POJIb B HEMPEPHIBHOM Pa3BUTUH MH(POPMAIMOHHBIX
TEXHOJIOTHHA, B TOM € MEPE, UTO ¥ ycIyru untepHera’3’. Co3nanue 6e30NacHOT0 MHTEPHETA U 3aIUTHI
TI0JIB30BATENEH HHTEPHETA CTANIO COCTABHOMN YaCcThIO Pa3pabOTKU M HOBBIX YCIIYT, U TOCYIAPCTBEHHOM TTOMMTUKH 38,
Crparerun kuOepOe30MacHOCTH, HAIPUMED, pa3paboTKa CUCTEM TEXHUYESCKON 3alIUThI WIH 00y4YeHHe
MOJIB30BATENCH, TSl TOTO YTOOBI OHM HE CTAJIH )KEePTBAMH KHOEPIIPECTYITHOCTH, MOKET TOMOYb CHU3UTH PUCK
kubepnpectynHocTu’39.

Crparerust 60pb0bI ¢ KHOEPIPECTYTHOCTHIO A0JDKHA CTaTh HEOTHEMIIEMBIM 3JIEMEHTOM CTPATETHH
kubepbezonacuocty. [nobanpHas nporpamma kubepoesonacnoctn MCD740, kak riobanbHas ocHOBA JUIS IUATIOra U
MEK/IyHAPOIHOTO COTPYJHUYECTBA, KOOPAUHUPYET MEX/IYHAPOIHOE PearipOBaHKe Ha PACTYIIKE MPOOIEMbI B
o0acTi KnOepOEe30MaCHOCTH | MOBBIIIAET YBEPEHHOCTh M 0€30I1aCHOCTh B MH(POPMAIIMOHHOM O0IIECTBE,
(bopMHUpyeT TeKyILIYI0 padoTy, HHUIMATHUBBI M TAPTHEPCTBA C LEJIbI0 CO3AaHMs TII00abHBIX CTPATETHI TS PeIICHUsI
9THX CBsA3aHHBIX 3a/1a4. Bce He0OX0oauMBbIe MEPBI pacIpeesIeHBI MO TSITH PUHIUIAM [ 100aTsHON MporpaMMBl
KHOep0Oe30macHOCTH, KOTOPEIE BaKHBI B JII000# cTpaTernu kubdepbe3onacHoctd. Kpome Toro, ciocoOHOCTh K
a¢dexTuBHOI O0pHOE C KHOEPIPECTYIMTHOCTHIO TPeOyeT MPUHATHS Mep, KOTOpbIe OyIyT MPUHUMATHCS B paMKaX BCEX
HATH IPUHIUIIOB 4!,

3% Clarke/Sandberg/Wiley/Hong, “Freenet: a distributed anonymous information storage and retrieval system”, 2001; Chothia/Chatzikokolakis, “A
Survey of Anonymous Peer-to-Peer File-Sharing”, available at: http://www.spinellis.gr/pubs/jml/2004-ACMCS-p2p/html/ASO04.pdf;
Han/Liw/Xiao, Xiao, ‘A Mutual Anonymous Peer-to-Peer Protocol Design”, 2005. See also above: Chapter 3.2.1.

35 For an overview about the tools used, see Ealy, “A New Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and

Prevention”, available at: http://www.212cafe.com/download/e-book/A.pdf. For more information, see above: Chapter 3.2.h.

The term “Cybersecurity” is used to summarise various activities such as the collection of tools, policies, security concepts, security safeguards,

guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber

environment and organization and user’s assets. Organization and user's assets include connected computing devices, personnel, infrastructure,
applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. Cybersecurity
strives to ensure the attainment and maintenance of the security properties of the organization and user's assets against relevant security risks in the
cyber environment. Regarding the definition of cybersecurity, ITU-T Recommendation X.1205 “Overview of Cybersecurity” provides a definition,
description of technologies, and network protection principles. “Cybersecurity is the collection of tools, policies, security concepts, security
safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber
environment and organization and user’s assets. Organization and user’s assets include connected computing devices, personnel, infrastructure,
applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. Cybersecurity
strives to ensure the attainment and maintenance of the security properties of the organization and user’s assets against relevant security risks in the
cyber environment. The general security objectives comprise the following: Availability; Integrity, which may include authenticity and non-
repudiation; Confidentiality.” Also see ITU, List of Security-Related Terms and Definitions, available at: http://www.itu.int/dms_pub/itu-
t/oth/0A/0D/TOAODO0000AO002MSWE.doc.

With regard to development related to developing countries see: ITU Cybersecurity Work Programme to Assist Developing Countries 2007-2009,

2007, available at: http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-programme-developing-countries. pdf.

738 See for example: ITU WTSA Resolution 50: Cybersecurity (Rev. Johannesburg, 2008) available at: http:/www.itu.int/dms_pub/itu-t/opb/res/T-

RES-T.50-2008-PDF-E.pdf; ITU WTSA Resolution 52: Countering and combating spam (Rev. Johannesburg, 2008) available at:

http://www itu.int/dms_pub/itu-t/opb/res/T-RES-T.52-2008-PDF-E.pdf; ITU WTDC Resolution 45: Mechanism for enhancing cooperation on

cybersecurity, including combating spam (Doha, 2006) available at: http:/www.itu.int/ITU-D/cyb/cybersecurity/docs/WTDCO06_resolution_45-

e.pdf; EU Communication towards a general policy on the fight against cyber crime, 2007 available at: http://eur-
lex.europa.eu/LexUriServ/site/en/com/2007/com2007_0267en01.pdf; Cyber Security: A Crisis of Prioritization, President’s Information Technology

Advisory Committee, 2005, available at: http://www.nitrd.gov/pitac/reports/20050301_cybersecurity/cybersecurity.pdf.

For more information see Kellermann, Technology risk checklist, Cybercrime and Security, IIB-2, page 1.

For more information see: http://www.itu.int/osg/csd/cybersecurity/gca/pillars-goals/index.html.

See below: Chapter 4.4.
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4.2 Peanuzayun cywecmeyioujux cmpamezuil

OpHa 13 IEPCIIEKTUBHBIX CTPATErHid 00PHOBI ¢ KHOSPIPECTYITHOCTHIO, pa3paboTaHHas B MPOMBIIUICHHO-PA3BUTHIX
CTpaHaX, MOXKET ObITh BHE/IPEHA B Pa3BUBAIOIMXCS CTPAaHAX, YTO MO3BOJIUT COKPATUTH PACXOAbI U BpeMsi Ha
pa3BUTHE COOCTBEHHBIX CTpaTeruii. Peanu3anus CyIecTBYIOIUX CTPATEI Ui MOKET MO3BOJIUTH Pa3BUBAIOIIMMCS
CTpaHaM UCIIOJIb30BATh CYIIECTBYIOIINE 3HAHUS U OIIBIT.

Tem He MeHEe, peanr3anus CyIIeCTBYIONINX CTPATeTHH O0PHOBI ¢ KHOEPIPECTYITHOCTRIO CO3AET ST TPYAHOCTEH.
HecmoTps Ha TO, 4TO U pa3BUBAIOIINECS, U PA3BUTHIC CTPAHBI CTAIKUBAIOTCS C TOXOXKUMHE MpoOiIeMamH,
ONITUMAJIBHEIC PEIICHHSI, KOTOPBIE MOTYT OBITh MIPUHSATEI, 3aBUCST OT PECYPCOB U BOSMOKHOCTEN KaXKIOH CTpaHbIL.
[IpoMBIIUTEHHO pa3BUTHIC CTPAHBI MOTYT ITOBBICHTH YPOBEHb KHOEPOE30MacHOCTH Ooiee THOKUME CIIOCO0aMH,
HaIpUMep, COCPEIOTAYNBAsACH HA BHEAPCHUU 00JIee TOPOrOCTOSIICH TEXHHYESCKOM 3aIlIUTHI.

CymiecTByeT HECKOIIBKO IPYTHUX BOIIPOCOB, KOTOPBIE JOIKHEI OBITH MIPUHATH BO BHUMAHUE B PA3BUBAIOIINXCS
CTpaHax, MPUMEHSIOMINX y ce0sl CYIIECTBYIOIINE CTPATErnu 0OPHOBI ¢ KHOEPIPECTYITHOCTHIO:

®  COBMECTHUMOCTb COOTBETCTBYIOIIMX 3aKOHOAATENIbHBIX CUCTEM;
®  craTyc MHHIUATUB IOAJCPKKH, HAIpUMep oOydeHne o01ecTBa;
®  CTeleHb MEp CaMO3alIUThI HA MECTE; U

®  CTereHb MOAJICPHKKU YaCTHOIO CEKTOPA, CPEeId IPOUYHUX BOIIPOCOB, HATIPUMED Yepe3 YaCTHO-TOCYAaPCTBEHHOES
MapTHEPCTBO.

4.3 Pecuonanvnule paznuuus

Y4uuThIBask MEXKIYHAPOIHBINA XapaKTep KHOSPIPECTYMTHOCTH, B 00pb0e ¢ KHOSPIIPECTYITHOCTHIO YKU3HEHHO BAKHOE
3HAUCHHE UMEET rapMOHH3AIMS HAIIMOHAIBHBIX 3aKOHOATENILCTB M TEXHUKH. OIHAKO rapMOHM3AIMs I0JDKHA
YYUTHIBATh PETHOHAIBHBIC TPEOOBAHUS U BOSMOXKHOCTH. BOJNBIIOE 3HAUCHIE PETHOHANBHBIX ACTIIEKTOB B
OCYIIIECTBJICHUU CTpATETHil OOPHOBI ¢ KHOEPIIPECTYIMHOCTHIO MOTYEPKUBALET TOT (DAKT, YTO MHOTHE MPABOBHIC U
TEXHUYECKUE CTAHAPThI ObLIM COTNIACOBAHBI MEXK/Iy IPOMBILIICHHO Pa3BUTHIMU CTPAHAMH M HE BKITIOYAIN
HEKOTOPBIE BayKHbIE ACTIEKTHI LIS Pa3BMBAIOMIUXCA cTpan’*2, Takum 00pa3oM, Ul MX PEau3allii B IPYTUX CTpaHax
B HUX JIOJDKHBI OBITh BKJIFOUCHBI PETHOHATBHBIC (haKTOPBI M PA3INIHSL.

4.4 Coomeemcmeue npoodnem KubepnpecmynHocmu 0CHoeam Kubepoezonacnocmu

I'moGanpHas mporpamma KuOepOE30MacHOCTH MIPECIEAYET CEMb OCHOBHBIX I1€JIeH, OCHOBAHHBIX HA ITATH MPUHIAIIAX:
1) [IpaBoBbie Mepsl; 2) TexHnueckue u npoueaypHbie Mepbl; 3) OpranuzalunoHHble CTPYKTYphI; 4) Co3nanue
noteHuuana; u 5) MexxayHapoaHoe coTpyaHudecTBo. Kak oTMeyanoch Bblille, BOIPOCHI, CBSI3aHHBIE C
KHOEpIPECTYIMTHOCTHIO, UTPAIOT BAYKHYIO POJIb BO BCEX ISITH NMpHHIUIAX [ 100apHO mporpaMMel
kubepOeszomacHocT. Cpenu 3THX 00NacTell JeaTebHOCTH, paboTa B 00JaCTH MPABOBBIX MEP COCPEIOTOYCHA HA TOM,
KaK pellaTh HaXKICHUE 3aKOHOAATEIIbHEBIC POOJIEMBI, IIOCTABICHHEBIC PECTYITHBIMU JISSTHUSMH, COBEPIIIAEMBIME B
cersix KT B MexayHapoiHOM MaciiTabe.

44.1 IIpaBoBbIe MepbI

Cpenu nmsTH NPUHIUIIOB, IPA PACCMOTPEHUH CTPATETHH OOPHOBI ¢ KHOEPIIPECTYITHOCTHIO, BEPOSITHO, TIPABOBBIC
MEPHI SBJISIOTCS HanboJiee BaXKHBIMU. BO-TIepBBIX, 3T MEPHI TPEOYIOT MPUHATHS OCHOBHBIX OJ0XKEHHUH YTOJIOBHOTO
3aKOHO/IaTeNbCTBA, [IPEyCMaTPUBAIOLIMX YIOJIOBHYIO OTBETCTBEHHOCTD 3a TAKUE JEMCTBUSA, KaK KOMIIBIOTEPHOE
MOILIEHHUYECTBO, HE3aKOHHBIN JOCTYI, UCKAKEHNE JaHHBIX, HAPYIIEHNUE aBTOPCKUX IpaB U JeTCKast
nopuorpadusa’43. Tor (akT, 4To CYHMIECTBYIOT NOJI0KEHHS, IPEYCMOTPEHHbIE YTOIOBHBIM KOJIEKCOM 3a
aHAJIOTUYHbIE JIESIHUS, COBEPILIEHHBIE HE B CETH, HE 03HAYAET, YTO OHU MOTYT IPUMEHATHCS K ACIHUSM,

2 The negotiations regarding the Convention on Cybercrime took place not only between members of the Council of Europe. Four non-members (the
United States of America, Canada, South Africa and Japan) were involved in the negotiations, but no representatives of countries from the African or
Arabic regions.

™3 Gercke, The Slow Wake of a Global Approach Against Cybercrime, Computer Law Review International 2006, 141. For an overview about the
most important substantive criminal law provisions see below: Chapter 6.1.
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COBEpIIEHHBIM B HHTepHETE 44, TakuM 06pa3oM, sl BBISBJIEHHUS JIOOBIX BO3MOYKHBIX MPOOEIIOB KU3HEHHO BAKHOE
3HAYEHHE MMEET TIIATENBHBIA aHAIN3 CYIIECTBYIOIMX HAMOHATBHBIX 3aKOHOB’4%, [TOMHMO OCHOBHBIX TIOJIOKEHHIA
VTOJI0BHOTO 3aKOHOIATENLCTBA’ 40, MPaBOOXPAHUTEIBHBIE OPraHbl HYKIAKOTCS B HEOOXOIMMBIX MEXAHU3MAX M
MHCTPYMEHTAX I paccieoBanus kubepnpectymienuii’4’. [lonoGHbIe paccieoBaHus caMm 1o cede
HPEJICTABIISIOT CIOKHBIE 3aauu’ 48, [IpecTyIHUKM MOTYT J€iCTBOBATh NPAKTHYECKH M3 JII0OOr0 MECTA B MUPE H
HPUHUMATh MEPBI, YTOOBI CKPBITH CBOKO JIMYHOCTH /47, MeXaHU3Mbl M HHCTPYMEHTBI, HEOOXOUMBIE ISt
pacciieoBaHusl KHOSPIPECTYIUICHHH MOTYT CYILECTBEHHO OTJIMYATHCS OT UCIOJIb3YEMBbIX JJIsl PACCICIOBaHMUS
00IIMX yroJoBHAIX npecTymienuii’>0, B cBs3u ¢ MexyHapoaHbIM MaciuTabom’S! kubepnpecTynHOCTH HEOOXOAUMO
JIOTIONTHHUTENHFHO pa3padoTaTh OCHOBY HAIMOHAILHOTO 3aKOHOJATENBCTBA, C TEM YTOOBI HIMETh BO3MOXKHOCTh

COBMECTHOT'O COTPYAHUYECTBA C MIPABOOXPAHUTEIIbHBIMA OpraHaMu 3a pYGe)KOM752.

44.2 TexHu4eckHne ¥ NpoueIypHbie Mepbl

PaccnenoBanue KMOepIpecTyIIIEHHH IT0Ka3alo0, YTO OYeHb YaCTO OHM UMEIOT 3HAYUTEIbHYIO TEXHUUECKYIO
COCTaBNAONIYI0 3. B ononHenune K TpeGOBAHUIO 3aIUTHI IENTOCTHOCTH JIOKA3aTENLCTB B XO/IE PACCIIEI0BAHUS
TpeOyI0TCsl TOYHO ONpeeNieHHbIe IporieAypsl. Pa3paboTka HEOOXOANMOT0 MOTEHIIHAIA U IPOLERYP ABIAETCS
HEOOXOIMMBIM TpeOOBaHNEM, KAaCAIOIUMCSl OOPBOBI C KHOEPITPECTYTHOCTBIO.

Ente o/1Ha npo6ieMa 3aKiI0uaeTcs B pa3paboTKe TEXHUYECKHMX CPEICTB 3aIUThL. XOPOIIO 3allUIICHHbIE
KOMITLIOTEPHBIE CHCTEMbI TPY/IHEE aTAKOBATh. BaskKHbIM TIEPBBIM [IArOM ABJISETCS COBEPIIEHCTBOBAHUE TEXHUYECKOI
3aIIUTHl MyTeM BHEAPEHHs HaJIeKalUX cTanaapToB. HampuMep, H3MEHEHHUs B CHCTEME BUPTYAlIbHOTIO GaHKa,
Hanpumep nepexon oT TAN73* k ITAN75S, no3BoJUT yCTPaHUTh GOJIBIIYIO YaCTh OMACHOCTEH, HCXOAIIHX OT

CETOJHSIIHUX (DMIIMHT-ATAK, 9TO TEMOHCTPUPYET KM3HEHHO BAKHOE 3HAYEHUE TEXHMUECKUX pemeHuit’ >0,

" See Sieber, Cybercrime, The Problem behind the term, DSWR 1974, 245 et. Seqq.

™35 For an overview of the cybercrime-related legislation and their compliance with the international standards defined bsy the Convention on Cybercrime
see the country profiles provided on the Council of Europe website. Available at: http:/www.coe.int/cybercrime/. " See for example the following
surveys on national cybercrime legislation: ITU Survey on Anti-Spam Legislation Worldwide 2005 -, page S, available at:
http://www.itu.int/osg/spu/spany/legislation/Background_Paper ITU_Bueti_Survey.pdf ;Mitchison/Wilikens/Breitenbach/Urry/Portesi — 1dentity
Theft — A discussion paper, page 23 et seq. , available at: https://www.prime-project.eu/community/furtherreading/studies/IDTheftFIN.pdf;
Legislative Approaches to Identity Theft: An Overview, CIPPIC Working Paper No.3, 2007; Schjolberg, The legal framework - unauthorized access
to computer systems - penal legislation in 44 countries, available at: http://www.mosstingrett.no/info/legal html.

6 See below: Chapter 6.1.

™7 See below: Chapter 6.1.

™8 For an overview about the most relevant challenges in the fight against Cybercrime see below: Chapter 3.1.

9" One possibility to mask the identity is the use of anonymous communication services. See: Claessens/Preneel/Vandewalle, 'solutions for Anonymous

Communication on the Internet”, 1999; Regarding the technical discussion about traceability and anonymity, see: “CERT Research 2006 Annual

Report”, page 7 et seqq., available at: http://www.cert.org/archive/pdf/cert_rsch_annual_rpt_2006.pdf; Regarding anonymous file-sharing systems

see: Clarke/Sandberg/Wiley/Hong, “‘Freenet: a distributed anonymous information storage and retrieval system”, 2001; Chothia/Chatzikokolakis, “A

Survey of Anonymous Peer-to-Peer File-Sharing”, available at: http://www.spinellis.gt/pubs/jml/2004-ACMCS-p2p/html/AS04.pdf;

Han/Liw/Xiao;Xiao, ‘A Mutual Anonymous Peer-to-Peer Protocol Desing”, 2005.

Regarding legal responses to the challenges of anonymous communication see below: Chapter 6.2.10 and Chapter 6.2.11.

See above: Chapter: 3.2.6.

See in this context below: Chapter 6.3.

Hannan, To Revisit: What is Forensic Computing, 2004, available at: http://scissec.scis.ecu.edu.au/publications/forensics04/Hannan.pdf; Etter, The

forensic challenges of e-crime, Australasian Centre for Policing Research, No. 3, 2001, page 4, available at:

http://www.acpr.gov.au/pdf/ACPR_CC3.pdf; Regarding the need for standardisation see: Meyers/Rogers, Computer Forensics: The Need for

Standardization and Certification, International Journal of Digital Evidence, Vol. 3, Issue 2, available at:

https://www.utica.edu/academic/institutes/ecii/publications/articles/ AOB7F51C-D8F9-A0DO-7F387126198F12F6.pdf; Morgan, An Historic

Perspective of Digital Evidence: A Forensic Scientist’s View, International Journal of Digital Evidence, Vol. 1, Issue 1; Hall/Davis, Towards

Defining the Intersection of Forensic and Information Technology, International Journal of Digital Evidence, Vol. 4, Issue 1; Leigland/Krings, A

Formalization of Digital Forensics, International Journal of Digital Forensics, International Journal of Digital Evidence, Vol. 3, Issue 2;

Transaction Authentication Number — for more information, see: “Authentication in an Internet Banking Environment”, United States Federal

Financial Institutions Examination Council, available at: http://www.ffiec.gov/pdf/authentication_guidance.pdf.

The ITAN system improves the TAN system. The financial institutions provide the customer with a number of TAN-indexed identity numbers. With

regard to each relavant transaction, the online banking system requires a specific ITAN number selected at random from the list of supplied TAN. For

more information, see: Bishop, ‘Phishing & Pharming: An investigation into online identity theft”, 2005, available at:

http:/frichardbishop.net/Final_Handin.pdf.

Re the various approaches of authentication in Internet banking, see: ““‘Authentication in an Internet Banking Environment”, United States Federal

Financial Institutions Examination Council, available at: http://www.ffiec.gov/pdf/authentication_guidance.pdf.
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TexHIuecKre MEPHI 3aLIUTH JOJDKHBI BKIIIOYATh 3aIIUTY BCEX 3JIEMEHTOB TEXHHUCCKON HHPPACTPYKTYPHI —
HHPPACTPYKTYPY OCHOBHOH CETH, a TAKIKE MHOXKECTBO MEPCOHAIBHBIX KOMITBIOTEPOB, CB3aHHEBIX TI0 BCEMY MHPY.
st 3amuThl mosib30BaTeNiei HHTEPHET U MPENNPUATHIl MOXKHO ONPEAETUTh BE NOTEHIUATbHBIX LENEBbIX TPYIIIbL:

®  KOHEYHbIE MMOJIb30BATENN U MPEANPUIATUS (IPAMON OAXO0N); U
®  [IOCTAaBIIMKH YCIYT ¥ KOMIAHUH, pa3padaThIBaoNINe IPOrpaMMHOE OOeCIICueHHE.

B marepuanbHO-TEXHHIECKOM OTHOIIEHUH MOXET OBITh JIETYe COCPEAOTOUNTh BHUMAHHUE Ha 3alIUTE OCHOBHOM
HHPPACTPYKTYPBI, HAPHMEP, MATHCTPATBHON CETH, MapIIPYTU3aTOPOB, 0A30BEIX YCIYT, a HE Ha 00bEANHCHUN
MIIIMOHOB TIOJIB30BATENCH B €IUHYIO CTPATETHIO OOPBOBI ¢ KHOEPIPECTYIHOCTEIO. 3aIIUTa ONb30BATENS MOXKET
OCYIIECTBIISITHCS] KOCBEHHO, ITyTEM 3aIIUTHI HCIIONB3YEMBIX MOTPEOUTENBCKUX YCIYT, HAIPUMED BHPTYaJIHHOTO
Oanka. /IaHHBIN KOCBEHHBIN IMOAXOJ K 3aIIUTE MONTh30BaTeIe HHTEPHETa MOYKET COKPATHUTh YHCIIO JIOACH U
MPEINPHUATHH, KOTOPBIE JOIDKHBI OBITH BKJIIOYECHBI B IIEPEUCHB 3TAIOB 110 00ECTIEICHUIO TEXHUUECKOH 3aTHUTHI.

XOTs JKeNnaTebHO OTPAaHUYUTh KOJIMYECTBO JIFOJEH, y KOTOPBIX JOJDKHA IeHCTBOBATh TEXHUUECKAs 3aIlINTa,
MOJIH30BATENN KOMITBIOTEPOB U HHTEPHETA 3a4aCTYIO SBJISIOTCS CI1a0bIM 3BEHOM U IIABHON MHUIICHBIO
MPECTYIMHUKOB. ATaKH Ha YaCTHBIC KOMITBIOTEPHI JUIA MOTYYCHUS KOHPUACHIIHATLHOW HHPOPMAIIUH, CITyJar0TCs
garie, 9eM Ha XOPOIIO 3alIMIICHHBIE KOMITBIOTEPHBIEC CUCTEMBI (PHHAHCOBBIX yUpekaeHui. HecMoTpst Ha mpoOieMsl
B MAaTEPUANTFHO-TEXHUYECKOM OTHOIICHUH, 3aIIUTa HHYPACTPYKTYPHI KOHEUHBIX MTOJB30BATEICH SBIISIETCS dKHU3HEHHO
BaXHBIM 3B€HOM B TEXHUUYECKOH 3aIl[UTe BCEH CETH.

[ocTaBIMKY yCIyTr HHTEPHETA U MOCTABIIUKH MPOAYKIMH, KOMIIAHUH, pa3padaThIBaIONIHE IIPOrPAMMHOE
obecrieueHue, UTPArOT BAKHYIO POJIb B MOJJIEPKKE CTpaTEeruii 00phOBI ¢ KHOEpIpecTyMHOCThI0. M3-3a uX mpsmMoro
KOHTAKTa C KIMCHTAMH OHU MOT'YT JIeiiCTBOBaTh B Ka4eCTBE rapanTa 0e30MacHOCTH MPEANIPUSLTHS, HAIIPUMED,

pactpoCTpaHss CPEACTBA 3aIUThl K MH(OPMALMIO O TEKYLIEM MOJIOKEHUH MOCIEAHUX NPECTYILIEH I Y7,
4.4.3 OpraHu3anMoOHHbIE CTPYKTYPbI

DddexTrHast 60prda ¢ KHOEPIPECTYIMTHOCTHIO TpeOyeT Pa3BUTON OpraHU3allMOHHON CTPYKTYphl. He nMes
MPaBIIIBHO CO3JJAHHBIX, KOTOPHIE MO3BOJISIIOT H30€XKAaTh TyOJUPOBAHUS M OCHOBAHBI HA YETKO OMpPEACICHHBIX
MOJTHOMOYHSIX, BPSI JIM MOXKHO ITPOBOJINTH KOMILICKCHBIE UCCIIEI0BAaHMS, TPEOYIOLIMX COACHCTBHS Pa3IMIHBIX
IOPUANYECKUX U TEXHHYECKHX IKCIIEPTOB.

4.4.4 Co3nanue MOTeHNNAIA U 00yUeHHUe M0JIb30BaTe el

KubepripecTymHOCTD TIpeCTaBIIsET cO00 rtodanpHOeE siBiieHUE. J1J1s TOro 9ToOBI UMETh BO3MOXKHOCTh 3P (QEKTHBHO
paccienoBaTh MPeCTYILICHNs, HEOOXOIUMO TapMOHH3UPOBATh 3aKOHOAATENLCTBA M Pa3paboTaTh CPEACTBA
MEXIYHApOIHOTO COTpyIHIUYEeCTBA. B nensx obecrieueHus AeHCTBHS MUPOBBIX CTAHIAPTOB U B Pa3BUTHIX, H B

Pa3BUBAIOIIMXCS CTPAHAX HEOOXOAUMO CO3JaHUe MOTeHIHana’ s,

B JI01OTHEHHE K CO3/aHMIO TIOTEHIIMAIa TpeOYETCst 00YUMTh T0Nb30BaTeNei 2. HekoTopble KHOGEPIPECTYIIIEHH S,
0COOEHHO Te, KOTOPBIE CBS3aHBI C MOIIICHHUYECTBOM TN "(QUIHT" 1 "ciyuHT", KaK MpaBuUiIo, 00yCIOBIICHBI HE

OTCYTCTBUEM CPEACTB TEXHUYECKOM 3alllMTEIL, a HeOCBeHOMHCHHOCTL}O76O. CyIIIeCTBy}OT Pa3IMIHBIC TPOTrPaMMHBIC

37 Regarding the approaches to coordinate the cooperation of law enforcement agencies and Internet Service Providers in the fight against Cybercrime

see the results of the working group established by Council of Europe in 2007. For more information see: http://www.coe.int/cybercrime/.

Capcity Buidling is in general defined as the creation of an enabling environment with appropriate policy and legal frameworks,
institutional development, including community participation (of women in particular), human resources development and
strengthening of managerial systems, adding that, UNDP recognizes that capacity building is a long-term, continuing process, in
which all stakeholders participate (ministries, local authorities, non-governmental organizations and water user groups, professional
associations, academics and others.

At the G8 Conference in Paris in 2000, Jean-Pieree Chevenement, the French Minister of Interior, stated: “More broadly, we have to educate users.
They must all understand what they can and can’t do on the Internet and be warned of the potential dangers. As use of the Internet grows, we’ll
naturally have to step up our efforts in this respect.” Regarding user education approaches in the fight against Phishing, see: “Anti-Phishing Best
Practices for ISPs and Mailbox Providers”, 2006, page 6, available at: http://www.anti-phishing.com/reports/bestpracticesforisps.pdf; Milletary,
“Technical Trends in Phishing Attacks”, available at: http://www.cert.org/archive/pdf/Phishing_trends.pdf. Re sceptical views regarding user
education, see: Gorling, “The Myth Of User Education”, 2006, available at: http://www.parasite-economy.com/texts/StefanGorlingVB2006.pdf.
“Anti-Phishing Best Practices for ISPs and Mailbox Providers”, 2006, page 6, available at: http://www.anti-
phishing.com/reports/bestpracticesforisps.pdf; Milletary, “Technical Trends in Phishing Attacks”, available at:
http://www.cert.org/archive/pdf/Phishing_trends.pdf.
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IPOLYKTHI, MO3BOJISIOIIME ABTOMATHYECKH ONPEIENSATH HEKOTOPhIE MOIIEHHMYECKUE BeG-caiiTel /01, oxHako 10 cux
TIOP, 3TH MPOAYKTH HE MOTYT BEISIBUTH BCE IIOI03PUTEIBHBIEC BeO-caliThl. CTpaTeTus 3alUThl IOTb30BaTENS,
OCHOBaHHas TOJILKO Ha MPOrPaMMHBIX MPOIYKTaX, MIMEET OIPAaHMYEHHbIE BO3MOMKHOCTH 3alIUTHI TI0JIb30BaTeIeH 02,
HecMoTps Ha TO, 4TO CpeICTBA TEXHHYESCKOH 3alUThI OyIyT IMPOJODKATE Pa3BUBATHCS H JOCTYITHBIC IIPOTPAMMHBIE
MPOAYKTHI OYAYT PETYIIPHO OOHOBIATHCS, TAKUE MTPOTYKTHI ITOKA €IIle HEe MOTYT 3aMEHUTH APYTHe MOAXOIBI.

OnauM U3 HauOoJiee BAKHBIX AJIEMEHTOB B TIPEAYIIPEKICHUN KUOCPIIPECTYINICHUH SBIISETCS 00ydeHue
nosb3oBaTens’ %3, Hanpumep, eciy moib30BaTed 3HAIOT, 9TO UX (PMHAHCOBBIE YUPEKIEHHUS HUKOT/Ia He OYayT
CBSI3BIBATBLCS C HUMH IO JIIEKTPOHHOM MOYTE € IPOCHOOM COOOITUTH MapoJIib WIIH AT OAHKOBCKOTO CUETa, OHU HE
CTaHyT JKepPTBaMU (DUIMHTA WIH aTaKU C ENbI0 Kpaku uaeHTHIHOoCTH. OOydeHne Mob30BaTeei MHTepHETa
COKpaniaeT KOJIMIECTBO MOTCHIIMAIBHBIX 1IeJiel HananeHus. [Tomp30BaTen MOTYT 00y4aThCsl P ITOMOIIIH:

®  OOIIEeCTBEeHHBIX KAMIIAHUH;
®  Ha ypoKax B IIKOJE, B OMOIHMOTEKaX, B MHPOPMAIIOHHBIX IEHTPAX U YHUBCPCUTETAX;
®  yacTHO-TocynapcTBeHHOro nmaptHepctsa (PPP).

OaHUM U3 BaXKHBIX TpeOoBaHMM K 3(h(HeKTHBHOMY 00Y4YCeHHIO U HH(POPMAIIMOHHOM CTPATETHH SBIISICTCS OTKPBITOES
co00IIIeHHE 0 HOBEHIIINX YTpo3ax co CTOPOHBI KubeprpecTynHocTH. HekoTopbie rocyjapcTBeHHbIE W/HIIH YaCTHBIC
MPEINPHUSITHS, ISl TOTO YTOOBI H30€KAaTh YTPATHI JOBEPHS K CETEBBIM OHJIAHHOBBIM YCIyraM, OTKa3bIBAIOTCS
MPU3HABaTh, YTO UX IPAKIAHE U KIMEHThI COOTBETCTBEHHO CTPA/IAIOT OT yrpo3 kubepnpecrynHoct. denepaibHoe
oropo paccnenosanuit CoenuaeHHbBIX [1ITaTOB B MpsiMoit (hopMe TOMPOCHIO KOMITAHUH MIPEOJI0IETh HX HEIPHSI3Hb K
HETaTMBHOMY OCBEILEHHUIO M JOKJIaaM O KHOepIpecTynHocTh %4, B 1ensax onpeaeneHus ypoBHs yIpo3bl, a TAKKE
1151 ”HPOPMHUPOBAHUSL IOJIb30BaTENICH, )KU3HEHHO Ba)KHO 3HAYEHHE COBEPIICHCTBOBATH COOP U MyOIHKALHIO

cooTBeTcTBYIONIEH nHpopMarmu’o3,
4.4.5 MexayHapoaHoe COTPYAHHYECTBO

Bo MHOTHX CIIydasix MpOLECCHI TEPEadn JaHHbIX [0 MHTEPHETY 3aTParkBaoT HECKOJILKO cTpan’0, D1o pesysbTar
Pa3BUTHS CETH, a TAKXKE TOTO (haKTa, YTO MOKHO CO3JIaTh MPOTOKOJIbI, 00CCIICYMBAOIIUE YCIICITHBIE ITIEpEeNadHn, Jaxe
ecly npsIMast JTMHKS CBSA3U BpEMEHHO 3a6710kupoBana’®’. KpoMe Toro, MHOXECTBO yCiIyTr MHTEPHETa, HapUMep

YCIIyTH XOCTHHIa, IPELIaraeMbIX KOMIIAHUAM, 6a3upyroTcs 3a pydexom’ o8,

81 Shaw, “Details of anti-phishing detection technology revealed in Microsoft Patent application”, 2007, available at:

http://blogs.zdnet.com/ip-telephony/?p=2199. “Microsoft Enhances Phishing Protection for Windows”, MSN and Microsoft
Windows Live Customers - Cyota Inc., Internet Identity and MarkMonitor to provide phishing Web site data for Microsoft Phishing
Filter and SmartScreen Technology services, 2005, available at: http://www.microsoft.com/presspass/press/2005/nov05/11-
17EnhancesPhishingProtectionPR.mspx.

For a different opinion, see: Gorling, “The Myth Of User Education”, 2006, at:http://www.parasite-
economy.com/texts/StefanGorlingVB2006.pdf.

At the G8 Conference in Paris in 2000, Jean-Pieree Chevenement, the French Minister of Interior, stated: “More broadly, we have to
educate users. They must all understand what they can and can’t do on the Internet and be warned of the potential dangers. As use of
the Internet grows, we’ll naturally have to step up our efforts in this respect.”

“The United States Federal Bureau of Investigation has requested companies not to keep quiet about phishing attacks and attacks on
company IT systems, but to inform authorities, so that they can be better informed about criminal activities on the Internet. "It is a
problem for us that some companies are clearly more worried about bad publicity than they are about the consequences of a
successful hacker attack," explained Mark Mershon, acting head of the FBI's New York office.” See Heise News, 27.10.2007,
available at: http://www.heise-security.co.uk/news/80152.

Examples of the publication of cybercrime-related data include: “Symantec Government Internet Security Threat Report Trends for
July-December 067, 2007, available at: http://eval.symantec.com/mktginfo/enterprise/white_papers/ent-
whitepaper_internet_security_threat_report_xi_03_2007.en-us.pdf; Phishing Activity Trends, Report for the Month of April 2007,
available at: http://www.antiphishing.org/reports/apwg_report_april_2007.pdf.

Regarding the extend of transnational attacks in the the most damaging cyber attacks see: Sofaer/Goodman, Cyber Crime and
Security — The Transnational Dimension in Sofaer/Goodman, The Transnational Dimension of Cyber Crime and Terrorism, 2001,
page 7, available at: http://media.hoover.org/documents/0817999825_1.pdf.

The first defined and still most important communication protocols are: TCP (Transmission Control Protocol) and the IP (Internet
Protocol). For further information see: Tanebaum, Computer Networks; Comer, Internetworking with TCP/IP — Principles, Protocols
and Architecture.

See Huebner/Bem/Bem, Computer Forensics — Past, Present And Future, No.6, available at:
http://www.scm.uws.edu.au/compsci/computerforensics/Publications/Computer_Forensics_Past_Present_Future.pdf; Regarding the
possibilities of network storage services see: Clark, Storage Virtualisation Technologies for Simplifying Data Storage and Management.
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B Tex ciydasix, Koraa )xepTBaMK NPECTYITHUKA CTAHOBSATCS JIFOIU W3 HECKOJIbKUX CTPaH, JUIs PacCiiel0BaHus
TpedyeTcs COTPYAHMYECTBO IPABOOXPAHUTENBHBIX OPraHOB BCEX CTPaH, rie Oblia coBepiieHa ataka’®?,
MeskayHapOoIHbIE ¥ TPaHCHAIIMOHATIBHBIC PACCICIOBAHUS O3 COrTACHs KOMIIETCHTHBIX OPTaHOB B
COOTBETCTBYIOLIMX CTPaHaX CTAHOBATCS 3aTPYJHUTEIbHBIMH U3-3a MPHUHIIMIIA TOCYJAPCTBEHHOI'O CYBEPEHUTETA.
JlaHHbII OPUHLMIT B [IEJIOM HE MO3BOJISIET CTPaHE [IPOBOIUTH PACClieIOBaHUs HA TEPPUTOPUH IPYTOM CTpaHbl Oe3
paspemenus MecTHbIX Biactei’ /0. Takum 06pa3oM, paccie0BaHusl J0JDKHbI IPOBOJUTHCS TIPH TIOIEPIKKE BIACTEM
BCEX 3aTPOHYTHIX CTpaH. B CBs3U ¢ TeM, 4TO (haKTHUECKH B OOJBIIMHCTBE CIY4aeB YCICIIHOE PACKPBITHE
MPECTYIUICHUS HA MECTe BO3MOYKHO TOJIBKO B TEUECHHE MAJICHLKOI'O MHTEPBaJIa BPEMEHH, TO KOTZa JIeJI0 KacaeTcst
paccienoBaHuil KHOEPIIPeCTYINICHHH, MPUMEHEHUE KIACCUYECKON MPABOBOW B3aMMOIIOMOIIN CTAHOBUTCS
3aTPYAHUTEIBHBIM. DTO 00BSCHSAETCS TeM (PaKTOM, YTO OKa3aHHE B3aUMHOM [TPAaBOBOM MOMOLIY B LIEJIOM TpeOyeT
MHOT'0 BpEMEHH JJIsl BBINOIHEHUs (JOpMaNbHbIX mpoteayp. [loaToMy yinydileHus B IIaHe PacIMpEeHUs!
MEXIYHAPOIHOTO COTPYIHIMYECTBA UTPAIOT BXKHYIO U PEIIAIOIIYIO POJIb B PA3BUTUU U PeallU3alliy CTPATETUi
KrOepOe30macHOCTH U CTpaTeruii 60pbObI ¢ KHOEPIPECTYTHOCTHIO.

78 Regarding the need for international cooperation in the fight against Cybercrime see: Putnam/Elliott, International Responses to
Cyber Crime, in Sofaer/Goodman, The Transnational Dimension of Cyber Crime and Terrorism, 2001, page 35 et seqq. , available
at: http://media.hoover.org/documents/0817999825_35.pdf; Sofaer/Goodman, Cyber Crime and Security — The Transnational Dimension in
Sofaer/Goodman, The Transnational Dimension of Cyber Crime and Terrorism, 2001, page 1 et seqq. , available at:
http://media.hoover.org/documents/0817999825_1.pdf

7% National Sovereignty is a fundamental principle in International Law. See Roth, State Sovereignty, International Legality, and Moral Disagreement,
2005, page 1, available at: http://www.law.uga.edu/intl/roth.pdf.
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5 OBb30P MEKAYHAPO/JIHBIX 3AKOHOJATEJIBHBIX ITOAXO10B

Cnez[y}omaﬂ Tj1aBa COACPIKHUT O630p MEXAYHAPOAHBIX 3aKOHOAATCIIbHBIX HOI[XOI[OB771 " UX CBA3U C pETHUOHAJIbHBIMU
noaxoJgaMu.

5.1 Mesrcoynapoonwie nooxoowt

Bo MHOTUX MeXIyHapOHBIX OpraHU3aIMAX BEJSTCs OCTOSIHHAs paboTa [0 aHAM3Y MOCIEAHUX JOCTHKEHHUI
KHOEPIIPECTYITHOCTH, ¥ CO37aHbl pabodne TPy IS pa3paboTKH CTPATEeruy 10 O60pb0E C STUMH MPECTYIUICHUSMHU.

5.1.1 I'pynna Bocbmu’’2

B 1997 roay I'pynna Bocemu (G8) coznana ITogkomuTer’’3 110 BEICOKOTEXHOJIOTMYHBIM IPECTYILIEHUSM,
paccMaTpuBaroluii mpodieMbl 60pbObI ¢ KubeprnpecTynHocThI0 74, Bo BpeMs BeTpeun I pynibl BOCbMH B
Bammnrrone, okpyr Komym6ust, CILIA, MUHHCTpPBI FOCTUIIUN W BHYTPEHHUX JIe)T [ pyIIbl BOCBMH TIPHHSITH JECSTh
MIPUHIIAIIOB U COCTOSIITAN U3 JECATH ITyHKTOB IUTAaH CHCTBHUI 10 60phOE C BEICOKOTEXHOIOTHIHBIMHU
npectymnenusmu’ 2. Tlozanee riassl ['pyIbl BOCMH HOUIEPKAIM 3TH HPUHIMIIBI, K KOTOPHIM OTHOCSTCS:

L4 I TEX, KTO 3J'IOyHOTp66J'ISICT I/IH(l)OpMaIII/IOHHI)IMI/I TCXHOJIOTHUAMMA HE JOJKHO OBITh 0€30IaCHBIX MCECT;

®  pacciefoBaHHE U CyACOHOE MPECIEeAOBaHNE MEXK TyHAPOTHBIX BEICOKOTEXHOJIOTHYHBIX IPECTYIUICHUH JOKHBI
OBITH COTJIACOBAHBI MEKIY BCEMU 3aWHTEPECOBAHHBIMY TOCYIapPCTBAMHE, HE3aBUCHMO OT TOTO, T1I¢ HAaHECEH

yiepo;

L4 COTPYAHUKHU NPABOOXPAHUTECIbHBIX OPTaHOB TOJDKHbBI OBITh 06yqu1>1 U UMCThb OGOpyL[OBaHI/IC JJIL paCKpPBITHA
BBICOKOTCXHOJOTIMYHBIX HpCCTYHHeHHﬁ.

B 1999 r. na KoHdepeHun MUHUCTPOB 10 00ph0e ¢ TpaHCHAIIMOHAIBHON OPraHU30BaHHOM MTPECTYITHOCTHIO B
Mockse, Poccuiickas ®enepanus, ['pymna BocbMU Ompenenniia IiaHbl Mo 60pb0e ¢ BEICOKOTEXHOJIOTUIHBIMU
npectymienusymu’ 70, OHM BBIPA3HIIA CBOKO 03a00YEHHOCTD 110 MOBOJLY TAKUX MPECTYIUIEHHH, Kak JeTCKast
nopHorpadus, a TaKKe 10 HOBOLY OTCICKUBAHHS CIEJIOK U TPAHCTPAHWIHOTO AOCTYTIA K XPaHUMbIM JaHHBIM. Mx
KoMmMIOHUKE COEPKUT Psil MPUHIIUIIOB IO O0pBOE ¢ KHOEPIPECTYITHOCTHIO, KOTOPBIE CETOIHS CONEPKATCS B PSIC
MESKTyHapOIHBIX CTpaTeruii’’’.
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; This includes regional approaches.

The Group of Eight (G8) consists of eight countries: Canada, France, Germany, Italy, Japan, Great Britain, United States and the Russian Federation.
The Presidency of the group that represents more than 60% of the world economy (Source: http://undp.org) rotates every year.

The idea of the creation of five Subgroups — among them, one on High-Tech Crimes — was to improve the implementation of the Forty
Recommendations adopted by G8 Heads of State in 1996.

The establishment of the Subgroup (also described as the Subgroup to the “Lyon Group”) continued the efforts of the G8 (at that
time still G7) in the fight against organised crime, that started with the launch of the Senior Experts Group on Organised Crimes (the
“Lyon Group”) in 1995. At the Halifax summit in 199,5 the G8 expressed: “We recognize that ultimate success requires all
Governments to provide for effective measures to prevent the laundering of proceeds from drug trafficking and other serious crimes.
To implement our commitments in the fight against transnational organized crime, we have established a group of senior experts
with a temporary mandate to look at existing arrangements for cooperation both bilateral and multilateral, to identify significant gaps
and options for improved coordination and to propose practical action to fill such gaps”. See: Chairman’s Statement, Halifax G7
Summit, June 17, 1995. For more information see: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic
Report, 2008, page 17, available at: http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

Regarding the G8 activities in the fight against Cybercrime see as well: United Nations Conference on Trade and Development, Information
Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6, page 233, available at:
http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

“Communiqué of the Ministerial Conference of the G-8 Countries on Combating Transnational Organized Crime*, Moscow,

19-20 October, 1999.

14. As the use of the Internet and other new technologies increase, more criminals are provided with opportunities to commit crimes
remotely, via telephone lines and data networks. Presently, malicious programming code and harmful communications (such as child
pornography) may pass through several carriers located in different countries. And infrastructures such as banking and finance
increasingly are becoming networked and thereby vulnerable to cyber-attack from distant locations. We convene today to provide
additional personal attention to and direction for our joint action against this transnational criminality.

15. Our goals are to ensure that our people are protected from those who use new technologies for criminal purposes, such as child
exploitation, financial crime, and attacks on critical infrastructures, and to ensure that no criminal receives safe haven anywhere in
the world. We are determined that our law enforcement authorities have the technical ability and legal processes to find criminals
who abuse technologies and bring them to justice. The safety of our people and their economic prosperity depend upon our
leadership and determination and our ability to take coordinated action. We direct our experts to continue their work, particularly, on
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OnxHUM U3 IPaKTHYECKUX JOCTKECHUI B pab0Te IKCIIEPTHOH IPYIIIHI CTana pa3padoTKa MEXTyHApOTHBIX

KpYIJIOCYTOYHBIX CBsI3ei CTpaH-y4aCTHHUII, Tp66y}OHII/IX CO3aHHA KOHTAKTHBIX HEHTPOB JJIA TPAHCHAIMOHAJIbHBIX

paccieI0BaHui, KOTOPBIE JOCTYIHEI 24 aca B CyTKu 7 JHel B Hezemo’ 8.

Ha xondepenuuu B [Tapmxke, @pannus, B 2000 rogy ['pynmna BockMu 00paTHiiach K BOIPOCY KHOEPIPECTYITHOCTH C
MPU3BIBOM HE JIOMTyCKaTh HE3aKOHHBIX IU(PPOBBIX YKPBITHH. YK€ B TO BPEMs 3TH IOTIBITKU | pyIIel BOCEMH
OOBEMHSIINCE C MEXKTyHapoHbIMKU pemenusmu Konsermu Cosera EBpornsl o kuGepnpectymnaocta’ 7.
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problems which arise for our law enforcement authorities from new developments in information technology and their use by criminals.

16. Strength of G-8 Legal Systems. Our experts have completed a comprehensive review of G-8 legal systems to assess whether
those systems appropriately criminalize abuses of telecommunications and computer systems and promote the investigation of high-
tech crimes. While, over the past decade, our governments have acted to see that their legal systems account for new technologies,
there remains room for improvement. Where laws or legal processes require enhancements, we are committed to use best efforts to
fill these gaps and, consistent with fundamental national legal principles, to promote new legal mechanisms for law enforcement to
facilitate investigations and prosecutions.

17. Principles on Transborder Access to Stored Computer Data. Criminals take advantage of the jurisdictional inability of law
enforcement authorities to operate across national borders as easily as criminals can. High-tech crimes may rapidly affect people in
many countries, and evidence of these crimes, which may be quickly altered or destroyed, may be located anywhere in the world.
Recognizing these facts, and taking into account principles relating to sovereignty and to the protection of human rights, democratic
freedoms and privacy, our law enforcement authorities conducting criminal investigations should in some circumstances be able to
pursue investigations across territorial borders. We have today adopted certain principles for access to data stored in a foreign state,
which are contained in the Annex 1 to this Communique. We are committed to work towards implementation of these principles
through international cooperation, including legal instruments, and through national laws and policies, and invite all nations to join in
this effort. We note, however, that continued work is required in this area, including on the appropriate collection, preservation and
disclosure of traffic data, and we direct our experts to make further progress in consultation with industry.

18. Locating and Identifying High-tech Criminals. To ensure that we can all locate and identify criminals who use networked
communications for illegal purposes, we must enhance our ability to trace communications while they are occurring and afterwards,
even when those communications pass through multiple countries. Existing processes are often too slow and are designed more to
address bilateral cooperation than crimes requiring the immediate assistance of many countries. Faster or novel solutions must be
found. We, as Ministers, direct our experts to develop, in consultation with industry, a concrete set of options for tracing networked
communications across national borders in criminal investigations and provide those options as soon as possible within one year.

19. International Network of 24-hour Contacts. Our 24-hour points of contact network, which allows us to respond to fast-breaking
investigations, has now been expanded from the eight G-8 countries to a number of additional countries around the world. The speed
of electronic communications and perishability of electronic evidence requires real-time assistance, and this growing global network
has dramatically increased our investigative abilities. We direct our experts to facilitate further growth of this network. G-8 nations
and their partners should also use this network proactively to notify other countries when they learn of significant potential threats to
our shared networks.

20. Criminality Associated with the 'Millennium Bug'. Our countries have been at the forefront of efforts to successfully tackle the
‘Millennium Bug' or "Y2K Problem', which presents a major threat to the increasingly networked global economy. We are concerned
that the Millennium Bug may either provide new opportunities for fraud and financial crimes, or mask ongoing criminality, if
systems for accounting and reporting are disrupted. Therefore, as part of our new proactive use of our 24-hour network, we will
provide early warning of Y2K-related abuses.

21.Internet Fraud. We recognize that Internet fraud, in all of its forms, poses a significant threat to the growth and development of
electronic commerce and to the confidence that consumers place in electronic commercial transactions. To counter this threat, we are
undertaking a comprehensive response, including crime prevention, investigation, and prosecution. For example, we are sharing
information on international Internet fraud schemes - including information relating to the criminals, their methods and techniques,
the victims involved in these schemes, and reports of enforcement actions - so that criminals defrauding people in multiple countries
are investigated and prosecuted for the full range of their criminal activities.

The idea of a 24/7 Network has been picked up by a number of international approaches in the fight against cybercrime. One
example is Article 35 of the Convention on Cybercrime:

(1) Each Party shall designate a point of contact available on a twenty-four hour, seven-day-a-week basis, in order to ensure the
provision of immediate assistance for the purpose of investigations or proceedings concerning criminal offences related to computer
systems and data, or for the collection of evidence in electronic form of a criminal offence. Such assistance shall include facilitating,
or, if permitted by its domestic law and practice, directly carrying out the following measures:

a) the provision of technical advice;

b) the preservation of data pursuant to Articles 29 and 30;

¢) the collection of evidence, the provision of legal information, and locating of suspects. [...]

Jean-Pieree Chevenement, the French Minister of Interior, stated: “Now that the G8 has provided the impetus, it’s vital that we
formalize the new legal rules and procedures for cooperation in a legal instrument applying world-wide. For France, the negotiations
under way in the Council of Europe on a Convention on Cyber-Crime are of fundamental importance for several reasons. The draft
currently under discussion defines the offences which all States would have to recognize. It goes on to propose ways in which they
could cooperate, taking up, for example, the idea of national contact points. It also proposes extradition procedures. In short, this
agreement is an essential instrument, which France wants to see concluded within a reasonable period of time. The important thing
about these negotiations is that the countries involved include some major countries outside the Council of Europe and that, once
signed, this convention will be opened for signature by all States wishing to accede to it. The idea is in fact to get a convention which
applies world-wide so that there can be no more "digital havens" or "Internet havens" in which anyone wanting to engage in shady
activities can find all the facilities they need, including financial ones, for laundering the product of their crimes. Since we must
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B 2001 roxy I'pymina BocbMHU 00CypIIa HHCTPYMEHTHI H TIPOIIeTyphl 00PHOBI ¢ KHOSPIPECTYITHOCTHIO B XO/1€
pabouero coseanus, cocrosiBuierocs B Tokno’80, o6paias 0co60e BAUMAHKE HA TO, TOJKHBI JIU JAHHBIE OBITH

00513aTEIBHO COXPAaHECHbI WM COXPAaHCHUE JAHHBIX SBJIACTCSA JIOTIOJIHUTEIbHOM Mep0ﬁ781.

B 2004 Troay MUHUCTPBI FOCTUILIMNA U BHYTPEHHUX JICII prrIHBI BOCbMU Ol'Iy6.]'II/IKOBa.HI/I KOMMIOHHKE, B KOTOPOM
BBICTYIIWJIA 3a HCOGXOI[I/IMOCTI) CO3aaHusL NI00aIBHOTO noTCHUMAJIa AJIs1 60p56bl C MPECTYITHBIM HCIIOJIb30BAHUEM

unTepHeta’82, Onsts xe ['pynma BockMu cocnanachk Ha Konsenimio Cosera EBporibl 0 kubeprpecTynHocTn’ 3.

Ha MockoBCKOM cOBEIIaHUM MUHHCTPOB IOCTUIIMHU U BHYTpeHHUX Jien [ pymmst BocbMu B 2006 roy o0cyKaaimch
BOIIPOCHI, CBSI3aHHBIE ¢ OOPHOOI C KHOEPIPECTYITHOCTBIO, IMPOOIEMBI KHOSPIIPOCTPAHCTBA M OCOOCHHO HEOOXOIMMOCTh

COBCPIICHCTBOBAHMSA 3(1)(1)6KTI/IBHI)IX KOHTpMep784. 3a COBCLIAHNEM MUHUCTPOB FOCTULIMN U BHYTPCHHUX JCIT prHHBI

BOCHMH T0CJIEZI0BAl caMMuUT I pyrimbl BockMu B MockBe, rie 06cyxkanach’ 8 tema kubepreppopusma’ 80,

B 2007 roxy Ha coemianu MUHHCTPOB IOCTHLIMK U BHYTpeHHUX e [ pymnibel BocsMu B Mionxene, [ epmanus,
Takke o0cyxanach npobaemMa UCIOIb30BAHUS UHTEPHETA TEPPOPUCTAMHU, U YUACTHUKHU COTTIACHIIUCH C
HEOOXOJMMOCTBIO YTOJIOBHOTO IIPECIICIOBAHMUS TEPPOPUCTHICCKUX TPYII 332 HETPABOMEPHOE HNCTIOJIE30BAHUE

unteprera’®’. JlanHoe corvanieHne He BKIKOYAET B Ce0sl KOHKPETHBIE JISHCTBHS, KOTOPBIE CIUTAKOTCS
MIPOTUBO3aKOHHBIMU B OTAEIBHBIX CTPaHaX.

5.1.2 Opranunzanusi 00beIHHeHHbIX Hauii’88

Ha 8-m KoHrpecce 1o npenoTBpalieHuto IpecTyTHOCTH U 00OpalleHHIO ¢ IPECTYIMTHUKAaMH, COCcTOsIBIIeMcs B ['aBaHe,
Ky0a, ¢ 27 aBrycra o 7 centsiops 1990 rona, I'enepanbhas Accam6ies OOH nmpuHsIa pe3osrouio, Kacatouyocs
3aKOHO/IATENbCTBA B 00JAaCTH NPECTYILIEHHMI ¢ HCIIOIb30BaHUEM KOMIIbIoTepa’8?. OCHOBBIBAsCH HA PE30JIOLHH
45/121 (1990), B 1994 rory OOH omy6inkoBana pyKOBOJACTBO 110 MPOGUIAKTHKE U OOPHOE ¢ MPECTYIUICHUSIMH C
HUCII0JIb30BaHKeM KoMmbioTepa’0.,

780
781

782
783

784

785

786

787

788
789

790

never lose sight of the fact that the Internet is a global system and that no country can isolate itself from the rules under which it has
to operate.”

G8 Government-Industry Workshop on Safety And Security In Cyberspace, Tokyo, May 2001.

The experts expressed their concerns regarding implementation of a data retention obligation. “Given the complexity of the above noted issues
blanket solutions to data retention will likely not be feasible”; “Report for the workshop on Potential Consequences for Data Retention of
Various Business Models Characterizing Internet Service Providers”, G8 Government-Industry Workshop on Safety And Security in
Cyberspace, Tokyo, May 2001.

G8 Justice and Home Aftairs Communiqué, Washington DC, May 11, 2004.

G8 Justice and Home Affairs Communiqué Washington DC, May 11, 2004:10. “Continuing to Strengthen Domestic Laws’: To truly build global
capacities to combat terrorist and criminal uses of the Internet, all countries must continue to improve laws that criminalize misuses of computer
networks and that allow for faster cooperation on Internet-related investigations. With the Council of Europe Convention on Cybercrime coming into
force on July 1, 2004, we should take steps to encourage the adoption of the legal standards it contains on a broad basis.”

The participants expressed their intention to strengthen the instruments in the fight against Cybercrime: “We discussed the
necessity of improving effective countermeasures that will prevent IT terrorism and terrorist acts in this sphere of high
technologies. For that, it is necessary to devise a set of measures to prevent such possible criminal acts, including in the sphere of
telecommunication. That includes work against the selling of private data, counterfeit information and application of viruses and
other harmful computer programs. We will instruct our experts to generate unified approaches to fighting cyber criminality, and
we will need an international legal base for this particular work, and we will apply all of that to prevent terrorists from using
computer and Internet sites for hiring new terrorists and the recruitment of other illegal actors”. See:

http://www.g7 .utoronto.ca/justice/justice2006.htm.

Regarding the topic Cyberterrorism see above: Chapter 2.8.1; In addition see See: Lewis, “The Internet and Terrorism”, available at:
http://www.csis.org/media/csis/pubs/050401_internetandterrorism.pdf; Lewis, “Cyber-terrorism and Cybersecurity”;
http://www.csis.org/media/csis/pubs/020106_cyberterror_cybersecurity.pdf; Denning, “Activism, hacktivism, and cyberterrorism: the Internet as
atool for influencing foreign policy*, in Arquilla/Ronfeldt, Networks & Netwars: The Future of Terror, Crime, and Militancy, page 239 et seqq.,
available at: http://www.rand.org/pubs/monograph_reports/MR1382/MR1382.ch8.pdf; Embar-Seddon, *“‘Cyberterrorism, Are We Under
Siege?”’, American Behavioral Scientist, Vol. 45 page 1033 et seqq; United States Department of State, “Pattern of Global Terrorism, 20007, in:
Prados, America Confronts Terrorism, 2002, 111 et seqq.; Lake, 6 Nightmares, 2000, page 33 et seqq; Gordon, “Cyberterrorism”, available at:
http://www.symantec.com/avcenter/reference/cyberterrorism.pdf; United States National Research Council, “Information Technology for
Counterterrorism: Immediate Actions and Future Possibilities”, 2003, page 11 et seqq. OSCE/ODIHR Comments on legislative treatment of
“cyberterror” in domestic law of individual states, 2007, available at: http://www legislationline.org/upload/
lawreviews/93/60/7b15d8093cbebbS05ecc3b4ef976.pdf.

The summit declaration calls for measures in the fight against cyberterrorism: “Effectively countering attempts to misuse cyberspace for
terrorist purposes, including incitement to commit terrorist acts, to communicate and plan terrorist acts, as well as recruitment and training of
terrorists” For more information see: http://en.g8russia.ru/docs/17.html.

For more information see: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 17, available at:
http://www .itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

The United Nations (UN) is an international organisation founded in 1945 that had 191 Member States in 2007.

A/RES/45/121 adopted by the UN General Assembly on 14 December 1990. The full text of the Resolution is available at:
http://www.un.org/documents/ga/res/45/a45r121.htm

UN Manual on the Prevention and Control of Computer-Related Crime (United Nations publication, Sales No. E.94.1V.5), available
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B 2000 rony I'enepanbhas Accam6Oiiess OOH mpuHsiia pe3oonuio o 60pb0e ¢ MPECTyIMHBIM UCIIOIb30BAaHHEM
MH(POPMAIOHHBIX TEXHOJOTHH, KOTOPask IEMOHCTPUPYET PSI COBIAACHUH C IIaHOM AeiCcTBUH u3 10 MyHKTOB,

npussaTeiM ['pynmoii BockMu B 1997 roay’?!. B ceoeii pesomonuu ['enepanbHas AccamOiies onpeienia psj Mep
IUTS IPEIOTBPAIICHUS 30YIIOTPEOICHUI HHPOPMAIIMOHHBIMU TEXHOJIOTHAMU, B TOM YHCIIE:

Focy()apcmea 00JIICHbL caparmupoeantv npuriAmue 3aKOHO8 U NpPAKmu4ecKux mep no usojiayuu
mex, Kmo no Hopmam y2c0j106H0c0 npaed 3ﬂ0yn0mp€6]lﬂ€m qu)OpMal{I/lOHHblMM MEexXHOJI02UAM.

Compyonuuecmeo mexcoy NpPaABOOXPAHUMENbHLIMU OP2SAHAMU 8 PACCIe008aHUU U CYOeOHOM
npecne0o8anuu  MeXCOYHAPOOHbIX —CyYdes NpPecmynHo20 UCNOAb306AHUS  UHDOPMAYUOHHBIX
MexXHON02UL OOHCHBL ObINb COLNACOBANBL MENCOY BCEMU 3AUHTNEPECOBAHHBIMU 20CYOAPCMEAMU.

Compyonuxu npasooxpanumenbHulX 0peaHo8 00JHCHbL Oblmb 00YYeHbl U OCHAWeHbl 015 O0pbObl ¢
NPECmMynHbIM UCNOAb308AHUEM UHDOPMAYUOHHBIX MEXHOIOUIL.

B 2002 rony I'enepanbhas Accam6biies OOH npuHsiia eme oAHy pe30JIIoLuio 0 60ps0e ¢ MPEeCTyNHbIM

UCTIONE30BaHMEM MH(OPMAIIMOHHBIX TEXHOJIOTHI 92, B 3TOH PE30IIFOIMH TOBOPUTCS O CYIECTBYIOIIMX
MEXIYHAPOIHBIX TTOAX0AaX OOPBOBI ¢ KNOEPIPECTYITHOCTRIO M OCBEUIAIOTCS PA3INIHBIC PEIICHHS.

Ommeuas  pabomy  MeJNCOYHAPOOHBIX U  PESUOHANbHLIX  Opeanuzayuii. no  Oopvbe ¢
BbICOKOMEXHONOUYHOU npecmynHocmulo, exkouas padbomy Cosema Eeponwl no paspabomke
Konsenyuu o xubepnemuueckol npecmynHocmu, a maxdce padomy 3mux Opeanuzayuil no
cooeticmeuio OUanoey Mexicoy NPasumenbCmMedMu, YACMHbIM CEKMOPoM 0 6e30NACHOCMU U 008epUlL
8 Kubepnpocmpancmee,

1 Tlpuswieaem ['ocyoapcmea-Unenvt npu pazpabomke HAYUOHANLHBIX 3AKOHOS, HOIUMUKU U
npakmuxku 8 Oene 0OOpbObL C NPECHYNHbLIM UCHONb306AHUEM UHDOPMAYUOHHBIX MEXHOI02U
Haonexcawum obpasom yuumsigams pabomy u oocmudxcenus Komuccuu no npedynpexcoeHuro
NPeCMynHOCIU U V2OJOBHOMY NpPasocyouio u Opyeux MeNCOYHAPOOHbIX U  PESUOHANbHBIX
opeanu3ayuil.

2 Ommeuaem 3HaueHue mep, U3NOHCeHHbIX 6 ee Pezomoyuu 55/63, u 6HO6b npusvieaem
20Cy0apcmea-uieHvl Yuumuléams Ux 8 C80UX YCUIUAX N0 OOpbbe ¢ NPecmynHbiM UCHONb308AHUEM
UHPOPMAYUOHHBIX MEXHONIO2UL.

3 Tlocmanosnsem omiodiCUMb PACCMOMPEHUE OMOo20 BONPOCA 00 GbINOJHEHUs pabombl,
npedycmompennoi 6 niane Oevicmeuil Komuccuu no npedynpexcoenuro npecmynHocmu  u
V20JI08HOMY NPABOCYOUI0 NO OOPLOE C BbICOKOMEXHOTIOSUYHOU U KOMNBIOMEPHOU NPECYNHOCHbIO.

B 2004 roxy B OOH co3nana pabodast rpyria, 3aHUMAIOIIAsICs ClTaMOM, KHOEPIIPECTYITHOCTRIO U IPYTHMU
BOIIPOCaMH, CBSI3aHHBIMH C HHTEPHETOM, moaTBepAnB uHTepec OOH K ydacTHio B MEXXIYHAPOAHBIX TUCKYCCHSX O

OIACHOCTAM KHOEPIPECTYHOCTH 93,

Ha 11-m Konrpecce OOH 1o nmpenoTBpallieH!Io NpeCTYIUIEHUI U YroJIOBHOMY IPaBOCYAMIO, COCTOSIBILIEMCS B
Banrkoke, Taitnana, 8 2005 roay, Obuia npuHsaTa Jleknapanus, KOTopas o J4epKHyIa He0OOXOAMMOCTb

rapMOHHU3AlMU yCUIHii 10 60ph0e ¢ kubepnpecTymHocThio/ 4. Cpeau HUX ObLIM ClIEIYyIOLIUE BOIPOCHL:

Mbi noomeepoicoaem 8aiCHOCMb peanuzayuu Oelucmsyiowux OOKYMeHmo8 u oanbHeluel paspabomku
HAYUOHANLHBIX MeD U MeHCOYHAPOOHO20 COMPYOHUYECMEd 8 00IACMU Y20J08H020 NPABOCYOUs, MAKUe,
KAK pAccMomperue Gonpoca 00 YCUNEHUU U PACUUPEHUU CYWEeCmEYIOuUX Mep, 6 YACMHOCMU, HO
NPOMUBOOEUCMBUIO KUOEPNPEeCMYNHOCMU, OMMbIGAHUIO OeHe2 U HEe3AKOHHOMY 000pOmYy K)JIbMYDHbIX
yenHocmetl, a maxdce 00 IKCMPAOUYUL, 83aUMHOU NPABOBOU NOMOWU, KOHGUCKAYUU U 80368PAUYECHUSL
00X0008, NONYUEHHBIX NPECMYNHIM NYMEM.
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at http://www.uncjin.org/Documents/EighthCongress.html.

A/RES/55/63. The full text of the Resolution is available at: http://www.unodc.org/pdf/crime/a_res_55/res5563e.pdf.

A/RES/56/121. The full text of the Resolution is available at: http://daccessdds.un.org/doc/UNDOC/GEN/N01/482/04/PDF/N0148204.pdf.
Regarding the Creation of the Working Group, see the UN press release, 21st of September 2004, available at:
http://www.un.org/apps/news/story.asp?NewsID=11991&Cr=internet&Cr1=.

“Declaration Synergies and Responses: Strategic Alliances in Crime Prevention and Criminal Justice”, available at:
http://www.unodc.org/pdf/crime/congress11/BangkokDeclaration. pdf.
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Mbi ommeuaem, 4mo HblHEWHUN NEPUOO 2106ANU3AYUU UHDOPMAYUOHHBIX MEXHOA02UU U Oblcmpoe
pazeumue HOBbLX MeNeKOMMYHUKAYUOHHBIX U CemesblX KOMNbIOMEPHLIX CUCMEM CONPOBONCOAEHCS]
310ynompebieHuemM IMUMU MEXHON0UIMU 68 NPpecmynnulX yeusix. Ilosmomy mvl npusemcmayem ycunus
no  pacwupeHuto U OOROJIHEHUIO  CYWeECmEyloue20  COmpyoOHUYecmsea Npu  NPOEeoeHUU
npeodsapumenbHo20 pacciedo8anus u cy0edH020 npeciie008anUsl 8bICOKOMEXHOA0SUUHBIX NPeCmyNIeHUl
U npecmynjieHull ¢ UCHOIb308AHUEM KOMNbIOMEPAd, 6 MOM HUCle Nymem pa3gumusi NapmHepCcKux
omuowtenuii ¢ yacmuoim cekmopom. Mot npusnaem eaxcuvii éxnad Opeanuszayuu O6beOUHEeHHbIX
Hayuii, pecuonanvuvix u opyeux ghopymos 8 6opbdy ¢ xubepnpecmyntnocmoio u npeorazaem Komuccuu
1O NPeOYnpedCcOeHUI0 NPEeCMYNHOCIU U Y2OJI08HOMY NPABOCYOUIO, NPUHUMASL 80 GHUMAHUE dMOM ONbIM,
PACCMOmMPemb 803MONCHOCHb NPeOOCMABIeHUs OONOJHUMELbHOU NOMOWU 8 IMOU 00aacmu no0 22UO0U
OOH 6 napmuepcmae ¢ Opy2uMu Opeanu3ayusMi, 3AHUMAIOWUMUCS AHATOSUYHBIMU 60NPOCAMU.

Kpowme Toro, psan pemenuii, pesomonuii u pekomennanuit OOH xacaercst BOIPOCOB, CBA3aHHBIX C
KHOEpIPECTYIMHOCTRI0. BayKHEWITUMHY U3 HUX SBIISFOTCSL:

e Vmpasneane OOH mo napkorukam u npectynHoctu (UNODC) Komuccuu no npenynpexaeH|io IpecTyTHOCTH
1 YTOIIOBHOMY NPABOCY/IHIO’ 2 IIPUHSIIO PE3ONIOLHUI0 06 Y(QPeKTHBHOM MPOQUIAKTUKE NPECTYIIIEHUIH 1
YrOJIOBHOMY IIPaBOCY/IMIO 110 60ph0E C ceKCyalbHOl dKcIuTyaTanueii gereii’ 9.

e B 2004 romy DxoHoMudeckuil W coumanbHblii coBer OOH7 mpuHsiI pe30MoNMI0 0 MEXKIyHApOJHOM
COTPYOHHYECTBE B JeJie MNPEAOTBPAIICHUs, PACCIENOBaHUs, CyAeOHOro TMpecieloBaHUs M HaKa3aHUS B
MPECTYIUICHNAX, CBA3aHHBIX C MOIIEHHUYECTBOM, IIPECTYIIHBIM HEIPAaBOMEPHBIM HCIIONB30BAHUEM H
danscuduranmeid muuHbix  gaHEBX/?8. B 2007 rogy CoBET NPHHAI PE3OMIOLMIO O MEXKIyHAPOIHOM
COTPYIHHYECTBE B JENC TPESAOTBPALICHUS, PACCICAOBAHUSA, CYACOHOTO MPECICAOBAHUS U HaKa3aHHS
SKOHOMHYECKOTO MOLIEHHMYECTBA M MNPECTYIUICHHH, CBS3aHHBIX YCTAHOBJIEHMEM HIeHTHYHOCTH Y. O6e
PE30JIONMK HE PEMIAIOT BCEX TPOOIIEM TIPECTYILIEHHUH, CBA3aHHBIX ¢ MHTEPHETOMSY), HO XOPOLIO TPUMEHUMBI K
MOI0OHBIM MTPECTYIUICHUSIM.

B 2004 romy CoBeT mpuHsI PE3ONIONHMIO O 3aKOHHOW TOPTrOBIIE€ JIEKAPCTBAMH Yepe3 WHTEPHET, KOTopas
HETIOCPEICTBEHHO Kacauach TAKOTO SBIEHHUS, KaK KOMIIBIOTEPHBIE mpecTymieHuss!,

513 MesKIyHAPOIHBII COI03 YJeKTPOCBsI3H502

MexyHapoaHblii  coro3 2mekTpocBsisu (MCD) B KauecTBE CHEHHATU3UPOBAHHOIO YUPEKICHHS B CHCTEME
Opranmarmu O0beMHEHHBIX Hanuii urpaet BeAylyto posib B 00JIACTH CTAaHAAPTH3ALMU U PA3BUTHS dJIEKTPOCBSI3H,
a Takke B Bompocax kubepbOesomacHocT. Cpenu mpoueit nestenbHocTH MCD sBISETCS BEAYIICH OpraHH3aluei
BcemupHO#i BcTpeun Ha BEICHIEM YPOBHE IO BompocaMm uH(popmarmonHoro obmectsa (BBYUO), koropas
npoxonuna B aBa stana: B JKenese, [lseiinapust (2003 r.) u B Tynuce (2005 r.). IlpaBurenscTBa, NOTUTHKA U
SKCHEPTHI BCEr0 MHUpa OOMEHSUTNCH WICSMH W OIBITOM B OTHOIICHWH TOTO, KaK JIydille MOJOWTH K PELICHHIO
BO3HHUKAIONINX MPOOJIEM, CBA3aHHBIX C Pa3BUTHEM II00ATHLHOTO HHPOPMAIIMOHHOTO O0IIECTBa, BKIItoYas pa3paboTKy
COBMECTHMBIX CTaHIIAPTOB U 3aKOHOB. Pe3ynbTaThl BCTpEeUr Ha BHICIIEM YPOBHE, COAEPIKATCS B JKeHescKoll dexaapayuu

795

o The Commission on Crime Prevention and Criminal Justice (CCPCJ) was set up in 1991. It is a subsidiary body of the Economic and Social Council

CCPCJ Resolution 16/2 on Effective crime prevention and criminal justice responses to combat sexual exploitation of children.
Regarding the discussion process within the development of the resolution and for an overview about different existing legal
instruments see: Note by the Secretariat regarding Commission on Crime prevention and criminal justice responses to urban crime,
including gang-related activities, and effective crime prevention and criminal justice responses to combat sexual exploitation of
children, CN.15/2007/CRP.3, available at: http://www.unodc.org/pdf/crime/session16th/E_CN15_2007_CRP3_E.pdf. Regarding the
initiative to the resolution see: http://www.america.gov/st/washfile-english/2007/April/20070423135940ajesrom0.709469.html.
The United Nations Economic and Social Council (ECOSOC) is a principal organ to coordinate economic, social, and related work and serve as a
central forum for discussing international economic and social issues. For more information see: http://www.un.org/ecosoc/.

ECOSOC Resolution 2004/26 International cooperation in the prevention, investigation, prosecution and punishment of fraud, the criminal
misuse and falsification of identity and related crimes, available at: http://www.un.org/ecosoc/docs/2004/Resolution%202004-26.pdf
ECOSOC Resolution 2007/20 on international cooperation in the prevention, investigation, prosecution and punishment of economic fraud and
identity-related crime, available at: http://www.un.org/ecosoc/docs/2007/Resolution%202007-20.pdf.

800 Regarding Internet-related ID-Theft, see above: Chapter 2.7.3 and below: Chapter 6.1.15.

$01 ECOSOC Resolution 2004/42 on sale of internationally controlled licit drugs to individuals via the Intemet, available at:
http://www.un.org/ecosoc/docs/2004/Resolution%202004-42.pdf.

The International Telecommunication Union (ITU) with headquarter in Geneva was founded as International Telegraph Union in 1865. Itis a
specialised agency of the United Nations. The ITU has 191 Member States and more than 700 Sector Members and Associates. For more
information see http://www.itu.int.
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npunyunos, JKenescxom nnane Oeiicmeutl, Tynucckom obszamenvcmee u  TyHucckoil npoepamme  01s
uHgopmayuonnozo obuecmsa.

YKeneBckuii nan JeiCTBHI OTYEPKUBAET BXKHOCTH MEP 110 60pbOe ¢ KMOepnpecTynHoCThi0803:
C5  Ykpennenue 0osepus u 6e3onachocmu npu ucnonviosarnuu UKT

12 Josepue u 6e3onacrocms OMHOCAMCA K YUCTY OCHOGHBIX HARPABICHUI PA3GUMUSL
ungopmayuonnozo oouiecmea.

b) Ilpasumeirbcmea 6 compyoHuYecmee ¢ UYACMHBIM CEKMOPOM OOJICHbL NPedynpedlcoams,
BbIAGIAND U Peazuposams Ha KubepnpecmynHocms u Henaonedcaujee ucnoavsosanue UKT nymem:
Paspabomru pyKoSOOSMUX NPUHYUNOS, KOMOPble NPUHUMAIONM 60 GHUMAHUE NPOOOIINCAIOUWUECS]
YCUunusk 8 dMux 0061acmsax; paccMompeHus 3aKOHOO0AmMenIbCmed, KOmopoe Nno360/sem npogooums
aghpexmuenoe paccredoganue u YeON08HOE NpPecie008aHue 310YNOmpeOieHull; Co0elicmeus
ohpexkmuenoll  63aUMHOU  NOMOWU;,  VKPENIeHUuss  UHCMUMYYUOHAAbHOU  HOOOEPIICKU  HA
MEJICOYHAPOOHOM YPOGHEe OISl NPeOOMEPAEHUsl, OOHAPYICEHUSI U 60CCMAHOBIEHUsL NOCe MAKUX
UHYUOCHMOS8, A makdice CcoOelcmeuss 006pa3o8anuio U  NOGBIUEHUID  0CBEOOMIEHHOCHU
00UecmeeHHOC.

[Ipodaema kubeppecTymHOCTH OBLTA TaKKe paccMoTpeHa Ha Bropoit yactu BBYUO B Tynuce B 2005 roxy
Tynucckas nporpamma it kHGopManroHHoro oomectsad? nmoguepkuBaeT HEO6XOMMOCTE MEXKTyHAPOIHOTO
coTpyIHHUYECTBA B 00prOE ¢ KHOEPIPECTYIHOCTEIO U CChUTAETCS Ha JEHCTBYIOIMINE 3aKOHOAATEIFHBIC TTOIXO/IBI,
takue kak Pesomonmu ['enepanproit Accambnen OOH u Konsennmst CoBera EBporibl 0 KMOEpIpecTymHOCTH:

40 Mbl noouepxugaem 8aiNCHOCMb Y20I08HO20 NPECIO08AHUL KUOEPNPECMYNHOCMU, 8 MOM YUcje
Kubepnpecmynieruil, CO8EPULEHHbIX 6 OOHOU CMpaHe, HO UMEWUX nociedcmeus 6 opyeou. Moi
maxoice noO4epKuUsaem HeodX00UMoCmsb 3PHeKmueHbIX U OCUCMBEHHBIX UHCIPYMEHIMO8 U Mep HA
HAYUOHATIbHOM U MENHCOVHAPOOHOM YPOBHAX OISl COOCUCMBUSL MEHCOYHAPOOHOMY COMPYOHUYLECmEY,
8 YACMHOCMU, NPABOOXPAHUMENLHBIM Op2aHam 8 cepe Kubepnpecmynnocmu. Mvl npusvieaem
npasumenbemed COmpyoOHu4ams ¢ OpyeumMiu 3auHMepPecoSaHHbIMU CIOPOHAMU 6 paspabomke
HEoOX00UM020  3aKOHOOAMEeNbCmea  OAs  pAcCie008anus U Y2OA08HO20 — NPecied08aHus
Kubepnpecmynieruil, NOMHA 00 umelowelcs OcCHose, Hanpumep pesomoyuu I eHepanbHol
Accambneu OOH 55/63 u 56/121 "Bopvba ¢ npecmynuviM UCNOIb308aHUEM UHDOPMAYUOHHBIX
mexHonocul" u pesuoHarvHvie uHuyuamusvl, 6 mom uucne, Komsenyuro Coeema Esponvi o
KUbepnpecmynHocmu, Ho He moJbKo.

ITo nroram BBYHNO MCD3 6su10 nopy4eHo B35Tb Ha ceds pykoBoacTBO 1o Hanpasnenuro aestensHoctr C5 1o
YKPEIJICHHIO J0BEepHs 1 0€30MaCHOCTH B 00JIACTH MUCTIOIb30BaHuUs HHOOPMAIIMOHHBIX 1 KOMMYHHKAIIMOHHBIX
texunosoruii®05. Ha BTopom cobpanuu no cozeiictpuio peanusanuu Hanpasnenus aearensHoctu C5 BBYHO,
cocrosiBiemcst B 2007 roxy, ['enepanbaslii cexperaps MCO 1mo14epkHYI BaKHOCTh MEKTyHApOIHOTO
coTpynHHYeCTBa B O0pHOE ¢ KHOEPIPECTYITHOCTEIO U OOBSIBILT O Havase [ 106anbHol npocpammbl
kubepbesonacnocmu MCI800, I'nobanpHas nporpaMma KubepOe30MacHOCTH UMEET ceMb OCHOBHBIX 1eneitd07 u
CTPOHUTCS Ha IATH CTPATErMIeCKuX MpuHIMNaxs98, prmrouarommx pa3paboTKy CTpaTerHy pa3BUTHS MOJIEIH
3aKOHOJaTeNbCTBa B chepe kndeprpecTynHocTH. CeMb OCHOBHBIX II€JIeH TaKOBBI:

1 @opmuposanue cmpamezuil paspaboOmKu MUN0B020 3AKOHOOAMeNbCmeda no bOopvoe ¢
KUOepnpecmynHocmuio, KOMOpOe MOICHO NPUMEHAMb 6 2100aibHOM Mmacuimabe U Komopoe
COBMECTUMO C OCliCIMBYIOWUMU HAYUOHATILHLIMU U PECUOHATbHBIMU 3AKOHOOAMENbHbIMU AKMAMU.

2 @opmuposarue 2100anbHbIX cmpameuti 0t CO30AHUST HAOIEHCAUUX HAYUOHATILHBIX U PECUOHANbHBIX
OpP2aHU3AYUOHHBIX CIPYKIYP U NOIUMUKU 6 001acmu O0pbObl ¢ KUOEPRPECHyRHOCIbIO.
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WSIS Geneva Plan of Action, 2003, available at: http:/www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=1160I0.

WSIS Tunis Agenda for the Information Society, 2005, available at: http:/www.ituw.int/wsis/documents/doc_multi.asp?lang=en&id=226710.

For more information on C5 Action Line see http:/www.itu.int/wsis/c5/ and also the Meeting Report of the Second Facilitation Meeting for WSIS
Action Line CS5, 2007, page 1, available at: http:/www.itu.int/osg/csd/cybersecurity/pgc/2007/events/docs/meetingreport.pdf and the Meetign Report
of the Third Facilitation Meeting for WSIS Action Line CS5, 2008, available at:

http://www.itu.int/osg/csd/cybersecurity/ WSIS/3rd_meeting_docs/WSIS_Action_Line_C5_Meeting_Report_June_2008.pdf.

For more information, see http://www.itu.int/osg/csd/cybersecurity/gca/pillars-goals/index.html.
http://www.itu.int/osg/csd/cybersecurity/gca/pillars-goals/index.html.

The five pillars are: Legal Measures, Technical and Procedural Measures, Organizational Structures, Capacity Building, International Cooperation.
For more information, see: http://www.itu.int/osg/csd/cybersecurity/gca/pillars-goals/index.html.
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3 Paspabomka cmpamezuu Onsl YCMAHOGNCHUS NPUEMICMBIX HA 2100ATLHOM YPOBHE MUHUMATLHBIX
Kpumepueg 6e30nacHocmu U cxem CaHKYUOHUPOBAHUs OJisl aNNapamuvlx cpeocme U NpocpamMmHbLX
NPUNOJHCEHUU U CUCTIEM.

4 Paspabomka cmpamezuti 0151 CO30aHUsL 2I00ANLHOU CIMPYKMYPbl 01 HAOTIOOEHUsl, ONOBeujeHUs U
peazuposanus Ha UHYUOEHMbL O/ 0DeCheyeHUsT MEHCOVHAPOOHOU KOOPOUHAYUYU OeSIMeTTbHOCIU 8 PAMKAX
HOBBIX U CYUECMEYIOUUX UHUYUAMUG.

5 Paspabomka enobanvHbix cmpameeuii 01 CO30aHUS U YMBEPICOeHUuss o0well U YHUBEPCATbHOU
cucmembvl Yupposoul UOeHMUGUKAYUY, d MAKKHCe HEOOXOOUMBIX OP2AHUAYUOHHBIX CIPYKIYD 6 Yesx
obecneuens NPUSHAHUA YUPPOBLIX YOOCHOBEPEHULl MUHOCTU De3 yuema 2e0epaduieckux epanuy.

6 Paspabomxa anobamHoll  cmpamezuu 8  YeIX  COOEUCMBUSL  CO30AHUI0  YeN08eYecKo20 U
UHCIUMYYUOHAIbHO20 NOMEHYUANA OISl Y8SIUHEHU 3HAHULL U HOY-XAy 6 CeKmopax U 60 6cex
BLIUEYNOMSHYIMBIX 0ONACHIIX.

7 Tloocomoska npeonodcenuti no OCHO8e 2I0OATHOU CMpame2uli, OCHOBAHHOU HA YHACHUU MHOSUX
3AUHMEPECOBAHHBIX CHIOPOH, 8 YENAX HANANCUBAHUS MENCOYHAPOOHO20 COmMpPYOHUYeCmea, ouanoea u
KOOpOUHAayuy 0esimenbHOCIU 80 6CeX GbIULEYNOMAHYMbIX 0ONACHIAX.

Jlnst moroToBKy miana, otHocsierocs K I'TIK, 6buta coznana rpymnmna sxerneprosso.
514 Coser Epponni®!0

B 1976 rony Coset EBponbl (CoE) momuepkHya MeXKAyHApOAHBINA XapaKkTep KOMIbIOTEPHBIX MPECTYIUIEHUH U
00CYIHI ATY TeMy Ha KOH(EPEHIINH TI0 aclieKTaM 3KOHOMHYECKHX mpecTyIuieHnd. C TeX Imop 3Ta TeMa OCTaeTCs B
ero nosectke a8, B 1985 r. Coet EBponbl yrBepaun koMuteT sxkcnepTosd!2 s 06cyxaeHus npaBoBbIX
aCIeKTOB KOMIIBIOTEPHBIX npecTyriennii®!3, B 1989 r. Esponeiickuii KOMUTET 110 mpobaeMaM MPeCTYITHOCTH
o106pu "JIoKsIa/1 SKCIIEPTOB 110 KOMITBIOTEPHBIM HpecTyrieHusam 814, mpoanann3upoBas OCHOBHBIE MOI0KEHHS
YTOJIOBHOTO TIPaBa, HEOOXOIUMBIE JiJIsi 00pHOBI C HOBBIMU ()OPMAMH DJICKTPOHHBIX MPECTYIICHHUH, B TOM YHCIIC
KOMIBIOTEPHBIM MOIIEHHMYECTBOM M NoAAenKkol. B 1989 r. KoMuTeT MUHMCTPOB IPUHSI peKoMeR1auiod 1, B
KOTOPOI 0c000 MOAYEPKHYIT MEKIYHAPOIHBIA XapaKTep KOMITBIOTEPHOH MPECTYITHOCTH:

Komumem munucmpos ¢ coomeemcmauu ¢ noaodicenuamu Cmamou 15.b Yemasa Cosema Esponvt
cuumaem, umo yenvio Cosema Egponvi s6naemca docmudicenue 601buiec0 eOUHCmea meincoy e2o
uneHami.

Tpusnasas sadicHocmv  adek6amHo20 U ObICPO2O Peasuposanusi HA HOBble 3a0auU, CEsI3aHHblE C
KOMNbIOMEPHOU  NPECHyNHOCHIbIO,  VYUMbIGAs, HMO KOMHbIOMEPHble NPECMYWIeHUs Yacmo UMeIom
MPAHCSPAHUYHBII XAPaKmep, CO3HABAA, YMO & pe3yJbmame HeoOX00uMa OAIbHeliuds 2apMOHU3AYUSL
3aKOHOOAMENbCMEA U NPAKMUKY, @ MAKdNice Osl COBEPUEHCINBOBAHUSL  MENCOVHAPOOHO-NPABOBOL
compyoHuyecmsa, pexomernoyem npasumenvcmeam I ocyoapcme-Uneros:

1 Ilpunsme 60 eHuMaHUe NPU PACCMOMPEHUU CEOUX 3AKOHOOAMENbCME UIU NPU paspadomke
HOBbIX  3AKOHOOAMENbCME  OO0KNA0 O  KOMHbIOMEPHOU  NpecmynHoCmu,  paspabomauHblil
Esponetickum xomumemom no npobremam npecmynHoCmu 8 4acmu pyKoGOOSWUX NPUHYUNOG OJisL
HAYUOHAIbHBIX 3AKOHOOAMENbCME.

2 JNoxnao Ienepanvroco cexpemaps Cosema Eeponvi 6 1993 2. 0 nmobvix usmenHenusx 6
3aKOHOOamenbemeae, CyOeOHOU NPaKmuKe U Onblme MedcOYHapoOH020 NPABO8O20 COMPYOHUYECNEA
8 001aCMU KOMNBLIOMEPHBIX NPECHYNIEHUL.

809

<10 See: http://www.itu.int/osg/csd/cybersecurity/gcahleg/index.html.

The Council of Europe, based in Strasbourg and founded in 1949, is an international organisation representing 47 member states in the European
region. The Council of Europe is not to be confused with the Council of the European Union and the European Council (informally called the
European Summit), as the Council of Europe is not part of the European Union, but a separate organisation.

Twelfth Conference of Directors of Criminological Research Institutes: Criminological Aspects of Economic Crime in Strasbourg,
1976.

The Expert Committee consisted of 15 experts, as well as observers from Canada, Japan, United States, the EEC, OECD and UN. Source: Nilsson in
Sieber, “Information Technology Crime”, Page 577.

813 United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6, page
233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

Nilsson in Sieber, “Information Technology Crime”, Page 576.

815 Recommendation No. R (89) 9, adopted by the Committee of Ministers on 13 September 1989 at the 428th Meeting of the Ministers Deputies.
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B 1995 rony KoMuTeT MUHUCTPOB MPHUHSI IPYTYIO PEKOMEHIAITUIO TI0 U3YYSHHIO ITPOOJIEM, BOSHUKAIOUTNX B CBSI3H C
TpPaHCHALMOHAILHBIMU KOMIBIOTEPHBIMU NpecTymieHusamu’ !0, PykoBoacTBo 1o pa3paboTKe COOTBETCTBYIOIIETO

3aKOHOAATECJIbCTBA NPUBCACHO B IIPUIIOKCHHHU K 3TOM peKOMeHI[aIII/II/I817.

B 1996 rony EBponetickuii komuteT 110 npodsiemam npectynnoctu (CDPC) npunsi pewenue o co3nanuu Komurera
110 6ophbe ¢ KuGepnpecTyMHOCThIO3 8, Mest BBIXO/1a 3a Mpe/eNbl IPMHIUIIOB IPYroi PEKOMEHIALMK U POEKTA
KonBennuu Obi1a mpecTaBieHa Bo BpeMs co3nanus Komurera 3KCHCpTOB819. B nepuoa ¢ 1997 r. mo 2000 r.
KomuTtet npoBes gecathb TIEHAPHBIX 3aCeJaHi U TISITHAIATE COBEIIAHUN OTKPBITOM paboueii rpymbl. Accamobies
HPHUHSIA IPOEKT KOHBEHIMK Ha BTOPOH 4acTh CBOEH meHapHoii ceccun B arpeie 2001 rogad20. OxonuarensHplii
MPOEKT KOHBEHIIMMU ObLT pesicTaBiicH Ha yTBepxaeHne CDPC, a 3areM TeKCT poeKTa KOHBEHITMH ObLT MPECTaBIIeH
Ha paccmoTrpenne Komutera MUHHCTPOB [Tl YTBEP)KICHUS W OTKPHIT A1 moxnucanms. KonBeHnus OblIa OTKPBITA
JUIA IOJNUCAaHUs Ha LiepeMoHuy noanucanus B bynanemre 23 Hos6ps 2001 roaa, B xoae xoropoit 30 ctpan
noanucanu KonBeHiuio, BKiItouas 4etoipe crpansl, He Bxoasmue B Coset EBpomnsr: Kanaga, CIIA, Sinonus u FOAP,
KOTOpbIE IPMHUMAJIM yuacTue B reperopopax. B anpene 2009 rozxa 46 crpan®?! nognucanu u 25 crpan’d??
parupunupopanu®23 Konsenuuio o kubepnpectynnoctu. Takue ctpansl, kKak Aprentunad?4, [Takucrans2d,
®uwmnnuaeB20, Erunerd?’, Borceanad2® u Hurepuss2?, yike paspaboTany 4acTH CBOMX 3aKOHO/IATEIbCTB B
cootBeTcTBUEe ¢ KoHBeHIMe. X0Ts 3TH CTpaHbl elle He noanucanu KoHBeHINI0, OHH OKa3bIBAOT COIEHCTBHE
rapMOHM3ALNH U CTaHIAPTU3AINH TIpoliecca, peanoaaraeMoro aBTopamu Konsenim. B nactosimee Bpems
KonBeHIus Mpr3HaHa BAXKHEHIITMM MEXTyHAPOIHBIM HHCTPYMEHTOM B 00ph0e ¢ KHOEPIPECTYTHOCTEIO U

HOJ/IepKaHa Pa3IMYHBIMU MEXKyHAPOIHBIMU Opranu3auamu’s0,

816 Recommendation No. R (95) 13, adopted by the Committee of Ministers on 11 September 1995 at the 543rd Meeting of the Ministers Deputies.

817 The Guidelines deal with investigative instruments (e.g. Search and Seizure) as well as electronic evidence and international

cooperation.

Decision CDPC/103/211196. The CDPC explained their decision by pointing out the international dimension of computer crimes:

“By connecting to communication and information services, users create a kind of common space, called "cyber-space"”, which is

used for legitimate purposes, but may also be the subject of misuse. These "cyber-space offences” are either committed against the

integrity, availability and confidentiality of computer systems and telecommunication networks or they consist of the use of such
networks of their services to commit traditional offences. The transborder character of such offences, e.g. when committed through
the Internet, is in conflict with the territoriality of national law enforcement authorities.”

Explanatory Report of the Convention on Cybercrime (185), No. 10.

The full text of the Convention 185 (Convention on Cybercrime), the First Additional Protocol and the list of signatures and

ratifications are available at: http://www.coe.int.

Albania, Armenia, Austria, Azerbaijan, Belgium, Bosnia and Herzegovina, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark,

Estonia, Finland, France, Georgia, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,

Moldova, Montenegro Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,

The Former Yugoslav Republic of Macedonia, Ukraine, United Kingdom, Canada, Japan, South Africa, United States.

Albania, Armenia, Bosnia and Herzegovina, Bulgaria, Croatia, Cyprus, Denmark, Estonia, Finland, France, Germany, Hungary,

Iceland, Italy, Latvia, Lithuania, Netherlands, Norway, Romania, Serbia, Slovakia, Slovenia, The Former Yugoslav Republic of

Macedonia, Ukraine, United States.

The need for a ratification is laid down in Article 36 of the Convention:

Article 36 — Signature and entry into force

1) This Convention shall be open for signature by the member States of the Council of Europe and by non-member States
which have participated in its elaboration.

2)This Convention is subject to ratification, acceptance or approval. Instruments of ratification, acceptance or approval shall
be deposited with the Secretary General of the Council of Europe.

Draft Code of Criminal Procedure, written by the Advisory Committee on the Reform of Criminal Procedural Legislation, set up by

Decree No. 115 of the National Executive Power of 13 February 2007 (Boletin Oficial of 16 February 2007).

825 Draft Electronic Crime Act 2006

826 Draft Act Defining Cybercrime, providing for Prevention, Suppression and Imposition of Penalties therefore and for other Purposes,

House Bill No. 3777.

Draft Law of Regulating the protection of Electronic Data and Information And Combating Crimes of Information, 2006.

828 Draft Cybercrime and Computer related Crimes Bill 2007, Bill No. 17 of 2007.

829 Draft Computer Security and Critical Information Infrastructure Protection Bill 2005.

830 Interpol highlighted the importance of the Convention on Cybercrime in the Resolution of the 6™ International Conference on Cyber
Crime, Cairo: “That the Convention on Cyber Crime of the Council of Europe shall be recommended as providing a minimal
international legal and procedural standard for fighting cyber crime. Countries shall be encouraged to consider joining it. The
Convention shall be distributed to all Interpol member countries in the four official languages.*, available at:
http://www.interpol.com/Public/TechnologyCrime/Conferences/6thIntConf/Resolution.asp; The 2005 WSIS Tunis Agenda points
out: ,,We call upon governments in cooperation with other stakeholders to develop necessary legislation for the investigation and
prosecution of cybercrime, noting existing frameworks, for example, UNGA Resolutions 55/63 and 56/121 on “Combating the
criminal misuse of information technologies” and regional initiatives including, but not limited to, the Council of Europe's
Convention on Cybercrime”, available at:
http://ec.europa.eu/information_society/activities/internationalrel/docs/wsis/tunis_agenda.pdf; APEC called for economies to study
the Convention on Cybercrime, see: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008,
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3a KonBeH1ueil nocien0Ba nepsblii JOMOIHUTENbHbIH poTokon k Konsenruu o kudepnpectynnoctud3!. B xoze
00CYXJICHHS TeKCTa KOHBEHIINH BBIACHIIIOCH, YTO OCOOEHHOCTH YTOJIOBHOTO IPECIIEIOBAHUS 38 PACU3M U
pacnpocTpaHeHne KCeHO(QOOHBIX MaTEPHATIOB SBISETCS CIIOPHBIM BOIPOCOMS32, HeKoTOpBIE CTpaHbl, KOTOphIE
MMEIOT CHIIBHBIE O3UIIUH M0 3aIUTE NPaBa CBOOOIbI CAMOBLIPAXKEHHUASS3, BRIPA3HIIM 03a009€HHOCTb, YTO ECIIH B
KonBeHII0 OyayT BKIFOUEHBI ITOJIOXKEHNUS, HAPYIIAIOIIIe CBOOOIY CAMOBBIPAXKCHUS, TO OHU HE CMOTYT ITOJIITUCATh
Konsenuiod334, TIosToMy 3TH BOIPOCH! ObLIM BKIIFOUYEHBI B OT/ENbHBIN IpoTokoJ1. B okTa6pe 2008 r. 20 cTpan’d3d

noamucany u 13 ctpand3® paruduuuposanu JononHUTENbHBIA TPOTOKOL.

B cBoeM cTpeMiieHHH K COBEPILIEHCTBOBAHUIO 3aIKUTHI HECOBEPLIEHHOIETHUX OT CEKCyalbHOH aKcIutyaTaunu CoBer
EBpomnst B 2007 r. mpeacTaBuil HOBYIO Konsenmod37. B MIepBbIH JIeHb, Korna KoHBeHIus o 3ammTe neTeit Obiia
OTKpBITa IS MTOANMCAHNS, €€ Toanucanu 23 rocyz[apCTBa838. OnHoM u3 raBHBIX Heaeil KouBeHIny sBiseTcs
rapMOHHM3AIINS TIOJIOKEHUH YTOJIOBHOTO 3aKOHO/IATEIIbCTBA, HAIIPABIICHHBIX HA 3aIIUTY JETEH OT CeKCyallbHOM
skcmryatanun®3®. s nocTikeHus >Toi e KOHBEHIUs coepKUT MOI0KEHHUs yrOJOBHOTO 3aKOHOIATENLCTBA.
[ToMHMO YroyIOBHOI OTBETCTBEHHOCTH 3a CEKCyalbHOE HaapyraTeabcTBO Haa aeTbMU (Ctaths 18) KonBenmus
COJICPKUT IOJIOKEHUS, Kacatoluecs oOMeHa fieTckoid nopHorpadueii (Ctarbs 20) v MOJOKEHHSI O CEKCYaITbHBIX
JloMoraTesibeTBax K AetsM (Crarbs 23).

5.2 Pezuonanvusie nooxoont

Hapsiny ¢ MexxayHapoaHBIMU OpraHH3aIsIMU, KOTOPBIE BEIyT aKTUBHYIO PabOTy IO BCEMY MHPY, HEKOTOpBIE
MEXIyHapOJHbIE OPraHU3alMK B KOHKPETHBIX PETMOHAX MPOSBIISIOT CBOIO AKTUBHOCTH B BOIIPOCAX, KACAIOIIUXCS
KHOEPIIPECTYTHOCTH.

page 18, available at: http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html; OAS called for an evaluation
of the Convention while designing Cybercrime legislation, see: ITU Global Cybersecurity Agenda / High-Level Experts Group,
Global Strategic Report, 2008, page 19, available at: http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html
Additional Protocol to the Convention on Cybercrime, concerning the criminalisation of acts of a racist and xenophobic nature committed through
computer systems, ETS No. 189, available at: http://conventions.coe.int.

Explanatory Report to the First Additional Protocol to the Council of Europe Convention on Cybercrime No. 4: “The committee drafting the
Convention discussed the possibility of including other content-related offences, such as the distribution of racist propaganda through computer
systems. However, the committee was not in a position to reach consensus on the criminalisation of such conduct. While there was significant
support in favour of including this as a criminal offence, some delegations expressed strong concern about including such a provision on freedom of
expression grounds. Noting the complexity of the issue, it was decided that the committee would refer to the European Committee on Crime
Problems (CDPC) the issue of drawing up an additional Protocol to the Convention.”

Regarding the principle of freedom of speech see: Tedford/HerbeckHaiman, Freedom of Speech in the United States, 2005; Barendt, Freedom of
Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology and the First Amendment, 1991; Regarding the
importance of the principle with regard to electronic surveillance see: Woo/So, The case for Magic Lantern: September 11 Highlights the need for
increasing surveillance, Harvard Journal of Law & Technology, Vol 15, No. 2, 2002, page 530 et seqq; Vhesterman, Freedom of Speech in
Australian Law; A Delicate Plant, 2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola
University Chicago Law Journal, Vol. 33, 2001, page 57 et. seq. , available at: http://www.law.ucla.edu/volokh/harass/religion.pdf; Cohen, Freedom
of Speech and Press: Exceptions to the First Amendment, CRS Report for Congress 95-815, 2007, available at: http://www.fas.org/sgp/crs/misc/95-
815.pdf.

834 United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6, page
234, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

Albania, Armenia, Austria, Belgium, Bosnia and Herzegovina, Croatia, Cyprus, Denmark, Estonia, Finland, France, Germany, Greece, Iceland,
Latvia, Lithuania, Luxembourg, Malta, Moldova, Montenegro Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovenia, Sweden,
Switzerland, The Former Yugoslav Republic of Macedonia, Ukraine.

Albania, Armenia, Bosnia and Herzegovina, Croatia, Cyprus, Denmark, France, Latvia, Lithuania, Norway, Slovenia, The Former Yugoslav
Republic of Macedonia, Ukraine

Council of Europe — Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse (CETS No. 201).
Austria, Belgium, Bulgaria, Croatia, Cyprus, Finland, France, Germany, Greece, Irland, Lithuania, Moldova, Netherlands, Norway, Poland, Portugal,
Romania, San Marino, Serbia, Slovenia, Sweden, The former Yugoslav Republic of Macedonia, Turkey. Denmark, Iceland, Italy, Ukraine and the
United Kingdom followed (July 2008).

839" For more details see Gercke, The Development of Cybercrime Law, Zeitschrift fuer Urheber- und Medienrecht 2008, 550ft.

831

832

833

835

836

837
838

[Tonnmanue kubepnpecTymHOCTH: PYKOBOACTBO /It pa3BHBAIOIIUXCS CTPaH 97



~ . 4
5.2.1 EBponeiickuii coro3™’

EBporneiickuii coro3 uMeeT orpaHu4eHHbIEe TIOJTHOMOYHS B OTHOLIEHUH 3aKOHO/IaTENIbCTBA B 00JIACTH YTOJIOBHOTO
npasad4!. On o61amaer cnocoGHOCTLIO TAPMOHM3HPOBATH HALIMOHAILHOE YTOJIOBHOE 3aKOHOIATEILCTBO TONLKO B
CIIEIMATbHBIX 00J1aCTAX, TAKUX Kak 3amuTa puHaHCOBBIX HHTEpecoB EBpomnetickoro Coro3a u
KuOeprnpecTynHocTh 42,

B 1999 rony EBpomnelickuil cox03 IpUCTYNUI K OCYLIECTBICHUIO HHUIMATUBEI "DiekTpoHHas EBpona”, myrem
npuHATHS EBporelickoil koMuccuei cBs3u poekTa "DiekTpoHHas EBpora — nHpopMamoHHOe 00MmEecTBO st
Bcex"$43. B 2000 roxy Coser EBpornbl npunsn Bceodbemmomuii "Tlnan neiictuii Dnektponnas EBpona" u npussan
K ero peanuzanuu 10 koHmna 2002 roxa.

B 2001 roxy EBpomneiickast koMuccust oIryOIMKoBaia coobuienre Ha remy "Co3naHue 6e301macHoOro
WH(GOPMAITMOHHOT'O O0IIIEeCTBAa, MOBBIIIICHHE 0€30MacCHOCTH HHPOPMAIIMOHHBIX HHPPACTPYKTYp U OopbOa ¢
KOMIBIOTEPHOH NpecTynHocThI0"844. B 5ToM coobmennn KoMuccus npoaHanu3upoBaia U U3ydusia npobaemy
KHOEPIIPECTYITHOCTH U YKa3ajla Ha He00X0IMMOCTh NPUHATHS 3 (HEKTUBHBIX Mep JUIst 00PBOBI ¢ yrpo30ii
obecrieyeHus [IeJIOCTHOCTH, JOCTYITHOCTH U Ha/Ie)KHOCTH HH(POPMAIIMOHHBIX CHCTEM U CETeH.

Hnpopmayuonnvie u KOMMYHUKAYUOHHbIE UHGPACMPYKMYPbL CMAU BANCHOU YACMbIO Haulell
akonomuxu. K cooicanenuro, smu ungpacmpyxmypol uz-3a coOCMEeHHOU YA36UMOCIU OMKPbLEAIOM
HOBble BO3MONCHOCMU O NPEeCMYNHOU OesmenbHOCmuY. Dmu npecmynHvle Oelcmeus Mocym
NPUHUMAMb CaMble PA3HO0Opa3Hble YOPMbL U MO2YM NEPeceKkamb MHONCECMB0 ZpaHuy. Xoms no
PAOY NPUHUH HEM HAOENHCHBIX CIAMUCTIUYECKUX OAHHbLX, CYWECEYem MAi0 COMHEHUI 8 MOM, 4mo
MU NPeCmynieHUus npeocmaegiam cooou yepo3y 0isi NPOMbIUIEHHBIX UHBECMUYUL U AKMUB08, d
maroce Oezonachocmu u 00gepusi 6 unpopmayuonnom obwecmee. Hexomopuvie nocneduue
npumepbl OMKA3a 8 OKA3AHUU YCILY2 U 8UPYCHbLE AMAKU HAHECAU CePbe3Hblll (QPUHAHCOBbIU Yiyepo.

Cywecmeyem 603MOJCHOCNL 0714 Oelicmeuti @ NiaHe Npedomepayets npecmynHo
dessmenbHOCmU nymem NoGvlulenus 0e30NacHOCY UHQOPMAYUOHHOU UHDPACMPYKIMYPLL U
obecneuenus moeo, u4mMoObl NPABOOXPAHUMNENbHbIE OpP2aAHbl UMEIU COOMBEMCMEYIouue
cpedcmea Oisk OMEEmHbIX OCUCMEULl, NPU NOIHOM YEANHCEHUU OCHOBHBIX NPAs uenogexat®.

Komuccus, npunse yuacmue 6 ouckyccusx u Cosema Esponvi, u Ipynnet 6ocemu, npushnaem
CHOJICHOCMU U MPYOHOCMU, CGA3AHHbIE C BONPOCAMU  npoyeccyanvhozo npasa. OOHaKo
aghpexmuenoe compyonuuecmeo enympu EC no 6opvbe c KkubepnpecmynHocmvlo AGISEncs
BAICHBIM INEMEHMOM boaee OE30NACHO20 UHPOPMAYUOHHO2O 0OUecmBa U CO30aHUsL 30HbL C80O0Db,
6ezonacnocmu u npagocyousS*o.

Komuccua 6yoem evlogueamov 3axoHoOamenvHbie npeodioxcenus 6 coomeemcmeauu ¢ pazoenom VI
TEU:

[...] K OanvHetiwemy npubIudCEHUIO —CYyujecmsylouje2o y20l08H020 npasa K obaacmu
8bICOKOMEXHONo2UYHOU npecmynnocmuy. K Hum omHOcAmcs npecmynienus, C6A3aHHble C
Xakepckumu amaxamu u omxasamu 6 docmyne. Komuccua 6yoem maxoice uzyuamo 803mModicHOCU
0n1s1 Oelicmeutl, HANPABNIeHHbIX NPOMUE pacuma U KCeHo@pobuu 6 unmepueme, ¢ mem ymooOwvl
npeonod’cUms 8 coomeemcmeuu c pasoenom VI TEU, 0X8amMblBAIOWUM

840

a1 The European Union is a supranational and intergovernmental union of today 27 member states from the European continent.

Satzger, International and European Criminal Law, Page 84; Kapteyn/VerLooren van Themaat, Introduction to the Law of the European
Communities, Page 1395.

Regarding the Cybercrime legislation in respect of Computer and Network Misuse in EU Countries see: Baleri/Somers/Robinson/Graux/Dumontier,
Handbook of Legal Procedures of Computer Network Misuse in EU Countries, 2006.

Communication of 8 December 1999 on a Commission initiative for the special European Council of Lisbon, 23 and 24 March 2000 - eEurope - An
information society for all - COM 1999, 687.

Communication From The Commission To The Council, The European Parliament, The Economic And Social Committee And The
Committee Of The Regions - Creating a Safer Information Society by Improving the Security of Information Infrastructures and
Combating Computer-related Crime26.1.2001, COM(2000) 890.

Communication From The Commission To The Council, The European Parliament, The Economic And Social Committee And The Committee Of
The Regions Creating a Safer Information Society by Improving the Security of Information Infrastructures and Combating Computer-related Crime,
COM(2000) 890, Page 23.

Communication From The Commission To The Council, The European Parliament, The Economic And Social Committee And The
Committee Of The Regions Creating a Safer Information Society by Improving the Security of Information Infrastructures and
Combating Computer-related Crime, COM(2000) 890, Page 23.
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0(ratlino8YI0 U OHNAUHOBYIO PACUCMCKYIO U KCeHopoOcKyo desmenvHocmy. Haxoney, npobaema
HEe3aKOHH020 060POMA HAPKOMUKOE 6 uHmepHeme maxaice oyoem paccmompenas?’.

Komuccua 6yoem u e6npedv ucpamv axmusHyrO poib 6 00echedeHuu KOOPOUHAYUU MeHCOy
Tocyoapcmeamu-Unenamu 6  Opyeux  MedicOyHapoOuwvlx — opymax  no  bopvbe ¢
Kubepnpecmynnocmoio, maxux kax Cosem Eeponwi u I pynna éocemu. Hnuyuamuevr Komuccuu na
yposne EC 0yOym 6 noauoil mepe yuumwigams Hpocpecc OpYeux MedcOYHAPOOHbIX (opymos,
cmpemsace 006umucsa conuxcenus 6 pamxax EC8¥S,

Kpowme Toro, B 2001 roay Komuccus ony6nukopana kommionuke "CeTh 1 nHpopMalonHas 6e3onacHocTsS*9", B
KOTOPOM OBLITH MPOaHATH3UPOBAHEI TPOOIEMBI O€30IIaCHOCTH CETU U pa3paboTaH CTpaTerHYeCKHUid TIaH AeHCTBHH B
9TON 00NacTH.

B 060ux 3THx KOMMIOHHKe KoMECccHU MTo1uepKrBanach HEOOXOAMMOCTh COJMKEHHUS CYIIECTBYIOIIETO YTOJIOBHOTO
mpaBa cTpaH EBpornelickoro cor3a, 0COOEHHO B CBSI3U ¢ aTaKaMH Ha HH(POPMALIMOHHBIE CUCTEMBI. [ apMOHU3aIus
OCHOBHOTO yI'OJIOBHOTO IpaBa cTpaH EBporeiickoro coro3a B 0061acT 60pbOBI ¢ KUOEPIPECTYTHOCTHIO IPU3HAHA
OJHHUM M3 KIIOYEBBIX 3JIEMEHTOB BCEX MHUIIMATUB HA YPOBHE EC850, Crnenys stoit ctpareruu, B 2002 roxy
Komuccus®S! npencrapuna npensoxenue no "PaMouHOMy pEIIEHHUIO 110 aTakaM Ha MH(OPMALMOHHbIE CHCTEMBI .
IIpennoxenue Komuccuu 66110 4aCTUYHO M3MEHEHO U B uTore npunato Cosetom®2,

Pamounoe pemenue yuutbisaeT Konsenimro Cosera EBporbl 0 kMOepnpecTymHOCTHS3, HO COCpeIoTOYEH0 Ha
rapMOHHU3ALMU OCHOBHBIX MOJOXKEHUN YTOJIOBHOTO 3aKOHOIATENIbCTBA, KOTOPBIE MPEAHAa3HAYECHBI [T 3alUThI
3IIEMEHTOB UH(PPACTPYKTYPHL.

Cmambws 2 — IIpomugo3akoHHublil 00CmMyn K UHGOPMAUUOHHBIM CUCHIEMAM

1 Kascooe I'ocyoapcmeo-Yuacmuuk npunumaem 3aKOHOOAmeNbHble U UHble Mepbl, HeoOXo0uMble
0J1s1 Mo20, Umobbl KAIUGUYUPOBAMb NPEOHAMEPEHHbI HENPABOMEPHBI OOCHYN K KOMNbIOMEPHOU
cucmeme 6 yeiom uiu 000U ee Yacmu Kak yeoli06HOe npecmynjieHue, no Kpauueu mepe, OJis
cyuaes, Komopule e 60N Csl He3HAYUMelbHbIMU.

2 Kaorcooe I'ocydapcmeo-Yuacmuuk mooicem npuHams peuieHue o mom, 4mo OesHusl, yKa3auHvie 8
nyHkme 1, UHKPUMUHUDYIOMCS TOAbKO 8 Cyuae, ecliu NpecmynieHue COBEPULEHO C HapyuleHuem
Mmep OesonacHocmu, u Kapaemcsa IQPHEKmueHbiM, NPONOPYUOHALHBIM U  OKA3bIBAOWUM
coepaicugaroujee 030eliCmaue Y2oi08HbIM HAKA3AHUEM.

Cmamova 3 - Hpomueo3a1<ormoe 6o30elicmeue Ha ¢yHKl{u0Hllp03¢lHlle cucmemol

Kaowcooe HYocyoapcmeo-Hnen npunumaem Heobxooumvle Mepbl, umobbl KeAUPUUUPosams
VMbIUTIEHHOE CO30AHUE CEPbE3HbIX NOMeX QYHKYUOHUPOBAHUIO KOMNBIOMEPHOU CUCMmeMbl nymem
6600a, nepedavu, NOBPeiCcOeHuUs], YOareHus, YXYOuleHUus Kauecmeda, usmeHeHus ui O10KUposanus
KOMHIBIOMEPHBIX OAHHBIX KAK Y207106HOe NpecmynieHue, co8epuleHHoe HenpasomepHo, no KpaiHeil
Mepe, 01 Clyuaes, Komopbvle He SIGISI0NCs He3HAYUMebHbIMU.

847 Communication From The Commission To The Council, The European Parliament, The Economic And Social Committee And The Committee Of

The Regions Creating a Safer Information Society by Improving the Security of Information Infrastructures and Combating Computer-related Crime,

COM (2000) 890, Page 31.

Communication From The Commission To The Council, The European Parliament, The Economic And Social Committee And The Committee Of

The Regions Creating a Safer Information Society by Improving the Security of Information Infrastructures and Combating Computer-related Crime,

COM (2000) 890, Page 32.

“Network and Information Security” A European Policy approach - adopted 6 June 2001.

For example the Council in 1999, available at: http://db.consilium.eu.int/de/Info/eurocouncil/index.htm.

Proposal of the Commission for a Council Framework Decision on attacks against information systems — 19. April 2002 - COM

(2002) 173. The legal basis for the Framework Decision, indicated in the preamble of the proposal for the Framework Decision is

Articles 29, 30(a), 31 and 34(2)(b) of the Treaty on European Union. See: Gercke, Framework Decision on Attacks against

Information Systems, CR 2005, 468 et seq.

852 Council Framework Decision 2005/222/JHA of 24 February 2005 on attacks against information systems.

83 See the explanation of the Framework Decision in the Proposal For A Council Framework Decision on combating serious attacks
against information systems, No. 1.6:
“Legislative action at the level of the European Union also needs to take into account developments in other international fora. In the context of
approximation of substantive criminal law on attacks against information systems, the Council of Europe (C.0.E.) is currently the most far-advanced.
The Council of Europe started preparing an international Convention on cyber-crime in February 1997, and is expected to complete this task by the
end of 2001. The draft Convention seeks to approximate a range of criminal offences including offences against the confidentiality, integrity and
availability of computer systems and data. This Framework Decision is intended to be consistent with the approach adopted in the draft Council of
Europe Convention for these offences.”

848
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Cmamusa 4 — IIpomueozakonnoe eo3zoeiicmeue Ha OanHble

Kaowcooe Tocyoapcmeo-Unen npunumaem neobxooumvle Mmepvl, 4mobvl KeAmUpuyuposamo
VMbIULIEHHOEe NOo8pedcoenue, yodneHue, YXyOuleHue Kauyecmed, usMeHeHue unu OI0KUpoBaHue
KOMNbIOMEPHBIX OAHHBIX UHQOPMAYUOHHBIX CUCEM KAK Y2O0JL08HOE NPeCmynlieHue, CO8epuleHHoe
HenpasomepHo, no KpaiHel mepe, 05l Ciyuaes, KOMopbie He sIIOMCS He3HAYUMeNbHbIMU.

B 2005 roay cyn Esponeiickoro CoobuiectBa 00baBuI He3akoHHBIMS 4 Pamounoe pemenne CoseTa Mo BOIpocam
OXPaHbl OKPYKAIOLIEH CPEJIbI MOCPEACTBOM YTOJOBHOTO 3aKOHOATENBCTBASSS, DTUM pelieHneM Cy1 yTOUHHIT
pacrpeneneHie MoOTHOMOYHIA MEXIy IEPBOM U TPEThEW OTIOpaMU B OTHOIIICHUH TMOJIOKEHUH yrooBHOTO npasa. Cyn
pewni, 94To PamouHoe pelieHue mo 3aiuTe OKpysKaroliei cpeibl OCPEeICTBOM YrOJIOBHOTO 3aKOHO/IAaTENbCTBA,
Oynyun HepenuMbIM, HapylraeT Ctateio 47 EC, MOCKoJIbKY OHO TIOCSATAeT Ha IMOJIHOMOYHSI, KOTOPhIC JlaeT
Espocosety B coobmiectse Ctaths 175 EC856. B coobimenuu o pemenuu cynads’ Komuccus Bepasuia:

"C mouxku 3peHus cywecmea npeomemd, 8 OONOJHEHUe K OXpaHme OKpyxcaiouell cpeodvl
apeymenmayusa Cyoa mooicem Obimb HPUMEHEHA KO 6CeM npasam U ce0b6odam coobujecmsaa,
KOmopble GKIOUAOmM 6 ceOsi 3aKOHOO0AmMelbHble AKMbl, C MeM Ymobbl Y20I06HOe HAKA3AHUE MO0
obecnewums ux a¢hgexmusrnocms. "

Komuccust 3adBuna, 4To B pe3yipTaTe peleHMsl CyJa HECKOIbKO M0J0XKeHUH PaMouHOro penienus, kacaroluecs
YT'OJIOBHOTO IIPaBa, CTAHOBSTCS MOJHOCTBIO MJIM YACTUYHO HE BEPHBIMU, TaK KaK BCE ATH IOJIOKEHUSI UIIM HEKOTOPbIE
13 HUX OBUIM IPUHATH Ha HEMPABIIBHOM 3aKOHOIATEIbHOM 0a3e. PaMouHoe pemenue 00 arakax Ha
UH(OPMAIIOHHBIE CHCTEMBI IIPSIMO YIIOMHUHAETCS B MOIIPAaBKE K KOMMIOHHKE.

ACIIeKTHI yToJI0OBHO-NPOLIECCYaIbHOTO IPaBa, MPeXe BCEro, COraacoBaHUue JOKYMEHTOB, HEOOXOIUMBIX IS
paccienoBaHus U cyeOHOTO MpecaeJOBaHus KHOEePIPECTYITHOCTH, He ObLIH BKIIFOUEHBI B PamouHoe perienue. Tem
He Menee, B 2005 roxy Komuccust noarorosuna npeanoxenue mno Jupextuse EBporeiickoro cor3a mo Bomnpocy
cOoXpaHeHus NaHHbIX. Beero uepes Tpu Mecsna mnocie npeacrasienus B EBponelickom napaamente CoBeT MPUHSIT
510 npemtokenned 8, KimoueBbiM 31eMeHTOM 5TOM JIMPEKTUBEI SBIAETCS 00S3aHHOCTh MOCTABIIMKA YCIyT
MHTEPHETA XPaHUTh OTpeIeNICHHbBIEC JaHHBIE O TpaduKe, KOTOPhIe HEOOXOIUMEBI TS UACHTU(UKAINHN IPECTYITHUKOB
B KHOEPIIPOCTPAHCTBE:

Cmamusn 3 — Ob6a3amenbcmeo Xpanunms OaHHbIE

1 B nopsaoke omcmynienus om nonodcenuii cmameii 5, 6 u 9 Jupexmusvr 2002/58/EC,
T'ocyoapcmea-Yuacmuuku 0010CHbI NPUHAMb Mepbl 07l 0becneueHus mozo, 4moodbl XpaHumo
Oanmvie, ykazannvle 6 Cmamve 5 Hacmoswell /Jupexmusnl, 6 maxKot cmeneHu, 4moovl 3mu OaHHble
Moenu 6vimb chopmMuposarvl unu 0OpaAbOMaHvl NOCMABUUKAMU YCIY2 DNEKMPOHHOU C8:3U 00ujeco
NOb308AHUS UAU NOCMABWUKAMU Ccemell 00We20 NOAb308aHUA, 8 PAMKAX UX FOPUCOUKYUU 8
npoyecce npedoCmasieHusi YKa3aHHvlx yCiye Cesa3uU.

2 Obs3amenbcmeo Xpanums OanHwie, npedycmompentoe nynkmom 1, exmiouaem 6 cebs coxpanenue
Odannvlx, ykazannvix 6 Cmamove 5, OMHOCAWUXCA K HEYOAUHOU NONbIMKE 8bl3064, K020d dMu OaHHbIe
chopmuposansl, 06pabomansl U CoxpareHvl (8 ciyuae meneQOHHbIX OAHMBIX) UIU 3ANUCAHBL (8
cryuae OAHHbIX UHMEPHemd) NOCMABWUKAMU YCLye 2NeKMPOHHOU C8:3U 001e20 NONb306aHUS UTU

$3* Framework Decision 2003/80/JHI, OJ L. 29, 5.2.2003.

855 Decision of the Court of Justice of the European Communities, 13.09.2005, Case C-176/03.

856 <t follows from the foregoing that, on account of both their aim and their content, Articles 1 to 7 of the framework decision have as
their main purpose the protection of the environment and they could have been properly adopted on the basis of Article 175 EC. That
finding is not called into question by the fact that Articles 135 EC and 280(4) EC reserve to the Member States, in the spheres of
customs cooperation and the protection of the Community’s financial interests respectively, the application of national criminal law
and the administration of justice. It is not possible to infer from those provisions that, for the purposes of the implementation of
environmental policy, any harmonisation of criminal law, even as limited as that resulting from the framework decision, must be
ruled out even where it is necessary in order to ensure the effectiveness of Community law. In those circumstances, the entire
framework decision, being indivisible, infringes Article 47 EU as it encroaches on the powers which Article 175 EC confers on the
Community.*

Communication From The Commission To The European Parliament And The Council on the implications of the Court’s judgment
of 13 September 2005 (Case C-176/03 Commission v Council), 24.11.2005, COM(2005) 583.

$3%2005/0182/COD
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nocmaswukamy cemei 00we20 Nnoab3068anus, 6 pamkax opucoukyuu I ocyoapemea-Yuacmuuka,
3aMPOHYMO20 6 npoyecce 6 ciyyae nPedoCmasieHus. YKa3anuvlx ycuye cesasu. Jlannas JJupexmuea
He mpebyem cOXpaHeHusi OAHHLIX NPU NONBIMKE 8bI13084d, K020a COeOUHeHUe He ObLI0 YCMAHOBIEHO.

Tot akT, uTo 5Ta JIupeKTHBa KacaeTcsl OCHOBHOM HH(OPMAIUK O TI060M COOOIIEHUH B MHTEPHETE, IPUBE K
MHTEHCHBHON KPUTUKE CO CTOPOHBI IIPABO3AIIUTHBIX OPraHU3aLMI U MOYKET IIPHBECTU K HepecMOTpy JIMPEeKTHBEI U
ee NpUMEHEHHUS B KOHCTUTYIIMOHHBIX Cyax559,

B 2007 rogy Komuccus omy6nikoBaiia cooOIIeHNe B OTHOIICHHH OOIIEH TTOJIMTHKH 1o 00pboe ¢
kubGeprpecTynHoctio30. B coobuiennn 06001eHa CyIIECTBYIONIAs CUTYAIHs. M [I0JYEPKHYTa B&XKHOCTb TOTO,
4T00BI KoHBeHIN CoBera EBponbI 0 KNOEpIpecTymHOCTH CTana OCHOBHBIM MEKAYHAPOJHBIM HHCTPYMEHTOM I10
60oprOe ¢ kubeprnpecTymHOCThI0. KpoMe Toro, B cOOOIIEHUH YKa3aHbl BOMPOCHI, KOTOPHIM OY/IET MOCBAIICHA
Oynymas aestreabHOCTh Komuccnu. K HUM OTHOCSTCS:

®  VKpeIUICHHE MEXTYHAPOIHOTO COTPYIHHIECTBA B 00OpHOE ¢ KHOSPIPECTYIMHOCTHIO;
®  yIy4meHWe KOOPAWHAINN (PHHAHCOBOH MOIEPKKU OO0yUCHHUS;

®  OpraHu3alys BCTPEUH SKCIEPTOB NPAaBOOXPAHUTEIHHBIX OPIaHOB;

®  YKpEIUIEHUE JUaJlora ¢ IPOMBILIUIEHHOCThIO;

e  HaOIroJIEHHE 32 PAa3BUTHEM YIPO3 CO CTOPOHBI KHOSPIPECTYITHOCTH C IETBIO OIIEHKU MOTPEOHOCTH B
JAbHEHINX paboTax Hajl 3aKOHOIATEIIbCTBOM.

B 2008 roxy EBpormelickuii cor03 MpHCTYINI K 00CYKISHHIO MMPOEKTa MOMPaBOK K PamouHOMYy pemeHuo o 60psoe ¢
teppopusmom!. Bo BBeieHnH K IpoeKTy nonpaBku EBponelckuii COr03 MOIYEPKUBAET, YTO CYIIECTBYIOLINE
MPaBOBBIC PAMKH CYUTAIOT MPECTYILICHHEM ITOCOOHUYECTBO, MOJCTPEKATENBCTBO WIIH PAa3KUTAHUE, HO HE OTHOCST K
KPHMHUHAJTY PaclpOCTpaHEHHE TEPPOPUCTUUECKUX HABBIKOB Yepes HHTepHeTS02. D1oii monpaskoii EBponeiickuii
COI03 CTPEMHUTCS IPUHATH MEPHI TI0 COKPAIIECHHUIO Pa3phIBa M MPUBEICHHUIO 3aKOHOIATEIHCTBA HA BCEH TEPPUTOPHH
EBpocoroza x Kousennnu CoBera EBporibl 0 peaynpexaeHin TeEppopr3Ma.

Cmambvsa 3 — IIpecmynnenus, ceazannsie ¢ meppopucmuiecKoii 0esamenbHoCmbio

1 B yenax Pamounozo peutenusi:

a) "nybauunoe nooCcmpeKkamenbcmeo K COBePULeHUI0 MepPOPUCIUYEcKo20 npecmynienua’ osHavaem
PAcCnpocmpanerue Uiy uHoe npedoCmaesileHue 6 PACNOpsdCeHUe 0OpaueHuss K 0OuecmeeHHoOCmu ¢
Hamepenuem NOOCMPeKamsp K CO8EpUIeHUr0 00H020 U3 desHull, nepeuucienuvix 6 Cmamve I(la) oo h)),
20e makoe nogeoeHue, CyWecmeyem uiu Hem HPAMOU NPU3ble K MeppopUCmudecKkoMy HandaoeHuro,
6bI3bI6AENT ONACEHUSL, YO OOHO WU HECKONLKO MAKUX HANAOEHUL MO2Ym OblMb COBEPUIEHDL;

n n
b) "nHaem ons meppopuzma’ o3navaem nooCmpekamenbcmeo Opy2020 IUYd K COBEPULEHUIO 00HO20 U3
Oesanuil, nepeuucnennvix ¢ Cmamove 1(1), uru 6 Cmamoe 2(2);

¢) "nodeomoska kadpos 0as meppopusma’ o3Hauaem nposeoenue o0yueHus Oiisl U320MOGNEHUS UTU
NPUMEHEHUST 83PbIBUAMBIX 6EUJeCME, OSHECIPENbHO20 UL OPY2020 OPYIHCUS, SIO0BUMBIX UL ONACHBIX
sewecms uiu OpPyeux CReyuaibHblX Memoo08 U MeXHON02Ull C Yelbl0 COBePULEHUSI 0OHO20 U3 OesHUl,
nepeuuciennvix ¢ Cmamoe (1), coznaeas, umo HaAGbIKU OOJICHBL ObIMb UCNOTL308AHBL OJI51 IMUX YeTlell.

2 Kaocooe I'ocyoapcmeo-Yuacmuuk 0OMCHO NPUHAMDb HeoOXo0uMbvle Mepbl s 0becheuerus moeo,
YUMo NPeCcMYNIeHUsi OMHOCAMC K MePPOPUCIUYECKUM, eCii COOEpIcam ClLedVIoujue npeoHameperHble
Oeticmeus:

a) nybauunoe noOCMpexamenbcmaeo K COBEPUICHUIO MEPPOPUCTIUYECKO20 NPeCMYNIeHUs,

89" Gercke, The Development of Cybercrime Law in 2003, Zeitschrift fuer Urheber- und Medienrecht 2006, 286.

860 Communication from the Commission to the European Parliament, the Council and the Committee of the Regions towards a general
policy on the fight against cyber crime, COM (2007) 267. For more information see: ITU Global Cybersecurity Agenda / High-Level
Experts Group, Global Strategic Report, 2008, page 17, available at:

http://www.itu.int/osg/csd/cybersecurity/gca/global _strategic_report/index.html.

Draft Proposal for a Council Framework Decision amending Framework Decision 2002/475/JHA on combating terrorism,
COM(2007) 650.

“Article 4 of the Framework Decision on combating terrorism states that inciting, aiding or abetting terrorist offences should be
made punishable by the Member States. Article 2 of the same instrument requires Member States to hold those directing a terrorist
group or participating in its activities criminally liable. However, these provisions do not explicitly cover the dissemination of
terrorist propaganda and terrorist expertise, in particular through the Internet.”

861
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b) Haem ons meppopusma;
¢) nodzomoska kaopos 0isi meppopusma;

d) xpaocxca npu omseualowux 0OCMOAMENLCMBAX C YEAbl) COBePUIeHUsT O00HO20 U3  OesHUl,
nepeuucnentvix 6 Cmamove 1(1);

€) 8bLMO2amenbCmeo ¢ Yeavbto COBepuleHUsi 00H020 U3 OesiHul, nepeuuciennvix ¢ Cmamve 1(1);

f) cocmasnenue 10#CHBIX AOMUHUCMPAMUBHBIX OOKYMEHMO8 C Yelbl0 CO8EPUEHUsI OOHO20 U3 OesTHUl,
nepeuucnenuvix 8 Cmamove 1(la) 0o h)) u Cmamve 2(2b).

3 Jlna Oeanuil, Komopwle HaKA3yemvl, KAK VKA3AHO 6 MNYHKme 2, He 00583amelbHO, Ymo
meppopucmuyeckoe npecmynienue ObLio pearbHO cO8eputeHo .

Ha ocnoBanuu Ctatbu 3, nyHKT 1 ¢)303 Pamounoro pemenusi, I'ocy1apcTa- Y 4acTHUKH, K IPEMEPY, BBIHYKICHBI
BBOJIMTh YTOJIOBHYIO OTBETCTBEHHOCTb 32 IMyOJIHKALIUI0 HHCTPYKIHI 110 UCIIOJIb30BAHHMIO B3PhIBYATHIX BELIECTB, €CIIN
M3BECTHO, 4TO 3Ta MH(OpMAaIMs NpeHa3HaYeHa /ISl UCTIOIBb30BaHMs B TEPPOPUCTHYECKUX LesisiX. HeoOxomumocThb
JI0Ka3aTeNbCTBA TOTO, YTO UH(OpMAIKs BeCbMa BEPOSTHO HAMEPEHHO JIOJIKHBI OBITh UCIIOIB30BaHA JUTS
TEPPOPUCTHYECCKUX IENIEH, OTpaHMYUBACT IPUMEHEHHE ITOTO MOJIOKEHHUS, B CBS3U C TEM, YTO OOJIBIINHCTBO
MHCTPYKIHI 110 UCTIOIb30BAHUS OPYKHS, HMEIOIIMXCS B HHTEPHETE, KaK U X MyOJIMKalKsl, HeIOCPEACTBEHHO He
CBsI3aHBI C TEPPOPUCTUICCKUMHE aTakaMu. [10CKOIBKY OOJBINAs YaCTh OPY>KUS U B3PBIBUATHIX BEIIECTB MOXKET OBITh
HCIIOJIE30BaHA JIISl COBEPIICHUS KaK "OOBIYHBIX ' MPECTYIUICHH, TaK U JJIs TEPPOPUCTHYCCKHUX MPECTYILICHUN
(IBOMHOTO Ha3HAUYCHUsI), TO caMa UH(GOPMAIIKS BPSI JIM MOXKET OBITh UCIOIb30BaHA KaK J0Ka3aTebCTBO, YTO
YeJIOBEKY, KOTOPBI ee 00Hapo10Ball, ObIJIO U3BECTHO, KAKUM 00pa3oM Takas HHPpOpMaIus OyIeT UCIIOIb30BaHa
BriocienctBuu. [loaTomy HeoOXomuMo oOpamarh BHUMaHUE Ha COACPKaHKE ITyOTHKaIiA, HalpuMep Ha BeO-caiiTe
TEPPOPUCTHYESCKON OpraHU3aIHH.

5.2.2 Opranusanusi JKOHOMHYECKOT0 COTPYIHHYECTBA H pasBUTHAS4

B 1983 roxy Opranuzanumst 5koHOMH4ecKoro coTpyanndectBa u pa3sutus (OOCP) mposena uccrnenoBanue mno
BOIPOCY O BO3MOXKHOCTH MEXAYHAPOJHONW FrapMOHHU3AIIMH YTOJIOBHOT'O 3aKOHOATEIbCTBA B LEIISAX PELLICHUS
1po6eMbl KOMIBIOTEPHOH npecTynHocTud%5. B 1985 roay ona ony6iukoBaia A0KIaj, B KOTOPOM ObLIO
MPOaHAIM3UPOBAHO JICHCTBYIOIIEE 3aKOHOAATEIhCTBO M BHECEHBI TPETIOKEHHS IO Oophbe ¢
KHOEpIPecTyNHOCTLI080, OHa peKOMEHI0BaIa MUHUMAIILHBIN TIEpeveHb IPECTYIUIEHHH, /I KOTOPBIX CTPAHbI
JIOJDKHBI PaCCMOTPETH BOIIPOC YTOJIOBHOW OTBETCTBEHHOCTH, HAIIPUMED, KOMIIBIOTEPHOE MOILIEHHUYECTBO, MOJEIKA,
MIPOU3BEJEHHAS ITPYU OMOILM KOMITBIOTEPA, U3MEHEHHE KOMITBIOTEPHBIX MIPOTPaMM U IaHHBIX, a TAKXKe IepexBat
coobmenuit. B 1990 rony KomuteTt 1o nHpopMaImoHHOH, KOMITBIOTEPHON 1 KOMMYHHUKAITHOHHOW TIOJMTHKE CO3J1aJ
TPYIIY 3KCIIEPTOB MO pa3pabOTKe CBOJA PYKOBOISIIUX MPUHITUIIOB IT0 HH(POPMAIIMOHHOM 0€30I1aCHOCTH, KOTOPBIHA
Ob11 cocTabiieH K 1992 roxy u 3atem npunsat Coperom ODCP867. D1u pykoBoAsIIME MPHHIMITL BKIIKOYAIOT CPEIH
MPOYEro BONPOCH! O CAHKIIUAX:

Cankyuu 3a HenpagoMepHoe UCNONb308AHUE UHDOPMAYUOHHBIX CUCEM SGIAIOMCH  BANCHBIM
cpeocmeom 8 Oene 3auumsl UHMEPeco8 mex UHPOPMAYUOHHBIX CUCIEM, KOMOpble NOCMpadaiu 8
pe3yabmame amaku Ha OOCHYNHOCMb, KOHQOUOEHYUATbHOCMb U YeTOCMHOCb UHQOPMAYUOHHBIX
cucmem U ux KOMROHenmos. [lpumepamu maxux amax modcem 0Ovlmb noepedicoenue uiu cOoll
UHPOPMAYUOHHBIX CUCTEM NOCPEOCBOM 68e0CHUs. BUPYCO8 U Uepgel, U3MEHEHUs. OAHHbIX,
HE3aKOHHO20 00CMYNa K OAHHBIM, KOMNbLIOMEPHO20 MOWEHHUYeCmea uiu noonocd, d Mmakdice
HEeCAHKYUOHUPOBAHHO20 BOCNPOU3BEOCHUSL KOMNLIOMEPHBIX npocpamm. s 60pbObl ¢ maxumu
ONACHOCMAMU CMPAHbL  8LIOUPAIOM  PA3IUYHbIE ONUCAHUE U Peacupo8anue Ha NpecmynHbvle
Oeticmeus. Pacmem  medxcOyHapoOHoe —coenacue OMHOCUMENbHO — OCHO8 — KOMNbIOMEPHbLIX
npecmynienuti, — Komopvle — OOMHCHbL  OblMb  0XBAYEHbl  HAYUOHANILHBIM — Y2ON08HbIM
3aKOHOOAMENbCMBOM. B meuenue nociednux 08yx oecsimuiiemuil Mo HAWIO0 C80e OMPAdICEHUe 6
paseumue 3aKOH00AMeIbCMEAa N0 KOMNbIOMEPHOU NPECMYNHOCIU U 3auume OaHHbIX 8 CIPAHAX —
yrenax OOCP u 6 pabome ODCP u Opyeux MedCOYHAPOOHBIX Op2aHO8 N0 BONPOCAM

863 "training for terrorism" means to provide instruction in the making or use of explosives, firearms or other weapons or noxious or

hazardous substances, or in other specific methods or techniques, for the purpose of committing one of the acts listed in Article 1(1),

knowing that the skills provided are intended to be used for this purpose.

The Organisation for Economic Co-operation and Development was founded 1961. It has 30 member states and is based in Paris. For more

information see: http://www.oecd.org.

Schjolberg/Hubbard, Harmonizing National Legal Approaches on Cybercrime, 2005, page 8, available at: http://www.itu.int/osg/spu/cybersecurity/

presentations/session12_schjolberg.pdf.

866 OECD, Computer-related Criminality: Analysis of Legal Policy in the OECD Area, OECD, Report DSTI-ICCP 84.22 of 18 April 1986.

867 In 1992 the Council of the OECD adopted the Recommendation conceming Guidelines for the Security of Information Systems. The 24 OECD
Member countries adopted the Guidelines later.

864
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3aKoHo0amenvbcmea no 0opvbe ¢ Komnviomepuol npecmynrocmoto [...[. Hayuonanvnoe
3aKOHO0AMeNbCMB0 OO0IIHCHO NEPUOOUYECKU NepecMAmpugamvcs, 4mobvl ado0eKeamHo OmeeHamy
ONACHOCMAM, C8A3AHHBIM C UCHONb308AHUEM UHPOPMAYUOHHBIX CUCTIEM.

[Tocne paccmoTpeHus: pyKoBoOASIIUX NPUHIUIOB B 1997 roxy B 2001 romy KoMuTeT 1o nHpopMamoHHOH,
KOMITBIOTEPHON ¥ KOMMYHHUKAIIMOHHOW HOJKUTHKE CO3/aJI BTOPYIO IPYIILY 3KCIIEPTOB JJIs1 OOHOBIICHUS PYKOBOISIIINX
npunuunos. B 2002 roxy HoBasi Bepcusi pyKoBOAAIMX NpuHIMIOB "PykoBosiue npuHiunsl OOCP no
obecrieueHnI0 6€30MaCHOCTH HH(POPMAIIMOHHBIX CUCTEM U CETEH: K KyJIbType 6e30macHOCTH ", Oblia IPUHSTA B
kaugectBe Pexomenpanuu Cosera ODCP8%8, D1n pykoBosIME IPUHIIUIIBI CONEPHKAT JEBATH B3aUMOIOTIOHSIIOMINX
MPUHIIHUIIOB:

1) Oceeoomnennocms

Yuacmuuxu oonorcnvr  6vims  oceeoomnenvt 0 Heobxooumocmu obecneuenusi bezonacHocmu
UHGOPMAYUOHHBIX cucmeM U cemell, d MAaKdce 0 MOM, YMO OHU MO2YM COeNdams 015 HOGbIULEHUS]
bezonacrnocmu.

2) Omeemcmeennocmo
Bce yvacmuuru necym omseemcmeennocmo 3a 6€30nacHocmb UHGOPMAYUOHHBIX CUCIIEM U Cemell.
3) Peaxyus

Yuacmuuxu Oondicnubl  Oelicmeosams  HA  CB0E6PEMEHHOU U  KONIEKMUBHOU OCHO8e 6 YeJsX
npedomepayeHusl, OOHAPYHCeHUs. U Peasupo8anus Ha UHYUOEHmMbl 8 001acU Oe30nACHOCMIL.

4) Omuxa
Yuacmuuxu oondicusl yeasicams 3axonuble uHmepecsl Opy2ux auy.
5) Hemoxkpamus

bezonacnocmo qu)OpMal{uOHHblx cucmem u cemeil O00JNCHA ObIMb COBMECMUMA C OCHOBHBIMU
YEHHOoCmAMU OEMOKPCZMMVECKOZO 06W€CW!661.

6) Oyenxa pucka
Yuacmuuxu 0ondicubl npouzsooums oyeHky pucka.
7) Besonachwiil Ouzatin u peanuzayus

Yuacmuuxu oonocnol pacemampueantov COO6pClJfC€Hu}Z bezonacnocmu 6 Kawecmee O0OHO20 U3
OCHOBHbLX J]IeMEeHM 06 MHd)OpMal{uOHHblx cucmem u cemeil.

8) Vnpasnenue 6ezonacnocmoio
Yuacmuurxu 00ndicHbl RPUHAMb KOMIAEKCHBII ROOX00 K YRPAGIeHUIO Oe30NACHOCbIO.
9) Ilepeoyenxa

Yuacmuuxam cneoyem nepecmompems u nepeoyenums 6e30nacHOCMs UHPOPMAYUOHHBIX CUCTHEM U
cemell, a mMaxdce GHECMU COOMEEMCMEYIOWUE USMEHEHUs 6 NOMUMUKY, NPAKMUKY, Mepbl U
npoyedypsi 6e30nacHOCMU.

B 2005 rogy OQCP omy6imkoBaina J0KIa]], B KOTOPOM IIPOAHATH3UPOBAHO BIUSHHE CllaMa Ha Pa3BHBAIOIIAECS
crpanbd®?, Jlokima ) mokasai, uTo B CBA3M ¢ GoJiee OrpaHMIEHHBIMU 1 60JIee TOPOTUMHU PECYPCAMK B Pa3BUBAIOLIMXCS
CTpaHax cIaM sIBJISETCS ropasio 60JIee Cephe3HOl IPOBIEMON, YeM B 3anaaHbIX cTpanaxs’o,

[ocne nomyuyenus 3anpoca OT MOAPA3ACTICHUS CTPATETHIECKOr0 INIAHUPOBAHNS KaHLEIsIpUH [ enepaisHOro
cekpetapss OOH noaroToBuTh NpUMepHOE CpaBHEHUE HALIMOHAIBHBIX 3aKOHOAATENbHBIX PELIEHUN B OTHOLIEHUN
WCIONIb30BaHMS HHTEPHETA B TeppopHCcTHIeCKUX 1eisax, B 2007 rogy OOCP omybnukoBaiia T0KIa o
3aKOHOJIATENILHBIX pelIeHUsX B oTHomeHnH "Kubepreppoprsma” B paMKax BHYTPEHHETO 3aKOHOAATEIhCTBA
OTAENbHBIX TOCyapcTBS’!,

8

=N

% Adopted by the OECD Council at its 1037th Session on 25 July 2002. The 2002 OECD Guidelines for the Security of Information Systems and
Networks: Towards a Culture of Security, available at: http://www.oecd.org/document/42/0,3343,en_2649_34255_15582250_1_1_1_1,00.html

869 Spam Issue in Developing Countries. Available at: http://www.oecd.org/dataoecd/5/47/34935342.pdf.

870 See Spam Issue in Developing Countries, Page 4, available at: http://www.oecd.org/dataoecd/5/47/34935342.pdf.

871 The report is available at: http://www.legislationline.org/upload/ lawreviews/6¢/8b/82fbe0f348b5153338e15b446ael .pdf.
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523 A3MATCKO-THX00KEAHCKOE IKOHOMHYECKOE COTPYAHHYECTBOS 72

B 2002 roxy nuaeps! cTpaH A3HMaTCKO-TUXO0KEAHCKOT0 SKOHOMHUYEcKoro cotpyaaudectsa (ATIOC) BoimycTrim
"3asiBiieHHe MO0 0OpHOE ¢ TEPPOPU3MOM M 00ECIICUECHHIO pocTa”, YTOOBI MPHHATH BCCOOBEMITIOIINE 3aKOHBHI,
CBsI3aHHBIC C KHOSPIPECTYIMHOCTRIO M Pa3padoTaTh HAIMOHAIBHBIE CPEACTBA PacCIeJOBAHUN
kubepnpectymienuiid’3. Onu permmnu:

¢ [IpuIOXHTH YCHIIHA K TOMY, YTOOBI K OKTI0pro 2003 roaa NpHHATH BCEOObEMITIOIINE CBOJ 3aKOHOB,
KaCaroIuxcsl KHOepOe30macHOCTH U KHOSPIPECTYITHOCTH, KOTOPBIE COTIIACYIOTCS C TIOJIOKECHUSIMU
MEXTYHApOJHO-TIPABOBBIX JIOKYMEHTOB, B TOM YHMCIIE C MOJIOKeHUsAMH Pesomrorm 55/63 (2000 r.) ['eHepanbHOM
Accam6irien OOH u Konsennuu o kubepnpectymaocta (2001 T.).

e K okTs6pro 2003 roa onpeenuTh HalMOHATBHBIC TOAPA3ACICHU [0 KHOSPIPECTYITHOCTA ¥ KOHTAKTHBIC
LEHTPHI MEXKTyHAPOJHON BHICOKOTEXHOJIOTUYHOH IMOMOIIH U CO3/IaTh TAKUE CPEACTBA, KAKUMU OHH ellle He
001a1a10T.

e Coszgate yupexaeHus st oOMeHa nHpopManueii 00 yrpose U OeHKe YsI3BUMOCTH, HAIPUMED, TPYIIIBI
pearupoBaHus Ha KOMIIbIOTEPHBIE POUCIIECTBHUS.

Jlunepsr ctan ATOC npusBaimu k 60s1ee TECHOMY COTPYAHUYECTBY JTOJKHOCTHBIX JIMII, YIaCTBYIOIIUX B 00pBOE ¢
kubeprpecTynHocTbio874, B 2005 r. ATDOC 6bla opraHu3opaHa KOHpEPEHIHs M0 3aKOHOIATeNbCTBY B chepe
kubepnpectynHocTud’S. OCHOBHBIMHU HENSAMU KOH(EPEHIIUH ObLIH:

® cojeiicTBre pa3paboTKe KOMIUIEKCHOM MPaBOBOM 0a3bl 11t 60PHOBI ¢ KHOSPIIPECTYITHOCTHIO M CONECHCTBUS
KrbOepOe30macHOCTH;

®  OKa3aHWE IIOMOIIH NPABOOXPAHUTEIHHBIM OpTaHaM /ISl pearupoOBaHKs Ha COBPEMEHHBIE IPOOIEMBI, CBSI3aHHEIC
C TEXHOJIOTMUECKUM IIPOrPECCOM;

®  COJIEICTBUE COTPYIHHYCCTBY MEXKY OpPraHaMH, OCYIIECTBISIONIMME PAcCIeIOBaHHE KHOSPIPECTYILICHUH 110
BCEMY PETHOHY.

PaGouas rpynmna 1o 31ekTpocBssy 1 uapopmanuu ATIC876 aktuHo yuactBoBana B pazpabotke noaxonos ATIC
1151 noBbIneHus kubepoesonacuoctud’’. B 2002 romy 6buta npunsara Ctparerus kudepoeszonacnoctu ATICSS,
Pabouas rpymma BeIpa3uia CBOIO MO3UIIMIO B OTHOIICHHH 3aKOHOJATEIECTBA B cpepe KHOEePIPEeCTYITHOCTH, CChIIAsACh
Ha cymecTBytoniie Mexxaynapoansie nogxoast OOH u Cosera EBpon51879. B Jexnapanuu, npunsitor B 2008 roxy
Ha Berpede MmunucTpoB cBsizu u nHpopmaiuu crpan ATOC B banrkoke, Tannans, Obi1a Moq4epKHyTa BAXKHOCTD
HPOJOJDKEHHS COTPYIHUYECTBA B 60phbe ¢ kKnubepnpecTynHOCThI0380,

872 The Asia-Pacific Economic Cooperation (APEC) is a group of Pacific Rim countries dealing with the improvement of economic and
political ties that has 21 members.

APEC Leaders' Statement On Fighting Terrorism And Promoting Growth, Los Cabos, Mexico 26 October 2002. Regarding the
national legislation on Cybercrime in the Asian-Pacific Region see: Urbas, Cybercrime Legislation in the Asia-Pacific Region, 2001,
available at: http://www.aic.gov.au/conferences/other/urbas_gregor/2001-04-cybercrime.pdf; See in this regards as well: ITU Global
Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 18, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

“We also call for closer cooperation between law enforcement officials and businesses in the field of information security and
fighting computer crime.” APEC Leaders' Statement On Fighting Terrorism And Promoting Growth, Los Cabos, Mexico, 26
October 2002.

Cybercrime Legislation and Enforcement Capacity Building Project — 3rd Conference of Experts and Training Seminar, APEC
Telecommunications and Information Working Group, 32nd Meeting, 5-9 September 2005, Seoul, Korea.

“Economies are currently implementing and enacting cybersecurity laws, consistent with the UN General Assembly Resolution 55/63 (2000) and the
Convention on Cybercrime (2001). The TEL Cybercrime Legislation initiative and Enforcement Capacity Building Project will support institutions
to implement new laws.”

The APEC Telecommunications and Information Working Group was founded in 1990. It aims to improve telecommunications and information
infrastructure in the Asia-Pacific region by developing information policies. For more information see:
http://www.apec.org/apec/apec_groups/som_committee_on_economic/working_groups/telecommunications_and_information.html

For more information see:
http://www.apec.org/apec/apec_groups/som_committee_on_economic/working_groups/telecommunications_and_information.Media
libDownload.v1.html?url=/etc/medialib/apec_media_library/downloads/som/mtg/2002/word.Par.0204.File.v1.1

See:
http://www.apec.org/apec/apec_groups/som_committee_on_economic/working_groups/telecommunications_and_information.html
The Ministers stated in the declaration “their call for continued collaboration and sharing of information and experience between
member economies to support a safe and trusted ICT environment including effective responses to ensure security against cyber
threats, malicious attacks and spam.* For more information see:
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5.24 Coapy:xecTBo

[IpuHuMast BO BHUMaHHE pacTyiee 3Ha4eHHe OOphObI ¢ KHOEPIPECTYTHOCTRIO, MUHUCTPHI ocTHIMH COIpyKecTBa
PELIUIN OPraHU30BAaTh TPYIITY IKCIIEPTOB IS pa3pabOTKH MPAaBOBBIX HOPM 110 60ph0e ¢ KHOEPIPECTYITHOCTH Ha
ocHose Konsenruu Coseta EBpornsi o KH6epnpeCTynH00TH881. Ha sTot moaxon kK rapMOHU3aNK 3aKOHOAATENIbCTBA
B pamkax ColpyKecTBa U MEeXITyHAPOIHOTO COTPYAHUYECTBA, HAPSAIAY C JPYTUMH BOIIPOCAMH, MOBIUSII TOT (aKT,
910 6€3 MoI0OHOr0 MoIXo/a MoTpedyeTes dosee 1272 MBYCTOPOHHUX MEPEroBOpOB B pamkax ConpyxKecTBa o
ME3KTyHapOJHOM COTPYIHUYECTBE B 3TOM Bonpoced82, I'pynma skcrnepToB npecTaBuia CBOM 10KIa U
pexomenaanuu B mapte 2002 rogad83. Tlosxke B 2002 roxy 6wl npezcTasieH IIpoekT TUIIOBOrO 3aKOHA O
KOMIBIOTEPaX ¥ KOMIIBIOTEPHBIX MpecTymieHusax 584, HeoOXxoauMOCTh B YeTKUX MHCTPYKIHUAX, a TAKXKE IPU3HAHUE
rpymnmnoii skcreproB KoHBEHIIUN 0 KHOEPIPECTYMHOCTH B KAUYECTBE MEXKTyHAPOAHOIO CTaHAapTa, CTABUT TUIIOBOM
3aKOH B OJIMH PsiJl CO CTaHJapTaMHu, onpeaenaeHHbIMU KoHBeHIMelH 0 KubepnpecTymHOCTH.

5.2.5 JIura apa6ckux rocyaapers u CoBer cOTpyAHHYECTBA cTpaH 3anuBads?

MHorHe CTpaHbl apabCKOTo PEFHOHA YyKe TIPEANPUHSIIA HALIMOHAIBHBIE MEPBI i YTBEPIMIIN TOIXO/IBI U G0PLOBI ¢
KHOEPIIPECTYIHOCTHIO MIIM HAXOAATCS B IIPOIIECCE Pa3pabOTKy 3aKoHOoAaTe bcTBad30. Cpenu Takux cTpaH:
[Maxuctan®8?, Eruner®®® u O6nenunennsie Apadekue Imupatsi®®® (OAD). CoBeT coTpyaHMYECTBA CTpaH 3auBa
(CC3890) na xoudepenuu B 2007 roay pekomenosan crpanam CC3 MCKaTh COBMECTHBIN T0JX01, KOTOPBIii

YUUTBIBAI Obl MEXYHAPOIHbIE CTAHAAPTHIS !,

5.2.6 Opranusanusi aMepuKaHCKUX rocyaapcrsdd2

C 1999 rona Opranuzauus amepukaHckux rocyaapct (OALT) akTHBHO paccMaTpUBaeT BOIPOC O
KHOEPIPECTYITHOCTH B 3TOM peruone. Cpein mpovero, B paMkax MaHaara u cepsl nesrensaoctd REMJA

http://www.apec.org/apec/apec_groups/som_committee_on_economic/working_groups/telecommunications_and_information.html

See “Model Law on Computer and Computer Related Crime”, LMM(02)17, Background information.

Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief, page 9, available at:

http://www.cpsu.org.uk/downloads/2002CLMM.pdf.

883 See: http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AAT77-
86970A639B05%7D_Computer%20Crime.pdf (Annex 1).

884 “Model Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting:
Policy Brief, page 9, available at: http://www.cpsu.org.uk/downloads/2002CLMM.pdf.; Angers, Combating Cyber-Crime: National
Legislation as a pre-requisite to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law
Enforcement and Research, 2004, page 39 et seq.; United Nations Conference on Trade and Development, Information Economy
Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6, page 233, available at:
http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

The League of Arab States is a regional organisation with currently 22 members.

See: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 20, available at:

http://www.itu.int/osg/csd/cybersecurity/gca/global _strategic_report/index.html.

887 Draft Electronic Crime Act 2006

888 Draft Law of Regulating the protection of Electronic Data and Information And Combating Crimes of Information, 2006.

889 L aw No.2 of 2006, enacted in February 2006.

89 Bahrain, Kuwait, Oman, Qatar, Saudi Arabia and the UAE

1 Non official transation of the Recommendations of the Conference on Combating Cybercrime in the GCC Countries, 18" of June
2007, Abu Dhabi:
1) Calling for the adoption of a treaty by the Gulf Cooperation Council (GCC) countries, inspired by the Council of Europe
Cybercrime convention, to be expanded later to all Arab Countries.

2) Calling all GCC countries to adopt laws combating Cybercrime inspired by the model of the UAE Cybercrime Law.

3) Calling for the adoption of laws in relation to procedural matters such as seizure, inspection and other investigation procedures for
such special type of crimes.

5) Providing trainings to inspection and law enforcement officials on dealing with such crimes.

6) Providing sufficient number of experts highly qualified in new technologies and Cybercrime particularly in regard to proofs and
collecting evidence.

7) Recourse to the Council of Europe’s expertise in regard to Combating Cybercrime particularly in regard to studies and other services
which would contribute in the elaboration and development of local countries legislation in GCC countries.

8) Harmonization of the legislations in Arab and particularly GCC countries in regard to basic principles in combating this type of
crimes on both procedural and substantive level.

9) Increasing cooperation between Public and Private sectors in the intent of raising awareness and exchange of information in the

Cybercrime combating field.

The Organisation of American States is an international organisation with 34 active Member States. For more information see:

http://www.oas.org/documents/eng/memberstates.asp.
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OpraHu3anys MpOoBeJa Psijl BCTPEY MUHUCTPOB FOCTHIIMK ¥ MUHUCTPOB MJIM F€HEPATBHBIX TIPOKYPOPOB CTPaH
Cesepnoii u I0xH0M AMepuku®®3,

B 1999 rony REMJA pekoMeHI0BaIa cO31aTh MEKIIPABUTEIBCTBEHHYIO IPYIITY 3KCIIEPTOB MO KUOEPIIPECTYITHOCTH.
['pymre sxcnepToB ObLIO MOPYUEHO:

®  IIPOBECTH AaHAIIN3 IMPECTYITHOHN NEATEIBHOCTH, IIEIBI0 KOTOPOH SBISIOTCS KOMIBIOTEPHI M HH(POPMAIIHS, HITH B
KOTOPBIX UCIOJIb3YIOTCA KOMIIBIOTEPHI B KAYECTBE CPEICTBA COBEPILECHUS NPECTYILICHUS;

L4 MIPOBECTHU aHAJIM3 HAIMOHAJIbHOI'O 3aKOHOAATEIILCTBA, ITOJIMTUKU U IPAKTUKH B OTHOILICHHUN TaKoOu
JCATCIIBHOCTH,

L4 OIPEACIIUTD HAUOHAJIBHBIC U MEKIYHAPOAHBIC OpraHru3ali ¢ COOTBETCTBYIOUINM OIIBITOM;

®  OIpENeNUTh MEXaHU3MBI COTPYIHHYECTBA B pAMKaX MEKAMEPUKAHCKOM CHCTEMEI 10 OOpBOe ¢
KHOEPIPECTYIMHOCTHIO.

B 2000 roxy MUHUCTPBI FOCTUIIMN 1 MUHUCTPBI WM T€HEPATIbHBIE MPOKYPOPHI CTPAaH aMEPUKAHCKOTO KOHTHHEHTA
PaccMOTpeNH TeMy KHOEPIPECTYHOCTH 1 COTIACOBAJIM P pekoMeHaanuiid?4. DTu pekomenaanuu ObLmm
noBTOpeHbI Ha Betpede B 2003 roays? u BKioyanu cieyromniee:

e [lommepkaTh pacCMOTPEHUE PEKOMEH AN, CACTAHHBIX [ pyIIITOi MpaBUTEIbCTBEHHBIX SKCIIEPTOB Ha CBOEM
nepBoM 3acenanuu B kauectBe REMJA, kak BKJIal B pa3BUTHE MEKAMEPUKAHCKOM CTpaTeruu 1o 60peoe ¢
yrpo3aMu KuOepOe30MacHOCTH, O KOTOPBIX TOBOPUTCS B pe3outtonivu [ eHepanbHO# accambien
OAT AG/RES. 1939 /XXXIII-O/03), u 00paTuUThCs K TPyIIe Yepe3 CBOETO MPEICTaBUTENS I IPOAOIKEHHS
OKa3aHus MOIACPIKKU B ITOJITOTOBKE CTPATECTHH.

e TocynapcrBa — UsieHbl 9KCIIEPTHOH IPYIIIBI TOIDKHBI PACCMOTPETh MEXaHU3MBI, CIIOCOOCTBYIOLINE HIMPOKOMY U
3¢ (HEeKTUBHOMY COTPYIHUYECTBY MKy HUMU JIJIsi 00PHOBI ¢ KHOEPIIPECTYIMHOCTHIO, ¥ IPOBECTH, KOT 1A 3TO
BO3MOXKHO, Pa3pabOTKy TEXHHYECKOH U IPABOBOW BO3MOXKHOCTH PUCOSTUHEHUS K CETAM B peskume 24/7,
yCTaHOBICHHbBIM [ 'pyIIoit BOCbMH JIJIsi OKa3aHHUs! [IOMOIIIH B PAcCiIeIOBaHUH KUOSPIPECTYIIICHUI.

¢ TocynmapctBa-UseHBI TOKHBI OIIEHUTH eJIeCO00Pa3HOCTh pealln3allii PUHIIUIIOB, 3aKPETUICHHBIX B
Koneenruu Cosera EBpomnsl o kubepnpectymHocTr 2001 roga, 1 pacCMOTPETh BO3MOXHOCTD IPUCOSTUHEHUS K
stor KonBeHmuu.

e TocymapcrBa-UseHb! JOMKHEI TPOBECTU 0030p U, IPU HEOOXOIUMOCTH, OOHOBUTH CTPYKTYPY U paboTy
BHYTPEHHHX OPT'aHOB WIIM YUPEKACHHUH, OTBEUAIONINX 3a o0ecriedeHne CoOII0OICHNUS 3aKOHOB, C TEM YTOOBI
aIaTHPOBATHCS K M3MEHEHHUIO XapaKTepa KHOePIPECTYITHOCTH, B TOM YHCIIE TIEPECMOTPETh B3aNMOOTHOIICHUS
MEX]Y OpraHu3aIisIMU, KOTOPBIE 3aHUMAIOTCSI 00PBOOI ¢ KHOEPIIPECTYITHOCTRIO, U OPTaHU3AIUSIMH, KOTOPEIC
MIPEIOCTABIIAIOT TPAJIULMOHHYIO OJULEHCKYIO WK IIPAaBOBYIO IIOMOILb.

UYersepTast BcTpeua MUHUCTPOB FOCTULIMM U MUHUCTPOB WM T€HEPAIbHBIX IPOKYPOPOB CTPaH aMEPUKAHCKOTO
KOHTHHEHTa PEKOMEHI0BAJIA 3aHOBO cOOpaTth I pymiy npaBUTeNbCTBEHHBIX dKcnepToB®?® no kubepnpecrynHocty B
paMmkax nesitenpHocTH pabodeit rpymmsl OAT s pa3paboTku nanpHenmux pekomennanuii REMJA u morpeboBaio:

893 For more information see http://www.oas.org/juridico/english/cyber.htm and the Final report of the Fifth Meeting of REMJA, which contains the full

list of reports, results of the plenary session and conclusions and recommendations at: http://www.oas.org/juridico/english/ministry_of _justice_v.htm.
The full list of recommendations from the 2000 meeting is available at:
http://www.oas.org/juridico/english/ministry_of_justice_iii_meeting.htm#Cyber; The full list of recommendations from the 2003 meeting is
available at: http://www.oas.org/juridico/english/ministry_of _justice_v.htm.

The full list of recommendations is available at: http://www.oas.org/juridico/english/ministry_of _justice_v.htm

The OAS’ General Secretariat through the Office of Legal Cooperation of the Department of International Legal Affairs serves as the
Technical Secretariat to this Group of Experts, pursuant to the resolutions of the OAS General Assembly. More information on the
Office of Legal Cooperation is available at: http://www.oas.org/dil/department_office_legal_cooperation.htm.
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JIOIIOJIHATB MEPBI II0 OCYILECTBICHUIO PEKOMEH AU, IOArOTOBICHHBIE YTOM TPYIIION U YTBEPXKICHHBIE
REMIJA-III;

PaccMOTpeTh BOIIPOC O MOATOTOBKE COOTBETCTBYIOIIUX MEKAMEPUKAHCKUX MPABOBBIX JOKYMEHTOB M TUIIOBBIX
3aKOHOB B LIEJISAX YKPEIUICHHS COTPYAHAYECTBA CTPaH 3araJ HOro NOIymapus B 00pb0e ¢ KHOepIpeCTyIMHOCTHIO,
C Y4ETOM CTaHIAPTOB, OTHOCSIIMXCS K YACTHOH KH3HU, 3alIUTE HHPOPMAIUH, IIPOLETYPHBIX aCIICKTOB
IIpeLyNpeXAECHHS IPECTYITHOCTH.

MUHHUCTPHI IOCTULIMK 1 MUHUCTPBI WK TeHEpaJIbHbIE MPOKYPOPHI CTpaH aMepUKaHCKOro konTuHeHta (REMJA)

IPOBENM HA CETOIHALIHUMN JIeHb ceMb BeTpews?’. TocneiHue BeTpeun ObUIM TPOBEAEHBI B BallMHITOHE, OKPYT

Konymb6us, CILA, B anpene 2006 roga u anpene 2008 rona. Cpeau pekoMeHIaui, MpeICTaBICHHBIX Ha BCTpEUe

2006 rona, UM cnemyromuedos:

MIPOJIOJDKUTH YKPEIUIATh coTpyaaudectBo ¢ Cosetom EBporisl, ¢ TeM utoOst ['ocynapctea — Unenst OAT Mmormu
paccMoTpeTh BOmpoc o puMeHeHun npuHiunos Kousenuu Cosera EBponsl o kubepnpectynnoctud??. Kpome
TOTO, IPOAOIDKHUTE YKPEIUIATh MEXaHU3MBI 0OMeHa HH(pOpMaIHeil 1 COTPYAHUIECTBA C IPYTUMH
MEXKIYHAPOIHBIMHA OPTaHU3AIMSMHA U YIPEKICHUSIMU B 00JIACTH KHOEPIIPECTYITHOCTH, TAKUMH KaK
Opranmzanus O6senuHenHbx Hanwit, EBporeiickuii coro3, @opym AznaTcko-TUX00KEaHCKOTO
9KOHOMHUYecKoro cotpynuudectsa, OOCP, I'pynma Bocbmu, ConpykecTBo, a Takxke MHTEpnon, A TOro 4To0b!

Tlocynapcrea — Unenst OAT BOCIIONB30BAIMCH TIPOTPECCOM B ATHX QOopymax;

locynapcrBam-Uienam co3aTh CienUaIbHBIC MOAPA3ACICHUS IS pacciieI0BaHIsI KNOCPIPECTYIUICHHH, a
TaKXXe OIPEIEIUTh OPTaHbl, KOTOPBIE OyAyT padoTaTh B KaU€CTBE KOHTAKTHBIX B 3TOM BOIIPOCE, U YCKOPATH
00OMeH nH(opMaIHel U IOTyYeHHe T0Ka3aTeNIbeTB. KpoMe Toro, yKpersaTh COTPYTHIHYECTBO MO OOproe ¢
KHOEPIPECTYITHOCTHIO CPEIH TOCYIaPCTBEHHBIX OPTaHOB, TIOCTABIIMKOB YCIYT HHTEPHETA U IPYTUX
OpraHM3alyi 4aCTHOTO CEKTOPa, MPEAOCTABIIAIOLINX YCIYTH epeaun 1aHHbIX.

DTH peKoMeH IaluK ObLIY TIOBTOPEHBI Ha coBemanuu 2008 roaa, rae 6bu10 oTMeueHo0:

YTO, C YYETOM peKoMeHaalui [ pymnibl mpaBUTEIbCTBEHHBIX SKCIIEPTOB, MPUHATHIX Ha MPEIbIIyIINX BCTpedax
REMIJA, rocynapctam, nprcoequHuBIIeMcst K KoHBEHIMN, HEOOXOMMO PAacCMOTPETh BOMIPOC O MPUMEHEHUH
npunimnoB Konsenimu CoBeta EBporbl 0 KHOEpPIPECTYITHOCTH U IPUHSATH MPABOBBIC U HHBIC MEPEI,
HEOOXOMMEIE IJIS €€ OCYIIECTBIICHHS. AHAIOTHYHOE B ATOH CBS3U TEXHUIECKOE COTPYAHNIECTBO ¢ COBETOM
EBpomsl u Bipens Oyaet mpoBoauThes oA aruaoi ['enepansHoro cexperaps OAIL wepes Cekperapuat mo
MPaBOBBIM BompocaM. KpoMe Toro, mpooibKUTh IpeApUHIMATE YCUIIHS C LENBI0 PaCIINPEHUs 0OMeHa
uHpOpMaIel u COTPYIHHYECTBA C APYTHUMHU MEXTyHAPOTHBIME OPTAHM3AIUSIMH U YIPEKACHISIMU B 001aCTH
KHOEpIpecTyIMHOCTH, TaK yTo0bI ['ocymapcTBa — Unensl OAI” MOTIIM BOCTIONB30BATHCS MPEUMYIIIECTBAMU
JIOCTHKEHUH 3TUX (HOopyMOB.

yto Cekperapuar MexxaMepUKaHCKOTo koMuTeTa 1o 6oprde ¢ Teppopusmom (CICTE), MexamepukaHckas
komuccust atekrpocBszu (CITEL) u paboyast rpymma no KuOeprnpecTymHOCTH JT0JDKHBI TIPOIOJKUTH Pa3BUBATh
MMOCTOSTHHOE COTPYTHUYECTBO W KOOPIWHAIIMIO JIEHCTBUI B 1IesX oOecrieueHust peanu3anuu [ 1o0anbpHOM
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The Conclusions and Recommendation of the Meetings of Ministers of Justice or of Ministers or Attorneys General of the Americas
and Cyber Crime are available at: http://www.oas.org/juridico/english/cyber_meet.htm.

In addition the Working Group of Governmental Experts on cybercrime recommended that training be provided in the management
of electronic evidence and that a training program be developed to facilitate states link-up to the 24 hour/7 day emergency network
established by the G-8 to help conduct cyber-crime investigations. Pursuant to such recommendation, three OAS Regional Technical
Workshops were held during 2006 and 2007, with the first being offered by Brazil and the United States, and the second and third
offered by the United States. The List of Technical Workshops is available at:
http://www.oas.org/juridico/english/cyber_tech_wrkshp.htm.

In the meantime the OAS has established joint collaboration with the Council of Europe and attended and participated in the 2007 Octopus Interface
Conference on Cooperation against cybercrime. See:

http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy%?20activity %20Interface2007/Interface2007_en.asp

Conclusions and Recommendations of REMJA-VII, 2008, available at: http://www.oas.org/juridico/english/cybVIL_CR.pdf
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MEXaMEepPUKAaHCKOW CTpaTeruu o knubepdesonacHoCTH, yTBepkaeHHOH pesomonueit AG/RES. 2004 (XXXIV-0/04)
I'enepanbHoii accambiien OAT.

5.3 Hayunvle nooxoowt

X OpOIII0 U3BECTHBIM IPUMEP HAYIHOTO MOJX0/1a K pa3paboTKe MPaBOBOW OCHOBHI JJISI PEIICHHUS IIPOOIEMBI
KHOEpIIPECTYITHOCTH Ha II100abHOM ypoBHE — 3T0 [Ipoekt Ctandopackoit MexaynapoaHoi KonpeHnmun
(CISAC?0T), Dra KonBennus Oblia pazpaboTaHa 1o UTOraM KoH(epeHIuH, nposeaeHHoi B CTaH(OpACKOM
yuusepcutere Coenunennsix [ltatos B 1999 rony?02. Cpasuenue ¢ Konsenmueii Cosera Esporbt 0
kubepnpectynnoctu?03, koTopas 6bl1a pa3paboTaHa IPHUMEPHO B TO e BpeMs, BBIABIAET psijl coBraienuil. O6a
JIOKYMEHTA OXBAaTHIBAIOT aCIIEKTH MaTEPHUAIBHOTO YTOJIOBHOTO MPABa, MPOIECCYAIbHOTO TIpaBa U MEXTyHApOTHOTO
coTpynHHYeCcTBa. [ TaBHBIM pa3IudueM sIBISIETCS TOT PAKT, YTO MPECTYIUICHHSI U MPOIECCyaTbHbIC TOKYMEHTBI,
paspabortannsie B [IpoekTe CToHOpacKOi KOHBEHIINH, TPUMEHSIOTCS TOJIBKO B CBSI3U C aTaKaMH Ha
HHGOPMAITOHHYIO HHPPACTPYKTYPY U TEPPOPUCTUUCCKIMH HAMIAJICHUSIMH, B TO BpeMsI KaKk HHCTPYMEHTEI,
CBsI3aHHBIC C MPOIECCYATBEHBIM IIPABOM H MEXITYHAPOIHBIM COTPYAHUICCTBOM, YIIOMIHYTHIC B KOHBEHIIUH O

KMOEPIPECTYITHOCTH, MOTYT TAKKe PUMEHATBCS M 1O OTHOIIEHHIO K TPAANIMOHHBIM NpecTyIeHus M 04,

5.4 B3aumoceaszv merxicoy paznuunvimu mMexcOyHapoOHbIMU U 3aKOHOOAMETbHBIMU NOOX00aMU

Ycnex OTAeNbHBIX CTAaHIAPTOB B YACTH TEXHUYECKUX IPOTOKOJIOB MIPUBOIUT K BOIIPOCY O TOM, KaK MOXKHO U30€XKaTh
KOH(JIMKTOB MEX/y Pa3IMYHBIMKM MEXKITyHapoJHbIME oaxoaamu’?. B nactosmee Bpems KonseHuus o
KHOEPIIPECTYITHOCTH SBJISECTCS TTIAaBHOW JICUCTBYIOIIEH MEXTyHAPOTHOW OCHOBOM, KOTOpAsi OXBATHIBACT BCE
CYIIECTBCHHBIC aCIIEKTHI, TAKHE KaK KHOEPIPECTYITHOCTD, HO TAaK)Ke PaCCMaTPUBACT U APYTHE ASSHHUIL. BTopoii
ME3KTyHAPOIHBIN MOXO0/ B HACTOSIIEE BPEMS IPEANIPHHAT MeXKTyHapOIHBIM COI030M 211eKTpocBsa3u’00, 1o urtoram
BcemupHOit BeTpeur Ha BBICIIEM YPOBHE 10 BOIpocaM HHPOPMAIMOHHOTO o0mecTBa, MCD Ha3Ha4YeH
COZICMCTBYIOIIEH OpraHu3aiueil ams Tak HazbiBaemoro Hampasnenus nesrensnoctu C5 BBYHNO. Kak onpeneneno
Ha >xeHeBckoM dtane Berpeur BBYHO B 2003 rony, Hanpasnenue aearensHoct C5 BKIIOYAET YKpEIJICHHE
noBepus 1 6e3onacHocTH rpu ucnonbzosanur UKT297, Ha BTopoM coOpanuu 10 coieHCTBHIIO Peanu3ayu
Hamnpasnenus nesarensnoctu C5, I'enepanbheblil cekperaps MCD moguepKHy BaXKHOCTh MEKIAYHAPOTHOTO
coTpynHHYeCTBa B O0ph0E ¢ KHOEPIPECTYTHOCTEIO. 3a STHM HOCIIEA0BAN TOKIan o pa3padotke B MCD I'mobansHOi

9! Sofaer, Toward an International Convention on Cyber in Seymour/Goodman, The Transnational Dimension of Cyber Crime and
Terror, page 225, available at: http://media.hoover.org/documents/0817999825_221.pdf.

The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in
the United States in 1999. The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page
249 et seq., available at: http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodman/Brenner,
The Emerging Consensus on Criminal Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page
70, available at: http://www.lawtechjournal.com/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International
Convention on Cyber in Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.
Council of Europe Convention on Cybercrime (CETS No. 185), available at: http://conventions.coe.int. For more details about the
offences covered by the Convention see below: Chapter 6.1.; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; Gercke, The Slow Awake of a Global Approach Against Cybercrime,
Computer Law Review International, 2006, 140 et seq.; Gercke, National, Regional and International Approaches in the Fight
Against Cybercrime, Computer Law Review International 2008, page 7 et. seqq; Aldesco, The Demise of Anonymity: A
Constitutional Challenge to the Convention on Cybercrime, Entertainment Law Review, 2002, No. 1, available at:
http:/elr.1ls.edu/issues/v23-issuel/aldesco.pdf; Jones, The Council of Europe Convention on Cybercrime, Themes and Critiques,
2005, available at: http://www.cistp.gatech.edu/snsp/cybersecurity/materials/callieCOEconvention.pdf; Broadhurst, Development in
the global law enforcement of cyber-crime, in Policing: An International Journal of Police Strategies and Management, 29(2), 20006,
page 408 et seq; Adoption of Convention on Cybercrime, International Journal of International Law, Vol 95, No.4, 2001, page 889 et
seq.

Regarding the application of Art. 23 et seq. with regard to tradition crimes see: Explanatory Report to the Convention on
Cybercrime, No. 243.

For details see Gercke, National, Regional and International Legislative Approaches in the Fight Against Cybercrime, Computer
Law Review International, 2008, page 7 et seq.

The International Telecommunication Union (ITU) with headquarter in Geneva was founded as International Telegraph Union in
1865. It is a specialised agency of the United Nations. The ITU has 191 Member States and more than 700 Sector Members and
Associates.

For more information on the C5 Action Line see Meeting Report of 2nd Facilitation Meeting for WSIS Action Line C5, 2007, page
1, available at: http://www.itu.int/osg/spu/cybersecurity/pgc/2007/events/docs/meetingreport.pdf.
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nporpamMmel kubepoezonacnoctu®03. [nobansHas nporpamma kubepoesonacnoctu MCD (I'TIK) npecnenyer ceMb
OCHOBHBIX 1ieneit?"?, Onuoil u3 ueneii aBnsercs GopMUpOBAHUE CTpPATErHii U1 pa3pabOTKU TUIIOBOTO
3aKOHOJIATENILCTBA 10 00pHOE ¢ KHOEPIPECTYMHOCThIO. Bhlia co3nana paboyas rpymma Ajis BHEAPSHHS CTPATETHH,
cBszannbx ¢ ITIK?10, OTeer Ha BONpOC 0 TOM, KaKk BO3MOYKHBIN TUIOBOH 3aKOH B3aUMOJIEHCTBYET C
CYIIECTBYIOIIMMH CTaHAPTAMH, 3aBHCUT OT IIOIX0/a, IPHHATOTO MPH pa3paboTKe HOBOTO TUIIOBOTO 3aKOHA.

B mienom ecth Tpu BapuaHTa CBS3H:

®  CIIOpHBIE PETYJISATOPHBIE TON0KEHUS

Ecnu HOBBII TUIIOBOM 3aKOH ONpEAENsIeT CTaHJAPThl, KOTOPBIE HE COIVIACOBAHBI € CYIIECTBYIOIIUMU
CTaHzapTaMu, 3TO, IO KpaiiHell Mepe, Ha Ha4aJIbHOM dTare MOXET OKa3aTh HEraTHUBHOE BO3JIeiiCTBHE Ha
HEOOXO MBI TIPOIIECC TAPMOHHU3ALIUH.

L4 YaCTHUYHOC I[yGHI/IpOBaHI/Ie CTaHOapTOB KOHBCHIII/II/I

HoBb1#i TUIIOBOM 3aKOH MOKET OCHOBBIBATHCS HA KOHBCHHI/II/I o KI/IGCpHpeCTyHHOCTI/I 1 MOXKCT UCKIIIOYATh TC
TIOJIOKEHU, KOTOPBIC CO3AaBaJIM TPYAHOCTHU IIPH MOAIIMCAHUN KOHBCHL[I/II/I WA OaK€ MPEIATCTBOBAJIN €€
DoATIMCAaHUIO HEKOTOPBIMHA CTpaHAMMU. HpI/IMepOM TaKOoro cropa siBJIg€TCsa OGCy)KI[eHI/IC noaoxxeHuit Ctateu 32b
KOHBCHIII/II/I o KI/IGCpHpeCTyHHOCTI/I. OTH 10I0KEHHS ObLIN MOABEPrHyTO KPUTHUKE CO CTOPOHBL pOCCI/II\/'ICKOI\/'I

neneranuy Ha 3acenanun Komurera no kubepnpectynnoctu B 2007 roxy?!1.
®  JononHeHue cTaHaapToB KonpeHuuu

HoBblil TUIOBO¥ 3aKOH MOKET BBIATH 33 PAMKH CTaHAAPTOB, oNpeieeHHbIX KonpeHuueii o
KMOEPIPECTYITHOCTH, M, HAIPUMED, TIPECIIEN0BATH CYI€0HBIM MOPSIKOM HEKOTOPBIE JIEHCTBHS, CBS3aHHBIE C
KMOEPIPECTYITHOCTRIO, U OIPEEIATh IIPOLIECCYaIbHbIE HHCTPYMEHTHI, KOTOPhIE TI0KA €IIE HE OIHCAHBI B
Kongennuu. Haunnas ¢ 2001 rona BeIMOIHEHO HECKOJIBKO BaxHBIX pa3padoTok. Korna Konsenius
paspabarsiBanack Hu "uimmHr'12, uu "kpaxa unenTuanocTn"?13, HU NpecTynIeHNUs, CBA3aHHbBIE C
OHJIAHHOBBIMH MTPaMH, HU COLIMANILHBIE CETH €l He MMEJIM TAKOTo 3HAYeHHs, Kak ceifdac. HoBblii TMIIOBOM
3aKOH CMOKET MPOJOJKHTh IPOIIECC FAPMOHU3ALMK 32 CUET BKIIOUEHHS B HETO OYAyIIHX MPECTyIICH I

TpaHCHALMOHAIBLHOrO MaciTaba® !4,

9% For more information see http:/www.itu.int/osg/csd/cybersecurity/gca/.

999 1. Elaboration of strategies for the development of a model cybercrime legislation that is globally applicable and interoperable with
existing national and regional legislative measures, 2. Elaboration of strategies for the creation of appropriate national and regional
organizational structures and policies on cybercrime. 3. Development of a strategy for the establishment of globally accepted
minimum security criteria and accreditation schemes for software applications and systems. 4. Development of strategies for the
creation of a global framework for watch, warning and incident response to ensure cross-border coordination between new and
existing initiatives.S. Development of strategies for the creation and endorsement of a generic and universal digital identity system
and the necessary organizational structures to ensure the recognition of digital credentials for individuals across geographical
boundaries. 6. Development of a global strategy to facilitate human and institutional capacity-building to enhance knowledge and
know-how across sectors and in all the above-mentioned areas. 7. Advice on potential framework for a global multi-stakeholder
strategy for international cooperation, dialogue and coordination in all the above-mentioned areas.

See: http://www.itu.int/osg/csd/cybersecurity/gca/hleg/index.html.

Meeting Report, The Cybercrime Convention Committee, 2nd Multilateral Consultation of the Parties, 2007, page 2, available at:
http://www.coe.int/t/e/legal_affairs/legal _co%2Doperation/combating_economic_crime/6_cybercrime/t%2Dcy/FINAL%20T-

CY %20_2007_%2003%20-%20e%20-%20Report%200f%20the%20meeting] .pdf.

The term “phishing” originally described the use of e-mails to “phish” for passwords and financial data from a sea of Internet users. The use of “p
linked to popular hacker naming conventions. See Gercke, Computer und Recht, 2005, page 606; Ollmann, The Phishing Guide Understanding &
Preventing Phishing Attacks, available at: http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf. Regarding the phenomenon phishing see
Dhamija/Tygar/Hearst, Why Phishing Works, available at: http://people.seas.harvard.edu/~rachna/papers/why_phishing_works.pdf; Report on
Phishing, A Report to the Minister of Public Safety and Emergency Preparedness Canada and the Attorney General of the United States, , available
at: http://www.usdoj.gov/opa/report_on_phishing.pdf,

For an overview about the different legal approaches see: Gercke, Internet-related Identity Theft, 2007, available at:
http://www.coe.int/t/e/legal_affairs/legal _co-operation/combating_economic_crime/3_Technical_cooperation/CYBER/567%20port%20id-d-
identity%20theft%20paper%2022%20nov %2007 .pdf; See as well: Chawki/Abdel Wahab, 1dentity Theft in Cyberspace: Issues and Solutions, Lex
Electronica, Vol. 11, No. 1, 2006, available at: http://www.lex-electronica.org/articles/v11-1/ chawki_abdel-wahab.pdf; Peeters, Identity Theft
Scandal in the U.S.: Opportunity to Improve Data Protection, Multimedia und Recht 2007, page 415; Givens, Identity Theft: How It Happens, Its
Impact on Victims, and Legislative Solutions, 2000, available at: http://www.privacyrights.org/ar/id_theft.htm.Regarding the economic impact see
for example the 2007 Javelin Strategy and Research Identity Fraud Survey; 2006 Better Bureau Identity Fraud Survey; 2006 Federal Trade
Commission Consumer Fraud and Identity Theft Complaint Data; 2003 Federal Trade Commission Identity Theft Survey Report.

There are two aspects that need to be taken into consideration in this context: to avoid redundancy, a new approach should focus on offences
that are not intended to be covered within further amendments of the Convention on Cybercrime. The second aspect is related to the
difficulties in finding a common position all countries can agree on. Based on the experiences with the negotiations of the Convention on
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B 5ToM oTHOIIEHHH HaGop MHCTpYMeHToB MCD 115l 3aK0OHOAATeNIbCTBRA 110 kubepnpecTynHoctu® !5 npeHasnauen
JUTS TIPETOCTABIICHHS CTPAHAaM PEKOMEHIATEIBHBIX MAaTEPHAIOB, KOTOPHIE MOTYT IIOMOYb UM B CO3JJaHUN
3aKOHOAATENFHON OCHOBHI JUTS CIIEPKUBaHUsI KuOeprnpecTymHOCTH. OH MOAYepKUBACT BAKHOCTD JJIS CTPaH
TrapMOHHM3AIMHU MX 3aKOHOAATENBHBIX PAMOK B IIEJsIX Oosee 3P PeKTUBHON O0phOBI POTUB KUOSPIIPECTYIIICHUN U
COJICHCTBHSI MEXKIIYHAPOJHOMY COTPYJIHHUYECTBY. Pa3zpaboTkoit Habopa nHCTpyMeHTOoB MCD I 3aKOHOIATEIILCTBA
0 KAOEPIPECTYMHOCTY 3aHUMAETCSI MHOTOTIPO(DIIIFHAS MEXKTyHAPOIHAS IPYIIa SKCIEPTOB, U MEPBHI MPOEKT ObLI
npezacrasiieH B Havyane 2009 roga.

5.5 B3aumocenzv mercoy paznuuHviMu MedcOYHAPOOHLIMU U HAUUOHATbHBIMU ROOX00AMU

Kak oTMeuanoch panee, KHOEpPIpPeCTYHOCTh ABJISAETCS NEHCTBUTENBHO TPAHCHAIIMOHAIEHOM TIPeCTYHOCTHI0? 10,

B cBsi3u ¢ TeM, 4TO HPECTYITHUKH MOT'YT, B IIEJIOM, BRIOpATh B KA4ECTBE LIENH [10JIb30BaTeNel 13 1000 CTpaHbl
MUpa, MEKIYHAPOJHOE COTPYIHIHYECTBO OPTaHOB OXPAHBI MPABOTIOPSIKA SBISECTCS 00s3aTEIFHBIM TPEOOBAHHUEM TSI
MEKTyHApOIHOTO paccieoBanus kubeprnpectyrienuit’1?. PaccienoBanus TpeGyrOT HATMYHUS CPEBI JUTS
COTPYAHUYECTBA U 3aBUCST OT COIJIACOBAHHOCTH 3aKOHOB. M3-3a 001iiero npuHIuna o000 JHOH YToJ0BHOI
OTBETCTBEHHOCTH’ 18, 3(h(heKTUBHOE COTPYIHUYECTBO, B IEPBYIO OYEPEb, TPEOYET rapMOHM3ALMH TTOJIOKEHHUI
MaTepHATLHOTO YrOJOBHOTO IIPaBa B LEAX IPeA0TBPALIEHHs CO3aHus "30H 6€30nacHOCTH" IS TPECTYIHUKOBY 19,
Kpome Toro, He00X0IUMO rapMOHU3UPOBATH CIEACTBEHHBIC HHCTPYMEHTEHI, IJIsl TOTO 4TOOBI 00ECIICUUTh BCE
CTpaHbl, BOBJICUCHHBIC B MEXAYHAPOJHOE paccieoBaHue, HEOOXOANMBIMH IS 3aBEPILICHHS pacCiieIOBaHUs Ha
MECTe CIIeICTBEeHHBIMI HHCTpyMeHTaMu. HakoHerr, 3¢ dekTuBHOE COTpYIHUYECTBO OPraHOB OXPAaHbI MPABOIOPSIKA
TpedyeT >QPeKTHBHBIX MPOLENYD, CBA3AHHBIX C MPaKTHYeCKUMH acniekTaMu 20, JIns mo60ii HalMOHANBEHOM
cTpateruu 00pbObI MPOTUB KUOEPITPECTYTHOCTH BXKHOCTh MEXaHM3MOB TapMOHHM3ALMU U HEOOXOANMOCTh Y4acTHs B
rI100aTFHOM MPOIIecCe FapMOHHU3ALUH SIBJISIETCSI, TI0 KpaliHel Mepe, TeHACHIIMEH, eClTi He HEe00XOIUMOCTEIO.

5.5.1 IIpuYnHBI NOMYJISIPHOCTH HAIMOHAJIBHBIX MOAX010B

HecMOTpst Ha MPOKOE MPU3HAHUE BA)KHOCTH TApMOHM3AIINH, POIECC BHEAPEHUS MEKTyHAPOIHBIX
3aKOHOJIaTENbHBIX CTAHIAPTOB €llle Jajlek OT 3apepiueHus 2. OHol U3 MPUYMH TOro, HOYeMY HALMOHATbHBIE
TOJIXO/IbI MIPAIOT BAXKHYIO POJIb B 60pbOE ¢ KHOEPIPECTYHHOCTBIO, SBISETCS TO, YTO BO3JEHCTBUE STHX
NPECTYILIEHHUI He 0MHaKoBo. OIMH U3 IIPUMEPOB — MOAX0 K 6ophde co cnamom?22, CriaM, CBSA3aHHBIH C
3JIeKTPOHHOM TTOYTOH, 0COOEHHO BO3IEHCTBYET HA Pa3sBUBAIONINECS CTPAHBI, U 3TOT BOIPOC OBUT IPOAHATN3UPOBAH B
noxnage ODCP923, M3-3a Hel0CTaTOUHBIX U G0JIee JOPOrOCTOSMIUX PECYPCOB B PA3BUBAIOIIMXCS CTPAHAX CIaM
OKa3bIBaeTCs ropas/o 0oJiee cephe3Hoil IPoBIEMOii, UeM B 3amafHbIX CTpaHax 24, PasnuuHoe BAMSHME
KMOEPIPECTYITHOCTH HAPSIy € CYIECTBYIOMIEH 3aKOHOIATENbHOM CTPYKTYPOi M TPaJIHIUAMU, ABJIAIOTCS [IaBHbIMK
NPUYUHAMY JUIS 3HAYMTEIHLHOTO YUC/Ia 3aKOHOAATENLHBIX HHUIIMATHB HA HALMOHAJIBLHOM YPOBHE, KOTOPhIE HE
ABJIAIOTCS, HITH TOIBKO YACTHYHO, TIOCBSIIEHHBIMHI BHEIPEHHIO MEKIyHAPOIHEIX CTAHAAPTOB.

Cybercrime, it is likely that negotiations of criminalisation that go beyond the standards of the Convention will proceed with difficulties.

Further information on the ITU Cybercrime Legislation Toolkit is available at: http://www.itw.int/ITU-D/cyb/cybersecurity/projects/cyberlaw.html.
Regarding the extent of transnational attacks in the most damaging cyber attacks see: Sofaer/Goodman, Cyber Crime and Security — The
Transnational Dimension in Sofaer/Goodman, The Transnational Dimension of Cyber Crime and Terrorism, 2001, page 7, available at:
http://media.hoover.org/documents/0817999825_1.pdf.

Regarding the need for international cooperation in the fight against Cybercrime see: Putnany/Elliott, International Responses to Cyber Crime, in
Sofaer/Goodman, The Transnational Dimension of Cyber Crime and Terrorism, 2001, page 35 e seq. available at:
http://media.hoover.org/documents/0817999825_35.pdf; Sofaer/Goodman, Cyber Crime and Security — The Transnational Dimension in
Sofaer/Goodman, The Transnational Dimension of Cyber Crime and Terrorism, 2001, page 1 ef seq. available at:
http://media.hoover.org/documents/0817999825_1.pdf.

Dual criminality exists if the offence is a crime under both the requestor and requesting party’s laws. The difficulties the dual criminality principle can
cause within international investigations is currently addressed in a number of international conventions and treaties. One example is Art. 2 of the EU
Framework Decision of 13 June 2002 on the European arrest warrant and the surrender procedures between Member States (2002/584/JHA).
Regarding the dual criminality principle in international investigations see: United Nations Manual on the Prevention and Control of Computer-
Related Crime, 269, available at http://www.uncjin.org/Documents/EighthCongress.html; Schjolberg/Hubbard, Harmonizing National Legal
Approaches on Cybercrime, 2005, page 5, available at: http://www.itu.int/osg/spu/cybersecurity/ presentations/session12_schjolberg.pdf.

920 See Convention on Cybercrime, Art. 23 — Art. 35.

21 See Gercke, The Slow Wake of a Global Approach against Cybercrime, Computer Law Review International 2006, 141 et seq.

922 See above: Chapter 2.6.7.

923 See Spam Issue in Developing Countries. Available at: http://www.oecd.org/datacecd/5/47/34935342.pdf.

924 See Spam Issue in Developing Countries, Page 4, available at: http://www.oecd.org/dataoecd/5/47/34935342.pdf.
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5.5.2 MexayHapoaHble pelieHns MPOTHB HAIMOHAJIBHBIX

Bo BpeMs TexHUYeCcKOH r1o0amu3aii MOKET IMOKa3aThCsl HEMHOTO HEOXKUIaHHBIM 00CYXICHHE TOTO, KaK KTO-TO,
KEIAFOIIIIA COCAUHUTHCS C MHTEPHETOM, JIOJDKCH BHIOPATh YCTAHOBICHHBIC TEXHUYECKUE CTAHIAPTHBIC
npoTokonb?2S, EfuHbIe CTaHIapThl ABISIOTCS OJHMM M3 OCHOBHBIX TpeOOBaHUIA 171 paboTh B ceTu. OHAKO B
OT/IMYME OT TEXHUYECKUX CTAHIAPTOB, 3aKOHOJATe/bHbIE CTAHAAPTHI BCE ellle OTIMYAI0TCS APYT OT Apyra’2o,
Heo0xoauMo cripocuTh, CMOTYT JIM HAIIMOHAILHBIC TIOJIXO/IBI MPOJI0KATE pad0TaTh C Y4€TOM MEXITYHAPOIHOTO
pasmaxa KuOeprpecTynHocTu 2. DTOT BONPOC SBISETCS aKTYalbHBIM I BCEX HAIIMOHAIBHBIX M PETHOHAIBHBIX
MOJIX0JIOB, KOTOPbIE PEaTu3yI0T 3aKOHOIATeNILCTBO, HE COOTBETCTBYIOIIEE CYIIECTBYIOIIUM MEXIYHAPOAHBIM
crannapraM. OTCyTCTBUE rapMOHHU3AIMHA MOXKET CEPbE3HO 3aTPYIHUTh MEXKIYHAPOJHbIE PACCIIEOBAaHU, TOTAa KaK
HAI[MOHAIBHBIC U PErHOHALHBIC TIOJXO/IBI, CIICYIONINE 32 MK IYHAPOJHBIMU CTaHIAPTAMH, TIO3BOJISIFOT H30€KaTh
npo6JieM U TPYAHOCTEH B X0J1€ MEXIyHAPOIHBIX PaccieI0BaHui 28,

Cy11ecTBYIOT AB€ OCHOBHBIE IPUYHHBI JIsl PACTYILET0 YNCIIa PETHOHAIBHBIX U HALIMOHAIBHBIX MOIXO0/I0B.
Bo-niepBEIX, 3TO CKOpOCTh pa3paboTku 3akoHOB. CoBeT EBpOITBI HE MOXKET 3aCTaBUTh HH OJTHO M3 €r0 rOCYIapCTB-
YICHOB, MOANHCABIINX KOHBEHIHIO 0 KHOEPIIPECTYMHOCTH, ee paTHu(UIMpoBaTh. [1o 3T0# npryunHe mporece
rapMOHHM3ALIMU YaCTO CUUTAaeTCs Oosiee MeIJICHHbIM, YeM HallMOHAJIbHBIE U PETHOHAIBHBIE 3aKOHOAaTENIbHbIE
noaxoas’??. B ormuue ot Cosera EBponbl, EBponelickuii Cor03 HMEET CPe/ICTBA, YTOObI 3aCTABUTh FOCY1apPCTBa-
YJIeHbl BHEJAPUTH PAaMOYHbIE PEIICHUS U JUPEKTUBBL. FIMEHHO 10 3TOW MpUYHMHE Lelblid psi ctpad EBporneiickoro
Coto3a, kotopsie oanucany Konseniuro o kuobepnpectynHoctd B 2001 roay, HO elie He paTU(UIIMPOBAIH €€, TeEM
He MeHee, npursue B 2005 roxy Pamounoe pemenne EC no arakam Ha HHGOPMAIIMOHHEIC CUCTEMBEI.

Bropas npuyrHa cBsizaHa ¢ HALIMOHAIBHBIMU U PETHOHAIBHBIMU pa3inuuusaMu. HexoTtopele mpecTyrieHus
MIPECIIEAYIOTCS CYACOHBIM MOPSIIKOM JIMIIb B HEKOTOPBIX CTpaHax peruoHa. IIpumepaMu 3Toro sBISIOTCS
penuruo3Hele npectymienns >0, XoTs ManoBeposTHO, YTO OyIeT BO3MOMKHA MEXKIyHAPOIHAs FAPMOHHU3AIUS
YTOJIOBHOTO 3aKOHOJATENLCTBA, CBA3aHHOTO C MPECTYIUIEHUSIMU B OTHOLIEHUHU PEIUTHO3HBIX CUMBOJIOB, B 3TOM
OTHOIIICHUY HAIIMOHAJIBHBIN TTOAX0 MOXKET 00ECIICUUTh TAKOE MOJIOKECHUE JIEIT, TPU KOTOPOM 3aKOHOIATEIIEHBIE
CTaHAapThl MOT'YT NOJJEPKUBATHCSA B OTAEIBHON CTpaHe.

5.5.3 CJ10:KHOCTH HAITHOHAJIBLHLIX MOAX010B

HarnmoHnanpHbIE TIOAXOABI CTAIKUBAIOTCS C PSIIOM MpobieM. UTo KacaeTcs: TpaaullMOHHBIX IPECTYILICHUH, TO
pEeIIeHuE OTHOM MM HECKOJBLKUX CTPaH MPECIeIOBaTh HEKOTOPBIC ACSIHUS CYAeOHBIM TIOPSIKOM, MOXKET OKa3aTh
BIIMSTHUE HA BO3MOXKHOCTb COBEPIICHHUS NPECTYIUIEHUH B 3TUX cTpaHaX. OJIHAaKO KOrza pedb UIET O MPECTYIJICHUSX,
CBSI3aHHBIX C UHTEPHETOM, CIIOCOOHOCTH O/IHOM CTpaHbI MOBJIMATH Ha PECTYIMHUKA rOpa3io MEHbIIIE, TOCKOJIBKY
HPECTYNHUK, B LIEJIOM, MOXET JeiiCTBOBATh U3 II0OOT0 MeCTa, IJle UMeeTcs HoakIoueHue k cetn’3!. Eciu onu
JIEHCTBYIOT U3 CTpaH, KOTOPBIE IJI€ ONPENCICHHBIC ACSIHUS CyeOHBIM MOPSIKOM HE MPECISAYIOTCS, TO
MEXKIYHApPOIHBIC PACCIIEIOBAHUS, a TAKXKE MPOCKOBI O BBIIave 4acTo OyayT Oe3ycrnenrnpivu. OHa U3 OCHOBHBIX
nelnei MeKIyHapOJHBIX 3aKOHOIATENBHBIX MOXOIOB COCTOUT B TOM, YTOOBI IIPEIOTBPATUTH CO3JJAHUE TAKUX 30H
0€30MaCHOCTHU MyTeM ITPOIBMKEHHS U IIPUMEHEHHUs MUPOBBIX CTaHAapToBY32, B pesybTaTe HALMOHAIBHBIE OIXO0IbI
B LIEJIOM TPeOYIOT JOMOIHUTENBHBIX CTOPOHHUX MEp, KOTOphIE A0JKHBI paboTath’33, Haubonee nomyspHbie
JIOTIOJTHUTENIHHBIE MEPHI:

L4 CYIIGGHOC OpeCiI€a0OBaHUC ITOJIB30BATCIIsA, @ HE TOJIBKO IMOCTABIIMKAa HE3AKOHHOT'O COACPIKAHUS

925 Regarding the network protocols see: Tanebaum, Computer Networks; Comer, Internetworking with TCP/IP — Principles, Protocols and

Architecture.

See for example the following surveys on national Cybercrime legislation: ITU Survey on Anti-Spam Legislation Worldwide 2005 -, page 5,
available at: http://www.itu.int/osg/spu/spany/legislation/Background_Paper ITU_Bueti_Survey.pdf; Mitchison/Wilikens/Breitenbach/Urry/Portesi —
Identity Theft — A discussion paper, page 23 et seq., available at: https://www.prime-project.eu/community/furtherreading/studies/ID ThettFIN.pdf;
Legislative Approaches to Identity Theft: An Overview, CIPPIC Working Paper No.3, 2007; Schjolberg, The legal framework - unauthorized access
to computer systems - penal legislation in 44 countries, available at: http://www.mosstingrett.no/info/legal html.

Regarding the international dimension see above: Chapter 3.2.6.

With regard to the Convention on Cybercrime see: Explanatory Report to the Convention on Cybercrime, No. 33.

Regarding concerns related to the speed of the ratification process see Gercke, The Slow Wake of a Global Approach against Cybercrime, Computer
Law Review International 2006, 144.

930 See below: Chapter 6.1.9.

3! See above: Chapter 3.2.6 and Chapter 3.2.7.

%32 The issue was addressed by a number of international organisations. The UN General Assembly Resolution 55/63 points out: “States should ensure
that their laws and practice eliminate safe havens for those who criminally misuse information technologies’. The full text of the Resolution is
available at: http://www.unodc.org/pdf/crime/a_res_55/res5563e.pdf. The G8 10 Point Action plan highlights: “There must be no safe havens for
those who abuse information technologies”.

For details see Gercke, National, Regional and International Legislative Approaches in the Fight Against Cybercrime, Computer Law Review
International 2008, page 7 et seq.
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OnvH OJX0/1 3aKIII0YAETCs B CYI6OHOM IIPECIICIOBAHNH 3a HCIIOJL30BAaHNE HE3aKOHHBIX YCIYT B TOTIOJIHEHHUE
CcyJneOHOMY IPECIEIOBAHUIO TOJIBKO TEX, KTO TAKKE YCIIYTH MPEIOCTaBIsIeT. B TaHHOM MOAX0/e IPUMEHSAETCS
cyneOHOe mpecieJOBaHke TOIb30BaTeNe, KOTOPhIe HAXOMSTCS MO TaHHOH FOPUCAUKIUEH, 9TOOBI KOMIICHCHPOBATh
HE0CTArOIIee BIIMSIHUE Ha TIOCTABIHKA YCIYT, KOTOPBIN IEHCTBYET M3-3a pyOexKa.

e CynebHoe IpeciieIOBaHNE 32 YCIIYTH, UCTIOJIE3YEMBIE TIPH COBEPILICHUN KHOCPIPECTYIIIICHNUSI.

Bropotii moaxox 3aKiIrouacTcs B pETYINPOBAHAHN U JaXe CYACOHOM IIPECICAOBAHNH 3a PEIOCTABICHHUE
ONpeeNeHHbIX YCIYT Ha TEPPUTOPUH MO JaHHOM IOPUCIUKILIMEH, KOTOPBIE UCIIOJIB3YIOTCS B MPECTYIMHBIX LEIsX.
JaHHoe pelieHre BBIXOAUT 33 paMKU IIEPBOro MOAX0/a B TOM, YTO OHO KacaeTcs NPeANpUsATHA U OpraHU3aluii,
MpeIaraloIinX HeUTpaIbHBIE YCIYTH, KOTOPBIE HCIONB3YIOTCS IS 3aKOHHOM, a TaKKe He3aKOHHOM e TeILHOCTH.
[Ipumepom Takoro noaxoxa spisercs npunsatie B CLLIA B 2006 rony AkTa o HelerajbHbIX a3apTHBIX UTPaxX B

unTepHeTe?34,

TecHO CBSI3aHO € 3TOW MEPOH YCTAHOBJICHHE 00SI3aHHOCTEH /I (DMIIBTPAIIMN ONIPEIEIICHHOTO COJICPKAHHUS, C
KOTOPBIM MOKHO 03HaKOMHUTECS B MHTepHETE? >, Takoi 1oaxo1 6611 06CYKIeH B pAMKAaX H3BECTHOIO
Yahoo-pemenus’36, u B HacTosimee BpeMs o0cyxknaercs B M3pauie, i€ IOCTaBIMKM YCIYT H0CTYIA B HHTEPHET
00s13aHBI OTPAHUYUTH JOCTYI K HEKOTOPBIM BeO-caiiTaM, COAEpKaIIUM WH(POPMAIIHIO JJIs B3pOCibIX. [1ombITku
KOHTPOJIMPOBATh COAEPKaHUE HHTEPHETA HE OTPAHNIHNBAIOTCS TONBKO B3POCIBIM COACP)KaHNEM, HEKOTOPBIE CTPAaHBI
HCTIONB3YIOT TEXHOJIOTHIO (PITBTPALIUY JJIsl OTPAHUICHHS JOCTYIIA K BeO-caliTaM, KOTOPhIE KACAlOTCs MOTUTHIESCKUX
Bornpocos. Muuumnarusa OpenNet?37 coo61maeT o Tom, 4TO HEeH3ypa IPaKTHKYETCs IIPUMEPHO B IBYX JIECATKAX

crpan?3s.

3% For an overview about the law see: Landes, Layovers And Cargo Ships: The Prohibition Of Internet Gambling And A Proposed
System Of Regulation, available at: http://www.law.nyu.edu/JOURNALS/LAWREVIEW/issues/vol82/n03/NYU306.pdf; Rose,
Gambling and the Law: The Unlawful Internet Gambling Enforcement Act of 2006 Analyzed, 2006, available at:
http://www.gamblingandthelaw.com/columns/2006_act.htm. For more information see below: Chapter 6.1.j.

Regarding filter obligations/approaches see: Zittrain/Edelman, Documentation of Internet Filtering Worldwide, available at:
http://cyber.law.harvard.edu/filtering/; Reidenberg, States and Internet Enforcement, University of Ottawa Law & Technology Journal, Vol. 1, No.
213, 2004, page 213 et. seq., available at: http://papers.ssm.com/sol3/papers.cfm?abstract_id=487965; Regarding the discussion about filtering in
different countries see: Taylor, Internet Service Providers (ISPs) and their responsibility for content under the new French legal regime, Computer
Law & Security Report, Vol. 20, Issue 4, 2004, page 268 et seq. ; Belgium ISP Ordered By The Court To Filter Illicit Content, EDRI News, No 5.14,
18.06.2007, available at: http://www.edri.org/edrigram/number5. 14/belgium-isp; Enser, lllegal Downloads: Belgian court orders ISP to filter,
OLSWANG E-Commerce Update, 11.07, page 7, available at: http://www.olswang.com/updates/ecom_nov(07/ecom_nov07.pdf; Standford, France
to Require Internet Service Providers to Filter Infringing Music, 27.11.2007, Intellectual Property Watch, available at: http://www.ip-
watch.org/weblog/index.php?p=842; Zwenne, Dutch Telecoms wants to force Internet safety requirements, Wold Data Protection Report, issue
09/07, page 17, available at:

http://weblog leidenuniv.nl/users/zwennegj/Dutch%20telecom%20operator%20to%20enforce %20Internet %20safety %20requirements.pdf; The
2007 paper of IFPI regarding the technical options for addressing online copyright infringement , available at:

http://www eff.org/files/filenode/effeurope/ifpi_filtering memo.pdf; Regarding self-regulatory approaches see: ISPA Code Review, Self-Regulation
of Internet Service Providers, 2002, available at: http://pcmlp.socleg.ox.ac.uk/selfregulation/iapcoda/021 1 xx-ispa-study.pdf. Zittrain, Harvard Journal
of Law & Technology, 2006, Vol. 19, No. 2, page 253 et seq.

See: Poullet, The Yahoo! Inc. case or the revenge of the law on the technology?, available at: http://www.juriscom.net/en/uni/doc/yahoo/poullet.htm;
Goldsmith/Wu, Who Controls the Internet?: Illusions of a Borderless World, 2006, page 2 et seq.

The OpenNet Initiative is a transatlantic group of academic institutions that reports about Internet filtering and surveillance. Among others the
Harvard Law School and the University of Oxford participate in the network. For more information see: http:/www.opennet.net.

Haraszti, Preface, in Governing the Internet Freedom and Regulation in the OSCE Region, available at:
http://www.osce.org/publications/rfm/2007/07/25667_918_en.pdf.
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6 ITPABOBBIE PE3YJIBTATDBI

B crenyroreii riaBe npencrabieH 0030p BapHAHTOB IMPABOBOTO PEarupOBAHIS HA SBICHUE KHOCPIPECTYITHOCTH ITyTEM
00BACHEHHS IPABOBBIX MOJXOIOB B CIyyae CyaAeOHOro Ipecie0BaHKs OIpeeeHHbIX AesHuii?3. Tam, rae BO3MOKHO,
OyIlyT MPUBOAUTHCS MEKTYHAPOIHBIE TIOAXOBL. B ciiydasx, Koria MexXayHapOIHbIE TIOIXO0/IbI OTCYTCTBYIOT, OyIyT
WCTOJIb30BATHCS HAIIMOHATIBHBIE W PETUOHAIILHBIE TIOJIXO/IBL.

6.1 Mamepuansnoe yzonosnoe npago
6.1.1 He3akoHHBII 10cTYH (XaKepcTBO)

C Hauana pa3BUTHUsL KOMIIBIOTEPHBIX CETEHl, UX BO3MOXKHOCTEH COeAMHEHUI KOMITBIOTEPOB U ITPEIOCTaBICHUS
I10J1b30BATEIISIM IOCTYIIA K JPYTUM KOMITBEOTEPHBIM CUCTEMaM XaKephl UCTIO0Ib30BAJIM KOMIIBIOTEPBI 71 IPECTYIHBIX
ueneii?*0. B neficTBHsIX XaKepOB CYIIECTBYIOT CYIIECTBEHHbIE pasmnumsi !, Xakepam He 00513aTebHO PUCYTCTBOBATH HA
MECTE MPECTYIUIEHHU *2; MM BCETO JUILb TPEOYETCst 0GONTH 3aLIUTY, 00ECTIEUUBAIOILYEO G€30macHOCTh cetn®43. Bo
MHOTHX CIy4asX HE3aKOHHOI'O JIOCTYIA CUCTEMbI OE30MaCHOCTH, 3all[UIIA0IIE MECTOHAXOXK/ICHHE alapaTHbIX CPEACTB
CETH, SIBILTFOTCS O0JIee CIIOKHBIMU IO CPABHEHHIO C CHCTEMaMH 0€30IIaCHOCTH, 3AlTHAIIAIONMME BAKHYI0 HH)OPMALIIIO B

CeTsIX, TAXKe HAXOMIAIINXCS B TOM JKe 3TaHu .

He3akoHHBIH JOCTYI K KOMIIBIOTEPHBIM CUCTEMaM MEIIAeT ONepaTopaM KOMIIBIOTEPOB CIIOKOHHO B CBOOOTHO YIIPABIIATh,
paboTaTh U KOHTPOJIMPOBATH CBOM CHCTEMBIY Y, 3a1aueii 3alUThI SBISETCS MOIIEPKAHUE COXPAHHOCTH KOMITHIOTEPHBIX
cucteM?46, OueHb BXHO PasIMyaTh HE3AKOHHBIN IOCTYII U IOBTOPSIOLIMECS! IPECTYTUIEHHS, HAPHMED
MH(POPMALMOHHBIH IMHOHAX 47, Tak KaK IPaBOBBIE HOPMBI MMEIOT Pa3HBIA MOIXO K 3aIUTe. B GONBIIMHCTRE CITydaeB
HE3aKOHHBIH JOCTYII, KOT/Ia 3aKOH ITBITACTCSI 00ECTICYNTh COXPAHHOCTh CAMON KOMITBIOTEPHOI CHCTEMBI, HE SIBIISIETCS
KOHEYHOH LIEJTbIO, a CKOpee, MEPBBIM TAlOM JaTbHEHUIINX NPECTYIJICHUH, HallpuMep, U3MEHEHUE WITH TIOJTyYeHUe

JI0CTYTIA K XPaHALIUIMCS JAHHBIM, KOTJIAa 3aKOH TIbITAETCs 00ECIeYUTh COXPAHHOCTh M KOH(HIEHIMAIBLHOCTh JAaHHBIX 48,

Bomnpoc 3axirogaercsi B ToM, JOJDKHO JIM JEHCTBUE 110 HE3aKOHHOMY JIOCTYILY PacCMaTpUBAaThCs KaK PECTYIJICHUE
BMECTE € IOCIIETYFOIMMH TIPECTYIUIEHUAMH 49 ? AHAIM3 Pa3IM4HBIX TIOIXO0IO0B K CyI€0HOMY IIPECIEI0BAHMIO
HE3aKOHHOT'0 JIOCTYIa K KOMIIBIOTEPY HA HALIMOHAJILBHOM YPOBHE [TOKA3bIBAET, YTO 3aKOHOAATENbHbIE TIOJIOKEHHUS MHOT/IA
CMEIIMBAIOT HE3aKOHHBIA JOCTYII C MOCIEAYIOIMMH MPECTYIICHISIMU WM CTAPAIOTCS OTPAaHUIHTh CyZIeOHOEe
IpeCyIeI0BaHKE HE3AKOHHOTO JI0CTYTIA TOJIBKO CITydYasMH TSUKKHX MPECTyTLIeHui >0, B HEKOTOphIX cTpaHax
MPECTYIUICHUEM CUUTACTCST OOBIMHBIN TOCTYII, & B APYTHX CyAeOHOE MPECIICIOBAHNE IIPUMEHSIETCS TOJIBKO K TeM

939 For an overview about legal approaches see also: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008,

page 18 et seq., available at: http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

Sieber, Multimedia Handbook, Chapter 19, page 17. For an overview of victims of early hacking attacks see:

http://en.wikipedia.org/wiki/Timeline_of computer_security_hacker_history; Joyner/Lotrionte, Information Warfare as International Coercion:
Elements of a Legal Framework, EJIL 2002, No5 — page 825 et sqq.

These range from the simple proof that technical protection measures can be circumvented, to the intention of obtaining data stored on the victimised
computer. Even political motivations have been discovered. See: Anderson, “Hacktivism and Politically Motivated Computer Crime”, 2005,
available at: http://www.aracnet.com/~kea/Papers/Politically%20Motivated %20Computer %20Crime.pdf;

Regarding the independence of place of action and the location of the victim, see above 3.2.7.

These can for example be passwords or fingerprint authorisation. In addition, there are several tools available that can be used to circumvent
protection measures. For an overview of potential tools, see Ealy, “A New Evolution in Hack Attacks: A General Overview of Types, Methods,
Tools, and Prevention”, available at: http://www.212cafe.com/download/e-book/A.pdf.

Regarding the supportive aspects of missing technical protection measures, see Wilson, “‘Computer Attacks and Cyber Terrorism, Cybercrime &
Security”, IIV-3, page 5. The importance of implementing effective security measures to prevent illegal access is also highlighted by the drafters of
the Convention on Cybercrime. See: Explanatory Report to the Council of Europe Convention on Cybercrime, No. 45.

945 Gercke, The Convention on Cybercrime, Multimedia und Recht 2004, Page 729.

%46 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 44. “The need for protection reflects the interests of
organisations and individuals to manage, operate and control their systems in an undisturbed and uninhibited manner*.

With regard to data espionage see above, Chapter 2.4.b and below, Chapter 6.1.2.

With regard to data interference see above, Chapter 2.4.d and below, Chapter 6.1.3.

Sieber, Informationstechnologie und Strafrechtsreform, Page 49 et seq.

For an overview of the various legal approaches towards criminalising illegal access to computer systems, see Schjolberg, “The
Legal Framework - Unauthorized Access To Computer Systems - Penal Legislation In 44 Countries, 2003”, available at:
http://www.mosstingrett.no/info/legal.html.
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MIPECTYTUICHUSIM, KOTJIa CUCTEMa, K KOTOPOM TOJTy4YeH JOCTYII, 3allIMINACTCs] CHCTEMaMH O€301acHOCTH, MK KOT/a
3JI0yMBILLIEHHUK UMEN IPECTYTTHBIE HAMEPEHHMS, MIIM KOT/1a ObLIH MOMY4EHbI, H3MEHEHBI WM OBPEXKIEHBI 1aHHbBIC !,
JIpyrue cTpaHbl IPECTYIUIEHHEM CIUTAETCS HE CaM JI0CTYII, @ TOJBKO MOCIELYIOIUE MPeCcTyIieHus ) 2. [IpoTHBHIKK
Cy1eOHOTO MpeciIeI0BaHNs HE3aKOHHOT'O IOCTYIIA CChUIAIOTCS HA CHTYAIIUH, KOT[a B IPOIIECCEe POCTOro JIOCTYIIA He
CO3/1aBaNIaCh ONTACHOCTh MJIM KOT/Ia JISsTHUS ""'XakepcTBa' TIPUBOIUIN K OOHAPYKEHHIO JIBIP U CIAOBIX MECT B CUCTEMAX

0€30aCHOCTH aTAKOBAHHBIX KOMIIBIOTCPHBIX CI/ICTCM953.

KonBeHnnusi 0 KuGeprnpecTymHOCTH

KonBeHIust 0 KuOepnpecTyITHOCTH BKIIFOUAET B CE0sI MOJI0KEHUE [0 HE3AKOHHOMY JTOCTYITY C LEJIBIO 3aIIUTHI
[EJIOCTHOCTH KOMITBIOTEPHBIX CHCTEM IIyTEM CyIeOHOTO IpeCiieIOBaHUs HE3aKOHHOTO JI0CTyIa K cucteMe. OTMeuast
HPOTHBOPEYMBBIE MOIXO/IbI HA HAIIMOHAIBHOM ypoBHe >4, B KOHBEHIIMH Ipe/IaraeTcs BO3MOKHOCTh OIPaHHYEHHIA,
KOTODEIE, 110 KpaifHeil Mepe, B OOJIBIIMHCTBE CITyYaeB MO3BOJIAT CTpaHaM 0e3 CYIIECTBYIONIUX 3aKOHOTIPOSKTOB

COXpaHUTh Goliee THOEpabHbIE 3aKOHbI B OTHOLIEHMH HE3aKOHHOTO J0cTynad>,

Iosoxenune
Cmamus 2 — Hezakounwlii 0ocmyn

Kaoscoas Cmopona npunumaem maxue 3aKOHOOAmeNbHblie U UHblE Mepbl, KOMopvie MO2ym Oblnb
HeobX00uMbl 0Jis1 M020, YModvl KeATUDUYUPOBAMb 8 KAHeCmee Y20108HO20 NPECMYNIEHU CO2TACHO ee
BHYMPULOCYOAPCMBEHHOMY HPAY OOCMYN, KO20A OH ABNAEMCca NPeOHAMEPEHHbIM, K KOMNbIOMEPHOU
cucmeme 8 yenom uu moboi ee wacmu 6e3 npasa Ha s3mo. Jlobas Cmopona modxcem mpedosamo,
umobObl maxue OesHUs CUUMATUCL NPEeCMYNHbIMU, €CU OHU COBEePUICHbL C HAPYUEHUAMU Mep
be3onacHocmu U ¢ HamepeHueM 3a61a0ems KOMNbIOMEPHLIMU OAHHBIMU UTU UHBIM 3/6IM YMbICIOM, UTU
6 OMHOULeHUU KOMNBIOMEPHOL CUCTNEMDbL, COCOUHEHHOU C OPYeoll KOMHbIOMEPHOU CUCHEMOU.

OxBaTbIBaeMble JelcTBHS

Tepmun "gocTyn" He onpeneNseT KOHKPETHBIE CPEICTBA CBSI3H, a ABJISETCA HEOKOHUATENbHBIM U IOITYCKAeT
JanbHelIIe TeXHuIeckre nonpasku® . On Oy/ieT BKIIHOYaTh B ce0s KaK BCE CPEICTBA 0CTyIA K APYroi
KOMIIBIOTEPHOI CHCTEME, BKIIFOUAsi ATAKM YEPE3 MHTEPHET? )/, TAK W HE3AKOHHBIN JIOCTYI K GECTIPOBOIHBIM CETSM.
Hacrosiee nomnoskeHne KacaeTcs Jake He3aKOHHOTO JOCTYIa K KOMITBIOTepaM, KOTOPBIE He 0O BeTMHEHBI B KaKHe-

1 Art. 2 Convention on Cybercrime enables the member states to keep those existing limitations that are mentioned in Att. 2, sentence 2 Convention on

Cybercrime. Regarding the possibility to limit the criminalisation see as well: Explanatory Report to the Council of Europe Convention on
Cybercrime, No. 40.

An example of this is the German Criminal Code, which criminalised only the act of obtaining data (Section 202a). This provision
was changed in 2007. The following text presents the old version:

Section 202a - Data Espionage

(1) Whoever, without authorization, obtains data for himself or another, which was not intended for him and was specially protected
against unauthorized access, shall be punished with imprisonment for not more than three years or a fine.

(2) Within the meaning of subsection (1), data shall only be those which stored or transmitted electronically or magnetically or
otherwise in a not immediately perceivable manner.

This approach is not only found in national legislation, but was also recommended by the Council of Europe Recommendation N°
(89) 9.

For an overview of the various legal approaches in criminalising illegal access to computer systems, see Schjolberg, “The Legal Framework -
Unauthorized Access To Computer Systems - Penal Legislation In 44 Countries, 2003”, available at: http://www.mosstingrett.no/info/legal. html.
Regarding the system of reservations and restrictions, see Gercke, “The Convention on Cybercrime”, Computer Law Review International, 2006,
144.

Gercke, Cybercrime Training for Judges, 2009, page 27, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train%20manual %20judges6%20_4%20march%2009_.pdf.

With regard to software tools that are designed and used to carry out such attacks see: Ealy, A New Evolution in Hack Attacks: A General Overview
of Types, Methods, Tools, and Prevention, page 9 et seqq., available at: http://www.212cafe.com/download/e-book/A pdf. With regard to Internet
related social engineering techniques see the information offered by anti-phishing working group, available at: http://www.antiphishing.org;
Jakobsson, The Human Factor in Phishing , available at: http://www.informatics.indiana.edu/markus/papers/aci.pdf; Gercke, Computer und Recht
2005, page 606; The term “phishing”” describes an act that is carried out to make the victim disclose personal/secret information. The term “phishing”
originally described the use of e-mails to “phish” for passwords and financial data from a sea of Internet users. The use of “ph” linked to popular
hacker naming conventions. See Gercke, Computer und Recht, 2005, page 606; Ollmann, The Phishing Guide Understanding & Preventing Phishing
Attacks, available at: http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf. For more information on the phenomenon of phishing see below:
Chapter 2.8.d.
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00 ceTH, HalpuMep, MPHU IOMOIIK 00X0/1a TapOJILHON sanmuTe 8. Takoit MIUPOKHUH MMOAXO0/ 03HAYAET, YTO
MOHSITHE HE3aKOHHOTO JIOCTYIIa OXBATHIBAET HE TOJIBKO TEXHUYECKHE TIOMIPABKHU B OYIyIIeM, HO JOCTYI K CEKPETHBIM
JIaHHBIM CO CTOPOHBI UHCalinepoB u nepconana’>®. Bropoe nonoxenue CTaTbu 2 MpeaIaraeT BO3MOKHOCTb

OTpaHU4YCHUA CyﬂeGHOFO npecieJ0BaHuA HE3AKOHHOTO AOCTYIIA JOCTYIIOM 4€PE3 CeTI)960.

Takum 00pazom, He3aKOHHbIE IEHCTBHS U 3alIMIICHHbIE CUCTEMbI ONPEAEISIOTCS TaK, YTO B 9TH ONPEAETIeHHS
MO>KHO Oynet BHOCHTH nonpaBku. B [Noscusromem OTuere comepKUTCS CITUCOK aNMapaTHBIX CPEACTB,
KOMITOHEHTOB, XPaHUMBIX TAaHHBIX, JUPEKTOPHUI U TAHHBIX, OTHOCAIINXCS K TPA(QUKY U COACPKIMOMY, B KAUECTBE

IpUMepa TeX 9acTell KOMIIBIOTEPHBIX CHCTEM, K KOTOPBIM MOXHO MOY4HUTH J0cTyn ¢!,
Cy0beKkTHBHAasI CTOPOHA

Tak ke, Kak JUIsl BCceX JPYTUX MpecTyIuieHuH, o0o3HaueHHbIX KonBertweit o kubepnpectymnHoctu, Ctaths 2 TpeOyerT,
4TOOBI IPECTYITHKMK COBEPILIAN HAPYLIEHHE yMBIILIEHHO %2, B KOHBEHIIMM He COIEPKUTCS ONPE/IETEHHE TEPMUHA
"ympiuieHHo". B [Mosichstomem OTdere aBTOPHI MPOEKTa YKa3aHO, YTO TEPMUH "YMBIIIIEHHO" TOJKEH OMPEENAThCS Ha
HaILMOHAILHOM yPOBHE? 03,

be3 npasa

B cootBerctBuM co Cratbeii 2 KoHBeHIIMH, TOCTYI K KOMITBIOTEPY MOXKET IIPECIeIOBAThCS MO CY/Y, ECJIM OH
ocymiecTpisieTcs "0e3 npaBa"964. JlocTtyt K cucTemMe, MO3BOJISIONICH O0IIEIOCTYITHBIN CBOOOIHBIN U OTKPBITBIN TOCTYII,
WM JIOCTYII K CUCTEME C TTO3BOJICHHS BIIAICNbIIA M TIPABOOOIaIaTe sl He SBISETCSI IOCTYIIOM "'0e3 npa13a"965.
JIOTIOTHUTENBHO K MPEAMETY CBOOOIHOTO JIOCTYIIa OTHOCUTCS 3aKOHHOCTB MPOLEAYP MO TECTUPOBaHHMIO Oe30macHocTn %0,
AJIMUHHCTPaTOPbI CETH U KOMITAHUH IO 0€30MaCHOCTH, KOTOPBIE TECTUPYIOT 3AILUTY KOMITBIOTEPHBIX CUCTEM C LEJbIO
OTpeIeIiCHHsT BO3BMOYKHBIX JIBIP B CUCTEMAaX 0E30IaCHOCTH, MPEMYIPEKICHBI O BO3MOKHOCTH OOBHUHEHHUS B HE3aKOHHOM
noctyne?®’. HecMoTpst Ha (haKT TOro, YTO 3TH HPO(ECCHOHANIBI B OCHOBHOM PabOTAIOT ¢ pa3pelleHus BIaeNblia, i
MOATOMY JAEHCTBYIOT 3aKOHHO, aBTOPbI IpoekTa KOHBEHIMK MOJUYEPKHYIIH, YTO "TECTUPOBAHKE WK 3aIUTa
0€30I1aCHOCTH KOMITBIOTEPHO!N CHCTEMBI, CAHKIIMOHHPOBAHHBIC BIIAICIBIIEM HITH OLEPATOPOM, [...] OCYIECTBISIOTCS 1O

npasy"968,

@akT TOro, 4To KE€pPTBA NPECTYIUIEHUS IpeAocTaBuiIa IPECTYIHUKY IIapoJib WK aHAJOIMYHBIA KO AOCTYyIa, HE
BCEr/la O3HAYAeT, YTO BCIIEICTBUE 3TOTO MPECTYIMHUK ASUCTBYET IO MpaBy MOCIE MOJIYYeHUs JOCTyIa K
KOMITBIOTEPHOH CHCTEME KepPTBHI. ECITH MPeCTYMHNK NpUHYANT KEPTBY COOOIIUTE MAapOJIb W KOJ IOCTYIIa B

958

05 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 46.

The relevance of attacks by insiders is highlighted by the 2007 CSI Computer Crime and Security Survey. The survey notes that 5% of the
respondents reported that 80-100% of their losses were caused by insiders. Nearly 40% of all respondents reported that between 1% and 40% of the
losses related to computer and network crimes were caused by insiders. For more details, see: 2007 CSI Computer Crime and Security Survey, page
12, available at: http://www.gocsi.com/.

Reservations and restrictions are two possibilities of adjusting the requirements of the Convention to the requirements of individual national legal
systems.

Explanatory Report to the Council of Europe Convention on Cybercrime, No. 46.

Explanatory Report to the Council of Europe Convention on Cybercrime, No. 39.

Explanatory Report to the Council of Europe Convention on Cybercrime, No. 39.

The element “without right” is a common component in the substantive criminal law provisions of the Convention on Cybercrime. The Explanatory
Report notes that: “A specificity of the offences included is the express requirement that the conduct involved is done "without right". It reflects the
insight that the conduct described is not always punishable per se, but may be legal or justified not only in cases where classical legal defences are
applicable, like consent, self defence or necessity, but where other principles or interests lead to the exclusion of criminal liability. The expression
‘without right’ derives its meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or
consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or relevant principles under domestic law.
The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful government authority (for example, where the Party’s
government acts to maintain public order, protect national security or investigate criminal offences). Furthermore, legitimate and common activities
inherent in the design of networks, or legitimate and common operating or commercial practices should not be criminalised”. See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 38.

Explanatory Report to the Council of Europe Convention on Cybercrime, No. 47.

Jones, Council of Europe Convention on Cybercrime: Themes and Critiques, Page 7.

97 See for example: World Information Technology And Services Alliance (WITSA), “Statement On The Council Of Europe Draft Convention On
Cyber-Crime, 2000”, available at: http://www.witsa.org/papers/COEstmt.pdf; “Industry group still concerned about draft Cybercrime Convention,
20007, available at: http://www.out-law.com/page-1217.

Explanatory Report to the Council of Europe Convention on Cybercrime No. 47 and Explanatory Report to the Council of Europe Convention on
Cybercrime No. 62” (Dealing with Article 4).
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pesyJbTaTe yaqHOro IPUMEHEHHUs METO0B TICHX0IOTHYECKOro Bo3AeicTBUA 0%, He0OX0AMMO MOATBEPKICHHE
TOTO, 4TO pa3peluieHne, MPeA0CTaBICHHOE KEPTBOH, OTHOCUTCS KO BCEM JEHCTBUSM, PEIITPUHSITHIM

npectynaukom’’Y, Kak npaBuiio €10 00CTOMT MHAue, U TIOTOMY IIPECTYIHHK JeHCTBYeT 6e3 Ipasa.
OrpanuyeHust 4 OTOBOPKH

B KayecTBe anbTepHATHBHI IMMPOKOMY T101X0ry KOHBEHIHS Mpe/iaraeT BO3MOKHOCTb OIPaHHUEHH s CyIe0HOTO
TIpecieIOBaHMs TONOJTHUTEILHBIMU 2IEMEHTAMH, EPEUHCIICHHBIMU BO BTOpOM npeioxkennn’’ !, TIpoueypa
HpUMEHEHHs JAHHOTO orpaHnyeHus omicana B Ctatbe 42 Konsennuu®72, Bo3sMoKHbIE OrpaHMUEHHs] OTHOCATCS K MEpam
6e3onacHocTH? 73, 0COOBIM HAMEPEHHSAM MOTY4EHHUs KOMIBIOTEPHBIX JAHHBIXY 74, IPYTUM MOIIEHHMYECKUM HAMEPEHHUSIM,
KOTOpBIE JIOKA3IBAIOT YTOJOBHYIO OTBETCTBEHHOCTD, HIIM TPEOOBAHHSIM, HCTIOTB3yEMBIM MPH NPECTYIIIEHHH IIPOTHB
KOMITLIOTEPHOI cHCTeMBI Yepes3 ceTh? >, CX0skuil oAX01 MOKHO Haiitn B Pamounom Pemennn EC976 kacarensHo atak

Ha MHPOPMAIIMOHHBIE CUCTEMBI /.,

Tunogoii 3axon Coapy:kecTBa 0 KOMIBIOTEPAX U KOMIbIOTEPHBIX MPECTYIIEHUIX

Cxoxuii moaxox MoxHo HanTu B Pa3znerne 5 Tunosoro 3akona Coz[pyxceCTBa978 2002 rona.
Pazoen 5

Jluyo, HamepeHHo, Oe3 NPasoMepHON NPUHUHBL UL 0OBACHEHUs, NOAyHUUiee 00CMYN KO 8cell Uil 000t
uacmuy KOMNbIOMEPHOU CUCeMbl, Ccosepuidem NpecmyniieHue, Kapaemoe Nno Hpueoopy MIOPeMHbIM
3aKIIOHEHUeM HA CPOK, He npesviuaiowull [nepuod], wi wmpagom, He npesviutarowum [3naqenue], wm u
mem u Opy2um.

I'maBabIM oTiTIumeM oT KoHBEHIINM 0 KHOEPIPECTYMTHOCTH SBIsieTCs TOT (hakT, uto Pasmen 5 TunoBoro 3akoHa
Conpyxectsa, B otirure oT Ctathu 2 KOHBEHIIMH 0 KHOSPIPECTYITHOCTH, HE COICPIKUT BO3ZMOXKHOCTH OTOBOPOK.

969

o0 Granger, Social Engineering Fundamentals, Part I: Hacker Tactics, Security Focus, 2001, available at: http://www.securityfocus.com/infocus/1527.

This is especially relevant for phishing cases. See in this context: Jakobsson, The Human Factor in Phishing, available at:
http://www.informatics.indiana.edu/markus/papers/aci.pdf; Gercke, Computer und Recht 2005, page 606; The term “phishing”” describes an act that
is carried out to make the victim disclose personal/secret information. The term “phishing” originally described the use of e-mails to “phish” for
passwords and financial data from a sea of Internet users. The use of “ph” linked to popular hacker naming conventions. See Gercke, Computer und
Recht, 2005, page 606; Ollmann, The Phishing Guide Understanding & Preventing Phishing Attacks, available at:
http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf. For more information on the phenomenon of phishing see below: Chapter 2.8.d.
Gercke, Cybercrime Training for Judges, 2009, page 28, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train%20manual %20judges6 %20 _4%20march%2009_.pdf.
Article 42 — Reservations: By a written notification addressed to the Secretary-General of the Council of Europe, any State may, at
the time of signature or when depositing its instrument of ratification, acceptance, approval or accession, declare that it avails itself
of the reservation(s) provided for in Article 4, paragraph 2, Article 6, paragraph 3, Article 9, paragraph 4, Article 10, paragraph 3,
Article 11, paragraph 3, Article 14, paragraph 3, Article 22, paragraph 2, Article 29, paragraph 4, and Article 41, paragraph 1. No
other reservation may be made.
This limits the criminalisation of illegal access to those cases where the victim used technical protection measures to protect it’s computer system.
Access an unprotected computer system would therefore not be considered a criminal act.
The additional mental element/motivation enables the member states to undertake a more focused approach not implement a criminalisation of the
mere hacking. See: Explanatory Report to the Council of Europe Convention on Cybercrime No. 47 and Explanatory Report to the Council of
Europe Convention on Cybercrime No. 62
This enables the member states to avoid a criminalisation of cases where the offender had physical access to the computer system of the victim and
therefore did not need to perform an Internet-based attack.
976 Eramework Decision on attacks against information systems — 19. April 2002 — COM (2002) 173. For more details see above: Chapter 5.1.e.
o1 Article 2 - Illegal access to information systems:
1. Each Member State shall take the necessary measures to ensure that the intentional access without right to the whole or any
part of an information system is punishable as a criminal offence, at least for cases that are not minor.
2. Each Member State may decide that the conduct referred to in paragraph 1 is incriminated only where the offence is
committed by infringing a security measure.
78 Model Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http:/www.cpsu.org.uk/downloads/2002CLMM .pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.
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poext Crandopackoii KonBenuun

Heodummansueii?’® npoext Ctondopackoit Konsenmun ot 1999 rosa onpenenser He3aKOHHBIH T0CTYII KaK OJHO U3
MIPECTYIJICHUH, KOTOPOE JOJHKHO MPeciieIoBaThHCS M0 3aKOHY B TOCY1apCTBaX, MOMMCABIIUX €€.

ono:xkenne
Cmamusa 3 — IIpecmynnenus

1. Ilpecmynnenuem coenacto nacmoswel Konsemyuu cuumaemcs, eciu ai0boe auyo He3aKOHHO U
HAMEepPeHHO yuacmeyem 6 JoOoM U3 nepeyucieHHvix danee oeticmeuil 6e3 3aKOHHO NOOMEePIICOCHHbIX
CaHKYul, pazpeweruil i Co2nacusi.

[...]

¢) exooum & kubepcucmemy, 00CMyn K KOmopou 04e8UOHO U HEO8YCMBICIEHHO 3aNPeUjeH;

[...]

OxBaTbIBaeMble JelcTBHS

B npoekre nonoxxenuii mpocnexxuBaetcs psa cootBeTcTBuil Ctathe 2 KonBeHiuum o kubepnpectymaoctu. Ooe
TpeOYIOT MpeTHAMEPEHHOTO ICHCTBHS, COBEPIIAEMOT0 Oe3 mpaBa/0e3 caHKIKU. B TakoM KOHTEKCTe TpeOOBaHUS
MIPOEKTA MOJIOKEHUH ('6e3 3aKOHHO NOOMBEPIHCOCHHBIX CAHKYULL, pazpeweHuii uiu coznacusi”) UMeroT 6oJiee 4eTkoe
3HaueHue, yeM TepMuH "6e3 npasa"?80, ucnonpsyemelii B KonBeHIMM M0 KUOEPIIPECTYIIHOCTH, U OJHO3HAYHO
HaIIpaBJICHbI HA BHEPEHNE KOHLEMIMU caMo3auThi*8 !, I maBHbM oTMureM ot KOHBEHIMY SBIISETCS TO, UTO B
MPOCKTE TOJIOKEHHUH HCIOIb3yeTcsl TepMuH "Kubepcuctema'. Kubepcucrema onpenensercs B naparpade 3 Cratou 1
[Ipoekra KoneeHnnnu. OHa ONMUCHIBAET JIFOOOH KOMITBIOTEDP MITH KOMIIBIOTEPHYIO CETh, UCIIOIB3yEeMbIC JIS
peTpaHCIIALUY, IepeJadn, KOOPAUHALUN WK YIPaBJISHHS CBA3BIO TaHHBIX WIH [IPOrpamMm. ITO OnpeaescHue
JIEMOHCTPUPYET OOJIBIIOE CXOJCTBO C ONpeAeNieHUeM TepMUHA "KOMIIbIOTEpPHAsI cUcTeMa', IPeICTaBICHHbBIM B
Crarbu 1 a) Konsenuuu no kubepnpectynHocti’82, HecMoTps Ha To, 4To IpoekT KoHBeHIMY cchlnaeTcs Ha
NEHCTBUSL, CBSI3aHHBIE C 0OMEHOM JaHHBIMH, U II03TOMY B OCHOBHOM COCPEOTOYCH Ha KOMITBIOTEPHBIX CHCTEMaX Ha
OCHOBE ceTel, 00a onpeneseHus BKI0YaloT B ce0s Kak KOMIIbIOTEP, HAXOAIIMNCS B CETH, TaK U OTAEIIbHbIE

MammHb83,

%7 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the United
States in 1999. The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodmar/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:

http://www lawtechjournal.conv/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.

The element “without right” is a common component in the substantive criminal law provisions of the Convention on Cybercrime. The Explanatory
Report notes that: “A specificity of the offences included is the express requirement that the conduct involved is done "without right". It reflects the
insight that the conduct described is not always punishable per se, but may be legal or justified not only in cases where classical legal defences are
applicable, like consent, self defence or necessity, but where other principles or interests lead to the exclusion of criminal liability. The expression
‘without right’ derives its meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or
consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or relevant principles under domestic law.
The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful government authority (for example, where the Party’s
government acts to maintain public order, protect national security or investigate criminal offences). Furthermore, legitimate and common activities
inherent in the design of networks, or legitimate and common operating or commercial practices should not be criminalised”. See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 38.

See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism, 2000, available at:
http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

In this context “‘computer system’ means any device or a group of interconnected or related devices, one or more of which, pursuant to a program,
performs automatic processing of data;

Stand alone computer system are covered by Art. 1, paragraph 3 of the Draft Convention because they “‘control programs”. This does not require a
network connection.
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6.1.2 NudopManoHHBIH MINHOHAK

U Konpennus o kubepripecTynmHocTH, i Tunosoii 3akon Coapyxectsa, u [Ipoekt Ctardopackoit Konsenm
HpeUIaraloT IPaBoBbIe PElIeH s TOIbKO /I HE3aKOHHOTo nepexBarta’$4. Bri3biBaeT cCOMHEHHs, IPUMEHUMA JTH
Cratbs 3 KOHBEHIIMU 110 KHOSPIPECTYITHOCTH K JPYTUM CITydasiM, OTIUYAIONIUMCS OT TeX, KOTAa MPEeCTYIICHUS
OCYILECTBIISIOTCS MyTEM MepeXBara IPOLIECCOB MEPEaun JaHHbIX. Kak ykasbiBaeTcs Hike S, BOMPOC OXBAThIBAET
JIM HE3aKOHHBIN TOCTYH K WH(POPMAIIH, XpaHsIIeics Ha xKecTKoM nucke, KonBeHImel, 00cyxaacs ¢ 60IbImm
I/IHTepCCOM986. Tak xak HE0OXOIUMBI TTPOIECCHI Mepeiavn, BeposSTHO, uTo CtaThst 3 KoHBeHIINMH O
KHOEPIIPECTYITHOCTH HE OXBATHIBACT BUA0B MHPOPMAIIMOHHOTO MIITHOHAXA, OTIIMYHBIX OT MIEpeXBara MpoIecCcoB
nepenaun’®’.

OmHUM U3 9acTO 00CY)KIaeMbIX B TJAaHHOM KOHTEKCTE BOIIPOCOB SIBIIIETCS BOIIPOC, HE JICTACT JH CyAeOHOe
MIPECIIe0BaHNE HE3aKOHHOTO IOCTYIa H3IHIITHUM CyIeOHOE IpeciieloBaHne NHPOPMAIIMOHHOTO IIMTHOHaXa. B Tex
Ciy4dasx, Korza IpecTylIHUK UMEET 3aKOHHBIM JOCTYIl K KOMIIBIOTEpPHON CUCTEME, HallpUMeEp, EMY IIOPYYEHO €€
OTPEMOHTHUPOBATH, U IIOTOMY, HApyIIast OTPAaHIMYCHUS TAaHHOTO Pa3pEIICHHs, OH KOTHPYET (ailiibl U3 CUCTEMBI, TO
JIAaHHOE JIESTHUE B LIEJIOM HE OXBATBIBAETCS MOJIOKEHUSIMH, O CYJI€OHOM MPECIIEI0BAHNN HE3AKOHHOTO J10CTyma’$s,

VYUHTBIBasI, 9TO CETOIHS OONBINONH 00BEM BaKHBIX JAHHBIX XPAHUTCSI B KOMIBIOTEPHBIX CHCTEMaX, HEOOXOIUMO
OTIpeNIeTINTh, PAOOTAIOT JIN CYIIECTBYIOIIVE MEXaHU3MBI 3aIlUTHI JAHHBIX WIN TPEOYEeTCS CO3JaHIe MOIOKEHHI
YTOJIOBHOTO MpaBa JiyIsl 3allUThI MOJIb30BaTeNs 0T MH(OPMALMOHHOTO MmmHoHaxka’s?, Ceroans nonp3oBaresu
KOMITBIOTEPOB MOT'YT MCIOJIb30BaTh pa3iiMuHbIE anmnapaTHble YCTPOCTBA U POrpaMMHbIE POAYKTHI JIJ1sl 3AILUTHI
BakHOH nH(popMarmu. OH MOTYT YCTaHOBUTH OpIHAMAYIP, CHCTEMBI KOHTPOJIS OCTYIIA FJIH IIH(POBATH XPAHSIIITYIOCS
MH(POPMALHMIO, yMEHBIIAS TEM CaMbIM PHCK MH(POPMAIMOHHOrO mmuoHaxa®?0. HecMoTpst Ha To, YTO IOCTYITHBI
YCTpOICTBA C IPYKECTBEHHBIM HHTEP(EiicoM, TpeOYIOIIe OT MOTB30BaTEeNs MUHUMAIBHBIX 3HAHUH, JISHCTBUTEIHHO
s¢dexTBHAS 3aITUTa JAHHBIX B KOMIBIOTEPHOM CHCTEME 9acTo TpeOyeT 3HAHUH, NMEIOIIIXCS y OTPaHUIEHHOTO YHCIa
nonbs3osareneii’!. B 0co6eHHOCTH 9acTo HEJOCTATOYHO 3AIIMIIEHB! OT MH(OPMALMOHHOTO IIMOHAKA IAHHBIE,
XpaHSAILIMECS B YACTHBIX KOMITBIOTEPHBIX ccTeMaX. [103ToMy TOMOTHUTENBHYIO 3aLIUTY MOTYT MPEI0CTaBUTD MOJOKEHHS
YTOJIOBHOTO MpaBa.

IIpumepsl

HexkoTtopbie cTpaHbl pelIid paclpoOCTPAHKUTD 3AIHTY, TOCTYITHYIO IPY MOMOIIY TEXHIIECKHX CPEICTB, Y3aKOHUB
cyneOHoe mpecieaoBaHre MHGYOPMAILIOHHOTO IIMHoHaka. CyIIECTBYIOT JIBa OCHOBHBIX 1mojxo/1a. HekoTopble cTpaHb
CIISYIOT Y3KOMY MOAXO/Y M IPECIIEAYIOT 0 Cyy HH()OPMAIMOHHBIN [INMHOHAX, TOJIBKO KOIJa OH OTHOCHTCS K
OIpeNIeICHHOMY BUTy CeKpeTHOH uH(popmarmy, Harpumep 18 U.S.C m. 1831, B koTopoM onpezencHo cyaeoHoe

%8¢ The Explanatory Report points out, that the provision intends to criminalise violations of the right of privacy of data communication. See the

Explanatory Report to the Council of Europe Convention on Cybercrime No. 51.
985 See below: Chapter 6.1.c.
986 See Gercke, “The Convention on Cybercrime”’, Multimedia und Recht 2004, page 730.
%7 One key indication of the limitation of the application is the fact that the Explanatory Report compares the solution in Art. 3 to
traditional violations of the privacy of communication beyond the Internet that do not cover any form of data espionage. “The
offence represents the same violation of the privacy of communications as traditional tapping and recording of oral telephone
conversations between persons. The right to privacy of correspondence is enshrined in Article 8 of the European Convention on
Human Rights. “ See Explanatory Report to the Council of Europe Convention on Cybercrime, No. 51.
See in this context especially a recent case from Hong Kong, People’s Republic of China. See above: Chapter 2.4.2.
%9 ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 31, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.
Regarding the challenges related to the use of encryption technology by offenders see above: Chapter 3.2.m; Huebner/Bem/Bem, “‘Computer
Forensics — Past, Present And Future”, No.6, available at: http://www.scm.uws.edu.au/compsci/computerforensics/
Publications/Computer_Forensics_Past_Present_Future.pdf.; Zanini/Edwards, ‘‘The Networking of Terror in the Information Age”, in
Arquilla/Ronfeldt, “Networks and Netwars: The Future of Terror, Crime, and Militancy”, page 37, available at:
http://192.5.14.110/pubs/monograph_reportsMR1382/MR1382.ch2.pdf. Flamm, “Cyber Terrorism and Information Warfare: Academic
Perspectives: Cryptography”, available at: http://www.terrorismcentral.con/Library/Teasers/Flamm.html.Regarding the underlying technology see:
Singh; “The Code Book: The Science of Secrecy from Ancient Egypt to Quantum Cryptography”’, 2006; D’Agapeyen, “Codes and Ciphers — A
History of Cryptography”, 2006; “An Overview of the History of Cryptology”, available at: http://www.cse-cst.gc.ca/documents/about-
cse/museum.pdf.
One of the consequences related to this aspect is the fact, that the limitation of a criminalisation of illegal access to those cases, where the victim of the
attack secured the target computer system with technical protection measures could limit the application of such provision as a large number of users
do not have sufficient knowledge about the implementation of technical protection measures.
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TpecieIOBaHNe SKOHOMUYECKOTO IIITHOHAXKA. JTO MOIOKEHHUE OXBATHIBACT HE TOJIBKO MH(OPMAIMOHHBIN IIITHOHAXK, HO U
JPYTUE CIIOCOOBI MOTYYCHHsT CEKPETHOW HH(DOPMAIIUHL.

§ 1831 Ixonomuueckuit wunuonarc

a) B yenom nobotl, Hamepesarowutics uiu 3HAOWUL, 4MO MO NpecmynieHue 0yoem ble00HO
T060MY UHOCMPAHHOMY NPAGUMENLCMEY, UHOCMPAHHOMY A2eHMCMEY ULU UHOCIPAHHOMY d2eHmy,
HAMEpPEeHHO

1) kpadem, unu 6e3 paspewenus npuceaugaem, bepem, YHOCUM UNU CKpbl8Aem, UIU NOAyUdem
KOMMEPUECKyI0 Matiiy nymem 0OMana, MaxuHayull ui Xumpocmu,

2) 6e3 paspewenus konupyem, 0yonupyem, oeiaem HAOPOCOK, pUCYHOK, homoepaghuro, ckayusaem,
3akauueaem, — U3MEHsem, — YHUUMOXCAen, — KCepOKORnupyem, — mupaxcupyem,  O00Cmaesiisien,
nepecoLiaem, Omnpasisien, 6 Mom Yucie no noyme, coooujaenm wiu nepenpasisem KOMMep4ecKyio
Mainy;

3) noayuaem, nokynaem unu 3aeiadesaem KOMMEPYECKOU MatHou, 00HOBPEMEHHO CO3HABASA, YMO
OHA YKPAOEHa, Uiy NOJYYeHA, I 3aX6a4eHd Uiy npeodpazosana 6e3 paspeuenus;

4) notmaemcs cosepuums 11060e npecmynienue, onucanHoe 8 mobom napacpage c 1) no 3); uiu

5) ecmynaem 6 c2060p ¢ 0OHUM UNU HECKOALKUMU JUYAMU OJiA COBEPUIEHUS TH00020 NPeCYNIeHUs,
onucanHozo 6 irbom napazpage ¢ 1) no 3),u 00HO UL HECKOILKO MAKUX JUY CO8EpuIaiom aoboe
Oeticmaue 0151 O0CMUICEHUS Yeau c2080pd.

Tloomeepzaemcs, 3a ucKiouenuem ciyuaes, yYKa3aHHulx 6 noopasdene b), wmpady na cymmy He
ooaee 500 000 oonn. CIIA unru mopemHoMy 3aKIOUEHUIO HA CPOK He Ooree 15 nem, unu u mo u
opyeoe.

b) Opeanusayuu, mobas opeanuzayus, KOmopas cogepuiaem noboe npecmynieHue, OnUCAHHoe 8
noopasoene a), noogepeaemcs wimpagyy na cymmy ue 6oaee 10 000 000 donn. CILILA.

B ApYrux CTpaHax NpuUHAT Ooiree HII/IpOKI/Iﬁ noaAxoa U KpUMHUHAIN3UPYETCA JIeficTBHE T10 MOJYYCHUIO XPAHAIINXCS B
KOMITIBIOTEPE JAHHBIX, AK€ €CJIM OHU HE COACPIKAT SKOHOMUUYCCKUX CCKPETOB. B kauectBe npumMepa CIIyxKuT

npeabiaymas peaakuus 1. 202a YronosHoro kogaekca I'epmannn®92,

Pazoen 202a Hugpopmayuonnslii wnuonasyic

1) JIroboe nuyo, noayyusuiee 015 cebs uau 0pyeo2o auya bes paspeuterus, OanHvle, KOmopbvle emy He
nPeOHA3Hayenbl U KOmopwvle 0C000 3auuijerbl Om HeCAHKYUOHUPOBAHHOZ0 OOCMYNA, NOO8ep2aemcs.
MIOPEMHOMY 3AKTIFIOYEHUIO HA CPOK, He NPeGblUaiowull mpu 2004, Wiu wmpagy.

2) K Oannvlm, oxeamvieaembiM Nnoopasoeiom 1, OmHOCAMCS MONbKO XPaHAWuUecs uiu
nepeoasaemvie 6 JIEKMPOHHOM UMW MASHUMHOM 6ude uiu moboi ¢opme, He 6UOUMOU
HEeB0OPYIHCEHHBIM 21A30M.

DTO MONOKEHHE OXBATHIBAET HE TOIBKO KOMMEPUYECKHE CEKPETBI, HO M XPAHSILMECs] HA KOMIIBIOTEpE JAaHHbIE B 1e0M?93,

Ha ocHOBe 00BEKTOR 3aIUThI ATOT Moxo 1 mupe, yeM B § 1831 USC, HO npUMEeHEHHEe 3TOT0 MONOKEHUS OTPaHUYEHO, TaK

KaK MOJTYYCHUEC JaHHbIX KPUMUHAIIU3UPYETCS TOJIBKO B CIIy4asax ocoboit 3alllThbl OT HCCAHKIUMOHHUPOBAHHOT'O I[OCTYH3994.

Takum 00pazoM, B COOTBETCTBHH C YTOJIOBHBIM KOJIEKCOM | epMaHuH, 3aIlluTa XPaHAIIAXCS HA KOMITBIOTEPE TAHHBIX

OIrpaHUYMBACTCSA JIMIIAMU WM KOMITAHUAMU, IIPUHABIIMMU MEPEI 110 MPEI0TBPAICHUIO BO3MOKHOCTEH TaKHMX

npecTyrenuii??>.

992

993
994

995

This provision has recently been modified and now even criminalises illegal access to data. The previous version of the provision was used, because
it is suitable to demonstrate the dogmatic structure in a better way.

See Hoyer in SK-StGB, Sec. 202a, Nr. 3.

A similar approach of limiting criminalisation to cases where the victim did not take preventive measures can be found in Art. 2,
sentence 2, Convention on Cybercrime: A Party may require that the offence be committed by infringing security measures, with the
intent of obtaining computer data or other dishonest intent, or in relation to a computer system that is connected to another
computer system. For more information see above: Chapter 6.1.1.

This provision is therefore an example for of a legislative approach that should not substitute for, but rather complement self protection measures.

[Tonnmanue kubepnpecTymHOCTH: PYKOBOACTBO /It pa3BHBAIOIIUXCS CTPaH 119



Ba:kHOCTDb TaKHX MOJIOKEHHI

Buenpenne Taknx MoioXeHH 0COOEHHO BaKHO B TEX CITyJasiX, KOTIa MPECTYIHUK UMeENT pa3perieHue T JOCTyTa K
KOMITBIOTEPHOH CUCTEME, HAIpUMep, eMy ObLITO TIOPYICHO HCIPABUTH MPOOIEMBI C KOMITHIOTEPOM, a 3aTEM 3JI0YIIOTPEOII
PpaspeleHreM ISl HE3aKOHHOTO MOJTydeH s MH(OPMALMH, XPaHSILEHcs B KOMIIBIOTEPHOM cucteMe? 0. VuuThiBas (akr,
YTO pa3pelleHUE OXBATBIBAET JOCTYII K KOMIIBFOTEPHOM CUCTEME, B LIEJIOM HEBO3MOXKHO OXBAaTUTh 3aKOHAMU
KpYMHUHAIN3ALMI0 HE3aKOHHOTO JIOCTYTIA.

be3 npasa

[TpumeHeHue mooKeHUH 1Mo HHPOPMAITMOHHOMY IIIMTHOHAXKY B IIEJIOM TpeOyeT, 4TOOBI JaHHbIe ObUIH MOyYeHBI 03
Coracust )KepTBbl. Ycnex QuIMHr-atak’®’ 04eBUIHO JEMOHCTPUPYET ycreX ad)ep Ha OCHOBE MAaHHITYJIALIUI
nosb30BaTenaMu’?8. BenecTBIE COracus KepPTBbI, IPECTYITHUKH, IPEYCIIEBINME B MAHUITYJIALUN MOJb30BaTENSIMU
JUTSE OOHAPY)KEHHSI CEKPETHOH MH(POPMAIIMY, HE MOTYT IIPECIIEIOBATHCS HA OCHOBE BBIIICYIIOMSIHYTBIX ITOJIOXKCHHUH.

6.1.3 He3axonHblii nepexsart

Hcnonb3oanue UK T conmpoBokaIaeTest IPyINOii PUCKOB, OTHOCSIIMXCS K O€30MacHOCTH Tiepenaun uHdopmarmu®?,

B oTim4me ot kiiaccH4ecKkux NEUCTBHM MO MOYTOBOM HEPEChUIKE BHYTPH CTPAHBL, TIPOIIECCHI ITEpeIav JaHHBIX 110
HMHTEPHETY BKJIFOYAIOT B Ce0sI MHOKECTBO MOCTABIIMKOB M PA3IMYHBIC TOYKH, TZE MPOIIECC IePeaadr TaHHBIX MOYKET
obITh iepexsayen | 000, CambIM ysI3BMMBIM ITYHKTOM OCTAeTCs T10JIb30BaTEN b, 0COOEHHO MOJIb30BaTENN YaCTHBIX
JIOMAIIHAX KOMITBEOTEPOB, KOTOPBIE 3a9aCTyI0 HEJJOCTATOYHO 3aIUIICHBI OT BHEIIHHUX aTakK. Tak Kak 3I0yMBIILUICHHHKA
MPAKTHYECKH BCET/IA HAICTMBAIOTCS HA CAMBIH YSI3BUMBIH OOBEKT, PUCK aTak Ha YaCTHBIX MOJTH30BATENCH BEIUK, TEM
Oouiee, yTO HAOIIOAAETCS:

L4 Pa3BUTHUC YA3BUMBIX TCXHOHOFHﬁ; n
L4 MOCTOAHHO pacTyliass HEHHOCTb JIMYHOM I/IH(bopMaHI/II/I JJIA 3JI0YMBIIIIJICHHUKOB.

Hogrle TexHonmoruu cetu, Hapumep OecripoBoanbie JIBC, MpeaocTaBisoT HEKOTOPhIE MPEHMYIIECTBA IS JOCTYIIA B
nnrepreT! 901, Co3tanme GecipoBOHOM CETH B YaCTHOM JIOME, HATIPUMED, TO3BOJISIET CEMBE MOIKIIFOYATHCS K HHTEPHETY
13 000 TOYKH B MPEIeNiax ONpeelICHHOTO pajnyca 06e3 KabelbHbIX coeTMHeHHH. Ho MoImysapHOCTh 3TOH TEXHOJIOTHN
U TOJTyYaroIrecs yIo0CTBa COMPOBOKIAIOTCS CEPhE3HBIMU PHCKaMHU TS Oe30macHocTH ceTu. Ecimu cymecTByer
He3aIIHUIIeHHAs OECIIPOBOAHAS CETh, 3I0YMBIIUICHHUKN MOTYT MOAKITIOYNTHCS K JAHHOW CETH M MCIIONIb30BATh €€ JUIS
MPECTYIHBIX AeHcTBHI 6e3 HeoOXOIMMOCTH ITOTYYeHHS IOCTYTa B 34aHKe. [I1s OCYIIecTBICHHS aTaKH MM IIPOCTO HY>KHO

9% See in this context for example a recent cases in Hong Kong: Warts, Film star sex scandal causes interet storm in China, The Guardian, 12.02.2008,
available at: http://www.guardian.co.uk/world/2008/feb/12/china.internet; Tadros, Stolen photos from laptop tell a tawdry tale, The Sydney Morning
Harald, 14.02.2008, available at: http://www.smh.com.au/news/web/stolen-photos-from-laptop-tell-a-tawdry-tale/2008/02/14/1202760468956 .html;
Pomfret, Hong Kong’s Edision Chen quits after sex scandal, Reuters, 21.02.2008, available at:
http://www.reuters.conv/article/entertainmentNews/idUSHKG36060820080221 ?feed Type=RSS & feedName=entertainmentNews; Cheng, Edision
Chen is a celebrity, Taipei Times, 24.02.2008, available at: http://www.taipeitimes.com/News/editorials/archives/2008/02/24/2003402707.

%7 The term “phishing” describes an act that is carried out to make the victim disclose personal/secret information. The term “phishing”” originally
described the use of e-mails to “phish” for passwords and financial data from a sea of Internet users. The use of “ph” linked to popular hacker naming
conventions. See Gercke, Computer und Recht, 2005, page 606; Ollmann, The Phishing Guide Understanding & Preventing Phishing Attacks,
available at: http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf. For more information on the phenomenon of phishing see above: Chapter
2.8d.

9% With regard to “phishing” see above: Chapter 2.8.d and below: Chapter 6.1.n and as well: Jakobsson, The Human Factor in Phishing, available at:
http://www.informatics.indiana.edu/markus/papers/aci.pdf; Gercke, Computer und Recht 2005, page 606; The term “phishing”” describes an act that
is carried out to make the victim disclose personal/secret information. The term “phishing” originally described the use of e-mails to “phish” for
passwords and financial data from a sea of Internet users. The use of “ph” linked to popular hacker naming conventions. See Gercke, Computer und
Recht, 2005, 606; Ollmann, The Phishing Guide Understanding & Preventing Phishing Attacks, available at:
http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf. For more information on the phenomenon of phishing see below: Chapter 2.8.d.

9% Regarding the risks related to the use of wireless networks, see above: Chapter 3.2.c. Regarding the difficulties in Cybercrime investigations that
include wireless networks, see Kang, “Wireless Network Security — Yet another hurdle in fighting Cybercrime” ” in Cybercrime & Security, IIA-2;
Urbas/Krone, Mobile and wireless technologies: security and risk factors, Australian Institute of Criminology, 2006, available at:
http://www.aic.gov.au/publications/tandi2/tandi329t html.

1000 Regarding the architecture of the Internet, see: Tanebaum, Computer Networks; Comer, Internetworking with TCP/IP — Principles, Protocols and
Architecture.

1007 Regarding the underlying technology and the security related issues see: Sadowsky/Dempsey/Greenberg/Mack/Schwartz, Information Technology
Security Handbook, page 60, available at: http://www.infodev.org/en/Document.18.aspx. With regard to the advantages of wireless networks for the
development of ICT infrastructure in developing countries, see: “The Wireless Internet Opportunity for Developing Countries, 2003, available at:
http://www firstmilesolutions.com/documents/The_WiFi_Opportunity.pdf.
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TIOTIACTh B MPEIEIbI OECIPOBOAHOM ceTH. [1oeBble UCTIBITaHMS TIOKA3bIBAIOT, YTO MPUMEPHO 50% YaCTHBIX
OECIIPOBOIHBIX CETEM He 3aIlMIIEHbI OT HECAHKIIMOHMPOBAHHOTO NepexBara 1M gocTynal %92, B GonbumHacTBe cirydaen

HEAOCTATOK 3allIMTHI IIPOUCXOJUT U3-3a HCXBATKH 3HaHHUM O HaCTpOﬁKe MEp 6630HaCHOCTI/IIOO3.

B nporuioM 310yMBIITIEHHUKY B OCHOBHOM WHTEPECOBAIKUCH HE3aKOHHBIM MEPEXBATOM JaHHBIX B IPOMBILIUIEHHBIX
ceTsix 1004, TlepexBaT NpOMBINLIEHHBIX HEPEay MO3BOJISI TIOTYYaTh GOJbIIE ONE3HONH HH(POPMAIIUH, YEM JIAHHBIE,
TepeaBaeMbIe B YACTHBIX CETSAX. Y BEIMYMBAIOIIEECS KOJIMYECTBO KPAK UACHTUYHOCTH YACTHBIX MEPCOHATBHBIX
JIaHHBIX TOBOPUT O TOM, YTO 3a/1a4M 3J0yMBIIIEHHUKOB MOIJIU oMeHsThes ! 005, JInunple nannble, Hanpumep,
HOMepa KPEJUTHBIX KapT, HoMepa coluanbHoro ctpaxosanus! 000, maponu u uadopmanus o 6aHKOBCKUX cYETaX B

HACTOSILEE BPEMSI HMEIOT GOJIBIIYIO IEHHOCTD 11 npecTynHukos! 007,
KonBenuusi 0 KHOepnpecTymHOCTH

KonBeHIus 0 KHOEpPIPECTYITHOCTH BKIIIOUACT B CE0SI MOJI0KEHUS, 3aIIUIIAIONINE COXPAHHOCTh BHYTPEHHUX IIepeiad
MIPU IOMOIIHY CYAeOHOro Mpeciae0BaHus UX HECAaHKIIMOHUPOBAHHOTO NepexBaTa. JTo MOJ0KEHUE MPpeTHa3HAUEHO
JUIsl IPUPABHUBAHMS 3aLIUTHI 3JIEKTPOHHBIX Mepeiay K 3alllUTe TOJI0COBBIX IEPETOBOPOB OT HE3AKOHHOTO [IepexBaTa

W/WIIK 3aIMCH, KOTOPask B HACTOSIIIEE BPEMs CYLIECTBYET B GOIBIIMHCTBE MPaBoBbix cucTem!008,
Iosoxenue

Cmampusn 3 — HezakonHblil nepexeam

Kaoicoass Cmopona npunumaem maxue 3aKOHOOAMENbHbie U UHble MeEPbl, KOMopble Mo2ym Oblinb
HeobX00uUMbL OJis MO0, HMOObL KEAIUDUYUPOBAMb 6 Kauecmee YeOl06HO20 NPeChynieHUsl CONACHO ee
BHYMPULOCYOAPCMBEHHOMY NpaAgy — NPEOHAMEPEHHO OCYWECMBICHHbII C UCNONb308AHUEM MEXHUYECKUX
cpedcme nepexsam Oe3 npasa Ha Mo — He NPeOHASHAYEHHbIX OISl 06Ue20 NOLb306AHUS KOMNbIOEPHBIX
OaHHbBLX, NEPeOasaemMvix 6 KOMNbIOMEPHYIO CUCMEMY, U3 Hee WU GHYMpPU MAKOU CUCHEeMbl, GKIIOHAsL
INEKMPOMACHUMHBIE U3TYYEHUSI KOMNbIOMEPHOU CUCHEeMbl, Hecyujell Mmakue KOMNbIomepHbie OaHHble.
JIobass Cmopona moodicem mpebosams, umobbl maxoe OesiHue CYUMaioch NPECMynHbIM, eciit OHO ObLIO
COBEPUICHO CO 3IbIM YMbICAOM UIU 6 OMHOUWEHUU KOMNbIOMEPHOU CUCEMbl, COCOUHEHHOU C Opyeoll
KOMNbIOMEPHOU CUCIEMOLL.

OxBaTbIBaeMble JelicTBHS
[Tpumenenne Ctathu 3 OrpaHMYMBACTCS TIEPEXBATOM TIepe/iay, OCYIIECTRISIEMbBIM ITPH TIOMOIIN TEXHUYIECKHX

CpeL[CTBloog. HepeXBaT OJICKTPOHHBIX JAHHBIX MOXKCT OIPEACIIATHCA KaK moboe JICUCTBHE T10 MOJIY4YCHUIO JAaHHbIX BO

Bpems nporiecca nepeaadn’ 010,

1992 The computer magazine ct reported in 2004 that field tests proved that more than 50% of 1000 wireless computer networks that were tested in
Germany were not protected. See: http://www.heise.de/newsticker/result.xhtml ?url=/newsticker/meldung/48182

1003 Regarding the impact of encryption of wireless communication, see: Sadowsky/Dempsey/Greenberg/Mack/Schwartz, “Information Technology
Security Handbook”, page 60, available at: http://www.infodev.org/en/Document.18.aspx.

194 ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 31, available at:
http://www itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

1005 Regarding Identity Theft, see above: Chapter: 2.7.3 and below: Chapter 6.1.15 and as well: Javelin Strategy & Research 2006 Identity Fraud Survey,
Consumer Report, available at: http:/www. javelinstrategy.com/products/99DEBA/27/delivery.pdf. For further information on other surveys see
Chawki/Abdel Wahab, Identity Theft in Cyberspace: Issues and Solutions, page 9, Lex Electronica, Vol. 11, No. 1, 2006, available at:
http://www lex-electronica.org/articles/v11-1/ chawki_abdel-wahab.pdf. Lee, Identity Theft Complaints Double in ‘02, New York Times, Jan. 22,
2003; Gercke, Internet-related Identity Theft, 2007, available at: http:/www.coe.int/t/e/legal_affairs/legal_co-
operation/combating_economic_crime/3_Technical_cooperation/CYBER/567%20port%20id-d-
identity%20theft%20paper%2022%20nov%2007.pdf; For an approach to divide between four phases see:
Mitchison/Wilikens/Breitenbach/Urry/Portesi — Identity Theft — A discussion paper, page 21 et seq., available at: https://www.prime-
project.eu/community/furtherreading/studies/ID TheftFIN.pdf.

199 T the United States the SSN was created to keep an accurate record of earnings. Contrary to its original intentions, the SSN is today widely used for
identification purposes.Regarding offences related to social security numbers see: Givens, Identity Theft: How It Happens, Its Impact on Victims, and
Legislative Solutions, 2000, available at: http://www.privacyrights.org/ar/id_theft.htm; Sobel, The Demeaning of Identity and personhood in National
Identification Systems, Harvard Journal of Law & Technology, Vol. 15, Nr. 2, 2002, page 350

197 See: Hopkins, “Cybercrime Convention: A Positive Beginning to a Long Road Ahead”, Journal of High Technology Law, 2003, Vol.
IL, No. 1; Page 112.

1008 Explanatory Report to the Council of Europe Convention on Cybercrime No. 51.

1999 The Explanatory Report describes the technical means more in detail: “Interception by ‘technical means’ relates to listening to, monitoring or
surveillance of the content of communications, to the procuring of the content of data either directly, through access and use of the computer system,
or indirectly, through the use of electronic eavesdropping or tapping devices. Interception may also involve recording. Technical means includes
technical devices fixed to transmission lines as well as devices to collect and record wireless communications. They may include the use of software,
passwords and codes. The requirement of using technical means is a restrictive qualification to avoid over-criminalisation.* Explanatory Report to the
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Kak yrmoMuHanmocs BblIIIe, BOIIPOC O TOM, KacaeTCs JIU ITOJIOKEHNE HE3aKOHHOTO J0CTYIIa K HH(POPMALIIH,
XpaHsIencs Ha )KECTKOM JIUCKE, BcecToporHe obcyxkaaercal 01!, B nenom nonoxenne npuMeHMMO TOJBKO K
HepexBary Iepeiadu, a JOCTyI K XpaHsALencs HHpOPMalMi He cuuTaeTcs nepexsatom nepenaun!012, dakr toro,
YTO MPUMEHEHUE MPUIIOKEHHUS 00CYKIACTCS JaKE B TEX CIydasX, KOT/Ia 3JIOYMBIIUICHHUK HMEeT (DH3HIeCKUN
JIOCTYII K OTJEJIbHOM KOMIIBIOTEPHON CHUCTEME, YACTUYHO BO3HMKAET KaK pe3ysbTaT Toro, uto Konsenuus o
KHOEPIPECTYIIHOCTU HE COJEPKUT TOJI0KEHHS KacaTeabHo MH(opMamonHoro mnuonaxal%13, a B [oscusomem
Otuete k KoOHBEHIIMU comepKaTcs [Ba HEMHOTO HETOYHBIX OOBSICHCHHUS KacaTeNbHO npuMeHeHus: CTaThu 3:

e qnpexne Bcero, B [loscusromem OTueTe yKa3pIBAeTCs HA TO, YTO MOJIOKECHUE OXBATHIBACT MPOIECCHI CBSI3H,
IPOUCXO/IANIME BHYTPU KoMIbIoTepHoi cuctembl! 014, Onnako Bee elne 0cTaeTcs OTKPBITHIM BOIIPOC,
JIOJDKHO JIM 3TO TIOJIOKEHHE MPUMEHSTHCS TOJIBKO B CIIyJasiX, KOT/Ia )KEPTBBI OTHPABILIIOT TaHHbBIE, KOTOPHIE
3aTeM MepeXBaThIBAIOTCS 3JI0YMBIIIJICHHUKAMH, WK €r0 TAKXKE CIIeyeT NPUMEHSITh, KOT/Ia 3JI0yMbIIIICHHUK
JMYHO PabOTaeT 32 KOMIIbIOTEPOM.

®  PYKOBOJICTBO YKa3bIBaeT HA TO, YTO MIEPEXBAT MOXKET OCYIICCTBISITHCS JIMOO OMOCPE0BAHO MTPH MTOMOIIN
YCTPOMCTB IepexBara, MO0 "MyTeM J0CTyNa U UCIONb30BaHUs KoMIboTepHoil cucteMb" 1015, Ecnn
37I0YMBIIIEHHUKH [TOJIY4alOT TOCTYII K KOMIIBIOTEPHOM CUCTEME U UCIIONB3YIOT €€ M CO3JaHUs
HECaHKIIMOHUPOBAHHBIX KOTIMN XPAHSAIIUXCSI JAHHBIX HA BHEIIHUIA JUCKOBBIN MPUBOJI, KOT1a JEHCTBUE
BEJIET K Mepeiaye NaHHbIX (OTIPaBKa JAHHBIX C BHYTPEHHETO Ha BHEIITHHUN KECTKHN JVCK), TaHHBIM MPOIIECC HE
nepexeamuléaemcs, a CKOpee UHUyuupyemcs 310yMbIlIUIeHHUKaMH. OTCYTCTBYIOLLMNA 37IEMEHT TEXHUYECKOTO
repexBara SBJISIETCs] CUJIbHBIM apryMEHTOM IIPOTHB PHUMEHEHHS IOJIOKEHHS B CIIy4Yasix HE3aKOHHOI'0 J0CTyIa K

xpausieiica uapopmarun 016,

TepmuH "miepesiada” 0XBaThIBACT BCE TIepeayur TAHHBIX: TI0 TeeoHy, (hakcy, STIEKTPOHHOM TIOYTe I Tiepeaye
daiinos! 017 TIpectymienue, noananarommee nojx CTaTbio 3, IPMMEHMMO TOJIBKO K BHYTpeHHHM nepenadam! 018, Tlepenaua
ABNIseTCs "BHYTpeHHel", eciu mpoliecc nepenadn konduaentmanen 019, Jing pasmiuns BHenseil u BHyTpeHHel nepenaun
Ba)KHO TIOHMMATh He PUPOJTY HepeiaBaeMbIX JIaHHbIX, a IPUPOJLY CAMOTO Mporiecca rnepenayn. Jlaxe nepeaua cBOOOIHO
JIOCTYIHOM MH(POPMALIMKM MOYKET CUHTATHCS PECTYIUIEHHEM, €CIIM CTOPOHBI, YIaCTBYIOIME B IIEPEade, HAMEPEHbI JIEPKaTh
B CEKpeTe cofiepuMoe niepenaur. Mcrons3oBanue 00IECTBEHHBIX CETel He CKITIOYaeT "BHYTpeHHEH ' iepenayn.

Cy0beKkTHBHAasI CTOPOHA

Kak u JJIA BCEX APYrux HpeCTynHeHI/Iﬁ, YKa3aHHBIX B KOHBCHHI/II/I (6] KI/I66pHpeCTyHHOCTI/I, B Cratbe 3 YKa3bIBaCTCs,

YTO 3JI0yMBINIIEHHHK JOJKEH OCYIECTBIIATH TIpecTyrienne Hamepenno!020, B KonBeHIuy He coepKuTCs

Council of Europe Convention on Cybercrime No. 53.

1919 Within this context, only interceptions made by technical means are covered by the provision - Article 3 does not cover acts of “social engineering”.

1011 See Gercke, The Convention on Cybercrime, Multimedia und Recht 2004, Page 730.

1912 Gercke, Cybercrime Training for Judges, 2009, page 32, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train%20manual %20judges6%20_4%20march%2009_.pdf.

1013 See above: Chapter 6.1.2

1014 “The communication in the form of transmission of computer data can take place inside a single computer system (flowing from CPU to screen or
printer, for example) between two computer systems belonging to the same person, two computers communicating with one another or a computer
and a person (e.g. through the keyboard).* Explanatory Report to the Council of Europe Convention on Cybercrime No. 55.

1015 Explanatory Report to the Council of Europe Convention on Cybercrime No. 53.

1916 Covered by Article 3 is the interception of electronic emissions that are produced during the use of a computer. Regarding this issue,
see Explanatory Report No. 57: “The creation of an offence in relation to ‘electromagnetic emissions’ will ensure a more
comprehensive scope. Electromagnetic emissions may be emitted by a computer during its operation. Such emissions are not
considered as ‘data’ according to the definition provided in Article 1. However, data can be reconstructed from such emissions.
Therefore, the interception of data from electromagnetic emissions from a computer system is included as an offence under this
provision*“; Explanatory Report to the Council of Europe Convention on Cybercrime No. 57.

1017 Explanatory Report to the Council of Europe Convention on Cybercrime No. 51.

1918 Gercke, Cybercrime Training for Judges, 2009, page 29, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train %20manual %20judges6%20_4%20march%2009_.pdf.

1019 Explanatory Report to the Council of Europe Convention on Cybercrime No. 54.

1020 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 39.
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onpezaeneHue TepmuHa "HameperHo". B TloscHstonem OTuete pa3pabOTUMKHU YKa3allH, YTO ONpe/IeICHUEe TEPMHUHA
"HaMepEeHHO" JI0JKHO MPOU3BOJUTHLCS HA HAMOHAIbHOM ypoBHe! 021,

be3 npasa

B cootBercTBum co Cratbeii 3 KoHBeHIMY niepexBaT cOOOIIEHUI MOXKET MPECIIeIOBATHCS, TOJIBKO ECITH 3TO TIPOUCXOIUT
"6e3 mpapa" 1922, Paspa6oTunku KoHBeHIMH MpeicTaBUIM HaOOp HPUMEPOB JUIsl TIEPEXBATa, KOTOPhIE IIPOU3BOIATCS 110
TpaBy:

®  JlelicTBHSA O OCHOBHOMY O0YYEHHIO UM MO CAHKIUK y4acTHUKOB mepenaqn!023;
®  CaHKIMOHMPOBAHHOE TECTMPOBAHME MIIM JEHCTBHS 110 3allUTE, CONIACOBAHHbIE ydacTHUKamMu! 024;

®  3aKOHHBIii IlepexBaT Ha OCHOBE MOJIOYKEHHIA yrOJOBHOIO NPaBa Wik B HHTEPEeCcax HAlMOHATILHOM
6e3omacHocTH 1025,

JIpyriM BOIPOCOM, BO3HUKILIHM TIPH 00Cy>k/1eHnn KoHBeHImMu, GbLT BONPOC, TIPUBEIET JIM UCTIONB30BaHKeE cookies K
YTOJIOBHOMY HakazaHHIO Ha ocHoBe Ctatbu 31026, PazpaGoTunky yKazaum, 4To OOLIETPUHSATHIE KOMMEPYECKUE TIPAKTHKH,
Hanpumep cookies, He cuMTaroTes nepexsatom 6e3 mpapa! 027,

Orpa}mlle}mﬂ 1 OTOBOPKH

B Crarse 3 mpemmaraercsi BOSMOKHOCTB OTpaHHICHUS CyIeOHOTO MPecieIOBaHuUs IIOCPEICTBOM TPEOOBAHUS
JIOTIONIHUTENBHBIX AJIEMEHTOB, YKa3aHHBIX BO BTOPOM NPEJIOKEHUH, BKIIIOUast "MOIIEHHUYECKHE HaMepeHHs" IIH
OTHOIIIEHNE K KOMIIBIOTEPHOW CHCTEME, CBSI3aHHOM C IPYroi KOMITBIOTEPHON CUCTEMOM.

Tunosoii 3axon CoipyecTBa 0 KOMIILIOTEPAX H KOMIILIOTEPHBIX MPECTYILICHHSIX
Cxoxuii moaxo, MOXKHO HaiiTh B Paszene 8 npoekra 3akonoB Conpyxecrsal 928,

Pazoen 8

Jluyo, komopoe HamepenHo, be3 NPABOMEPHOU NPUHUHBL Wil OObICHEHUS, NEePexeambléaen MexXHUYECKUMU
cpeocmeami:

a) 10610 6HYMPEHHIOI0 nepeoayy K, Om Uil 6HYmpu KOMNbIOMEPHOU CUCIEeMbl; UTU

1021 By planatory Report to the Council of Europe Convention on Cybercrime, No. 39.

1922 The element “without right” is a common component in the substantive criminal law provisions of the Convention on Cybercrime. The Explanatory
Report notes that: “A specificity of the offences included is the express requirement that the conduct involved is done "without right". It reflects the
insight that the conduct described is not always punishable per se, but may be legal or justified not only in cases where classical legal defences are
applicable, like consent, self defence or necessity, but where other principles or interests lead to the exclusion of criminal liability. The expression
‘without right’ derives its meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or
consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or relevant principles under domestic law.
The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful government authority (for example, where the Party’s
government acts to maintain public order, protect national security or investigate criminal offences). Furthermore, legitimate and common activities
inherent in the design of networks, or legitimate and common operating or commercial practices should not be criminalised” . See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 38.

1023 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 58.

1024 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 58.

1025 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 58.

1926 Cookies are data sent by a server to a browser and the send back each time the browser is used to access the server. Cookies are used for
authentication, tracking and keeping user information. Regarding the functions of cookies and the controversial legal discussion see: Kesarn/Shah,
Deconstruction Code, Yale Journal of Law & Technology, 2003-2004, Vol. 6, page 277 et seqq., available at:
http:/fpapers.ssrn.convsol3/papers.cfm?abstract_id=597543.

1027 By planatory Report to the Council of Europe Convention on Cybercrime, No. 58.

1028 «\fodel Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:

http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-

86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http:/www.cpsu.org.uk/downloads/2002CLMM .pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et

seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,

page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.
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b) anexmpomazHumHsle U3NYYEHUS OM KOMHBLIOMEPHOU CUCHEMbl, KOMOpble AGNAI0MCL HOCUMENIMU
KOMNbIOMEPHBIX OQHHBIX, CO8EpUIAem NpecmynieHue, Kapaemoe, no npueo8opy, MipeMHbIM 3aKII0UeHUeM
Ha CPOK, He npesbluarowut [ Cpox], ui wmpagom, He npeguluiaowum [3Haverue], i u mem u Opyaum.

poext CTandopackoii KonBenuun

Heoguuunaneueiii! 029 npoext Ctandopackoit Kousenuuu 1999 roga He no3B0JIS€T OJHO3HAYHO ONPEAEIUTE
nepexBaT KOMIBIOTEPHBIX TaHHBIX KaK MPECTYIJICHHE.

6.14 HUckaxenune uHpopmanun

3aIyTa MaTepHaIbHBIX M (PU3MYECKUX OOBEKTOB OT MPEJIHAMEPEHHOTO MOBPEXKICHHUS IBISETCS KIACCUIECKMM
5JIEMEHTOM HAIMOHAJILHOIO YTOJOBHOIO 3aKOHOIATENLCTBA. B CBA3M ¢ IPOIOIKAIOIIUMCS TIEPEBOIOM B LU(PPOBOIL
BHJI BCE OOJIbINE BAXKHOU JIENIOBOM MH(MOPMAIIUU XPAHUTCS B BHJIE narabix 1030, Ataku wiu MOJIy9€HHUE TAaKOU
MH(OPMALINK MOXKET TIPHBECTH K puHaHcoBbIM noTepsam!03!, KpoMe ynanenus, usmMenenue Takoi HHpOpMaLUy
TaKxe MOXeT UMeThb KpyIHble nocneactsus! 032, TIpeapiymias Bepcus 3aKk0HOATENLCTBA B HEKOTOPBIX CTPaHAX He
BCEr/la ypaBHUBANA 3allUTY JAHHBIX C 3AIIUTON MaTePHATIbHBIX 00BEKTOB. DTO MO3BOJIUIO 370YMBIILIEHHUKAM

CO3/1aBaTh TaKue BUIbI adep, KOTOPHIE HE TIPUBOMIN K yTOJOBHBIM caHKImsm! 033,
KonBenuusi o kubepnpecTynHocTu

B Crarbe 4 KoHBeHIIMN 0 KHOEPIIPECTYITHOCTH COACPIKUTCS MOJIOKESHHUE, 3alIUINAIOIICe COXPAHHOCTh TaHHBIX OT
HECAHKIIMOHMPOBAHHOTO MCKaxeHus! 034, 1{enbro monosKeHus SBIsAETCs 3aI0IHEHUE CYLIECTBYIOIINX ITPOOETIOB B
YTOJIOBHOM ITPaBE HEKOTOPHIX CTPaH U 00ECTICUSHHE I KOMITBIOTEPHBIX JAHHBIX M KOMITBIOTEPHBIX MPOTPaMM

3aLIUTHI OT HAMEPEHHOTO MPUYMHEHHS yiepOa, HAEHTUUYHOM Toii, KOTOpOil MoNb3yIoTCs usnyeckue 00beKkThI! 035,
IHonoxenune
Cmamusn 4 — Hcekaycenue ungpopmayuu

1) Kaosicoas Cmopona npunumaem maxue 3aKOHOOAmMenbHble U UHble Mepbl, KOmopble Mozym Ovimb
HeoOX00UMblL 0151 020, YMOoObl KEATUPUYUPOBATN 8 KAYeCHEe Y20I08H020 NPECTNYNIEHUS CO2NACHO ee
BHYMPU20CYOAPCMBEHHOMY NpAgy NpeoHamepeHHoe nospedcoenue, yoaieHue, yXyouieHue Kayecmad,
usmenenue unu OI0KUposaHue KOMNbIOMEPHLIX OaHHBIX 63 Npasd Ha IMo.

1929 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the US in 1999.
The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodmar/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:
http://www lawtechjournal.conv/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.

1930 The difficulty with offences against the integrity of data is that identification of these violations is often difficult to prove. Therefore,
the Expert Group, which drafted the Convention on Cybercrime, identified the possibility of prosecuting violations regarding data
interference by means of criminal law as a necessary strategic element in the fight against cybercrime. Explanatory Report to the
Council of Europe Convention on Cybercrime No. 60.

1931 The 2007 Computer Economics Malware Report focuses on single of computer crime and analyses the impact of malware on the
worldwide economy by summing up the estimated costs caused by attacks. It identified peaks in 2000 (USD 17.1 billion) and 2004
(USD 17.5 billion). For more information, see: 2007 Malware Report: The Economic Impact of Viruses, Spyware, Adware, Botnets,
and Other malicious Code. A summary of the report is available at: http://www.computereconomics.com/article.cfm?id=1225.

1032 A number of computer fraud scams are including the manipulation of data— e.g. the manipulation of bank account files, transfer records or data on
smart cards. Regarding computer related fraud scams see above: Chapter 2.7.1 and below: Chapter: 6.1.16.

1033 Regarding the problems related to those gaps see for example the LOVEBUG case where a designer of a computer worm could not be prosecuted
due to missing criminal law provisions related to data interference. See above: Chapter 2.4.d and: CNN, “Love Bug virus raises spectre of
cyberterrorism”, 08.05.2000, http://edition.cnn.com/2000/LAW/05/08/love.bug/index.html; Chawki, “A Critical Look at the Regulation of
Cybercrime”, http://www.crime-research.org/articles/Critical/2; Sofaer/Goodman, “Cyber Crime and Security — The Transnational Dimension” in
Sofaer/Goodman, “‘The Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 10, available at:
http://media.hoover.org/documents/0817999825_1.pdf; United Nations Conference on Trade and Development, Information Economy Report 2005,
UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6, page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

1034 A similar approach to Art. 4 Convention on Cybercrime is found in the EU Framework Decision on Attacks against Information
Systems: Article 4 - Illegal data interference: “Each Member State shall take the necessary measures to ensure that the intentional
deletion, damaging, deterioration, alteration, suppression or rendering inaccessible of computer data on an information system is
punishable as a criminal offence when committed without right, at least for cases which are not minor”.

1935 Explanatory Report to the Council of Europe Convention on Cybercrime No. 60.
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2) JIrbas CmopoHa modicem ocmasums 3a coO0U NPA6o KEAIUGUUUPOsamyb, Ymo npedycMompeHHble
nynkmom 1 desHus enekym 3a co6oii cepbesHulil yujepo.

OxBaTbIBaeMble JCSTHUS

® TepMHUHBI "MOBpeXAeHUS" U "Topya” 03HAYAIOT JIF000E IesTHNUE, CBA3aHHOE C OTPUIIATEIILHBIM H3MEHEHUEM

HENOCTHOCTH MH(OPMAIMOHHOTO COIEPKUMOTO JAaHHBIX U mporpamm!036;

e 'ynajeHue" 0XBaThIBACT JICSHUS, MPH KOTOPBIX HHMOPMAITHS YAATISeTCS C HOCUTEICH, U CUUTAIOTCS
CPaBHUMBIMH C Pa3pyIIEHHEM MaTEPHATBLHOTO 0ObeKTa. [Py CO3JaHIU 3TOTO ONPEIENEHUS COCTABUTENH
KOHBEHIIMH HE TIPOBOIMIN PA3IMUKil MEKLY Pa3IHUHbIMK CIIOCOOAMHU, KOTOPBIMH MOKHO YIaIHTh
nannbie! 937, Tlepenoc ¢aiina B BUpTyanbHyI0 KOp3uHY He yaanset (aiin ¢ skectkoro auckal038. [axe
"ouncTka" KOp3UHbI He Beeraa yaanset ¢aitn!039, [TostoMy HesicHO, MOKET 1M BO3MOKHOCTh

BOCCTaHOBJICHHS! yIaJIeHHOTO (paiiia yrpasaHuTh NpuMeHeHue nonoxenus! 040;

e "CkpbITHE" KOMIBIOTEPHBIX JAHHBIX 0003HAYACT JCHCTBHE, KOTOPOE OTPHUIIATEIBHBIM 00pa30M BIIHSIET Ha
JIOCTYITHOCTh JAHHBIX JIUILY, MMEIOIEMY JOCTYI K HOCUTENISIM, HAa KOTOPBIX XpaHsATcs naHHble! 041,
IIpuMeHeHHUe MonokeHus 0co60 obcyxkaaeTcs 1o oTHomeHuto k arakam!042 Otkas B o6cmykuBanuu! 043,
Bo BpeMst aTak JJaHHbIE, UMEFOIMECS Ha aTAKOBAHHOM KOMITLFOTEPE, GOJIBIIE HE JOCTYITHBI HH

NOTCHIHUAJIbHOMY MOJIB30BATCI0, HU BJIAJCIIbIY KOMHB}OTepHOﬁ CI/ICTCMBIIO44;

®  TepMHUH "M3MEHEHHE" 0XBAThIBACT MOJU(HKAIMIO CYIECTBYIONINX JaHHBIX, HE 0053aTeIbHO CHIIKAIOIIEe
y100CTBO UCTIOJIB30BaHKs 3THX AaHHBIX! 045, D10 esHIe 0COOEHHO OTHOCHTCS K YCTAHOBKE HA KOMIBIOTED
KEPTBBI BPEIOHOCHBIX MIPOrpaMm, Hanpumep, mmroHckoro [10, Bupyco win 6ecrumaraoro 10 ¢

pa3sMeIeHHOI B HeM pekaamoit! 046,

1036 As pointed out in the Explanatory Report the two terms are overlapping. See: Explanatory Report to the Council of Europe Convention on
Cybercrime No. 61.

1937 Regarding the more conventional ways to delete files by Using Windows XP see the Information provided by Microsoft, available at:
http://www.microsoft.com/windowsxp/using/setup/learnmore/tips/waystodelete.mspx.

1038 Regarding the consequences for forensic investigations see: Casey, Handbook of Computer Crime Investigation, 2001; Computer Evidence Search
& Seizure Manual, New Jersey Department of Law & Public Safety, Division of Criminal Justice, 2000, page 18 et. seq. , available at:
http://www state.nj.us/lps/dcj/pdfs/cmpmanfi.pdf.

1939 See Nolan/O’Sullivan/Branson/Waits, First Responders Guide to Computer Forensics, 2005, available at:
http://www.cert.org/archive/pdf/0Shb003.pdf.

1040 The fact, that the Explanatory Report mentions that the files are unrecognisable after the process does not give any further indication with regard to
the interpretation of the term. See: Explanatory Report to the Council of Europe Convention on Cybercrime No. 61.

1041 Explanatory Report to the Council of Europe Convention on Cybercrime No. 61.

1042 A Denial-of-Service (DoS) attacks aims to make a computer system unavailable by saturating it with external communications requests, so it cannot
respond to legitimate traffic. For more information, see: US-CERT, “Understanding Denial-of-Service Attacks”, available at: http:/www.us-
cert.gov/cas/tips/ST04-015.html; Paxson, “An Analysis of Using Reflectors for Distributed Denial-of-Service Attacks”, available at:
http://www.icir.org/vem/papers/reflectors. CCR.01/reflectors.html; Schuba/Krsul/Kuhn/Spafford/Sundaram/Zamboni, “Analysis of a Denial of
Service Attack on TCP”; Houle/Weaver, “Trends in Denial of Service Attack Technology”, 2001, available at:
http://www.cert.org/archive/pdf/DoS_trends.pdf.In 2000 a number of well known US e-commerce businesses were targeted by denial of service
attacks. A full list of the attacks business is provided by Yurcik, “Information Warfare Survivability: Is the Best Defense a Good Offence?”, page 4,
available at: http://www.projects.ncassr.org/hackback/ethics00.pdf.For more information see: Power, 2000 CSI/FBI Computer Crime and Security
Survey, Computer Security Journal, Vol. 16, No. 2, 2000, page 33 et. seq; Lemos, Web attacks: FBI launches probe, ZDNEt News, 09.02.2000,
available at: http://news.zdnet.com/2100-9595_22-501926.html; Goodman/Brenner, The Emerging Consensus on Criminal Conduct in Cyberspace,
page 20, available at: http://www.lawtechjournal.com/articles/2002/03_020625_goodmanbrenner.pdf; Paller, “Response, Recovery and Reducing
Our Vulnerability to Cyber Attacks: Lessons Learned and Implications for the Department of Homeland Security”, Statement to the United States
House of Representatives Subcommittee on Cybersecurity, Science, and Research & Development Select Committee on Homeland Security, 2003,
page 3, available at: http://www.globalsecurity.org/security/library/congress/2003_h/06-25-03_cyberresponserecovery.pdf.

1943 With regard to the criminalisation of “Denial-of-Service” attacks see as well below: Chapter 6.1.5.

1044 I addition criminalisation of “Denial of Service” attacks is provided by Art. 5 Convention on Cybercrime. See below: Chapter 6.1.5.

1045 Apart from the input of malicious codes (e.g. Viruses and Trojan Horses), it is likely that the provision could cover unauthorised
corrections of faulty information as well.

1046 Gercke, Cybercrime Training for Judges, 2009, page 32, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train %20manual %20judges6%20_4%20march%2009_.pdf.

Regarding the different recognised functions of malicious software see above: Chapter 2.4.d. Regarding the economic impact of malicious software
attacks see above: Chapter 2.9.1.
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Cy0beKkTHBHAasI CTOPOHA

Tak ke, KaK U 15 BCeX IPYTUX MPECTYIUIEHUH, onpeneieHHbix B KonBenuun o kubepnpecrynnoctu, Cratbs 4
TpelyeT, YTOOBI 3I0YMBIIIIEHUE COBEpLIAN IpecTymienue ympiienHo! %47, B KonseHIuu He CoaepKuTCS
onpenenenue TepmuHa "ymbinuieHHO". B [TosicHsromem OTyere cocTaBUTENN yKa3aiu, YTO TEPMUH ''YMBIIICHHO"
JIOJKEH ONPEIeNIAThCS Ha HAllMOHAIbHOM ypoBHe! 048,

be3 npasa

Taxk se, Kak M JjIsl TIOJIOKEHHi, 00CY KIaBIIMXCS BBIIIIE, 5TH JesSHHUs JOJKHBI coBepinaThes "6e3 npasa"1049, TIpaso
U3MEHATH JIaHHbIE 00CYK1ATI0Ch, 0COOEHHO B KOHTeKcTe "perpancisatopos" 050, Petpanciarops ucnonb3yores as
U3MEHEHHs ONpejieJeHHbIX JaHHbIX C LEeNblo 00aerdenus anonumHuoi ceaszu! 93!, B [Moscustomem Otuete
YIIOMHHAETCS, YTO, B IPUHIIAIIE, OTH JIESHUS YIUTHIBAIOT 3aKOHHYIO 3aIUTY KOH(QUIEHINAILHOCTH U TIOTOMY
HpEePUHUMAOTCS C paspernenus! 052,

OrpanuyeHust 4 OTOBOPKH

B Cratbe 4 nmpemnaraercst BOSMOKHOCTh OTPaHHYCHHS CYA€OHOTO MPECIICAOBAHNS CIyIasMi, KOTAa TPUIHHSIETCS
Cephe3HBIN yIep0, CX0XKuid Toaxo ] npuHAT B Pamounom pemennn EC no arakam Ha HH(GOPMAIUOHHEIE
cucrembi! 933, KOTOpPOE MO3BOIIAET rOCYIAPCTBAM-UJIEHAM OTPaHUYHUBATH IPUMEHEHHUE MOJIOKEHUH MaTEPHATHLHOTO

YTrOJIOBHOTO 1TpaBa "cily4asMu, KOTOphIE He SBISIOTCA HesHauMTebHbIMu'' 1054,
Tunosoii 3axon CoapysKecTBa 0 KOMILIOTEPAX M KOMILIOTEPHBIX NPeCTYIJICHUSAX

[Monxox, cxoxwuii co Cratheit 4 KonBeHIMM 0 KHOEPIpeCTyMHOCTH, MOXKHO Haiitu B Pa3aene 8 Tumosoro 3akoHa
Coapyxectsa!055 2002 roga.

1047 Bx planatory Report to the Council of Europe Convention on Cybercrime, No. 39.

1048 By planatory Report to the Council of Europe Convention on Cybercrime, No. 39.

1949 The element “without right” is a common component in the substantive criminal law provisions of the Convention on Cybercrime. The Explanatory
Report points out: “A specificity of the offences included is the express requirement that the conduct involved is done "without right". It reflects the
insight that the conduct described is not always punishable per se, but may be legal or justified not only in cases where classical legal defences are
applicable, like consent, self defence or necessity, but where other principles or interests lead to the exclusion of criminal liability. The expression
‘without right’ derives its meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or
consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or relevant principles under domestic law.
The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful government authority (for example, where the Party’s
government acts to maintain public order, protect national security or investigate criminal offences). Furthermore, legitimate and common activities
inherent in the design of networks, or legitimate and common operating or commercial practices should not be criminalised” . See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 38.

1050 See Explanatory Report to the Council of Europe Convention on Cybercrime, No. 62: “The modification of traffic data for the purpose of facilitating
anonymous communications (e.g., the activities of anonymous remailer systems), or the modification of data for the purpose of secure
communications (e.g., encryption), should in principle be considered a legitimate protection of privacy and, therefore, be considered as being
undertaken with right.”” Regarding the liability of Remailer see: Du Pont, The time has come for limited liability for operators of true Anonymity
Remuails in Cyberspace: An Examination of the possibilities and perils, Journal of Technology Law and Policy, Vol. 6, Issue 2, available at:
http://grove.ufl.edu/~techlaw/vol6/issue2/duPont.pdf.

1951 For further information, see du Pont, “The Time Has Come For Limited Liability For Operators Of True Anonymity Remailers In
Cyberspace: An Examination Of The Possibilities And Perils”, Journal Of Technology Law & Policy, Vol. 6, Issue 2, Page 176 et
seq., available at: http://grove.ufl.edu/~techlaw/vol6/issue2/duPont.pdf.

1952 With regard to the possible difficulties to identify offenders that made use of anonymous or encrypted information, the Convention leaves the
criminalisation of anonymous communications open to the parties to decide on — See Explanatory Report to the Council of Europe Convention on
Cybercrime, No. 62.

1953 Council Framework Decision 2005/222/JHA of 24 February 2005 on attacks against information systems.

1954 For further information, see: Gercke, “The EU Framework Decision on Attacks against Information Systems™, Computer und Recht 2005, page 468

et seq.

1055 «\fodel Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http:/www.cpsu.org.uk/downloads/2002CLMM .pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.
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Paszoen 6

1) Jluyo, xomopoe ymMuluiieHHO Ui no epyooll HeOCMOPONCHOCIU, Oe3 NPABOMEPHOU NPUYUHBL UTU
00BACHEHUS, COBEPUIUILO CTledyIoujue OeliCmeusL:

a) YHUMMONCUILO ULU UBMEHUNIO OaHHbLe, UL

b) npeoocmasuno beccmviciennbie, becnonesnvie Ui HedelucmeumenbHble OaHHble, UTU

C) npensamcmeosano, NPepuléaio Uil Meulano 3aKOHHOMY UCNOAb3068AHUI0 OAHHBIX, UL

d) npensimcmeosaino, npepvieano Ui Mewaio JoboMy iuyy 3aKOHHOMY UCNOIb306AHUIO OAHHBIX; UTU
€) npensmcmeo8ano 00CMyny K OAHHbIM H000MY UYY, UMEIoueMy Ha IMo NPaso;

cosepuiaem npecmynienue, Kapaemoe, N0 HPU20BOPY, MIOPEMHBIM 3AKIIOYEHUEeM HA CPOK, He
npesviwarowuil [cpox], unu wimpaghom, He npegvliaowum [3Haverue], uiu u mem u OpyeuMm.

2) Iloopaszoen 1) npumensiemcsi 6He 3a6UCUMOCMU OM MO20, UMEIOM iU Oellceust TuYda 8peMeHHbLU

UNU NOCOSIHHBIU I gheKm.
IMpoexr Crandopackoii Konpenmuu

B neoduumnansaom! 056 npoexre Crandopackoit Konsentmu 1999 roga coaepKuTcs JBa MOJI0KEHHS, KOTOPHIE
MPU3HAIOT MPECTYIICHUEM JCHCTBHS, CBSI3aHHBIC C IOMEXaMH B KOMIIBIOTEPHBIX JAHHBIX.

ITono:kenue
Cmamosa 3

1 Ilpecmynnenuem ¢ mouxu 3speus Koweenyuu cuumaemcs, kozda moboe uyo HE3AKOHHO U
VMBIULIEHHO Yuacmeyem 6 JH000M U3 credyrouwux oelucmeull 6e3 3aKOHHO OOKA3AHHOU CaHKYUU, Ul
coenacus:

a) coszdaem, Xpamum, uzMeHsiem, Yoajsem, nepeoaem, nepeaopecosvléaent, YKAa3bleaem HeeepHblll
aopec, 8o30elicmgyem unu co30aem nomexu OaHHbIM UIU NPOSPAMMAM 6 Kubepcucmeme, umesi yeisb Uil
3HASL, YMO maxue Oelicmeusl 8bl308YNM OMKA3 Haolexcawel padbomsl YKA3aHHOU KUbepcucmemvl uiu
Opyeotl Kubepcucmemvl, Uiy 0elicmsus no CO30aHur0 QYHKYULl Uiy 0eticmsutl, He nPedyCMOmMpPEHHbIX ee
sraoenvyem u paccmampusaemvlx 8 0annol Koneenyuu kax He3aKouHwle;

b) coz0aem, xpanum, usmensiem, yoaisiem, nepeoaem OMKIOHsEM, YKA3bleAem HeGepHblll aopec,
6030eticmeyem unu cozoaem nomexu 6 Kubepcucmeme ¢ Yeavlo NOcaedyruec0 npeoocmasienus
JIOICHOU UHGOpMayuu 015 NPUYUHEHUS! CYUWECTNEEHHO20 Yuepoa T00SAM Ul COOCMEEHHOCIU,

OxBaTbIBaeMble el cTBHS

OcHOBHBIM pazianuueM Mexy KoHBeHIel o KuOeprnpecTymHOCTH U MPOEKTOM 3aKOHOB CoIpy»KecTBa SBJISIETCS TO,
4T0 TpOoeKT KOHBEHIMH MTPU3HAET MPECTYILUIEHUEM NCKAXCHHUE JaHHBIX, TOJILKO KOT/Ia 3TO MeIaeT pabore
KoMIbIOTepHOM cucteMbl (CtaTbhs 3, maparpad 1a), Wi Korna JAessHue COBEPIIAeTCs C IEbIO0 MPENOCTaBICHUS
JIOXHOHM MH(pOPMAIMHY sl IPUYUHEHUS yiepoa MM win cooctBeHHOCTH (CTathbs 3, maparpad 1b). [Toatomy
MPOEKT 3aKOHA HE CUMTAET NMPECTYIUICHUEM YIaJeHHe 0OBIYHOTO TEKCTOBOTO IOKYMEHTA C YCTPOMCTBA XpaHCHHS
JIAaHHBIX, TAaK KaK HE BIUIET HE Ha pPa0OTy KOMIIBIOTEpA U HE JaeT JIoKHON uHpopmarn. Y Konsenius o
KHOEPIPECTYIMHOCTH, ¥ TUIIOBOM 3akoH COoApyKecTBa CIEAYIOT Ooee IMUPOKOMY ITOAXOAY, 3allIHIIas COXPAHHOCTb
KOMITBIOTEPHBIX JIAHHBIX 0€3 HEOOXOIUMBIX TPEOOBAHNN HATTMYMS JaTbHEUIITNX BO3ICHCTBHIA.

196 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the United
States in 1999. The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodmar/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:
http://www lawtechjournal.conv/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.
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6.1.5 HUckaxkenus cucreMbl

JroM WM KOMIIAHKM, TP uIaraionue ycnyru Ha ocHoe KT, 3aBucAT OT paGoThl MX KOMIBIOTEPHBIX cucTem!057,
OTCyTCTBHE IOCTYNHBIX BEO-CTpaHHmIl, CTaBIIUX kepTBamu atak OTkasa B o6cmyxkusanun (DOS!1058), mokaskisaer,
HACKOJIBKO cepbe3Ha yrpo3a arak!0%, Takue ataku MOTYT BbI3BaTh CEphe3HbIE (PMHAHCOBBIE TIOTEPH M 3aTPOHYThH
naxe mMomuble cucteMbl! 000, KoMnanuu He SBJIAIOTCS €IMHCTBEHHBIMU LENSAMH. DKCIIEPTHI 10 BCEMY MHUpY B
HaCTOsIIee BpeMsi 00CYKIar0T BO3MOXKHBIC CIIeHapuH "KubepTeppoprsmMa”, MpHHUMAOIINE BO BHUMAaHKE BaKHbBIC

MH(PACTPYKTYPHI, HATIPUMED, SHEPrOCHAGKEHHE M YCIyTH 3J1eKTpocBszu 001,
KonBenuusi 0 KuéepnpecTynHocTH

Jlst 3amuThl moctyma oneparopoB U nosib3oBateneii kK MKT B Crathio 5 KoHBeHIIMU 0 KHOEPIPECTYTHOCTH OBLIO
BKJTIOUEHO TIOJIOKEHHE, CIUTAIOIIECE TPECTYIICHUEM YMBIIUICHHYIO 3a/IePKKY IIPAaBOMEPHOTO HCIIOIB30BaHMUS

KOMIBIOTEPHBIX cucTem! 062,
ITono:xenue
Cmamosa 5 — Hckaxcenusn cucmemolt

Kaoscoas Cmopona npunumaem maxue 3aKOHOOAMENbHblE U UHbIE Mepbl, KOMOpble MOo2ym Oblmb
HeoOxX00umbl 07151 M0o2o, Ynobbl KeATUGUYUPOBAMb 8 KAYeCcmae Y20108H020 NPECMYNIEHUsL CO2NIACHO ee
BHYMPUL0CYOAPCMEEHHOMY NPABY NPeOHAMepeHHoe Co30aHue, 6e3 npasa Ha Mo, CEPbe3HbIX NOMeX
DYHKYUOHUPOBAHUIO KOMNBLIOMEPHOU CUCHEMbl NYmeM 68004, nepeoauu, NO8PeicOeHus, VOaleHusl,
VXYOULeHUs. Kauecmed, UsSMEHEeHUst Ul OIOKUPOBAHUS KOMNbIOMEPHBIX OAHHbLX.

1957 ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 33, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

1958 A Denial-of-Service (DoS) attacks aims to make a computer system unavailable by saturating it with external communications requests, so it cannot
respond to legitimate traffic. For more information, see above: Chapter 2.4.e and US-CERT, “Understanding Denial-of-Service Attacks”, available
at: http://www.us-cert.gov/cas/tips/ST04-015.html; Paxson, “An Analysis of Using Reflectors  for Distributed Denial-of-Service Attacks”, available
at: http://www.icir.org/vern/papers/reflectors. CCR .01 /reflectors.html; Schuba/Krsul/Kuhn/Spafford/Sundaram/Zamboni, ““Analysis of a Denial of
Service Attack on TCP”; Houle/Weaver, “Trends in Denial of Service Attack Technology”, 2001, available at:
http://www.cert.org/archive/pdf/DoS_trends.pdf.

1959 For an overview of successful attacks against famous Internet companies, see: Moore/Voelker/Savage, “Inferring Internet Denial-of-Service

Activities”, page 1, available at: http://www.caida.org/publications/papers/2001/BackScatter/usenixsecurityO1.pdf; CNN News, One year after DoS

attacks, vulnerabilities remain, at http://edition.cnn.com/2001/TECH/intemet/02/08/ddos.anniversary.idg/index.html. Yurcik, “Information Warfare

Survivability: Is the Best Defense a Good Offence?”, page 4, available at: http://www.projects.ncassr.org/hackback/ethics00.pdf.For more

information see: Power, 2000 CSI/FBI Computer Crime and Security Survey, Computer Security Journal, Vol. 16, No. 2, 2000, page 33 et. seq;

Lemos, Web attacks: FBI launches probe, ZDNEt News, 09.02.2000, available at: http:/news.zdnet.com/2100-9595_22-501926.html;

Goodman/Brenner, The Emerging Consensus on Criminal Conduct in Cyberspace, page 20, available at:

http://www lawtechjournal.convarticles/2002/03_020625_goodmanbrenner.pdf; Paller, ‘Response, Recovery and Reducing Our Vulnerability to

Cyber Attacks: Lessons Learned and Implications for the Department of Homeland Security”, Statement to the United States House of

Representatives Subcommittee on Cybersecurity, Science, and Research & Development Select Committee on Homeland Security, 2003, page 3,

available at: http://www.globalsecurity.org/security/library/congress/2003_h/06-25-03_cyberresponserecovery.pdf.

Regarding the possible financial consequences of lack of availability of Internet services due to attack, see:
Campbell/Gordon/Loeb/Zhou, “The Economic Cost of Publicly Announced Information Security Breaches: Empirical Evidence
From the Stock Market”, Journal of Computer Security, Vol. 11, page 431-448.

191 ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 34, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.; Related to Cyberterrorism see above Chapter 2.8.a and Lewis, “The
Internet and Terrorism”, available at: http://www.csis.org/media/csis/pubs/050401_intemetandterrorism.pdf; Lewis, “Cyber-terrorism and
Cybersecurity”; http://www.csis.org/media/csis/pubs/020106_cyberterror_cybersecurity.pdf; Denning, “Activism, hacktivism, and cyberterrorism:
the Internet as a tool for influencing foreign policy*, in Arquilla/Ronfeldt, Networks & Netwars: The Future of Terror, Crime, and Militancy, page
239 et seqq., available at: http://www.rand.org/pubs/monograph_reports/MR1382/MR1382.ch8.pdf; Embar-Seddon, “Cyberterrorism, Are We
Under Siege?”’, American Behavioral Scientist, Vol. 45 page 1033 et seqq; United States Department of State, “‘Pattern of Global Terrorism, 2000,
in: Prados, America Confronts Terrorism, 2002, 111 et seqq.; Lake, 6 Nightmares, 2000, page 33 et seqq; Gordon, “Cyberterrorism”, available at:
http://www.symantec.com/avcenter/reference/cyberterrorism.pdf; United States National Research Council, “Information Technology for
Counterterrorism: Immediate Actions and Future Possibilities”, 2003, page 11 et seqq. OSCE/ODIHR Comments on legislative treatment of
“cyberterror’” in domestic law of individual states, 2007, available at: http://www.legislationline.org/upload/
lawreviews/93/60/7b15d8093cbebb505ecc3b4ef976.pdf. Sofaer, The Transnational Dimension of Cybercrime and Terrorism, Page 221 —249.

1062 The protected legal interest is the interest of operators as well as users of computer or communication systems being able to have
them function properly. See Explanatory Report to the Council of Europe Convention on Cybercrime, No. 65.

1060
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OxBaTbIBaeMble el cTBHS
[IpuMeHeHHe MOIOKEHUH TPeOYeT TOro, 4To0bl CO3/1aBaMCh MOMEXHU PaboTe KOMIBIOTEPHOM crcTembl! 903,

e "Coszmanue moMex'' 03HauaeT JIF0oe JeicTBHe, MeIaroliee HaJuiexalield paboTe KOMIbIOTEPHOM
cuctembl! 004, TIpuMeHeHte TI0JI0KEHNS OTPAHUYMBAETCA CITydasMM, KOT/Ia CO3/IaHKe TIOMeX
OCYIECTBIISETCS yMBIILIEHHO.

Crucok L[eI\/'ICTBI/II\/'I, B pE€3YJIbTATE KOTOPBIX HA pa60Ty KOMHB}OTepHOﬁ CUCTEMBI COBCPIIAJIOCH OTPULATCIIBHOEC

BO3JICHCTBHE, SBIISCTCS OKOHYATeIbHBIM 005,

e TepmuH "miporiecc BBoAa" He ompeaensieTcss HU B camoli KOHBEHIIMY, HU €€ COCTABUTENSIMH. Y YUTHIBAS, YTO
nepegava ynomuHaetcsi B CtaTbe 5 Kak JONOJHUTEIbHOE JEHCTBHE, TEPMUH "MPOLIECC BBOJA" MOXKET
OTIPEACTATHCS KaK JII000e ISHCTBUE, CBA3aHHOE C HCIIONb30BaHUEM (PU3MYECKIX UHTEP(ECOB BBOIA IS
nepesayd HHPOPMAaIMK B KOMITLIOTEPHYIO CUCTEMY, TOTJIa KaKk TEPMHH "Tiepeiadya’” OXBaThIBaeT JeiCTBYE,

CBSI32HHOE C yJIAJIEHHBIM BBOJIOM JiaHHbIx 1000,

e  Tepmunsl "moBpexaeHre" u "mopya" B3aMMHO MEPECEKAIOTCS M OTPeAeTstoTcsa cocTauTensmMu Konpennun
B [TosicaurensaoM Otyere ¢ yuetom CTtaThyl 4 Kak HETATUBHOE U3MEHEHHE COXPAHHOCTH

MH(OPMAIMOHHOTO COIEP)KMUMOTO JaHHBIX U porpamm ! 067,

e TepmuH "ynanenue" Takxxe Obu1 onpenenen coctapurensiMu Konsennuu u [osicaurensaoro Otyera ¢

yuetom CTaTby 4 U OXBaThIBAET JAEHCTBHUSA, Koria MH(OpManys yaaeHa ¢ Hocutenei xpanenus! 008,

e TepmuH "H3MeHEHHE" 0XBaThIBACT MOAM(DHUKAIIHNIO CYIIIECTBYIOIIMX JTaHHBIX, HE 0053aTeIILHO CHIDKAIOIICEe

y100CTBO AKCILTYaTalluK STHX JaHHbIX! 009,

L4 ”CKpBITI/Ie” KOMITBIOTCPHBIX JaHHBIX 0003HavaeT HeﬁCTBHC, KOTOPOE€ OTpHUIATCIIbHBIM 06pa30M BJIMACT Ha

AOCTYITHOCTD JAHHBIX JIMIY, UMCIOLICTO JOCTYII K HOCUTCIISAAM, Ha KOTOPBIX XPaHATCA L[aHHI:IelO7O.

Kpowme Toro, npumeHeHre JaHHOTO MOJI0KEHHUS OTPAHUYEHO CIy4asiMH, KOTJa co37aBaeMble IOMEXH SBJISIOTCS
"cepbe3HbME"'. OTIpeieNieHne KPUTEPUEB, KOTOPBIE JOJDKHBI COOFONATRCS, JUIs TOTO YTOOBI CO31aHUE TIOMEX
CUMTANIOCh CEPhE3HBIM, OCTAETCS HA OTBETCTBEHHOCTH cTopoH! 07!, Bo3MoKHEIE OrpaHHYeHHs B paMKaX
HAIMOHAJIIBHOTO [IpaBa MOXKET BKJIIOUATh B ce0s1 KaK MUHUMAJIbHBIM yPOBEHb yllep0a, TaK U OrpaHUYEHHs B

NPU3HAHHMY TIPECTYIUIEHHEM TOJIBKO aTakKi Ha BAKHbBIE KOMITbIOTEPHBIE cHCTeMBbI! 072,

193 Gercke, Cybercrime Training for Judges, 2009, page 35, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train%20manual %20judges6%20_4%20march%2009_.pdf.

1064 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 66.

1955 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 66.

1066 Examples are the use of networks (wireless or cable networks), bluetooth or infrared connection..

197 See Explanatory Report to the Council of Europe Convention on Cybercrime, No. 61. Regarding the fact, that the definition does not
distinguish between the different ways how information can be deleted see above: Chapter 6.1.d. Regarding the impact of the
different ways to delete data on computer forensics see: Casey, Handbook of Computer Crime Investigation, 2001; Computer
Evidence Search & Seizure Manual, New Jersey Department of Law & Public Safety, Division of Criminal Justice, 2000, page 18 et.
seq. , available at: http://www.state.nj.us/lps/dcj/pdfs/cmpmanfi.pdf.

1088 See Explanatory Report to the Council of Europe Convention on Cybercrime, No. 61.

1089 Apart from the input of malicious codes (e.g. Viruses and Trojan Horses), it is therefore likely that the provision could cover
unauthorised corrections of faulty information as well. .

1970 Explanatory Report to the Council of Europe Convention on Cybercrime No. 61.

107! The Explanatory Report gives examples for implementation of restrictive criteria for serious hindering: “Each Party shall determine
for itself what criteria must be fulfilled in order for the hindering to be considered 'serious." For example, a Party may require a
minimum amount of damage to be caused in order for the hindering to be considered serious. The drafters considered as 'serious” the
sending of data to a particular system in such a form, size or frequency that it has a significant detrimental effect on the ability of the
owner or operator to use the system, or to communicate with other systems (e.g., by means of programs that generate "denial of
service" attacks, malicious codes such as viruses that prevent or substantially slow the operation of the system, or programs that send
huge quantities of electronic mail to a recipient in order to block the communications functions of the system)” — See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 67.

1972 Gercke, Cybercrime Training for Judges, 2009, page 35, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train%20manual %20judges6%20_4%20march%2009_.pdf; Although the
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HpnMeHeHne M0JI0KeHU I OTHOCUTEIBHO cIaMa

[IpoBoaMIKCH 1e0aThI MO TIOBOLY TOTO, CIIEAYET JIM PACCMaTPUBATh IIPOOJIEMY Crlama Mo 3J1eKTpoHHoM noure!073 g
pamkax CTaTbM 5, Tak Kak CIlaM MOYKET IEPErpy3uTh KOMIIbIOTEPHBIE cucTeMbl! Y74, CocTaBuTenn 0HO3Ha4YHO
BBICKA3aJIMCh, YTO CIIaM He 00s3aTeNIbHO BEJET K "CEPhe3HBIM'' IIOMEXaM U 9TO "IEeHCTBUE ODKHO CUUTATHCS
IPECTYILIEHHEM, TOJIBKO KOTJIA CBS3b YMBIILIEHHO M cepbe3Ho noBpeskaena” 1975, Cocrapurenu Takxe ykaszaim, 4ro
CTOPOHBI MOT'YT MMETh Pa3HbIH MOJXOJ K CO3JaHHIO TIOMEX B paMKax CBOETro HamoHanbsHoro npasal076, manpumep,
onpezenss, YTo AESHHUS 10 CO3JIaHUIO MOMEX SBJISIIOTCS aAMUHUCTPATUBHBIM IPABOHAPYIICHUEM HJTU MOAJIEKAT

cankrmsam 1077,
Cy0beKkTHBHAasI CTOPOHA

Tak ke, KaK ¥ JUIs1 BCeX IPYrUX MPecTyIUIeHH, 0003HaueHHbIX KonBeHnueli o kubepnpectymaoctd, Ctatbs 5
TpeByeT, YTOOBI 3OYMBIILIEHHUK COBEPIIAT MPECTyIUIEHHE yMbILieHHo! 078, D10 BKitoUaeT B cebs1 Kak HamMmepeHne
BBINTOJTHUTE OJHO W3 IIEPEUUCIICHHBIX JEHCTBHH, TaK M HAMEPEHUE CEPbE3HO IOMENIaTh paboTe KOMITBIOTEPHOIM

CUCTCMBI.

B Konsennuu ue copepxutcs onpenenaeHue repmuna "ympinuieHHo". B [Toscusromem OTyere coctaBuTenu

yKa3alli, 4TO TEPMHH "YMBILIIEHHO" I0JKEH ONPeIeNsThCs Ha HALMOHAILHOM ypoBHe! 079,
be3 npasa

JleiicTBHE TOKHO BBINOJIHATLCA "6e3 npasa" 1080, Kak ynmoMuHanock Bblile, ceTeBble aIMUHUCTPATOPbI M KOMIAHUM
110 06ecTeyeHnIo 6e30aCHOCTH, MPOBEPSIONINE 3AIIUTY KOMIBIOTEPHBIX CUCTEM, GOSUTUCH, YTO HX CMOTYT MPHBIIEYb
K OTBETCTBEHHOCTH 32 BBINOJIHEHHE cBoeii paboThi! 98!, Dtu npodeccronansl paGoTaoT ¢ paspelieHus Baaebla 1
NOTOMY JEHCTBYIOT B paMKax 3akoHa. Kpome Toro, cocraButen KOHBEHIMY 0JJHO3HAYHO BBICKA3aIMCh, YTO
MpoBepKa 0€30MaCHOCTH KOMITBIOTEPHON CHCTEMBI C pa3pellieHUs BiaJleNblia He SBIseTCS JeicTBUEM "0e3

npasa"1082,

connotation of “serious” does limit the applicability, it is likely that even serious delays of operations resulting from attacks against a
computer system can be covered by the provision.

1973 \pam”” describes the process of sending out unsolicited bulk messages. For a more precise definition, see: ITU Survey on Anti-Spam legislation
worldwide 2005, page 5, available at: http://www.itu.int/osg/spu/spam/legislation/Background_Paper ITU_Bueti_Survey.pdf. For more information,
see above: Chapter 2.5.g.

107 Regarding the development of spam e-mails, see: Sunner, Security Landscape Update 2007, page 3, available at:
http://www itu.int/osg/spu/cybersecurity/pgc/2007/events/presentations/session2-sunner-C5-meeting-14-may-2007 .pdf.

1975 Bxplanatory Report to the Council of Europe Convention on Cybercrime, No. 69.

1076 Regarding legal approaches in the fight against spam see below: Chapter 6.1.1.

1977 Bxplanatory Report to the Council of Europe Convention on Cybercrime, No. 69.

1078 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 39.

1979 Bxplanatory Report to the Council of Europe Convention on Cybercrime, No. 39.

1980 The element “without right” is a common component in the substantive criminal law provisions of the Convention on Cybercrime. The Explanatory
Report notes that: “A specificity of the offences included is the express requirement that the conduct involved is done "without right". It reflects the
insight that the conduct described is not always punishable per se, but may be legal or justified not only in cases where classical legal defences are
applicable, like consent, self defence or necessity, but where other principles or interests lead to the exclusion of criminal liability. The expression
‘without right’ derives its meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or
consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or relevant principles under domestic law.
The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful government authority (for example, where the Party’s
government acts to maintain public order, protect national security or investigate criminal offences). Furthermore, legitimate and common activities
inherent in the design of networks, or legitimate and common operating or commercial practices should not be criminalised”. See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 38.

1981 See for example: World Information Technology And Services Alliance (WITSA) Statement On The Council Of Europe Draft Convention On
Cyber-Crime, 2000, available at: http://www.witsa.org/papers/COEstmt.pdf; Industry group still concerned about draft Cybercrime Convention,
2000, available at: http://www.out-law.com/page-1217.

1082 By planatory Report to the Council of Europe Convention on Cybercrime No. 68: “The hindering must be "without right". Common activities
inherent in the design of networks, or common operational or commercial practices are with right. These include, for example, the testing of the
security of a computer system, or its protection, authorised by its owner or operator, or the reconfiguration of a computer’s operating system that takes
place when the operator of a system installs new software that disables similar, previously installed programs. Therefore, such conduct is not
criminalised by this article, even if it causes serious hindering.”
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Orpa}mlle}mﬂ 1 OTOBOPKH

B otimnune ot Crareit 2—4, B Ctatbe 5 He COACPIKHUTCA 0JIHO3HAYHOM BO3MOXKHOCTH OTrpaHUYCHUS TPUMEHCHUA
MOJIOXKEHUS B HAIIMOHAILHOM 3aKOHOIaTEIbCTBE. TeM He MCHEC, OTBETCTBCHHOCTH CTOPOH 110 ONIPEACICHUIO
TSAKCCTU NPECTYIUICHUA ITO3BOJIACT UM OrpaHUYIMNBATh €TI0 MIPUMEHCHUC. TToxoxwuit oaAX0J UMECTCA U B Pamounom

cornamenun Esponeiickoro Coro3al%83 o arakam na nndopmannonnsie cucrempr! 084,
Tunosoii 3axon Copy»KecTBA 0 KOMIILIOTEPAX H KOMILIOTEPHBIX MPECTYILICHHsIX

[Monxox, cxoxwii co Cratheit 5 KoHBeHIINMN 0 KHOSPIPECTYITHOCTH, MOYKHO HaiiTh B Pa3zene 7 THIIOBOTO 3aKOHA
Coapyxectsa!085 2002 rona.
Pazoen7

1) Jluyo, komopoe ymuluiieHHO Ui no epyooll HeOCMOPONCHOCIU, Oe3 NPABOMEPHOU NPUHUHBL UTU
00vsACHeHUA:

(l) co3z0aem nomexu Uiy eMeuuaemcs 6pa60my KOMI’lb}OWlepHOMV cucmemnsl,; ujiu

b) coz0aem nomexu unu emewmgaemcs 6 pabomy auyd, NPAGOMOYHO UCHONLIVIOWE20 UNU
pabomaiowezo ¢ KOMNbIOMEPHOU CUCHEMO.

coeepuiaem npecmynieHue, Kapaemoe no npuecosopy MIOPEMHbIM 3aKIIOYeHUeM HA CPOK, He
npegviarowutl [cpox], unu wmpagom, He npesvluiarowum [pazmep], uiu u mem u Opyeum.

7l 7 ,
B noopazoene 1) "cozoasams nomexu" no omuowenuro kK KOMAIbIOMEPHOU cucmeme eKuodaem 6 cebs
HO He 02PAHUYEHO:

(l) OMKJNIOYEeHUEe DNIEKMPONUMAHUA K'OMI’leOmepHOIJ cucmemsl, u
b) cozoanue DJIEKMPOMACHUIMHBbIX NOMEX KOMI’lblOH’lepHOIZ cucmeme,; u
C) noepeofcdeHue Komnbiomepﬁozi cucmemvl 1100bIMU CI’lOC06ClM1/l,' u

d) 6600, yoanenue unu usmMeHeHue KOMNbIOMEPHLIX OAHHDBIX.

I'maBHBIM oTHMuMeM oT KoHBeHIIMH sABIISETCS TO, YTO HAa ocHOBe Paznena 7 Tunosoro 3akona ConpyxecrTsa,
MPeCTYIJICHHEM MIPU3HAIOTCS TaXe JCHCTBHSA, COBEPILIEHHBIE IO HEOCTOPOXKHOCTU. C TaKMM ITOJIX0ZI0M THIIOBOU
3aKOH MJET Jaxe Janblie TpedoBanuit Konsenuu o kubepnpectynHocTu. Eile oJHUM OTIMYUEM SIBIISETCS TO, YTO
onpezaeneHue "co3ganus nomex'" B Paznene 7 tunoporo 3akoHa CoapyKecTBa CONEPKUTCS OOJIbINe NSHCTBHH MO
cpaBHeHuIo co Cratheit 5 KoHBeHIMH 0 KMOSPIPECTYITHOCTH.

IMpoexr Crandopackoii Konpenmuu

B neoduumansaom! 086 npoexre Crandopackoiit Konsenruu 1999 roma comepkurcs nonoxkeHue, KOTopoe Mpu3HaeT
MpecTyIJIeHUeM JCHCTBUS, CBSI3aHHbIE C TOMEXaMU KOMITBIOTEPHBIM CUCTEMAaM.

1983 Bramework Decision on attacks against information systems — 19 April 2002 — COM (2002) 173.

1984 Article 3 - Illegal system interference: “Each Member State shall take the necessary measures to ensure that the intentional serious
hindering or interruption of the functioning of an information system by inputting, transmitting, damaging, deleting, deteriorating,
altering, suppressing or rendering inaccessible computer data is punishable as a criminal offence when committed without right, at
least for cases which are not minor”.

185 «Model Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http://www.cpsu.org.uk/downloads/2002CLMM.pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

1986 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the US in 1999.
The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodmar/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:
http://www lawtechjournal.conv/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.
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ITono:kenue
Cmamosa 3

1 Ilpecmynnenuem c¢ mouxku 3penus Koueemyuu cuumaemcs, xozoa Jaw060e JIUYo He3AKOHHO U
VMBIULEHHO yyacmeyem 6 JH00M U3 Cledyiouwux oelicmeutl 0e3 3aKOHHO OOKA3AHHOU CAHKYUlU,
Dpa3pewenus iy Co2nacus:

a) cozoaem, xpanum, usmeHsem, yoauisiem, nepeodem, nepeaopecosviéaen, YKa3vlaem HesepHblll
aopec, 6030elicmeyem uu co30aem nomexu OAHHbIM UL NPOSPAMMAM 6 Kubepcucmeme, UMes: Yeibio
UnU 3HAA, YMO Mmaxue Oelcmeusi npueedym K OmKA3y YKA3aHHOU Kubepcucmemvl uiu Opyeou
Kubepcucmemvl, Uil K CO30AHUIO (YHKYULl Uiy Oeucmeutl, He NpedyCMOMPEHHbIX ee 61adeibyem U
PACCMAMPUBAEMBIX KAK HE3AKOHHbLE 8 pAMKax 0anHou Koneenyuu,

OxBaTbIBaeMble el cTBHS

I'maBHBIM pazmiaueM Mexay KoHBeHIeH 1o KHOepIpeCTyIMHOCTH U TUIOBBIM 3aKOHOM COIpy»KeCcTBa SBISETCS TO,
910 1poeKT KOHBEHIMN OXBAaTHIBACT JTIOOBIE IEHCTBHUS ¢ KOMIIBIOTEPHBIMU CHCTEMaMH, TOTAa Kak 1 KoHBeHIHs 1o
KHOEPIPECTYITHOCTH, ¥ TUIIOBOH 3aK0H CoApyKecTBa OTpaHNUUBAIOT CYACOHOE MIPECIICAOBAHNE ISTHUSIMH I10
CO37aHHUIO TOMeX Pab0Te KOMIBIOTEPHBIX CUCTEM.

6.1.6 MatrepuaJjibl 3pOTHYECKOr0 /1M MOPHOIPA(PUIECKOro coep:KaHus

CynebHoe npeciieZIoBaHUE U TSHDKECTh MPECTYIUICHUS, 3aK/II0YAIOIerocs B HeJlerajJbHOM COAEP)KUMOM U
COJIEPKMMOM C BBIPAKEHHBIM CEKCYaIbHBIM COJIEPKAHMEM B PasHbIX cTpaHax pasandnbi! 087, CTOpoHbl, KOTOpBIE
y49acTBOBaIIM B 00CykeHnr KoHBeHIINH 110 KNOEPIPECTYITHOCTH, COCPEIOTOYIIIICE Ha TAPMOHH3AIIH 3aKOHOB,
OTHOCSIINAXCS K IETCKOH MOpHOTpaduu, 1 HCKIIOUMIH 00JIee IMUPOKoe cyieOHOe TpeciieI0OBaHIE MaTEePHUalIOB
APOTUYECKOTO U MOPHOTpaduIecKoro coaepkanus. HekoTopeie cTpaHbl yACIHIN BHUIMAaHUE ATOH mpobiieme,
BKJTIOUHB TIOJIOKEHHUS, IPU3HAIOIINE IPECTYIUIEHHEM 00MEH MaTepHaaMu IIOPHOrpaduIecKOTO Coaep KaHus depe3
KOMIIBIOTEpHBIE CUcTeMBl. OIHAKO HEJOCTATOK CTaHJIAPTHBIX OIpeeNIeHUI co3aaeT TPYAHOCTH JIJIsl OpTraHOB
OXpaHBI MPABOMOPSIKA B PACCIICAOBAHUY TaKUX IPECTYIUICHUH, KOT/Ia IIPECTYITHHUK JEHCTBYET B CTPaHE, I/ie 00MEH

MaTepuajlaMy CEKCyalbHOTO COAEPKaHUs TIPECTYIIEHHEM He cunTaercs 088,
IIpumepsi

[Ipumepom cymeOHOTO MpeciieIoBaHUs 0OMEHAa MaTepHAIaMH TOPHOTpahUIecKoro coaepkanus ciyxut Pasmen 184
VYronosHoro Konekca ['epmanumu:

Pa3zoen 184 Pacnpocmpanenue mamepuanog NOPHOZPAPYUUECKO20 COOEPHCAHUA

1) Kaoicovni, kmo cosepuwiaem ¢ mamepuaiamu noprozpaguueckozco cooepoicanus (Pazoen 11
noopasoen 3)) credyouue 0eiucmeus:

1 npednacaem, npedocmasnsiem unu oenaem ux O0CMYnHuIMU OJisL IUY MOAOHCE B0CEMHAOYAMU Nem;

2 Odemoncmpupyem, pazmewjaem, npeocmasisiem Ui J0ObIM OpyeUM Cnocooom oOeiaem ux
00CMYNHbIMU 8 MeCmax, OOCHYNHbIX TUYAM MOJIOJICE 80CEMHAOYAmMuU Jem Ui mam, 20e OHU MO2Ym ux
yeudems,

3 npeonacaem unu npedocmasifiem um 8 PO3HUUHOU Cemu 6He COOMBEMCMBYIOWUX NOMeweHuUl, &
KUOCKAX UAU Opyeux mopeosvlx NIowaosx, Kyoa NOKynameau OoOblYHO He umerom O0oCcmynd,
NnoCpedCcmeom 3aKazos no noume, uiu OUOIUOMEK C KOMMEPHEeCKUM AOOHEeMEHMOM, UIU KPYICKOS
umenusi;

3a npednazaem unu npedocmasisiem ux Opyeum OJisl UCHOIb30BAHUS HA VCAOBUAX KOMMEPUECKO20
HAUMA Ul PABHOZHAYHO20 KOMMEPUECK020 000PY008AHUSA, UCKTIOYAsl MA2A3UHbL, HE OOCIYNHbLE TUYAM
MOTOJHCEH BOCEMHAOYAMU I U MaM, 20e OHU MO2YHL UX YEUOEMb;

1987 For an overview on hate speech legislation, see for example: For an overview on hate speech legislation see the data base provided at:
http://www legislationline.org. For an overview on other Cybercrime related legislation see the database provided at: http://www.cybercrimelaw.net.
1088 Regarding the challenges of international investigation see above: Chapter 3.2.f and Gercke, “The Slow Wake of A Global Approach Against
Cybercrime”, Computer Law Review International 2006, 142. For examples, see Sofaer/Goodman, “Cyber Crime and Security — The Transnational
Dimension”, in Sofaer/Goodman, “‘The Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 16, available at:
http://media.hoover.org/documents/0817999825_1.pdf;
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4 evinoansiem ux nepecovliky u3-3a cpanuysvl Ha yClo6UAX MOpPco6IU noumoﬁ;

5 omxpvimo npednazaem, pexiamupyem uiu peKoMeHoyem 6 Mecmax, OOCMYNHbIX JUYaM MON0MHiCe
6oceMHaoyamu aem, uiu mam, 20e OHU MO2YM 3MO 6uUdemb, Ul NOCPeOCmEoM pacnpoCmpaHenus
Mamepuanos 6e3 cosepulenus KOMMepUecKux onepayuii uepes3 00blyHble MoOpeosble MOUKU,

6 nosgonsiem Opyeum noayuams ux o6e3 ux npocvowi;

7 OeMOHcmpupyem ux 6 06mecmeeHHblx Kunomeampax 3a njiamy, no360JAI0WYy0 nojiyiams 00x00
NOJIHOCMbIO UJIU 8 SHAYUMETTbHOM 614()6,'

8 npouszeooum, nomywaem, nocmasisiem, XPaHum uiu UMROPMUPYEM UX YeLbio UCNOAb308AHUS WU
KONUPOBAHUSA, ¢ YUCaIoM Konuti om 1 00 7, unu umobsl npeoocmasums maxKyro 803MOHCHOCMb OPY2UM,
unu

9 aKcnopmupyem ux ¢ yeivbio pacnpOCMpAaHeHust Uiu KONUpOo8awusi 3a pybesicom, 20e Hapywaem
npUMEHsieMble Mam Y20N06Hble HOPMbL, Ul 4MOoObl NPeOOCMAasiamy Ux 6 c60000HOM 0oCmyne, Uil
umobbl COenamy MO BO3MOHCHBIM, OOJHCEH KAPAMbCA MIOPEMHBIM 3AKII0YeHUeM HA CPOK He bonee
200a unu wmpagpom.

DTO NOJI0KEHHE OCHOBAHO HA MOHATUH TOTO, YTO TaKasi TOPrOBJIS ¥ IPYroii 0OMEH MaTepuanaMmu
HOPHOrPapUYECKOro CONEPIKAHMS HE JOJDKHBI CYUTATHCS NPECTYIUIEHHEM, €CJIU B HUX HE BOBJICYEHBI
necosepinennonetnue! 089, Ha takoii ocHOBE 3aK0H HampaBleH Ha 3aIUTy HOPMAILHOTO Pa3sBUTHS MOAPocTKOB! 090,
Bonpoc, MMEET JIu JIOCTYTI K TOPHOTPaUu OTPULATETLHOE BO3JIEHCTBHE Ha PAa3BUTHE MOJIPOCTKOB, aKTHBHO
obcyxnaercal 091, O6men maTepuanamMu MopHOrpaGUIECKOro COMEPKAHMSA MEK/Y COBEPIIECHHONETHUMH JIMLAMU
Paznenom 184 npectymiienuem He cunutaerca. TepMuH "Marepuai” OXBaTbIBAET HE TOJNBKO TPaAULMOHHbIE HOCUTEIH,
HO TaKke U nudposoe xpanenue! 992, Touno Tak e, genath "MX JOCTYHHBIMH" IPHMEHUMO HE TOIBKO K JeHCTBUAM
BHE MHTEPHETA, HO BKJIKOYAET B ce0s1 CITyyau, KOTJIa MPECTYIHUK JeIaeT MaTEPHANIbI TTIOPHOTPapUIECKOTO
coJepKaHus TOCTYHBIMH Ha BeO-caiirax!093,

[IpuMepoM T0IX0/1a, HAYLIETO NANbIIe M MPU3HAIOIIET0 MPECTYILICHUEM JIHO0bIE MaTEPUAIILI CEKCYaTbHOTO
conepxanus, cayxut Pazaen 4.C.1 npoexra 3akona ®ummnmun ot 2007 roga Ne 3777 1094,

Pa3zoen 4.C [Ipecmynnenus, omuocawuecs K kubepcexcy, 6e3 yuepoa y20108HOMY Npecie008aHUI0
6 pamkax Pecnyoruxanckoeo Axma Ne 9208 u Pecnybauxanckozo Axkma Ne 7610, kadxcowiil, 1066im
CnocoboM pexnamupyrowuti, npeoazarowull Ui CoOelucmsyrowull cosepuleHu0 akma Kubepcexkca
npU NOMOWU UHOOPMAYUOHHOU MEXHOIO2UU U MEXHOA02UU C6A3U, HAnpumep, KOMHLIOMEPOS,
KOMHIbIOMEPHBIX cemell, melesUOeHUsl, CRYMHUKO8, MOOUTbHbIX MeNe(OHO8,, HO He MObKO, |...]

Pazden 3i Kubepcexkc unu GUpmMYyanvbHwlli CeKC OMHOCUMCA K JH000MY 6Udy CeKCyanbHOl
AKMUSHOCIU UNU B030YIHCOEHUSA NPU NOMOWU KOMABIOTNEPOS UL Cemell CBA3U.

JlaHHOE TI0JI0KEHME CIIEyeT OYEHb IIMPOKOMY MOAXO/Y, TaK KaK NPU3HAET IIPECTYIIEHHEM 000 BU
CeKCyasbHOM JIeMOHCTPAIUMK UK 00JIerYeHHe CEeKCYalbHOM aKTUBHOCTH, BBINOIHAEMOE IPU HOMOLIN HHTEPHETA.
B Buy NpuHIMNA ABOMHOM npecTynHocTH! 093, Mex 1yHapoiHbIe paccieI0BaHms C Y4ETOM TaKMX HIMPOKUX
HO/JX0/I0B MCIBITHIBAIOT TPy AHOCTH! 090,

"% For details, see: Wolters/Horn, SK-StGB, Sec. 184, Nr. 2.

109 moernle in Muenchener Kommentar STGB, Sec. 184, No. 5.

1991 Regarding the influence of pornography on minors see: Mitchell/Finkelhor/Wolak, The exposure of youth to unwanted sexual
material on the Internet — A National Survey of Risk, Impact, and Prevention, Youth & Society, Vol. 34, Marco 2003, page
330 et seq., available at: http://www.unh.edu/ccrc/pdf/Exposure_risk.pdf; Brown, Mass media influence on sexuality, Journal
of Sex Research, February 2002, available at: http://findarticles.com/p/articles/mi_m2372/is_1_39/ai_87080439.

192 See Section 11 Subparagraph 3 Penal Code: “Audio and visual recording media, data storage media, illustrations and other
images shall be the equivalent of writings in those provisions which refer to this subsection”.

1093 Hoernle in Muenchener Kommentar STGB, Sec. 184, No. 28.

199 The draft law was not in power by the time this publication was finalised.

195 Dual criminality exists if the offence is a crime under both the requestor and requesting party’s laws. The difficulties the dual
criminality principle can cause within international investigations are a current issue in a number of international conventions
and treaties. Examples include Art. 2 of the EU Framework Decision of 13 June 2002 on the European arrest warrant and the
surrender procedures between Member States (2002/584/JHA). Regarding the dual criminality principle in international
investigations, see: “United Nations Manual on the Prevention and Control of Computer-Related Crime”, 269, available at
http://www.uncjin.org/Documents/EighthCongress.html; Schjolberg/Hubbard, “Harmonizing National Legal Approaches on
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6.1.7 Jerckas nopHorpagus

MHTEepHET CTAHOBUTCS IJIABHBIM HHCTPYMEHTOM TOPrOBIM U 0OMEHA MaTepHaTaMu, COIEPKAIMMH JETCKYHO
nopuorpapuro!%7, ' napHbIMU IPHYMHAMH TAKOTO PA3BUTHS ABJIAIOTCA CKOPOCTh U 3P(EKTHBHOCTH HHTEPHETA JIs
TnepechUIKU (PailsioB, HU3Kask CTOMMOCTh CO3/IaHMS M PACTIPOCTPAHEHHUS U OCO3HAHHAs aHOHUMHOCTB! 098, Mumnons!
H0JIb30BaTeNel 110 BceMy MUPY MOTYT YBUIETh U 3arpy3UTh M300paXkeHHs1, pasMellleHHble Ha BeO-cTpanumax 099,
OpHOM M3 caMbIX BaXKHBIX IPUYHH "ycrexa'" BeO-CTpaHUIl, IpeyIaratoiuX MopHorpaduio, Uitk Jaxe ISTCKYIO
nopHorpauIo, ABISETCS TO, YTO HOJIB30BATENH HHTEPHETA YyBCTBYIOT ce0sl 6oJee 3allUIeHHbIMI OT HAOII0IeHHS,
cujd y cebsl I0Ma ¥ 3arpyrkas MaTepUallbl U3 MHTEPHETA. ECIIM MOoIb30BaTeNd He HCTIONB3YIOT CIOCOOBI aHOHUMHON
CBSAI3M, OILYIIEHHE OTCYTCTBUs KOHTpos omm6ouno! 100, BonbmuHCTBO Mob30BaTeNell HHTEPHET IPOCTO HE UMEIOT

HPEJICTABIEHHUS O TOM, YTO BO BPEMS MX OJIy’KIaHHs [0 CETH OHU OCTaBIsoT creapi! 101,
KonBenuus o kubepnpecrynnocru Cosera Epponbl

Yro6bl YCHIIMTH U TAPMOHU3UPOBATH 3aIUTY JETEH OT SKCILTyaTalMy B ceKCyanbHbIX nessix 192, B Konsentmio
BKJIIOUEHA CTAThs, KACAIOIIAsICS AETCKON MMOpHOTrpaduu.
IHoJsioxenue

Cmamusn 9 — Ilpecmynnenus, omuocamuecs K 0emcKkoil nopHozpaguu

1) Kaxcoass Cmopona npunumaem maxue 3aKOHOOAMENbHble U UHblE Mepbl, KOMopble Mo2ym Obimb
Heo0bX00umMbl 0111 MO20, 4ModObl KeATUPUYUPOBAMs 8 KAYecmeae Y20106HbIX NPECIYNIeHUL CO2NACHO ee
BHYMPUSOCYOAPCHBEHHOMY NpAsy, 8 CIyYae CO8epueHUsi NpeOHaMepeHHo u 6e3 npasa Ha Mo,
CALOVIOWUX OeSTHULL:

a) npouzsoocmeo O0emcKoll NopHozpaguueckoi NpoOyKYuu ¢ Yervlo pAcnpoCmpaHenus yepes
KOMNbIOMEPHYIO CUCTEMY;

b) npeodnooicenue unu npedocmasgienue 8 NOabL308AHUE OEMCKOU NOPHOZpApUU Yepe3 KOMNbIOMEPHYIO
cucmemy;

¢) pacnpocmpanenue uiu nepeoaya 0emcKol NOpHo2paApuU Yepe3 KOMRbIOMEPHYIO CUCIEMY;

d) npuobpemenue 0emckou noprocpapuu uepe3 KOMNbIOMEPHYIO cucmemy 01s cebs uau 0 Opy2020
auya;

e) obradanue 0emckol noprozpapuen, HaxooAWelcs 6 KOMIbIOMEPHOU cucmeme Wil Ha HOCUMENSX
KOMNbIOMEPHBIX OAHHDIX.

2) s yeneti nynkma 1 nacmoswell cmamvu 8 noHsmue "O0emckou noprozpagpuu’ eKmOUAOMCA
Mamepuansl NOPHOSPAPUUECKO20 COOEPHCAHUSA, U300padcalowue:

(l) yuacmue HeCo8epULeHHOIEMHe20 IUuYyd 6 OMKPOBEHHbLX CEKCYANbHbLX Oeﬁcmeuﬂx;
b) yuacmue auya, Kascyuecocsi HeCo6epuueHHolenmtium, 6 OMmKpPOBEHHbIX CEKCYAlbHblIX Oedcmeuﬂx;

¢) peanucmuueckue U300PANCEHUS HECOBEPUICHHONETNHE20 MUY, VHACMEYIOUe20 6 OMKPOBEHHbIX
CeKCYaNbHbIX OeliCMBUSIX.

Cybercrime”, 2005, page 5, available at: http://www.itu.int/osg/spu/cybersecurity/presentations/session12_schjolberg.pdf.

10% Regarding the challenges of international investigation see above: Chapter 3.2.f and See Gercke, “The Slow Wake of A
Global Approach Against Cybercrime”, Computer Law Review International 2006, 142. For examples, see Sofaer/Goodman,
“Cyber Crime and Security — The Transnational Dimension”, in Sofaer/Goodman, “The Transnational Dimension of Cyber Crime
and Terrorism”, 2001, page 16, available at: http://media.hoover.org/documents/0817999825_1.pdf.

1997 Krone, “A Typology of Online Child Pornography Offending”, Trends & Issues in Crime and Criminal Justice, No. 279; Cox,
Litigating Child Pornography and Obscenity Cases, Journal of Technology Law and Policy, Vol. 4, Issue 2, 1999, available at:
http://grove.ufl.edu/~techlaw/vol4/issue2/cox.html#enlIB.

109 Regarding the methods of distribution, see: Wortley/Smallbone, “Child Pornography on the Intemet”, page 10 et seq., available at:
http://www.cops.usdoj.gov/mime/open.pdf?Item=1729. Regarding the challenges related to anonymous communication see above: Chapter 3.2.m.

109 1t was reported that some websites containing child pornography experienced up to a million hits per day. For more information, see:
Jenkins, “Beyond Tolerance: Child Pornography on the Internet”, 2001, New York University Press. Wortley/Smallbone, “Child
Pornography on the Internet”, page 12, available at: http://www.cops.usdoj.gov/mime/open.pdf?Item=1729.

1100 Regarding the challenges related to investigations involving anonymous communication technology see above: Chapter 3.2.1.

107 Regarding the possibilities of tracing offenders of computer-related crimes, see: Lipson, “Tracking and Tracing Cyber-Attacks: Technical Challenges
and Global Policy Issues”.

192 Explanatory Report to the Council of Europe Convention on Cybercrime No. 91.
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3) Mna yeneii evluenpusedentoco nynkma 2 mepmur "Hecosepuienrnoniemuue’ osnavaem oboe auyo,
He docmueuiee 18-nemmueco 6o3pacma. Oonaxo mwobas CmopoHa modcem ycmanagiueams u Oonee
HU3KUe 803pacmHble npedensl, Ho He Hudce 16 nem.

4) Kaorcoas Cmopona mosicem ocmasums 3a cOO0U npago He NPUMeHsmb, NOJHOCMbIO WU YACMUYHO,
noaodicenus napacpagpa 1, noonynkmos d u e, a maxaice 2, noonynkmos b u c.
BonbmHCTBO CTpaH yKe MPHU3HAIH MPECTYIUICHUEM KaK )KeCTOKOe 00pallleHHe ¢ JIeThMH, TaK U TPaJUIIMOHHBIC
METOJIbl PACHpOCTpaHeHus aeTckoit noprorpapuu! 193, Takum 06pazom, KonpeH1us He OrpaHMYMBAETCS 3aKPHITHEM
NpOGEJIOB B HALMOHATLHOM YTOJIOBHOM 3aKoHOaTenbcTBe! 104, oHa Takke CTpeMHUTCS rapMOHU3MPOBATH

otnuyaromuecs noctanosnaenus! 195, B CtaTpio 9 BKIIOUEHBI TPH CHOPHBIX 2JIEMEHTA:
®  BO3PACT BOBIIEYEHHOTO JIMIIA;
®  cyne6GHOe MpecieoBanue 001aaaHus AeTCKOM opHorpadueii; u

®  CO3/1aHME WIKM MOHTaX (PUKTUBHBIX H300paxkeHuii! 100,
Orpanuyenne 110 BO3PACTY /15l HECOBEPIEHHOJIETHHX

OJHUM U3 CaMbIX [VIABHBIX OTJIMYHMA MEX/y HAIIHOHAIbHBIMU 3aKOHOIATEILCTBAMH SIBJISIETCSA BO3PACT BOBJIEUEHHOIO
nuna. HexkoTopsie rocynapcTBa onpeAesnssioT TEPMUH "HECOBEPIIEHHOJIETHUI" 110 OTHOIIIEHHUIO K JIETCKOM
nopHorpaduy B CBOMX HAITMOHAIBHBIX 3aKOHAX B COOTBETCTBHH C ompeseneHueM "pedenka” B Ctarbe 1 KonBeHmun
OOH no Ipasam pebenka! 197, xak Bce numa Monoxe 18 ner. Jlpyrue cTpaHbl CYATAIOT HECOBEPIIEHHOIETHUMH JIHIL
mosoxe 14 ner!198, Cxoxuit monxoxn nadmonaercs B Pamounom cornamenuu EC 2003 rona no 6opsoe ¢
ceKkcyasbHOM SKCIUTyaTanuei aeteii u nerckoii nopuorpadueii! 19 u 8 Konsenuu Coser Espomnsr 2007 roaa no
3aIUTE JIETEH OT CEKCYalbHOM IKCILTyaTalui U cekcyatbHoMy Hacumnio! 110, Tlonuepkuas BaxHOCTD
€IMHOOOPA3HOTO MEXITYHAPOIHOTO CTAaHIAPTA, OTHOCSIIETOCS K Bo3pacTy, KoHBeHINS onpenenseT TepMUH B
cootsercTBuu ¢ Konsenuueit OOH!!!!, Onnaxo, npusHaBas 3HaYUTEbHBIE PA3IMYHS B CYIIECTBYIOMINX
HAIMOHAJIBHBIX 3aKOHOATEIbCTBAaX, KOHBEHIIMS MMO3BOJISET CTOPOHAM YCTaHABIMBATh Pa3HbIN Ipezell Bo3pacTa, HO
He HIKe 16 Jer.

CynedHoe npecienoBanue 00JaJaHus AeTCKOIl mopHorpadgueii

B HanmoHnanbHbBIX IMPaBOBBIX CUCTEMAX TAKXKE CYLICCTBYIOT pa3jinius B CyﬂeGHOM MpeCiICIJ0BaAaHUN OGJ’IaI[aHI/ISI

nerckoii mopuorpadueii! 112, [Torpe6HOCTH B TAKOM MaTepuajie MOXKET NPUBECTH K €ro IIPOM3BOICTBY Ha

193 Akdeniz in Edwards / Waelde, “Law and the Internet: Regulating Cyberspace”; Williams in Miller, “Encyclopaedia of Criminology”,
Page 7. Regarding the extend of criminalisation, see: “Child Pornography: Model Legislation & Global Review”, 2006, available at:
http://www.icmec.org/en_X1/pdf/ModelLegislationFINAL.pdf. Regarding the discussion about the criminalisation of child
pornography and Freedom of Speech in the United States see: Burke, Thinking Outside the Box: Child Pornography, Obscenity and
the Constitution, Virginia Journal of Law and Technology, Vol. 8, 2003, available at: http://www.vjolt.net/vol8/issue3/v8i3_all-
Burke.pdf. Sieber, Kinderpornographie, Jugendschutz und Providerverantwortlichkeit im Internet. This article compares various
national laws regarding the criminalisation of child pornography.

1194 Regarding differences in legislation, see: Wortley/Smallbone, “Child Pornography on the Intemet”, page 26, available at:
http://www.cops.usdoj.gov/mime/open.pdf?Item=1729.

1195 Explanatory Report to the Council of Europe Convention on Cybercrime No. 91.

119 For an overview of the discussion, see: Gercke, “The Cybercrime Convention™, Multimedia und Recht 2004, page 733.

197 Convention on the Rights of the Child, Adopted and opened for signature, ratification and accession by General Assembly resolution
44/25 of 20 November 1989, entry into force 2 September 1990, in accordance with Article 49.

Article 1. For the purposes of the present Convention, a child means every human being below the age of eighteen years unless under
the law applicable to the child, majority is attained earlier.

"% One example is the current German Penal Code. The term “child” is defined by law in Section 176 to which the provision related to
child pornography refers: Section 176: “Whoever commits sexual acts on a person under fourteen years of age (a child) ...

119 Council Framework Decision on combating the sexual exploitation of children and child pomography, 2004/68/JHA, available at: http://eur-
lex.europa.eu/LexUriServ/site/en/0j/2004/1_013/1_01320040120en00440048.pdf.

119 Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse, CETS No: 201, available at: http://
http://conventions.coe.int.

11 Bxplanatory Report to the Council of Europe Convention on Cybercrime, No. 104,

1112 Regarding the criminalisation of the possession of child pornography in Australia, see: Krone, “Does thinking make it s0? Defining online child
pornography possession offences” in “Trends & Issues in Crime and Criminal Justice”, No. 299; Sieber, Kinderpornographie, Jugendschutz und
Providerverantwortlichkeit im Internet. This article compares various national laws regarding the criminalisation of child pornography.
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nocrosHHOM ocHoge! 113, O6nananye TakuMK MaTepUaTaMi MOKET COJEHCTBOBATL CEKCYaTbHOMY HACHIIMIO HAJl
JETBMH, TOTOMY Pa3padOTIMKH CUUTAIOT, YTO €INHCTBEHHBIM Y(P(PEKTUBHBIM METOAOM COKPAIICHHS IIPOU3BOJICTBA
JIETCKON OpHOrpadum SBISETCS NpU3HaHKE 0Onananus eii HesakonusiM! 14, Onaxo B maparpade 4 Konsenuuu
CTOpPOHAM T03BOJISIETCS UCKIIIOYATh CyeOHOE MpeciieioBaHre MPOCTOro 00JIagaHus, OrPaHUYUB OTBETCTBEHHOCTD

TOIBKO MPOM3BOACTBOM, PEUIOKEHHEM M PacIpOCTpaHEHHEM eTcKoii mopHorpadun! 115,
Co3nanue Wi MOHTaK (UKTHUBHBIX N300paKeHUil

XoTs pa3pabOTYHKH MBITATHUCH YIYUIIUTh 3alIUTY AETSH OT CEKCyaTbHOM KCILTyaTalllH, TIPABOBBIC HHTEPECHI,
oxBaTtbkiBaeMble naparpadom 2 mupe. [Taparpad 2 a) npssmo HanpaBJeH Ha 3aIIUTY JETEH OT )KECTOKOTO OOpaIIeHusI.
[Taparpadsr 2 b) u 2 ¢) 0XBaThIBaIOT U300paKeHUs, cleIaHHbIe 0e3 yIleMJICHUS MpaB peOeHKa, Hapumep,
1300paKeHus CO3IaHHbIe IPH MOMOoIM nporpamm 3D-monenuposanus! 116, [Tpuunnoii cyne6HOro npecieiopanus
(UKTHBHOI JIETCKOH MOPHOTpaduu SBIAETCS TO, YTO STH H300paKECHHS MOTYT, HE 0053aT€IBHO HAHOCS BPE[

peanbHOMY PeOEHKY, HCIIOIb30BaThCS ISl CKIIOHEHHS eTel K y4acTHIO B Takux aedctusx! 117,
Cy0beKkTHBHAasI CTOPOHA

Tax se KaK 1 JUlsl BceX JAPYTuX NpecTyIleHui, 0603HaueHHbX Konpenuueii o kubepnpectynHocts, CTaThs 9
TpedyeT, 4TOObI 310YMBIIIIEHHUK COBEpLIa IpecTymienue ympiienno! 18, B Tloscuurensnom Otuere
pa3pabOTYMKKU YETKO YKa3ajH, YTO B3aUMOJCHCTBUE C JIETCKOU mopHOTpadueli 6e3 Kakoro-imdo yMbIciia He
paccmarpuBaetcs Konsennueii kak npectymiende. OTCYTCTBYIOMIMI YMBICEN MOXKET OBbITh OCOOEHHO BasKeH, KOI/1a
3JIOYMBIIUIEHHUK CITYYaiHO OTKPBLIT BEG-CTPAHUILy ¢ H300paKEHHUAMH, COIEPKAIMMHE JETCKYFO OpHOrpaduro, u,
HECMOTPS Ha TO, YTO OH Cpasy ke 3aKpbLl BeO-CTPAHHUILY, HEKOTOPbIE H300PaKEeHHs ObUIH COXPAHEHBI BO BPEMEHHBIX
nankax Wid Kami-aiiiax.

be3 npaBa

JleiicTBUS, OTHOCSIUECS K IETCKOM MOpHOTpaduu, MOTYT IpeciieoBaThes B pamMkax Crateu 9 KoHBeHIIMY, TOIBKO
Koraa onu npoucxoaar "6es npasa"!119. Paspaborunku Konsenuuu He fanu 6onee HoaQpoOHOro ONpeAeIeH s, B
KaKHUX CIIydasix MoJib30BaTellb NISHCTBYET 0e3 CaHKIUK. B 11e51oM nieiicTBre He BBITIOTHsIeTCs "0e3 mpaBa’, TOIbKO
KOT'JIa COTPYIHUKH OPTaHOB OXpaHbl MPABOIOPSIKA JCHCTBYIOT B paMKax pacclie/I0BaHMsL.

KonBenuusi CoBera EBponbl no 3amure jaerei

Jpyroii moaxon k cyneOHOMY MpeciieIOBaHHIO SHCTBUM, CBA3aHHBIX C ICTCKOW MopHOrpadue, mpuBeacH B
Cratbe 20 Konenuuu Cosera EBpomnbl 0 3alUTe IeTei OT CEKCyaIbHOM SKCILTyaTallud U CEKCYaJIbHOTO
nacunusa! 120,

113 See: “Child Pomography: Model Legislation & Global Review”, 2006, page 2, available at:
http://www.icmec.org/en_X1/pdf/ModelLegislationFINAL.pdf.

1114 Bxplanatory Report to the Council of Europe Convention on Cybercrime No. 98.

15 Gercke, Cybercrime Training for Judges, 2009, page 45, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train%20manual %20judges6%20_4%20march%2009_.pdf.

1116 Based on the National Juvenile Online Victimisation Study, only 3% of the arrested internet-related child pornography possessors had morphed
pictures. Wolak/ Finkelhor/ Mitchell, “Child-Pomography Possessors Arrested in Internet-Related Crimes: Findings From the National Juvenile
Online Victimization Study*, 2005, page 9, available at: http://www.missingkids.com/en_US/publications/NC144.pdf.

117 Explanatory Report to the Council of Europe Convention on Cybercrime No. 102.

118 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 39.

119 The element “without right”” is a common component in the substantive criminal law provisions of the Convention on Cybercrime. The Explanatory
Report notes that: “A specificity of the offences included is the express requirement that the conduct involved is done "without right". It reflects the
insight that the conduct described is not always punishable per se, but may be legal or justified not only in cases where classical legal defences are
applicable, like consent, self defence or necessity, but where other principles or interests lead to the exclusion of criminal liability. The expression
‘without right’ derives its meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or
consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or relevant principles under domestic law.
The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful government authority (for example, where the Party’s
government acts to maintain public order, protect national security or investigate criminal offences). Furthermore, legitimate and common activities
inherent in the design of networks, or legitimate and common operating or commercial practices should not be criminalised”. See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 38.

1120 Council of Europe - Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse (CETS No. 201).
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Ios0oxenune
Cmamusn 20 — IIpecmynnenusn, céazanHvle ¢ 0emcKoil nopuozpagdueit

1) Kaoswcoas cmopona npunHumaem HeoOXoO0umbvle 3aKOHOOAmMeNbHble UIU Opyue mepsl, KOmopwvle
Moeym  Owvimb 018 Mo20, umMobOvl YOOCMOBEPUMbCS, UmMoO cledyloujee YmblulleHHoe OesHue,
npeonpuHumaemoe 6e3 npasa, npeciedyemcs cy0eOHOM HOPAOKOM:

a) npouzeoo0cmeo 0emcKoi noprozpapuu;

b) npeodnosicenue unu cozoanue OOCMYnHOCMU 0eMCKOU ROpHOZpApuU;
¢) pacnpocmpanenue uiu nepeoaya 0emcKol nopHozpapuu;

d) npouzeodcmeo demckoil noproepaghuu 0151 cebsi uiu 0pye02o Iuyd;
e) obradanue demckou nopHocpapuu;

f)  cosnamenvroe nonyuenue docmyna, npu NOMOWU UHDOPMAYUOHHBIX MEXHOAIOSULL U MEXHOL02UL
c653U, K 0emcKol noprozpaguu.

2) Hna yeneti oaumnou cmamvu mepmun "Oemckas noprozpaghua” osnauaem a0O0U mamepuar,
uzobpadicaiowuil pebeHKa, y4acmeyrouezo 8 pedaibHOM Uil UKMUGHOM Oelicmeul ¢ OMKPOGEHHbIM
CEKCYANbHLIM COOEPHCUMBIM UTU T1000€ U300pasdicerHue O0emcKux HOJN08bIX OpP2aHO08 6 OCHOBHOM C
CeKCYaNbHbIMU YeTaMU.

3) Kaoicoas cmopona modcem ocmasums 3a coboll npaso He NPUMEHsIMb, HOTHOCMbIO ULU YACMUYHO,
napazpagut 1 a) u e) k npouzso0cmasy u 0061A0AHUI0 MAMEPUATAMU NOPHOSPADUUECKO20 COOEPHCANUSL:

— COCmMOoAWUX NOJIHOCMbIO U3 d)uKmu@Hblx u3o6pa3fceHu12 uiu  peaiucmudrsvlx u306pa:)fceHuzZ
Hecyuecmeyroueco p€6€HKa,'

— gogreueHue demetl, OOCMUSWUX 803PACMA, VKA3AHH020 8 npunodicenuu ¥k Cmamve 18, napazpag 2,
8 Npouzeo0CmEo U 00AA0aHUe MAKUMU U300PAdICCHUAMU C UX CO2NACUS U MOJLKO O UX
cob6CmBenH020 UCHOIb308AHS.

4) Kaocoas cmopona moosicem ocmagums 3a OO0 Npaeo He NPUMEHIMb, NOTHOCHbIO WM YACHMUYHO,
napazpap If).

OxBaTbIBaeMble JeicTBHS

[Tonoxxenne ocaoBaHo Ha Ctathe 9 KOHBEHIIMN O KHOSPIIPECTYITHOCTH M IMTOTOMY B OOJIBIIION CTEIIEHU CPABHUMO C
nanHbIM nostoxenneM! 121, TnapHbIM oTimunem sBisercst T0, uTo KOHBEHIHMS 0 KHOEPIPECTYMHOCTH CTPEMHUTCS
MIPECIIEIOBATh CYACOHBIM OPSIKOM JCHCTBUS, CBA3aHHBIC ¢ HH()OPMAIMOHHBIMH YCIIYyTaMH U YCIYTaMU CBSI3H
("IpOU3BOICTBO AETCKOM MOPHOTrPa(UH C IETBIO €€ PaCIPOCTPAHEHHSI Yepe3 KOMITBIOTEPHYIO CHCTEMY), a
KonBennust o 3amuTe Jeteil B OCHOBHOM clienyeT Ooiee NIMPOKoMY Noxoay ('TIpOU3BOJICTBO JETCKOH
nopHorpaduu") v gaxke BKIIOYAET ACHCTBUS, HE CBA3aHHBIC C KOMIBIOTEPHBIMU CUCTEMaMH.

HecmoTpst Ha cxoacTBO ¢ yueToMm oxBaThiBaeMbIx nerictBuid, Ctaresa 20 KonBeHnuu mo 3amure mpas aerei
COJICP)KUT OJIHO JIesiHUE, He oxBaTbiBacMoe KonBennueii. Ha ocaoBe Crarbu 20, B pamkax naparpadga 1f)
KonBeHIuu 1o 3amure geTei CyaeOHbIM MOPSIIKOM IPECIIeyeTCst ASUCTBHE 0 MOyYSHHUIO TOCTYIA K JETCKOM
nopHorpaduu IOCPEICTBOM KOMITBIOTEPa. ITO MO3BOJISAET OpraHaM OXPaHbI MTPABONOPSIKA ITPECIIeIOBaTh
3JI0YMBIIUICHHUKOB, KOTJIa OHM MOTYT JIOKa3aTh, YTO 3JIOYMBIIUICHHUK OTKPBLT BEO-CalThI C IETCKOM
nopHorpaduei, Ho He MOTYT JA0Ka3aTh, YTO 3TOYMBIIIICHHUK 3arpyKall MaTepuaibl. Takue TPpyJHOCTH IpU cOope
JIOKa3aTeNIbCTB BO3HUKAIOT, HAIIPUMEP, KOT/Ia IIPECTYITHUK HCIONB3YeT TEXHOIOTHIO MIH(POBaHHS HA CBOUX
HOCHMTEISIX XpaHeHHs [JIs 3alUThI 3arpyxeHHbix (aiinos! 22, B IMoscuurensHom Otuere k KoHBeHIMHM Mo npaBam
pebeHKa yKa3bIBaeTCsl, YTO 3TO MOJIOKEHUE TAKXKE TOJIKHO TIPUMEHSITBCS, KOT/Ia MPECTYIMTHUK paccMaTpUBaI

"2 Gercke, Cybercrime Training for Judges, 2009, page 46, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train%20manual %20judges6 %20 _4%20march%2009_.pdf.

1122 Regarding the challenges related to the use of encryption technology see above: Chapter 3.2.13. One survey on child pornography suggested that only
6 per cent of arrested child pornography possessors used encryption technology See: Wolak/ Finkelhor/ Mitchell, ““Child-Pormography Possessors
Arrested in Internet-Related Crimes: Findings From the National Juvenile Online Victimization Study”, 2005, page 9, available at:
http://www.missingkids.com/en_US/publications/NC144.pdf.

[Tonnmanue kubepnpecTymHOCTH: PYKOBOACTBO /It pa3BHBAIOIIUXCS CTPaH 137



n300paskeHus ¢ JeTCKoil nopHorpadueil B pexkxuMe oHnaiiH, He 3arpyxas ux!123. B nenom otkpbitue Beb-caiita
aBTOMATHYECKH 3aIlyCKaeT MpOIIECC 3arpy3KH — yacTo 6e3 BeaoMa nosb3osatesisa! 124, Tlostromy ciyuait, ynoMsHyThIi
B [T0SICHUTEILHOM OTYETe, PUMEHUM TOJIBKO KOT/Ia HE POU3BOAUTCS (POHOBAs 3arpysKa.

Tumnosoii 3axon CoapyxecTBa

[Monxox, cxoxwuii co Cratheit 9 KonBeHuu o kubepnpecTynHocT MOkHO HaiiTu B Paznene 10 TunoBoro 3akoHa
Coapyxectsa!125 2002 ropna.

Pa3zoen 10
1) Jluyo, ymviuinenro cogepuiaioujee n1060e u3 nepeducyieHHvix 0etcmeuii:
a) nyouxayusi 0emcKol nopHozpapuu nocCpedcmeom KOMIbIOMEPHOU CUCMEMbL; UL

b) npouzsodcmeo demckoil nopHoepaguu ¢ yeivro ee NYOIUKAYUU NOCPEOCMBOM KOMNBIOMEPHOLUL
cucmembl; U

¢) obradanue demckou nopHocpapueil Ha KOMILIOMEPHOU cucmeme Ul Ha KOMRbIOMEPHOM HOCUMEIle
Xpanenus OaHHLIX; NPUSHAEMCS NPECMYNIEHUEM, KApaemblM, NO NPU208opY, MIOPEMHbIM 3aKTOYeHUeM
Ha Cpok, He npesvluarowuil [cpok], uiu wmpagom, He npesviuiarowum [pamep], uiu u mem u
opyaum!126,

2) Onpasoanuem 6 066uHeHUAX 6 npecmynienuu ¢ pamxax napazpaga 1 a) unu 1 (c) sersiemes mo,
eciu auYyo YCMAaHoBUN0, Ymo OemcKas NOPHOZpaus 006pOCOBECMHO UCNONb3068ANACH MOIBKO Ol
HAYUHBIX, UCCT008AMENbCKUX, MEOUYUHCKUX WL NPABOOXPaHUmenviblx yerei! 127,

3) B oannom pazoene:
"0emckas noprozpapus’ exmouaem 6 cebs mamepuainl, u30opaxcarowue:
a) Heco8epuieHHOIemHe20, YHACmeyue20 8 OeliCmeUsX ¢ CUIbHbIM CEKCYATbHbIM COOEPICAHUEM,; UTU

b) JAuYo, Kascyweecs HeCoO8epULeHHONIEMHUM, 608/1€4E€HHOe 6 oeticmeusi ¢ CUJIbHbIM CEKCYA/IbHbIM
codepafcaHueM; uiau

C) peaiucmudHole u306pa3fceHuﬂ HecosepuerHrHoemHuezo, ydacmeyrnuezco 6 oeticmeusix ¢ CUbHbIM
CEKCYalbHbIM Canp.?fCClHueM.

"Hecoseputennoiemuull’ o3navaem auyo moaodice [x] nem.
"nyboauxayus” exniouaem 6 ceos:

a) pacmnpocmpauenue, nepeoady, paszoady, obpauwjeHue, 00CMABKY, O0eMOHCMpayuro, coayy 0
noayueHus npudbliyu, oOMeH, bapmep, NPOOANCYy UIU NPEONOACeHUe O Npooadice, cOaya GHAeM UTU

1123 See Explantory Report to the Convention on the Protection of Children, No. 140.

1124 The download is in general necessary to enable the display of the information on the website. Depending on the configuration of the browser the
information can be downloaded to cache and temp files or are just stored in the RAM memory of the computer. Regarding the forensic aspects of this
download see: Nolan/O’Sullivan/Branson/Waits, First Responders Guide to Computer Forensics, 2005, page 180, available at:
http://www.cert.org/archive/pdf/FRGCF_v1.3 pdf.

1125 «Model Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http://www.cpsu.org.uk/downloads/2002CLMM.pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

1126 Official Notes:

NOTE: The laws respecting pornography vary considerably throughout the Commonwealth. For this reason, the prohibition in the
model law is limited to child pornography, which is generally the subject of an absolute prohibition in all member countries.
However a country may wish to extend the application of this prohibition to other forms of pornography, as the concept may be
defined under domestic law.

NOTE: The pecuniary penalty will apply to a corporation but the amount of the fine may be insufficient. If it is desired to provide a
greater penalty for corporations, the last few lines of subsection (1) could read: “commits an offence punishable, on conviction:
(a) in the case of an individual, by a fine not exceeding [amount] or imprisonment for a period not exceeding [period]; or

(b) in the case of a corporation, by a fine not exceeding [a greater amount].

127 Official Note:

NOTE: Countries may wish to reduce or expand upon the available defences set out in paragraph 2, depending on the particular
context within the jurisdiction. However, care should be taken to keep the defences to a minimum and to avoid overly broad
language that could be used to justify offences in unacceptable factual situations.
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npeonodiceHue o coave, NpeodaodceHue aObiM OpyeuM CHROCOOOM, Hpedocmasierue O0OCMYNHOCMU
M0bbIM cnocobom; uau

b) obnadanue 6 cobcmeeHHOCU UMY XPAHEHUU, UIU NOO KOHMPOJIEM, C Yelblo CO8epuleHus Oelcmauil,
onucannblx 8 napazpage a); umu

¢) neuamw, omocpaguposanue, Konuposamue UIU MUPAACUPOSAHUE THOOLIM OpYeUM CHOCOOOM,
NOXOJHCUM UTU OMAUYHBIM NO BUOY UAU HPUpode, 015 yelell CO8epuleHUs OetiCmeuil, ONUCAHHBIX 6

napazpage a).
OcCHOBHBIM OTIHYHEM OT KOHBEHIINH 0 KHOEPIPECTYIMTHOCTH SABJISIETCS TO, YTO TUIIOBOW 3akoH CoapyKecTBa HE TaeT

YETKOTO ONPECIICHNS TEPMUHA HECOBEPIICHHOJIIETHHI U OCTABIISIET OMPEAETICHNE STOTO BO3PACTHOTO MIpeeia Ha
ycmoTtpenue ['ocynapcts-UneHos.

B neoduumnansaom! 128 npoexre Crandopackoit Konsentmu 1999 roa HET NON0KEHUS, TIPECIEAYIONIETO CYAE0HBIM
MOpsIZIKOM 0OMEH JIETCKOM NopHOTrpadueii uepe3 KOMIbIOTepHbIE CHCTEMBbL. Pazpaborunku KoHBeHIMH yKa3aiu, 4To
B IIEJIOM HU OJTMH BHJI BBICKA3bIBAHUI MM ITyOJIMKAIMK HE JTOJDKEH MPECIICIOBATLCS CYIeOHBIM TIOPSIIKOM B paMKax
Craudopackoro npoekra! 129, Yuureisas pasHuIly B HAIIMOHAILHBIX MOJX0/1aX, COCTABUTENM KOHBEHIIMH OCTaBHIIN

3a roCy1apcTBaMu MPABO PELIEHUs 00 ITOM acreKTe Cy1e0HOoro npecnenosanus ! 130,

6.1.8 ArpeccuBHbIe BbICKA3bIBAHUSI, PACU3M

He BO Bcex CTpaHax arpeccHBHbIE BBICKA3BIBAHMS IPECIEAYIOTCS CyI€0HBIM mopsakom! 131,
KonBeHnuus o knéepnpecTtynHocTu

Tak Kak cTOpOHSI, ToAnKcapinie KOHBEHIMIO 0 KHOEPIIPECTYIIHOCTH, HE CMOTJIM NPUATH K cornamenuto! 132 o
00111 MO3UIMH KacaTelIbHO CYJeOHOT0 MpeciieIOBaHMsI TAKHX MaTEPUAIIOB, ITOJIOKEHUS, OTHOCSIIAECS K TaHHON

TeMe, ObIIM BKIIOUEHBI B 0TAenbHbIH [lepssiii [IpoTokon k Konsenuu o kubepnpectynHoctu! 133,
IHonoxkenune

Cmambva 3 — Pacnpocmpanenue pacucmckux u ceA3anHblX ¢ Kcenogooueii mamepuanog uepes
KOMNblomepHble Cucmeml

1 Kaoswcoas Cmopona npunumaem maxue 3aKOHOOAMENbHblE U UHbIE Mepbl, KOmopvle MO2Ym Oblmb
HeobxX00uMbl 0J151 MO20, YMoobl KEANUGUYUPOBAMb 8 KAHeCmae Y20106H020 NPECMYNIEHUsL CONLACHO ee
BHYMPULOCYOAPCMEEHHOMY Npasy NpeoHaMepeHHoe co30anue, 6e3 npasa Ha 3mo, CAOYIOUUX
deticmeuii: pacnpocmpanenue Uiy npedoCmasieue WUpoKkoeo 00CMYNa K pAcucCmcKuUM MAmepuanam u
MaAmepuanam KCeHophoOCKko2o coOepIuCAnUs yepes KOMNbIOMEPHYIO CUCTIEM).

1128 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the US in 1999.
The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodmar/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:
http://www lawtechjournal.con/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA Intemnational Guide to Combating Cybercrime, 2002, page 78.

129 See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism, 2000, available at:
http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

1130 See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism, 2000, available at:
http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

31 For an overview of hate speech legislation, see the database provided at: http://www.legislationline.org.

1132 Bxplanatory Report to the First Additional Protocol to the Council of Europe Convention on Cybercrime No. 4: “The committee drafting the
Convention discussed the possibility of including other content-related offences, such as the distribution of racist propaganda through computer
systems. However, the committee was not in a position to reach consensus on the criminalisation of such conduct. While there was significant
support in favour of including this as a criminal offence, some delegations expressed strong concern about including such a provision on freedom of
expression grounds. Noting the complexity of the issue, it was decided that the committee would refer to the European Committee on Crime
Problems (CDPC) the issue of drawing up an additional Protocol to the Convention.”

1133 Additional Protocol to the Convention on Cybercrime, concerning the criminalisation of acts of a racist and xenophobic nature committed through
computer systems, ETS No. 189, available at: http://conventions.coe.int.
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2 Cmopona modcem ocmagums 3a cob0l NPABO He NPUMEHAMD Y2OI06HOU OMEEMCMEECHHOCU K
OesHuio, KaKk ykazamo 6 napazpaghe 1 0annoi cmamvu, K020a Mamepuai, kaxk ykazano 6 Cmamoe 2,
napazpad 1, 3awuwaem, cooelicmeyem uiu RPOGOYUPYEM paziudue mo2o, Ymo He CBA3AHO C
HEHABUCNBIO UIU HACUTUEM, NPU YCA08UU, YO OOCMYNHbL Opyeue d¢hghekmusHvle cpedcmaa.

3 He e3upas na napazpag 2 danuou cmamuil, CMOPOHA MOJICEM OCMAGUIb NPABO He NPUMEHSIMb
napazpag 1 k maxum cayyasm OUCKpUMUHAYUY, Ol KOMOPBIX U3-30 YCHOAGUIUXCA NPUHYUNOG 6 ee
HAYUOHANLHOU  NPABOBOL  CUCIEMe, OMHOCAWUXCA K €80000€ GbIpAdCeHUs, Helb3s HAmu
aghexmusHbix cpedcms, KaKk CKA3AHO 8 YNOMAHYMOM napazpage 2.

Cmamusn 4 — Yepo3vl, évi36anHble pACUIMOM U KCeHOpoOueil

Kaoswcoas Cmopona npunumaem maxue 3aKOHOOAMENbHbIE U UHbIE MepPbl, KOMOopble MO2Ym Oblmb
HeoOX00uMbl 0151 M020, YModblL KEAIUGUUUPOSAMb 68 KAUeCmee Y20JL08H020 NPEeCMYNIeHUsT CO2LACHO
ee BHYympueocyo0apCcmeeHHoMy npasy npeoHamepeHnoe cogepuienue, 6e3 npasa Ha Mo, cieoyiouux
Oelicmeuii:

nepeoaua uepe3 KOMNbIOMEDHVIO —CUCMEMY YZpO3bl  COBEPUEHUS  MSNCKO20  Y20I08HO2O0
npecmyniieHus, KaK YKazbleaemcs 60 GHYMPUSOCYOUPCMEEHHOM 3aKOHe, [) 8 OMHOWEHUU Ul no
npUdUHe UX NPUHAONEHCHOCMU K 2pYynne, OMIUNAIoWelcs no pace, Yeemy, NPOUCXOHCOCHUIO Ul
HAYUOHANLHOU UMY IMHUYECKOU NPUHAOLEICHOCHU, UL HO DENUSUOSHBIM B033DEHUSM, eclu Mmd
NPUHAOTEIHCHOCH UCTIOTIL3YEMCsl KAK N0B00 0715 1100020 UX MAaxux paxmopos, unu ii) epynne auy,
omaudarowencs no a0O0u U3 SMuUX XapaKxmepucmux.

Cmampua 5 — Ockoponenus, 6b136aHHble PACUZMOM U KCeHOoOuell

Kaocoass Cmopona npunumaem 3aKoHOOameNbHble U UHble Mepbl, KOmMopvle Mo2ym Ovlmb
HeoOxX00uMbl 0151 MO20, YModbl KEATUGUYUPOBAMb 6 KA4ecmee Y20l06H020 NPECMYNIeHUs. COLACHO
ee BHYympueocyO0apCcmeeHHoMy npasy npeoHamepeHnoe cogepuienue, 6e3 npasa Ha Mo, cieoyiouux
oeticmeutl:

nyoauuHble 0CKOpOIEHUs Yepe3 KOMNbIOMEPHYIO CUCmeMY, i) Uy no NPUHUHE UX NPUHAOIEHCHOCTU
K epynne, omauyaroujeics no pace, yeemy, NPOUCXOHCOEHUIO UNU HAYUOHANLHOU UIU SMHUYECKOI
NPUHAONEHCHOCU, WU NO PELUSUO3HBIM BO33PEHUSM, €ClU IMA NPUHAONEIHCHOCHb UCHOIb3YEemCs,
KaK nogoo 05 1100020 ux maxux pakxmopos, unu ii) epynne auy, Omaudaoweics no oot uz Smux
Xapaxkmepucmux.

2 Jlubo cmopona modxcem:

a) nompebosams, umobvl npecmynietue, omuocsiwyeecs Kk napazpagy 1 oannoii cmamvu, umeno
makue Rnocieocmeus, 4mobvl IUYo UIU epynna Juy, omuocswuecss K napacpagy 1, 6viiu
Oe33awumHul neped HeHABUCMbIO, NPE3PEHUI0 UTU HACMEWKAM,; U

b) ocmasumv 3a coOOU Npago He NPUMEHAMb, NOJIHOCMbIO UIU YACMUYHO, napacpad) 1 daunoi
cmambu.

Cmamovsa 6 — Ompuyanue, CcywjeCmeeHHoe NpeymMeHbuieHue, NpUHAmMuUe Ul Onpasoanue
2CHOUUOA UNU NPECYNIEHUI NPOMUG Yel06eHecmnea

Kaoscoas Cmopona npunumaem maxue 3aKOHOOAMENbHbIE U UHbIE MepPbl, KOMOopble MO2Ym Oblmb
HeoOxX00umMbl 0151 Mo20, YModbl KEATUGUYUPOBAMb 6 Ka4ecmee Y20l08H020 NPEeCMYNIeHUs. COLACHO
ee 6HYmMpU20CyOapCmeeHHoMy npasy NpeoHamepennoe co3oanue, 6e3 npasa Ha 3mo, CleOVIouwux
Oelicmeuil:

nyoauuHoe pacnpocmpaseHue Uiy co30amue oocmyna JoOubiM  OpyeumM  Ccnocobom  uepes
KOMNbIOMEPHYIO  Cenb  MAmepuailos, KOmopble OMpUyaiom, CywecmeeHHo NnpeyMenbuaon,
NPUHUMAIOM UL ONPABOLIEAIOM OeUCmEUsl, 3aKIIOUAIOWUEC 8 2eHOYUOe UL NPECHyNICHUSX
npomue uenogeuecmed, KaK yKazvleaem MedACOYHAPOOHOe Npaso U PACCMAmpUeaioujuecs makum
00pa3oM  OKOHHAMENbHbIMU U  00S3aMeNbHbIMU  peueHusmu  Mecoynapoono2o  80eHH020
mpubyHana, yupexcoenno2o Jlonoonckum coenauwenuem 8 ageycma 1945 2o0a, unu nobvim opyeum
MENHCOYHAPOOHBIM  CYOOM, YUPEHCOCHHO20 PABHOSHAUHBIM MENCOVHAPOOHbIM OpP2AHOM, U bl
NOJIHOMOYUSL NPUHUMAIOMCSE OAGHHOU CIMOPOHOU.

2 Jlubo cmopona modxcem:
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a) nompebosamv, umobbl OmMpuyaHue UIU CYUeCMBEHHOe NpeyMeHbUeHUe, OMHOCAUUECT K
napazpagy 1 dannoti cmamou, cOBePUIATUCL C HAMEPEHUEM PA3dICe b HEHAGUCTD, OUCKDUMUHAYUIO
I Hacunue npomus a006020 YenoseKa UMY SPYnnwl Jul, OCHOBbIGAACL HA UX pace, Ygemy,
NPOUCXONCOCHUIO UTU HAYUOHATLHOU ULU IMHUYECKOU NPUHAOLEHCHOCTIU, MAK U NO PEeTUSUOZHBIM
6033PEHUIM, eClU UCHONL3YEMCsl 8 Kauecmee nogooa 07isl 1106020 U3 makux pakxmopos, uiu 6 UHOM
cayuae;

b) ocmasumv 3a cobOU Npago He NPUMEHAMb, NOIHOCMbIO UIU YACMUYHO, napazpad) 1 daunoil
cmamobu.

OJHO#t M3 TJIABHBIX TIPOGIIEM, CBS3aHHBIX C MOJOKEHUEM, TIPECIIELYIONIUM CyAeOHBIM MIOPSIKOM MaTEpPUAITBI
KCeHO(POOHOTO CoePKaHMU, ABISAETCSA COXpaHEHHe OalaHca Mex Ly rapantueii ceo6oasl cnosal 134, ¢ oanoi
CTOPOHBI, ¥ PEIOTBPAIIEHHEM YIIEMIIEH s PaB YeIoBeKa MM FPYII, ¢ APYroi cTopoHsl. be3 yriybnenus B
JeTaju, TPYIHOCTH NpH obcyskaeHny Konpenuuu o kubepnpecrynnoctu! 135 u craryc noanuceii/parudukannii
JlononuuTtensHoro npotokonal 136 nokaseisarot, 4To Mpoleccy rapMOHU3ALMU MEMIAET PA3HOE HOHATHE 3AIUThI
cBo6oab! croBal 137, OcobenHo yunThIBas 0OIIME IPUHIMIILI ABOIHOI npectynHocTu! 138, orcyTeTByromas

rapMOHH3alKs BEJET K Ipo0eMaM B YCUIIEHUM B CITydasiX, KOT/ia 3aTparuBaroTcsl MeKyHapoaHble Borpock! 139,
IMpoext Crandopackoii Konpenmuu

B neoduumnansrom! 140 mpoexre Crondopackoii Konsennun 1999 roaa HeT MoJ0KEHHS, NPECIEAYIOIIETO CyAeOHbIM
MOPSIJIKOM arpeccuBHbIC BhicKa3biBanus. CoctaBuTenin KOHBEHIIMN YKa3alii, YTO B IIEJIOM HU OJIMH BU]I
BBICKA3bIBAaHUW WM MyOJIMKAIUi HE JIOJDKEH MPeCIieIOBAaThCs B YTOJIOBHOM MOpsiake B paMkax CTIH(OPIACKOTOo
npoexral 14!, Vuureisas pasHble HalMOHATBHBIE TTOAXO/IBI, COCTABUTENM KOHBEHIIMH OCTABWIIM HA YyCMOTPEHHE

rOCyJapCTB IIPaBo peleHus 06 3TOM acekTe cynebHoro npecienopanus! 142,

1134 Regarding the principle of freedom of speech see: Tedford/HerbeckHaiman, Freedom of Speech in the United States, 2005; Barend, Freedom of
Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology and the First Amendment, 1991; Regarding the
importance of the principle with regard to electronic surveillance see: Woo/So, The case for Magic Lantern: September 11 Highlights the need for
increasing surveillance, Harvard Journal of Law & Technology, Vol 15, No. 2, 2002, page 530 et seqq; Vhesterman, Freedom of Speech in
Australian Law; A Delicate Plant, 2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola
University Chicago Law Journal, Vol. 33, 2001, page 57 et. seq., available at: http://www.law.ucla.edu/volokh/harass/religion.pdf; Cohen, Freedom
of Speech and Press: Exceptions to the First Amendment, CRS Report for Congress 95-815, 2007, available at: http://www.fas.org/sgp/crs/misc/95-

15.pdf.

1135 Explanatory Report to the First Additional Protocol to the Council of Europe Convention on Cybercrime, No. 4.

1136 Regarding the list of states that signed the Additional Protocol see above: Chapter 5.1.4.

1137 Regarding the difficulties related to the jurisdiction and the principle of freedom of expression see as well: Report on Legal Instruments to Combat
Racism on the Internet, Computer Law Review International (2000), 27, available at: http://www.coe.int/t/e/human_rights/ecri/1-EComputer Law
Review International/3-General_themes/3-Legal_Research/2-Combat_racism_on_Internet/Computer Law Review International(2000)27.pdf.

1138 Dyal criminality exists if the offence is a crime under both the requestor and requesting party’s laws. The difficulties the dual criminality principle can
cause within international investigations are a current issue in a number of international conventions and treaties. Examples include Axt. 2 of the EU
Framework Decision of 13 June 2002 on the European arrest warrant and the surrender procedures between Member States (2002/584/JHA).
Regarding the dual criminality principle in international investigations, see: ““United Nations Manual on the Prevention and Control of Computer-
Related Crime”, 269, available at http://www.uncjin.org/Documents/EighthCongress.html; Schjolberg/Hubbard, “Harmonizing National Legal
Approaches on Cybercrime”, 2005, page 5, available at: http://www.itu.int/osg/spu/cybersecurity/presentations/session12_schjolberg.pdf.

1139 Regarding the challenges of international investigation see above: Chapter 3.2.5 and Gercke, “The Slow Wake of A Global Approach Against
Cybercrime”, Computer Law Review International 2006, 142. For examples, see Sofaer/Goodman, “Cyber Crime and Security — The Transnational
Dimension”, in Sofaer/Goodman, “‘The Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 16, available at:
http://media.hoover.org/documents/0817999825_1.pdf;

1140 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the US in 1999.
The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodmar/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:
http://www lawtechjournal.conv/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.

141 See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism, 2000, available at:
http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

142 See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism, 2000, available at:
http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.
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6.1.9 Penuruosnsie npecrynjieHus

OGbeM 3aIMTHI PETUTHO3HBIX BO33PEHMIT M MX CHMBOJIOB OTJIHYAETCS B KXo cTpane! 143,

KouBennusa

0 KHOepNpecTyYMHOCTH

OGCyXKIeHHE STOM TEMBI MEXTy CTOpoHaMU KOHBEHIMH 0 KMOEPIIPECTYTHOCTH BCTPETHIIO T€ e TPYAHOCTH,
KOTOpBIE OTJIMYAIM MaTepHaibl, CBsA3aHHbIE ¢ KceHodooueii! 144, OnHako cTpaHbl, KOTOpbIE 06CYKIAIH TION0KEHUS
IepBoro JIoNoIHUTENLHOTO TIPOTOKONA K KOHBEHIMM 0 KHOEPIIPECTyTHOCTH, COTIACHINCH J0OABHTh PETUTHIO K
IpeaMETy 3alIUThl B IBYX MOJIOKEHHUSX.

Tlonoxkenus

Cmamosn 4 — Yzpo3vl, 6vi36annbvle pacusmom u KceHogooueii

Kaowcoass Cmopona npunumaem makue 3aKOHOOAMeNbHble U UHbLE MEPbL, KOMOopblie MO2ym Obimb
HeoOxX00umMbl 0151 Mo20, YMobdbl KEATUGUYUPOBAMb 6 KaUecmee Y20l06H020 NPEeCMYNIeHUs. CO2LACHO
ee 6HYmMpU20CyOapCmeeHHoMy Npasy NpeoHamepernoe co3oanue, 6e3 npasa Ha 3mo, CLedyIouux
oeticmeutl:

nepeoaua uepe3 KOMNbIOMEPHVIO CUCMEMY YepO3bl  COBEPUUEHUS.  MSHCKO2O — Y20JI08HO20
npecmynieHus, Kaxk yKasvleaemcs 80 GHYMpUcoCyOapCmeeHHOM 3aKOHe, 1) 6 OMHOWEHUU IuYy No
NPUYUHE UX NPUHAOTEIHCHOCMU K epynne, OMAudaroweics no pace, yeemy, NPOUCX0NCOeHU0 Uil
HAYUOHANILHOU UNU IMHUYECKOU NPUHAONEHCHOCIU, UMY NO PENUSUOSHBIM BO33DEHUAM, eCiu
ucnonv3yemcsi 8 Kavecmee nogooda O 00020 UX Maxkux Gaxmopoe, uau ii) epynne auy,
omaudaowencs no aOou U3 SMux XapaKmepucmux.

Cmampsa 5 — Ockoponenus, 6v136anHble pACUZMOM U KCeHogoobueil

Kascoas Cmopona npunumaem maxue 3aKOHOOAMeNbHble U UHbIE MePbl, KOMOpble MO2Ym Oblimb
HeobX00uMbl 0151 M020, YModbl KEAIUGUUUPOSAMb 68 KAUecmee Y20JL08H020 NPEeCMYNIeHUsI CO2NLACHO
ee BHYympu2ocyOapCcmeeHHoMy Npasy npeoHamepeHnoe cogepuierue, 6e3 npasa Ha mo, cieoyioumux
Oelicmeuil:

nyonuuHble OCKOPOIEHUS Yepe3 KOMNbIOMEPHYIO CUCIEMY, §) Uy NO NPUYUHE UX RPUHAOTIEIHCHOCHU
epynne, OmaUYawelics no pace, Yeemy, NPOUCXONCOEHUI) WU HAYUOHAILHOU UL IMHUYECKOU
NPUHAONEHCHOCU, MAK U NO PEeTUSUOIHBIM B033DEHUAM, €ClU UCNOAb3VEMCA 8 Ka4ecmee nosood
ons 1100020 uUX maxux Gakmopos, uau ii) epynne auy, Omaudaowencs no JaroOou u3 IMux
XApaKmepucmux.

XOTs1 9T J1Ba TIOJIOKEHUS PACCMATPUBAIOT PEJIUTHIO, KAK XapaKTePUCTUKY, OHU HE 3alUIIAI0T PETUTHO3HbIE
BO33pEHUsI UM CUMBOJIBI ITPU MOMOILHU cyAeOHOoro mpecienoBanus. [logoxenns npecienytoT cyaeOHbIM MOPSIKOM
YTPO3bI U OCKOPOJIEHUS JTIOJICH N3-3a TOTO, YTO OHH MPUHAUIeKAT K HEKOTOPOH TpyTIIe.

HpI/IMepr M3 HAMOHAJIBHBIX 3aKOHOIAaTEJIbCTB

HeKOTOpBIe CTpaHbl UAYT AAJIBIIC 3TOI'O MOAX0Aa U MPECICAYIOT CYIIGGHBIM MOPsAAKOM NOCICAYIOIIUC ﬂeﬁCTBHﬂ,

CBSI3aHHBIC C
295C.

penurno3usiMu Borpocamu. Hampumep Yronosusiii koaekc [lakncrana cogepxxut Paznenst ¢ 295B u

295-B  Ocksepnenue u np. Ceawennozo Kopana: nobou, Kmo YMbluleHHO OCKEEPHAem, NOPIMUmM Uiy
ockopbnsem chucox Cesawennoco Kopama unu yumamer u3 Heeo, uiu UCNOAb3Vem e20 JHObIM
HENnoYmumenvHblM GUOOM UIU OJi4 HE3AKOHHBIX yenel, O0y0em NOO0BePeSHYym  HONCUSHEHHOMY
3AKIIOYEHUIO.

295-C Ilpumenenue ockopoaaouux samevanuii ¢ omuowenuu Ceamozo Ilpopoxa: mobotl, Ha crosax,
VCMHO UM  NUCbMEHHO, WU U300pAdCeHUeM, UmU JHOObIMU  USMBIUWACHUAMY, HAMEKAMU ULU
UHCUHYAUUAMU, NPAMO UMY KOC8eHHO, ockeepHaowuu umsa Ceamoeo [Ipopoxa Moxammeda (0a
npebydem HAO HUM MUp), OyOem no08epeHYm cMepmu, Uil NOHCUSHEHHOMY 3AKTIOYEHUIO, UTU MAaK#Ce
noogeperym wmpagy.

1143 Regarding the legislation on blasphemy, as well as other religious offences, see: “Preliminary Report On The National Legislation In Europe
Concerning Blasphemy, Religious Insults And Inciting Religious Hatred”’, 2007, available at: http:/www.venice.coe.int/docs/2007/CDL-
AD(2007)006-e.pdf;

1144 See above: Chapter 6.1.h as well as Explanatory Report to the First Additional Protocol to the Council of Europe Convention on Cybercrime, No. 4.
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VUHTBIBas HEONPEEIEHHOCTh B IPMMEHEHUH 3TOTO MOJIOKEHHUS, IIPOEKT YTOJOBHOTO Kojekca [lakucrana
2006 roaa 1o >1€KTPOHHBIM MPECTYIUIEHUAM COAEPKHUT Ba TIOJI0KEHHUS, KACAIOIMECS MPECTYIUIEHHH, CBA3aHHBIX C
untepueTom! 145:

20 Ockeepnenue u np. cnucka Ceauiennozo Kopana: nobotl, npu nomowu 10601t 91eKmpoHHOU
cucmemvl UMY  DNIEKMPOHHO20 YCMPOUCMBA VYMBIWIEHHO OCKBEPHAIOWUL, NOPMAWUL  UIU
ockopoaarowuil cnucoxk Ceaugennozo Kopana unu yumamol uz He2o, uiu UCnoIb3y0owuil e2o aoovim
HENnoYmumenvHbiM 6UOOM UMU Ol HEe3AKOHHLIX yenell, Oyoem NOO8epeHYmM NONCUSHEHHOMY
3aKTOUEHUIO.

21 Ilpumenenue ockopoénatowux 3ameuanuii u np. 6 omuowenuu Ceamoczo Ilpopoka: noboi,
npu nomowu 1000t INEKMPOHHOU CUCMEMbL ULU INIEKMPOHHO20 YCMPOUCMEA HA CLOBAX, YCHIHO UL
NUCbMEHHO, UMU U300padicenuem, uiu JoObIMU USMBIUACHUSIMUY, HAMEKAMU ULU UHCUHYAYUIMU,
NPAMO Unu KoceeHHo, ockeepuaiowuil uma Ceamoeo Ilpopoxa Moxammeda (0a npedydem Hao HUM
mup), 6ydem noosepeHym cmepmu, Uiu NONCUSHEHHOMY 3aKIIOYEHUIO, U MAKICE NOOBEPSHYM
wmpaagy.
Kak u B citydae ¢ MOJIOKSHUAMHE, TPECISIYIONIMHU CYIeOHBIM OPSIKOM PACIPOCTPAHEHHE YePe3 HHTCPHET
KCEHO(POOHBIX MaTEPHAIIOB, OJTHA U3 TIABHBIX MTPOOIIEM MI00ATHHBIX MOIX0A0B K IPECIICIOBAHUIO CYIeOHBIM
HOPSAIKOM PETMTUO3HBIX TIPECTYIUIEHHH CBA3aHa C IPUHIMIIOM cBobob! ciioBal 146, Kak ykaseiBanoch panee, pasHblii
HOJXO0/ K 3alIUTe CBOOO/IbI CIIOBA SABIISETCS MPENATCTBHEM JJIsl npolecca rapMonusanuu! 147, OcobeHHo yuuThiBas
001IKe IPUHLIUIBI ABOHOM npecTynHocTu ! 148, HerocTaTOK rapMoHM3aUK BEAET K TPYAHOCTSAM B YCHJIEHHH, KOT/a
3aTParuBaloOTCs MEXIyHapoaHble Bompock! 149,

6.1.10 He3akoHHbIEe a3apTHBIE HTPbI

BecrokoiCTBO BBI3BIBAET PACTyLIEE YUCIIO BeO-caiiTo! 10, mpenararoniux He3aKOHHbIE a3apPTHBIE UIPBI, TAK KAK
OHH MOTYT KCIIOJIb30BaThCs It 00X0/1a 3a1peTa Ha a3apTHBIE UIPbI, CYLIECTBYIONIUE B HEKOTOPhIX cTpanax! 121,
Eciu ycityru ynpaBisiOTCs U3 MECT, T/IE a3apTHBIE OHIAHHOBBIE UIPBI HE 3aMPELIEHBI, TO JUIS CTPaH, KOTOPbIE
TIPECIIENYIOT CYIEOHBIM OPsAAKOM paboTy MHTEpHET-Ka3uHO, OYIET TPYIHO IOMEIIATH CBOUM TPaKIaHaM
T0JIB30BATHCS YTUMH yciyramu ! 152,

1145 The draft law was not in power, at the time this publication was finalised.

1146 Regarding the principle of freedom of speech see: Tedford/HerbeckHaiman, Freedom of Speech in the United States, 2005; Barend, Freedom of
Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology and the First Amendment, 1991; Regarding the
importance of the principle with regard to electronic surveillance see: Woo/So, The case for Magic Lantern: September 11 Highlights the need for
increasing surveillance, Harvard Journal of Law & Technology, Vol 15, No. 2, 2002, page 530 et seqq; Vhesterman, Freedom of Speech in
Australian Law; A Delicate Plant, 2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola
University Chicago Law Journal, Vol. 33,2001, page 57 et. seq., available at: http://www.law.ucla.edu/volokh/harass/religion.pdf; Cohen, Freedom
of Speech and Press: Exceptions to the First Amendment, CRS Report for Congress 95-815, 2007, available at: http://www.fas.org/sgp/crs/misc/95-
815.pdf.

1147 Regarding the difficulties related to the jurisdiction and the principle of freedom of expression see as well: Report on Legal Instruments to Combat
Racism on the Internet, Computer Law Review International (2000), 27, available at: http://www.coe.int/t/e/human_rights/ecri/1-EComputer Law
Review International/3-General_themes/3-Legal_Research/2-Combat_racism_on_Internet/ Computer Law Review International(2000)27.pdf.

1148 Dyal criminality exists if the offence is a crime under both the requestor and requesting party’s laws. The difficulties the dual criminality principle can
cause within international investigations are a current issue in a number of international conventions and treaties. Examples include Axt. 2 of the EU
Framework Decision of 13 June 2002 on the European arrest warrant and the surrender procedures between Member States (2002/584/JHA).
Regarding the dual criminality principle in international investigations, see: ‘“United Nations Manual on the Prevention and Control of Computer-
Related Crime”, 269, available at http://www.uncjin.org/Documents/EighthCongress.html; Schjolberg/Hubbard, “Harmonizing National Legal
Approaches on Cybercrime”, 2005, page 5, available at: http://www.itu.int/osg/spu/cybersecurity/presentations/session12_schjolberg.pdf.

1149 Regarding the challenges of international investigation see above: Chapter 3.2.f and Gercke, “The Slow Wake of A Global Approach Against
Cybercrime”, Computer Law Review International 2006, 142. For examples, see Sofaer/Goodman, “Cyber Crime and Security — The Transnational
Dimension”, in Sofaer/Goodman, “‘The Transnational Dimension of Cyber Crime and Terrorism”, 2001, page 16, available at:
http://media.hoover.org/documents/0817999825_1.pdf;

1130 The 2005 eGaming data report estimates the total Intemnet gambling revenues as USD 3.8 billion in 2001 and USD 8.2 billion in 2004. For more
details, see: http://www.cca-i.com/Primary%20Navigation/Online%20Data%20Store/internet_gambling_data.htm. Regarding the number of
licensed Internet websites related to Internet gambling in selected countries, see: “Internet Gambling — An overview of the Issue”, GAO-03-89, page
52, available at: http:/www.gao.gov/new.items/d0389.pdf; Regarding the total numbers of Internet gambling websites see: Morse, “Extraterritorial
Internet Gambling: Legal Challenges and Policy Opinion”, page 7, available at: http://law.creighton.edu/pdf/4/morsepublication2.pdf

151 For an overview of different national Internet gambling legislation, see: “Internet Gambling — An overview of the Issue””, GAO-03-89, page 45 et
seqq., available at: http://www.gao.gov/new.items/d0389.pdf.

1152 Regarding the situation in the People’s Republic of China, see for example: “Online Gambling challenges China’s gambling ban”, available at:
http://www.chinanews.cn/news/2004/2005-03-18/2629.shtml.
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“pl/lMepbl U3 HAIMOHAJIBHBIX 3AKOHOAATEJIbCTB

B KonBeH1u 0 KHOEpIpecTYTHOCTH HET 3alpeTa Ha a3apTHbIC OHJIAHOBBIC HTPBL. [IpruMepoM HAIIMOHATEHOTO
MoxoJia K JaHHOMY Bompocy cinyxut Paznen 284 Yronosrnoro Kopekca I'epmanuu:

IMpumep
Pa3zoen 284 Hesakonnas opzanu3zayus a3apmuulx uzp

1) Jluyo, xomopoe be3 paspeuierust 0pearo8 20cy0apCmeEeHHol 81ACMU, OMKPLINO OP2AHU3Yem U
npoeooum aszapmmuole ucpsl, uiu npedocmasiiem obopydosanue ONid HUX, Kapaemcs miopemMHbiM
3aKMOUEHUEM HA CPOK 00 O8YX Jiem Ul Wmpagpom.

2) Azapmuvie uepvl 6 Knyb6ax U YACMHLIX BEUEPUHKAX, 20€ PecyNapHO Op2aHU308bl8aAlONICs
asapmuule uspol, CHUMAIOMcs OMKPbIMO OP2aAHU308AHHBIMU.

3) Jluyo, komopoe 6 cayuasx, noonadaowux nod noopasoen 1), oeticmeyem:
npogheccuonanvHo; uau

2 6 Kayecmee YYACMHUKA ZSPYNNbl, OP2AHU306AHHOU O/l NOCMOSHHO20 COGEPULeHUsST MAKUX
Oeticmautl, Kapaemcst MIOPEMHbIM 3AKTI0UeHUeM HA CPOK Om mpex mecsiyes 00 nsmu Jiem.

4) Jluyo, komopoe npusnekaem K azapmuvim uecpam (noopaszoenvt 1) u 2)), kapaemcs mopemHuim
BAKIOYEeHUeM HA CPOK 00 00H020 2004 Ul WMpaghom.

DTO MONOKEHUE NPeIHA3HAYEHO [/ OrpaHUYeHHs pucka 3aBucuMocth! 153 oT urpel, myTem onpeneneHus mpouesyp
171 oprauusanuu Takux urp!154. Ona He opueHTHpOBaHa SBHO Ha a3apTHBIE UTPBI B UHTEpPHETE, HO BKIoYaeT ux! 153,
C 3TOi CTOPOHBI OHA TIPECIIENYET CYAEOHBIM MOPSIKOM HE3aKOHHBIE a3aPTHBIE MBI, IPOBOISIIUECS O€3
paspelieHtsl YIOJHOMOYEHHBIX OPTaHOB BIACTHU. JIOIOIHUTENEHO OHA IpECieIyeT 3aKOHHBIM HOPSIKOM JIF060T0,
KTO YMBILIIEHHO MIPEI0CTABISAET 060pyJ0BaHHE, KOTOPOE 3aTEM UCIIOJIb3YeTCs IS HE3aKOHHBIX a3apTHhIX urp! 150,
JlanHoe cyne6HOe MpeciieIOBAHNE BBIXOIUT 38 PAMKH MOCJIEICTBHI OT MOMOIM U COYYaCTHSI, TAK KaK MPECTYITHUKHA
MOTYT UMETh 60Jiee CTporue Mephl Hakazanus ! 157,

Bo u36exkaHue yroJloBHOIO PaccieIoBaHKs ONepaTophbl BeO-CaliTOB ¢ HE3aKOHHBIMU a3apTHBIMH UIPAMK MOTYT
(U3MYECKH IEPEHOCHTH CBOIO JIeATENLHOCTH! 158 B cTpanbl, T/1e He3aKOHHBIE a3apTHBIE MTPhI HE TIPECIETYHOTCS
cynebubiM nopsakom! 159, Takoii nepenoc B MecTa mpeacTaBiseT coboii CIOKHYIO 3a/1a4y JUIs OPraHOB OXPaHbI
HpaBONOPS/IKA, TaK KAk (paKT TOTo, YTO CepBep HAXOAUTCSA 3a HpejeiaMu HekoTopoii crpansl! 190, B esom He BMseT
Ha BO3MOYKHOCTb M0JI30BaTeNs ONYYUTh K HEMY J0CTYH BHYTpHU ctpanbi! 101, JTiis Toro uTo6s! yaydimuTs
BO3MOKHOCTH G0pHObI OPraHOB OXPaHbI MPABOMNOPAIKA IPOTUB HE3AKOHHBIX a3aPTHBIX MIP, IPABUTEILCTBO

1153 Regarding the addiction see: Shaffer, Internet Gambling & Addiction, 2004 , available at:
http://www.ncpgambling.org/media/pdf/eapa_flyer.pdf ; Griffiths/Wood, Lottery Gambling and Addiction; An Overview of
European Research, available at: https://www.european-lotteries.org/data/info_130/Wood.pdf;
Jonsson/Andren/Nilsson/Svensson/Munck/Kindstedt/Ronnberg, Gambling addiction in Sweden — the characteristics of problem
gamblers, available at: http://www.fhi.se/shop/material_pdf/gamblingaddictioninsweden.pdf; National Council on Problem
Gambling, Problem Gambling Resource & Fact Sheet, http://www.ncpgambling.org/media/pdf/eapa_flyer.pdf.

1134 See the decision from the German Federal Court of Justice (BGH), published in BGHST 11, page 209.

1135 See Thumm, Strafbarkeit des Anbietens von Intemetgluecksspielen gemaess § 284 StGB, 2004.

1156 Examples of equipment in Internet-related cases could include servers, as well as Internet connections. Internet service providers which did not know
that their services were abused by offenders to run illegal gambling operations are thus not responsible, as they may lack intention.

157 For details, see: Hoyer, SK-StGB, Sec. 284, Nr. 18. As mentioned previously the criminalisation is limited to those cases where the offender is
intentionally making the equipment available.

1158 This is especially relevant with regard to the location of the server.

1139 Avoiding the creation of those safe havens is a major intention of harmonisation processes. The issue of safe havens was addressed by a number of
international organisations. The UN General Assembly Resolution 55/63 points out that: 'states should ensure that their laws and practice eliminate
safe havens for those who criminally misuse information technologies”. The full text of the Resolution is available at:
http://www.unodc.org/pdf/crime/a_res_55/res5563e.pdf. The G8 10 Point Action plan highlights: “There must be no safe havens for those who abuse
information technologies”.

1160 With regard to the principle of sovereignty changing the location of a server can have a great impact on the ability of the law enforcement agencies to
carry out an investigation. National Sovereignty is a fundamental principle in International Law. See Roth, 'state Sovereignty, International Legality,
and Moral Disagreement”, 2005, page 1, available at: http://www.law.uga.edu/intl/roth.pdf.

1161 Regarding the challenges related to the international dimension and the independence of place of action and the location of the crime scene see above:
Chapter 3.2.6 and Chapter 3.2.7.
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Tepmanuu pacimpmiIo cyaeGHoe npecienoBaHue 1o nojib3opareneii! 102, OcnosbiBasch Ha Pasnene 285, opraust
OXpaHbl PABONOPSIKA MOTYT IIPEC/IeI0BaTh M0Ib30BaTeN e, KOTOPbIE Y4aCTBYIOT B HE3AKOHHBIX a3apTHBIX HIPax U
MOT'YT HAYMHATh PACCIIEN0BaHM, Ia’Ke ECIIM OIEPATOPh A3aPTHIX UIP HE MOTYT OBITh HAKA3aHbI, TAK KaK OHH
HaxoATCs BHE npesienos ['epManuy:

Pazoen 285 Yuacmue 6 He3AKOHHBIX A3APMHBIX UZPAX

Jrobou, npunumarowutl yuacmue 8 OmKpblmulx azapmuuix uepax (Pazoen 284), kapaemcs mopemHvim
3AKIOYEHUEM HA CPOK 00 WeCmU MeCsayes Uil mmpagh 00 cma 60CoMUOeCmu OHE6HbIX CMABOK
onnamul mpyoq.

Ecmu npecTynHUK UCTIONB3yeT CAaNTHI C a3apTHBIMU UTPAMH ISl ISHCTBUM IO OTMBIBAHUIO ICHET, TO
uaeHTH(UKALUS PECTYITHUKOB YacTo 3atpyanenal 193, Tpumepom coysxur noaxon! 104 nis npenorspamenus
HE3aKOHHBIX a3apTHBIX UTP U JAEUCTBHI 1O OTMBIBAHUIO JeHET, MpUHSTHIN B 3akoHe Coennaennbix LlItatoB o

YCHIJICHHIO 6OPBOBI ¢ HE3aKOHHBIMM a3aPTHBIMM UTpamMu depes uaTepHet 2005 rogal 165,

5363 3anpem na npunamue n100bIX GUHAHCOBHIX UHCHPYMEHM OB 0151 HE3AKOHHBIX A3APMHBIX UZD
yepe3 uHmepHem

Huxmo, yuacmeymwuﬁ 6 npebnpu}zmuﬁx no coseputernuro CmaesokK ujiu 3aKjiro4erHuro napu, He Moacem
YMBIUNEHHO NPUHUMANIb, ons yuacmus dpyeoeo JUYA 6 HE3AKOHHBIX A3APNIHBbIX UcpaX Yepe3 UHmepHem

1) kpeoum uiu npoyenmvt om Kpeduma, RPUHAOIENHCAUfUe OPY2OMY JUYY UL OM UMEHU MAKO20
0py2020 uya, BKI0YAs KpeOum, noy4eHHblil o KpeOUmHoU Kapme;

2) nepesoo ¢ 21eKMpPOHHO20 CHema, Uil CYemo8 NepeoaHHbIX O UMeHU U Yepe3 NPeonpusmus no
nepecwlike 0erez, Ul NPOYEHMoE8 Om nepeooa ¢ NEKMPOHHO20 CUema Ul yCiye no nepecvliKe 0exez,
om UU OM UMEHU MAK020 Opy2020 AuYa;

3) nmobule ueku, mpamsl iU NOOOOHbIE UHCIPYMEHMbL, NOONUCAHHbIE MAKUM OPY2UM TUYOM UTU OM
€20 UMeHU U NOONUCAHHbIe UL ONJauUusaeMvle yepes noovle PUHAHCO8bIEe OPLAHUSAYUU; UTU

4) npoyenmor om 1106020 Opy2020 6uda huHancosvix coenok, kak Cexpemaps Modcem npeonucams no
npasuUIaM, KOMopsle UCNOLb3YION QUHAHCOBbIEe OP2AHUIAYUL 8 KAYECMEe NIAMENbUUKA UL
@uHanco6020 NOCPeOHUKA OM AUYA ULU 0I5l NOAb3bL MAKO20 OPYe020 JUuYd.

5364 Ilpasuna u npoyedypul 014 onpedenenus U nPpe0omepPauieHus 3anpeuieHHbIX COe10K

o oxonuanus nepuoda 6 270 oweli ¢ nauana damwvl npunamus smoeo napazpaga Cekpemapsv nocie
koncynomayuii ¢ Cogemom ynpagisrouux ¢hedepaivHou pezepsHoti cucmemsl u I enepanbHbim
TIpoxypopom 0ondicer yemanosums npasuia, mpeoyrowue om Kaxicoou OmmedeHHOU NAAMeNCHO
cucmeMmbl U 8cex ee YUacmHuKkos, Onpeodesims U npedomsepawiams 3anpeujeHnsle COenKu npu nomMowu
CO30aHUA NPABUL U NPOYEOYD, NPABUTILHO COCMABNEHHBIX O/ ONpedeNeHUs U npedomepaueHusl
3anpeuyeHHbIX COeNoK TH0ObIM U3 NEPEUUCTICHHBIX CHOCOD08:

1) Cosoanue npasun u npoyedyp, Komopoie

162 Bor details, see: Hoyer, SK-StGB, Sec. 285, Nr. 1.

1163 Regarding the vulnerability of Internet gambling to money laundering, see: “Internet Gambling — An overview of the Issue””, GAO-03-89, page 5, 34
et seq., available at: http:/www.gao.gov/new.items/d0389.pdf.

1164 Regarding other recent approaches in the United States see Doyle, Internet Gambling: A Sketch of Legislative Proposals in the 108™ Congress, CRS
Report for Congress No. RS21487, 2003, available at: http://digital library unt.edu/govdocs/crs/permalink/meta-crs-4047: Doyle, Internet Gambling:
Two Approache sin the 109" Congress, CRS Report for Congress No. RS22418, 2006, available at:
http://www.ipmall.info/hosted_resources/crs/RS22418-061115.pdf.

1195 For an overview of the law, see: Landes, “Layovers And Cargo Ships: The Prohibition Of Internet Gambling And A Proposed
System Of Regulation”, available at: http://www.law.nyu.edu/JOURNALS/LAWREVIEW/issues/vol82/no3/NYU306.pdf; Rose,
“Gambling and the Law: The Unlawful Internet Gambling Enforcement Act of 2006 Analyzed”, 2006, available at:
http://www.gamblingandthelaw.com/columns/2006_act.htm. Shaker, Americas’s Bad Bet: How the Unlawful Internet Gambling
Enforcement act of 2006 will hurt the house, Fordham Journal of Corporate & Financial Law, Vol. XII, page 1183 et. seq., available
at: http://law.fordham.edu/publications/articles/600flspub8956.pdf.
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A) no380/1510M NAAMENCHOU cucmeme u oOoMY JUYY, VHACMEYIoueMy 6 NIAMeNCHOU cucmeme,
onpeoesimb 3anpeuieHtble COenKU NOCPeOCmMBoM KOO08 8 COOOUWEHUSIX ABMOPU3AYUU UTU UHLIMU
cnocobamu; u

B) 6noxupytom 3anpeujenivle coenxu, onpeoeiienubie 8 pe3yibmame NPUMEHEHUs NPAGUL U npoyeoyp,
paspabomanusix @ coomsemcmauu ¢ noonapazpagom A);

2) Coz0anue npasun u npoyeoyp, npedomsepaaowjux npuHamue npooyKmoa yciye niamexcHvlx
cucmem, OMHOCAUUXCSL K 3ANPEUWEHHBIM COEIKAM.

b) Ilpu coz0anuu npasun 8 pamkax noopasoena a) Cexpemapsb 00HCeH

1) onpedenumu 6udvl npasun u NPoYeoyp, BKII0YAsL HEUCKTIOYUMETbHbLE NPABULA, KOMOPble O0JIHNCHbL
CUUmMamsvcs O0CMAamoyYHbIMU, YMoObL pa3yMHO NPUMEHAMbCS O OnpedeneHus, OI10KUPOBaHUs Ul
npeodomepawerus NPUHAMUsL RPOOYKMO8 YCye, YUUMbL8Asi KANCObIl 610 3aNPEeujeHHOl COeNKU;

2) 01 pacuupenust npakmuydecko20 NPUMEHEHUs. PA3PEUUms T1H000MY YUaACMHUKY NIAMENCHOU
cucmemol 8b10UPAMb MENCOY AILIMEPHAMUBHBIMU CROCODAMU Onpedeieus U OIOKUPOBAHUS, U, &
UHOM Cyuae, npe0OmepaueHust RPUHAMUS BPOOYKMO8 YCIye NAAMENCHBIX CUCTEMbl UTU YYACTHUKA,
UMEIOWUX OMHOUEHUE K 3ANPEUEHHBIM COCTKAM, U

3) yuumwieams 0c6060#cOeHUe 3anPEUjeHHBIX COeNOK Om AH0ObIX MPeO08aAHU, HAIA2AEMbIX 8 PAMKAX
maxux npasui, eciu Cexpemapo pewum, 4mo oHu HedOCMAamoYHO NPAKMUYHbL 051 ONpedeseHUs. U
OIOKUPOBAHUSL, WU, UHAYE, NPEOOMEPAUEHUSL MAKUX COCILOK.

¢) Honswcno npednonazamucs, ymo nocmaswux GUHAHCOBLIX COENOK COOMEEMCMEyenm NPasuiLam,
VCMAHOBIEHHbIM 8 PAMKAX noopasoend a), ecu

1) maxoe auyo nonazaemcs u coomsemcmayem npasuIam U npoyedypam 0003HAYEHHOU NIAMEICHOU
cucmembvl, YIEHOM UTU YUACHHUKOM OHO ABGNAEMCsl, YmoDbl

A) onpedensimb u 610KUPOBAMb 3aNPeUjeHHbLE COCNKU, UTU

B) opyaumu cnocobamu npedomepawiame npunsmue npooyKmoa i yeaye naamedcHOU Cucmembl,
YleHa U YYACMHUKA, CEA3AHHBIX C 3ANPeUeHHbIMU COeKAMU, U

2) amu npasuna u npoyedypvl 0003HAUEHHOU NIAMEHCHOU CUCTEMbL COOMEEMCMBO8ANU MPEOOBAHUAM
npasusl, YCMaHoGIEeHHbIX 8 PAMKAX noopaszoena a).

d) Jluyo, x KOMopoMmy NPUMEHAIOMCA NPABUIA, YCIMAHOBIEHHbLE UTU PACHOPANCEHUS, GbINYUJEHHbLE 6
PAMKAX OaHHO20 napazpagha u OIOKUPOGKU, Ul UHbLE OMKA3bL 8 8bINOIHEHUU Nepeda,

1) komopas sae1s1emcs 3anpewierHol COeaKol;
2) umo makoe Juyo 0OCMOBEPHO CHUMACHICSL COBEPUIATOUSUM 3ANPEUJCHHYIO COETIKY; U

3) kax uien 0603HAUEHHOU NIAMENCHOU CUCMEMDL, 8 3AGUCUMOCIU OM NPABUTL U NPOYEOYD NIAMEICHOU
cucmembl, 8 NONLIMKAX COOMBEMCMBOBANb NPABGUILAM, YCIMAHOBLEHHBIM 8 PAMKAX noopasoend (a), He
00J19iCeH NOMO2aMb HU OOHOU CIOPOHE 8 MAKUX OeliCMBUSIX.

e) Tpebosarnus 3moeo pazoena 6yoym ycunugamovcs moavko PedepanrvHblmu opeanamu
DyHKYUOHATbHO20 pecyauposanus u PedepanbHOl KoMUCCUel no mop2osie, CHOCo0amu, YKA3aHHbLMU
6 pazoene 505 a) 3axona I pamma-Jluua-Braiinu.

5366 Yzonoeuwvie cankyuu

a) Jlroboi, napywuewuil pazden 5363, 6yoem owmpacghosan 6 pamxax Cmamou 18 unu noogeperym
MIOPEMHOMY 3aKTIOUEHUIO HA CPOK He boiee 5 iem, uiu u mo u opyzoe.

b) o npucosopy nuya 6 pamkax OAHHO20 pazdena Cyo MOJICem 66eCmu NOCMOAHHbLU 3anpem Ois
OaHHO20 TUYA COBEPUUAND, NOTYUAMb UL JTHOOBIM OpyeUumM CROCOOOM Oenamsb CMAGKU WU Napu uiu
OMNPABIAMYb, NOIYYAMb ULU NPUBTEKAMb UHDOPMAYUIO, CNOCOOCMBYIOWYIO COBEPUIEHUIO CABOK
U napu.
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3amadeii TOro 3aKOHA SBISETCS PEUICHHE POOJIeM U yrpo3 00YCIIOBICHHBIX (3apy0eKHBIMH) a3apTHBIMU UTPaAMHU
uepes unTepHeT! 190, OH coepKUT 1Ba BaKHBIX IPaBUIIa: IEPBOE — 3aPET HA IPHHATHE TIOOBIM JULIOM,
YYaCTBYIOLIUM B IPEANPUITUH, CBA3aHHOM CO CTABKAMHU H MAPH, JIF0O0r0 (PMHAHCOBOIO MHCTPYMEHTA JIs
HE3aKOHHBIX a3aPTHBIX UIP Yepe3 HHTEPHET. DTO MONOKEHHE HE PEryIupyeT AeHCTBHUM, MpeAIpHHAMAEMbIX
TI0JIB30BATEEM CAITOB ISl HE3AKOHHBIX a3aPTHBIX UI'P YEPE3 MHTEPHET WM (PUHAHCOBBIMH yupexkaeHusmul 167,
HapylieHue 1aHHOTO 3alIpeTa MOKET IPUBECTH K yroJoBHOMY HakazaHuro! 198, Jlononuurensno 3akoH TpeGyeT oT
Cekperaps Kaznauetictsa u CoBera nupexktopoB DeepanbHON pe3epBHON CUCTEMBI YCTAHOBUTD MPaBUIIa,
TpeOyIoLIUe OT IOCTABIIMKOB (PUHAHCOBBIX CIETOK ONpPENEIATh U GIOKUPOBATh IIOCPEICTBOM JIFOOBIX IPHEMIIEMBIX
IpaBWI M OPOLEIYp 3allpelleHHbIE CEJKH, CBI3aHHbIE C HE3AKOHHBIMHU a3apPTHBHIMU UIPAMHM Y€PE3 MHTEPHET. JTO
BTPOE MPABUJIO KACAETCs HE TOJILKO JIMI, Y4ACTBYIOIIMX B KOMIIAHUSX 10 COBEPIIEHHIO CTABOK U TIAPH, HO B 1IEJIOM
BeeX (DMHAHCOBBIX YUPEXkIeHUH. B OTIMuMY OT NPUHATUS (PMHAHCOBBIX HHCTPYMEHTOB IS HE3AKOHHBIX a3apPTHBIX
UIp Yepe3 UHTEPHET JIUILOM, YYACTBYIONIUM B IPEANPUATUSIX O COBEPIIEHHIO CTABOK U TapH, (PMHAHCOBbIE
YUPEXKICHHUS B LIETOM HE MOABEPTAlOTCS yTOJIOBHOMY MPECIIENOBAHUI0. Y UHTBIBas MEKIyHAPOIHOE BO3IEHCTBUE
HpaBuiI, B HACTOsIIee BpeMs ¢ I eHepanbHbIM cornameHueM 1o Toprosie yeayramu (GATS)!169 paccnenyrores! 170
BO3MOKHbIE KOH(DIMKTHL.

6.1.11 KuneBera u ockopoieHue

Knesera u my6/uKanus J105KHONH HHPOPMALIUK HE SBISIOTCS AESHUSAMM, COBEPIIAEMBIMH TOJIBKO B ceTsx. Ho kak
YKa3bIBAJIOCh paHee, a0CTPaKTHBIMK MTapaMeTPaMHy, MO IEPKUBAIOIIUMH 3TO JIETHHUE, CITYKAT BO3MOKHOCTD
aHoHUMHOTO 0o6meHus! 17! ¥ morucTUYecKrX BHI30BOB, CBA3AHHBIX ¢ OOIBIINM MaccuBOM UHpopMaruu! 172,
JOCTYIIHOM 4€pe3 HHTEPHET.

[11poko obcyskaaeTcs BOIPOC, TPEGYET Ju KieBeTa cyie6Horo npecienosanus! 73, Onacenns kacarenbHo
CyIIeOHOTO MPECIIe0BaHUS KIIEBEThI 0CO00 CBSI3aHBI C BOBMOXKHBIM ITPOTHBOPEUUEM C IPUHITUIAM "CBOOO/IBI CIIOBA".
[T05TOMy HEKOTOpPBIE OPTraHU3alUK MOTPEOOBAIN 3aMEHbI YTOJOBHOTO TpecneaoBanus kiuesetsl! 174, CnenpanbHblii
Hoknaguux OOH no cBo6oae MmueHui u ux BoipaxkeHus u [lpeacrasurens OBCE no cBo6oie cpencTB MaccoBoii
HH(POPMAINH YKA3aJIHd, 4TO:

"Veonoeno-nakazyemas Knesema He AGNSAeMCsi NO360JUMENbHBIM 02PAHUUCHUEM C80000bL BbLPANCEHUS,
6ce Y20I08Hble 3AKOHbL O Kllegeme OOINHCHbL Oblmb OMMEHEHbl U 3aMeHeHbl, 20e IMO HeoOX00UMo,

COOMBEMCMBYIOUUMU 2PAdICOAHCKUMU 3aKoHamu 0 Kiecemel 175",

1% 1 andes, “Layovers And Cargo Ships: The Prohibition Of Internet Gambling And A Proposed System Of Regulation”, available at:
http://www.law.nyu.edu/JOURNALS/LAWREVIEW/issues/vol82/no3/NYU306.pdf; Rose, “Gambling and the Law: The Unlawful
Internet Gambling Enforcement Act of 2006 Analyzed”, 2006, available at:
http://www.gamblingandthelaw.com/columns/2006_act.htm.

167 Rose, “Gambling and the Law: The Unlawful Internet Gambling Enforcement Act of 2006 Analyzed”, 2006, available at:
http://www.gamblingandthelaw.com/columns/2006_act.htm.

118 Based on Sec. 5366 the criminalisation is limited to the acceptance of financial instruments for unlawful Internet gambling

1% General Agreement on Trade in Services (GATS) — with regard to the United States Unlawful Internet Gambling Enforcement Act
especially Articles X VI (dealing with Market Access) and XVII (dealing with National Treatment) could be relevant.

1170 See “EU opens investigation into US Internet gambling laws *, EU Commission press release, 10.03.2008, available at:
http://ec.europa.eu/trade/issues/respectrules/tbr/pr100308_en.htm; Hansen, EU investigates DOJ internet gambling tactics, The
Register, 11.03.2008, available at: http://www.theregister.co.uk/2008/03/11/eu_us_internet_gambling_probe/.

171 See above: Chapter 3.2.1.

172 See above: Chapter 3.2.2.

1173 See for example: Freedom of Expression, Free Media and Information, Statement of Mr. McNamara, United States Delegation to the
OSCE, October 2003, available at: http://osce.usmission.gov/archive/2003/10/FREEDOM_OF_EXPRESSION.pdf; Lisby, No Place
in the Law: Criminal Libel in American Jurisprudence, 2004, available at:
http://www2.gsu.edu/~jougcl/projects/40anniversary/criminallibel.pdf; Regarding the development of the offence see: Walker,
Reforming the Crime of Libel, New York Law School Law Review, Vol. 50, 2005/2006, page 169, available at:
http://www.nyls.edu/pdfs/NLRV0l50-106.pdf; Kirtley, Criminal Defamation: An “Instrument of Destruction, 2003, available at:
http://www.silha.umn.edu/oscepapercriminaldefamation.pdf. Defining Defamation, Principles on Freedom of Expression and
Protection of Reputation, 2000, available at: http://www.article19.org/pdfs/standards/definingdefamation.pdf. Reynolds, Libel in the
Blogosphere: Some Preliminary Thoughts" Washington University Law Review, 2006, page 1157 et. seq., available at:
http://ssrn.com/abstract=898013; Solove, A Tale of Two Bloggers: Free Speech and Privacy in the Blogosphere, Washington
University Law Review, Vol. 84, 2006, page 1195 et seq., available at http://ssrn.com/abstract=901120; Malloy, Anonymous
Bloggers And Defamation: Balancing Interests On The Internet, Washington University Law Review, Vol 84, 2006, page 1187 et.
seq., available at: http://law.wustl.edu/WULR/84-5/malloy.pdf.

117 See for example the Joint Declaration by the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE
Representative on Freedom of the Media and the OAS Special Rapporteur on Freedom of Expression, 10 December 2002. For more
information see: http://www.osce.org/documents/rfm/2004/10/14893_en.pdf. See in addition the statement of the representative on
Freedom of the Media, Mr. Haraszti at the Fourth Winder Meeting of the OSCE Parliamentary Assembly at the 25" of February
2005:

175 Joint Declaration by the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE Representative on Freedom of
the Media and the OAS Special Rapporteur on Freedom of Expression, 10 December 2002. For more information see:
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HecMmoTps Ha 3T0, HeKOTOpbIe cTpanbl! 170 mpuHAIM MONOKEHUs YTOIOBHOIO 3aKOHOAATENbCTBA, TIPECIEAYIONIHE
CyIIeOHBIM MOPSIKOM KaK KJIEBETY, TaK H IyOIHKaIHio J0xXHOK nHpopMaiuu. Heo0XoauMo MoTuepKHyTh, 4TO JTaXKe
BHYTPH CTpaH, NpecieayomuX cyJeOHbIM MOPSAAKOM KIIEBETY, KOJIMYECTBO €] CUIbHO pasznuuaeTcs. Hanpumep, B
Coennnennom Koponerctse B 2004 romy He ObUT0 HU OJfHOTO jena, a B 2005 roy B kKieBeTe ObUT 0OBUHEH TOJIBKO
onun nogospesaembliii! 177, B 2006 roxy B ['epmanuu 661110 3aperucTpupoBano 187 527 npecTymieHuii, CBA3aHHBIX C
kneseroii! 178, B KoneHuu o kubepnpecTymHOCTH, TUIoBoM 3akoHe ConpyxecTsa u npoexte CToH(OpACKOI
KoHBeHIIMM HET MMOI0KEHUH, HAIPSAMYIO KacaloLUIUXCs 3TUX JESTHHM.

“pl/lMepbl U3 HAIMOHAJIBHOI'0 3aKOHOAAaTe¢/JIbCTBA

OaHUM TIPUMEPOM TTOJIOKEHUS YTOJIOBHOTO KOJIEKCa, KACAIOIIETOCs KIEBETHI, sABisieTcs Pasaen 365 YromoBHOro
Kognexca Keuncnenna (Ascrpanus). B Ksuncnenzae B 2002 rony npunsra IlompaBka k 3aKkoHy 00 yrooBHON

OTBETCTBEHHOCTH 3a KieBeTy 2002 rosa, KOTopas BOCCTAHOBMIIA YTOJIOBHYIO OTBETCTBEHHOCTH 3a KiiepeTy! 179,
Iosoxenue
365 Yzonoeno-naxazyemas kneeemal 180

1) Jhoboe nuyo, 6e3 3aKOHHO20 OCHOBAHUS NYOMUKYIOUEe MAamepuan, Kiegewywull Ha 0pyeo2o

AHCUByUe2co enoeeKka (MB()’@CH’!HOZO 'ie]lOGeKCl) -

a) 3Has, MO Mamepuan JOJNCeH Ui He 00paujas GHUMAHUS HA NPABOUBOCHb UIU JIONCHOCHb
ungopmayuu; u

b) namepesasce npuuuHUMb cepbe3nblil Yepd U38eCMHOMY 4el08eKy Uil TH0O0MY OpYy2oMYy 4el08eKY,
Uy He obpawas 6HUMAHUA HA MO, OyOem RPUYUHEH Cepbe3Hblll Yujepbd U36eCHOMY Yel06eK)y UNU

J060My Opy20MY uenogexy, cosepuiaem npocmynox. Maxcumansnoe naxazanue —3 200a miOpombL.

2) Ilpu paccmomperuu npecmynienus, OnpedeieHHO20 8 IMoM pazoeie, 008UHAEeMbLI UMeem 3aKOHHOe
onpasoanue 3a NYOAUKAYUIO KIEBEMHUHUECKO20 Mamepuana o0 U38eCTMHOM Helo8eKe MOAbKO, U
eOuHcmeeHHo, eciu noopasoern (3) npumensemcs. |...]

Jpyroii mpumMep cyneOHOTo npeciieoBanus kieBetsl — Paznen 185 Yronosuoro Koaekca I'epmanuu:
IHonoxkenune
Pazoen 185 Ockoponenue

Ockopbnenue O0O0MICHO KapamuvCs MIOPEMHLIM 3AKII0YeHUeM HA CPOK 00 00HO20 2004 Ulu
wmpagom, u, eciu ocKkopoeHue céa3aHO ¢ AKMOM HACUNUS, MIOPEMHBIM 3AKIOUEHUEeM HA CPOK 00
08YX em Ui Wwmpagom.

http://www.osce.org/documents/rfm/2004/10/14893_en.pdf.

European Convention of Human Rights and the constitutional principle of freedom of expression — the cornerstone
of all modern democracies — the European Court of Human Rights, the United States Supreme Court, the UN Rapporteur on
Freedom of Opinion and Expression, the OAS Special Rapporteur on Freedom of Expression, the OSCE Representative on Freedom
of the Media, constitutional and supreme courts of many countries, and respected international media NGOs have repeatedly stated
that criminal defamation laws are not acceptable in modern democracies. These laws threaten free speech and inhibit discussion of
important public issues by practically penalising political discourse. The solution that all of them prefer and propose is to transfer the
handling of libel and defamation from the criminal domain to the civil law domain”

1176 Regarding various regional approaches regarding the criminalisation of defamation see Greene (eds), It's a Crime: How Insult Laws Stifle Press
Freedom, 2006, available at: http:/www.wpfc.org/site/docs/pdf/It's_A_Crime.pdf; Kirtley, Criminal Defamation: An “Instrument of Destruction,
2003, available at: http://www.silha.umn.edu/oscepapercriminaldefamation.pdf.

177 For more details see the British Crime Survey 2006/2007 published in 2007, available at: http:/www.homeoffice.gov.uk/rds/pdfs07/hosb1107.pdf.

1178 See Polizeiliche Kriminalstatistik 2006, available at: http://www.bka.de/pks/pks2006/download/pks-jb_2006_bka.pdf.

"7 The full version of the Criminal Defamation Amendment Bill 2002 is available at:
http://iwww legislation.gld.gov.au/Bills/SOPDF/2002/CrimDefAB02_P.pdf; For more information about the Criminal Defamation Amendment Bill
2002 see the Explanatory Notes, available at: http://www.legislation.qld.gov.au/Bills/SOPDF/2002/CrimDefABO2Exp_P.pdf

1180 The full text of the Criminal Code of Queensland, Australia is available at:
http://www legislation.gld.gov.aw/LEGISLTN/CURRENT/C/CriminCode.pdf.
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O0a 1moI0KEeHHs npeaHasHa4Y€HbI HE TOJILKO JJI OTTMCAHUA HCﬁCTBHﬁ, CBsA3aHHBIX C HHTCPHETOM. Hx IMPUMECHCHUE HE
OTpaHNYHBACTCA ONPECACICHHBIMU criocodamMu CBA3H, TaK YTO OHU MOTYT IIPUMEHATHCA K L[eﬁCTBHﬂM, COBCPLHIAEMbBIM
KaK B CCTAX, TaK U BHC ceTel.

6.1.12 Cunam

VuutelBas TOT (akT, 4To, KaK coodmaercs, 10 75%! 181 pcex nuceM s1mekTpoHHOM M0YTH sABAI0TCA cramom ! 182,
aKTHBHO 00CYXk1aeTcsl HE0OXOIMMOCTh YTOJIOBHBIX CAHKIIMH 3@ PACCHUIKY CaMOBBIX CO0OIIeHmit! 183,
HanuoHanbHbIe 3aKOHO/IATENbHBIE PELICHHS, KACAIOIMECS CIIaMa, Pa3IM4aloTcs Mexty co6oiil 184, Onnoii us
IJIaBHBIX TIPHYHH, 110 KOTOPOH CIIaM Bee elle TPeAcTaBiseT NpooieMy, sSBIsSeTCs TO, YTO TEXHOIOTHH (pUIbTpaLyuu
JI0 CUX TIOp HE MOTYT ONPEENsTh M OJIOKHPOBaTh Bee cramMoBblie coobmenus! 185, Crioco6b! 3amuTsl npeararoT
TOJIBKO OTPAaHMYEHHYIO 3ALIUTY OT HEKENATENBHBIX JIEKTPOHHBIX COOOLIEHHIA.

B 2005 rogy O9CP omy6imkoBana 0T4eT, B KOTOPOM IIPOAHATU3UPOBAHO BIMSHIE ClIaMa HA Pa3BUBAOIIIECS
crpanbi! 186, B oTueTe yKa3pIBaIoCh, 4TO MPEACTABUTENN PA3BUBAIOIIMXCS CTPAH 9aCTO BHICKA3BIBAIOT MHEHHS, UTO
MOJI30BATENN NHTEPHETA UX CTPaH CHIIBHEE CTPAIAlOT OT CIlaMa M CETEBOTO 3JI0yMOTpeOIeHus. AHAIN3 Pe3yIbTaTOB
OT4eTa JJoKa3all, 4TO STO MHEHHE TpeACTaBUTENEH SBIIAETCS BEpHBIM. [3-3a OoJiee OrpaHMYEHHBIX U IOPOTUX

PECYPCOB, ClIaM B Pa3BUBAIOLIMXCS CTPAHaX CTall GoJiee Cephe3HOi MPOOIEMOIA, ueM B 3amaiHbx crpanax! 187,

OpHaKo TPYJHOCTH MPENCTABISCT HE TONBKO HACHTH(DHUKAIIS AIEKTPOHHBIX ITHUCEM O crtlaMoM. OueHb TPpyIHO
Pa3IMuYUTh MChMa, HeKeTaTeIbHbIE [T [TOTy4YaTess, HO OTIPaBJiIeHHbIE 3aKOHHO, U T€, KOTOPbIE OTIPABIISIOTCS
He3akoHHO. CyIIecTBYIOIIAs TEHACHIMS IIepexoa K IepeiadaM Ha OCHOBE KOMITBIOTEPOB, BKITIOYASI HJIEKTPOHHYIO
nouty u VoIP, nmoguepkuBaeT BaXKHOCTh 3aIIUTHI CBSI3H OT aTtak. Eciy craM npeBbIlaeT onpeaeeHHbIA YPOBEHb,
3JIEKTPOHHBIE TUCbMA CO CIIAMOM MOT'YT CHJIBHO 3aTpyIHUTH uctonbzoBanue KT 1 CHU3UTh NPOU3BOAUTEIHHOCTD
MOJIH30BATEIS.

KonBeHus 0 KNGEPNpPeCTYMHOCTH

B KoHBeHIMHU 0 KNOEPIIPECTYIIHOCTH CIIaM OIHO3HAYHO HE IpecieayeTcs cyaeonpm nopsaxom! 188, PaspaGorunku
MIPEJIOKIITH, YTOOBI CyIeOHOE Tpeciie/IOBaHUE ITUX ACHCTBUI ObLTIO OTPAaHUYCHO CEPhE3HBIM M YMBIIILICHHBIM
npenstcteueM cBsazu! 139, DToT noaxon He orpaHMuMBaeTCs HexkenaTeNbHBIMU 31€KTPOHHBIMU HCHMAMH, @ TAKKE
paccMmarpuBaeT BIMSAHUE Ha KOMIBIOTEPHYIO CUCTeMY WM ceTh. Ha ocHOBe 3akoHHOTO noaxoaa KonseHuuu o
KHOEPIPECTYITHOCTH O0pbOa CO CITaMOM MOKET OCHOBBIBATHCS TOJBKO HA HE3AaKOHHOM MCKa)KEHHH KOMITBIOTEPHBIX
CHCTEM U CETCH:

Cmamusa 5 — Uckasdicenus cucmemol

181 The provider Postini published a report in 2007 that identifies up to 75 per cent spam e-mail, see http://www.postini.comy/stats/. The Spam-Filter-
Review identifies up to 40 per cent spam e-mails, see http:/spam-filter-review.toptenreviews.com/spam-statistics.html. The Messaging Anti-Abuse
Working Group reported in 2005 that up to 85 per cent of all e-mails are spam. See
http://www.maawg.org/about/FINAL,_4Q2005_Metrics_Report.pdf

1182 For a more information on the phenomenon see above: Chapter 2.5.g. For a precise definition, see: ITU Survey on Anti-Spam Legislation
Worldwide 2005, page 5, available at: http://www.itu.int/osg/spu/spanylegislation/Background_Paper ITU_Bueti_Survey.pdf.

1183 Regarding the development of spam e-mails, see: Sunner, 'security Landscape Update 2007”, page 3, available at:
http://www itu.int/osg/spu/cybersecurity/pgc/2007/events/presentations/session2-sunner-C5-meeting-14-may-2007 .pdf.

1184 See “ITU Survey on Anti-Spam Legislation Worldwide, 2005, available at:
http://www.itu.int/osg/spu/spanylegislation/Background_Paper ITU_Bueti_Survey.pdf.

1185 Regarding the availability of filter technology, see: Goodman, 'spam: Technologies and Politics, 2003”, available at:

http://research.microsoft.com/~joshuago/spamtech.pdf. Regarding user oriented spam prevention techniques see: Rotenberg/Liskow, ITU

WSIS Thematic Meeting On Countering Spam Consumer Perspectives On Spam: Challenges And Challenges, available at:

http://www.itu.int/osg/spu/spam/contributions/Background%20Paper_A%20consumer%?20perspective%200n%20spam.pdf.

1186 gam Issues in Developing Countries™, a. Available at: http://www.oecd.org/dataoecd/5/47/34935342.pdf.

1187 See 'spam Issues in Developing Countries”, Page 4, available at: http://www.oecd.org/dataoecd/5/47/34935342.pdf.

1188 ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 37, available at:
http://www itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

1189 Explanatory Report to the Council of Europe Convention on Cybercrime No. 69: “The sending of unsolicited e-mail, for commercial or other
purposes, may cause nuisance to its recipient, in particular when such messages are sent in large quantities or with a high frequency (‘spamming"). In
the opinion of the drafters, such conduct should only be criminalised where the communication is intentionally and seriously hindered. Nevertheless,
Parties may have a different approach to hindrance under their law, e.g. by making particular acts of interference administrative offences or otherwise
subject to sanction. The text leaves it to the Parties to determine the extent to which the functioning of the system should be hindered — partially or
totally, temporarily or permanently — to reach the threshold of harm that justifies sanction, administrative or criminal, under their law.*
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Kaosicoas Cmopona npunumaem makue 3aKOHOOAMENbHbIE U UHbIE MEPbl, KOMOpble MO2ym Obimb
HeobXo0umbsl 011 M0o2o, Ymobbl COSNACHO ee GHYMPULOCYOAPCMBEHHOMY NPAGY KEAIupuyuposams 6
Kawecmee y20106HO20 NPeCMYNIeHUs npeOHaMeperHoe co30anue be3 npasa Ha Mo CepbesHblX Nomex
DYHKYUOHUPOBAHUIO KOMNBIOMEPHOU CUCMEMbl NymeM 6600d, nepeoauu, NO8PeNCOeHUs, VOUTIeHUs,
VXYOULeHUS. KA4eCmed, U3MeHeHUs. Ul OIOKUPOBAHUsSL KOMIbIOMEPHBIX OAHHBIX.

IMpoexr Crandopackoii Konpenmuu

B HeOQ)HuHaJILHOMl 190 npoekte Ctandopackoii Konpennuu 1999 roga HeT NOJI0KESHUS, PECIISAYIONIETO CIIaM
cyneOnbIM nopsakoM. Kak n KoHBeHIMS 10 KHOepIpecTyTHOCTH, MPoeKT KOHBEHIIMU CUUTAET CIiaM
MPECTYIJICHUEM, TOJIBKO KOTJIa HeXKellaTeIbHbIE 3JICKTPOHHBIE MMChMa BEYT K YMBINIJICHHOMY HCKKESHUIO
CHUCTEMBI.

“pl/lMepbl U3 HAIMOHAJIBHOI'0 3aKOHOAAaTe¢/JIbCTBA

OT0 OorpaHMUYMBAET CyAeOHOE IpeciieIoBaHUE CIIaMa JI0 CITy9daeB, KOT/Ia KOJTHYECTBO HJIEKTPOHHBIX IIFCEM CO CIIAMOM
CepbE3HO OTPAKAETCA Ha MPOUZBOAUTEIBHOCTH KOMIIBIOTEPHBIX CUCTEM. DJIEKTPOHHBIE TUChMA CO CIIaMOM
BIHSTFONHE HA 3P PEKTUBHOCTH TOPTOBJIH, HO HE 003aTEIFHO Ha KOMITBIOTEPHYIO CUCTEMY, HE MOTYT OBITh
Hakazyembl. [l03ToMy HEKOTOpbIE CTpaHbl UMEIOT Apyroi noaxos. Hanmpumep, 3akonogatenbctBo CoeIMHEHHBIX
IIraros — 18 U.S.C § 10371191,

§ 1037 O6man u cxoxcan 0eamenbHOCHb, OMHOCAWUECA K ITIEKMPOHHOU noume

a) B yenom mobou, 3ampazusaiowjuii mopoeuio Mexcoy Wmamami Uil MexcOyHapoOHYI0 MOpeosiio,
KMO YMbIULLIEHHO

]) npoHukaent 6 S’LZWMM/[eHHbll/? Komnviomep be3 CAHKYuu U YMuliUIeHHO 3anyckaem paccoliKy
MHOHCECMBEHHBIX KOMMEPUECKUX INIeKNMPOHHbIX NOUYMO6blX COO6U4€H1/!1/V! C UIU C NOMOubr0O mMaKkozo
Komnsiomepa,

2) ucnoavbszyem 3auUWeHHbIL KOMIblomep Osl nepeoayu Ui NepeHanpasieHuss MHONCeCMEEHHbIX
KOMMEPYECKUX JJIeKMPOHHLIX HNOYMOBbIX COOOWeHUl ¢ HamepeHuem OOMAHymb UIU 68eCmu 8
3a6ydcoenue noxydamenet, wiu uoovle Yeiyeu 00Cmynd 6 UHMepHem 6 Kauecmee NPOUCXOHCOeHUs.
makux coobuenutl,

3) cywecmeenno panvcuguyupyem uHgopmayuio 6 3a20106Ke 80 MHONICECHBEHHLIX KOMMEPYECKUX
NEKMPOHHBIX NOYMOBBIX COOOUJCHUSAX U YMBIULIEHHO HAYUHAEM PACCHLIKY MAKUX COOOWeHU,

4) pecucmpupyem, ucnonv3ya uHgopmMayulo, 3HAYUMENTbHO UCKANCAIOWYIO JUYHOCTHL DeanbHO20
peaucmpupyemozo auya, nAamv uau 0onvuie INEKMPOHHBIX NOYMOBbIX a0pecos unu 068a unu bonee
OOMEHHBIX UMEHU, U YMBIUIEHHO HAYUHACH PACCHIIKY MHONCECHBEHHBIX KOMMEPUECKUX INEeKMPOHHBIX
NOUMOBbIX COObUeHUll ¢ 1100020 COYemaHus MAKux aopecos uiu OOMeHHBIX UMEeH, UIU

5) n1024cHO npedcmasnaemcs 3ape2ucmpuposaHHbIM TUYOM UL 3AKOHHBIM Npedcmasumenem UHmepecos
s3apeaucmpuposaguieco auya 5 uau Ooavuwe IP-adpecosé u YMblUIEHHO 3aNnycKaem pPAacCuliKy
MHOICECMBEHHBIX KOMMEPHECKUX INEKMPOHHBIX NOUMOBbIX COOOUeHULL C MAaKUX adpecos,

UnY eCmynaem 8 c2080p 01 CO8EPULEHUsL IMO20, HAKAZbIBAEMCSL 8 COOMEEMCMEUU € NOOPA30eaoM b).
b) Haxazanus — HaKa3aHuamu 3a npecmynieHus 8 pamkax noopasoena (a) Aeuaomcs

1) wmpagh 6 pamxax smoii cmamou, mOpemMHoe 3aKII0YeHUe HA CPOK 00 5 Jem, uiu u mo u opyeoe,
ecau

1190 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the United
States in 1999. The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodmar/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:
http://www lawtechjournal.conv/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.

191 Regarding the United States legislation on spam see: Sorkin, Spam Legislation in the United States, The John Marshall Journal of Computer &
Information Law, Vol. XXII, 2003; Warner, Spam and Beyond: Freedom, Efficiency, and the Regulation of E-Mail Advertising, The John Marshall
Journal of Computer & Information Law, Vol. XXII, 2003; Alongi, Has the U.S. conned Spam, Arizona Law Review, Vol. 46, 2004, page 263 et.
seq. , available at: http://www.law.arizona.edu/Journals/ALR/ALR2004/vol462/alongi.pdf; Effectiveness and Enforcement of the CAN-SPAM Act:
Report to Congress, 2005, available at: http://www.ftc.gov/reports/canspam05/051220canspamrpt.pdf.
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A) npecmynnenue coeepuiaemcsi Ojisl NPOOSUINICEHUSL JH0D020 MANCKO20 NPECMYNIeHUs. NO 3AKOHAM
Coeounennvix LlImamoes unu nobo2o wmama, unu

B) noocyoumsiii panee npugnekaica K omeemcmeeHHOCMUY 8 PAMKAX OAHHO20 pasdend uiu pasoend
1030, wunu 3axona mo6020 wimama 3a OesHue, SKIIOUAIOUiee NEPECLLIKY MHOICECMEEHHBIX
KOMMEPYECKUX DNeKMPOHHBIX NOYMOBbIX COOOWeHUNl UMY  HEeCAHKYUOHUPOBAHHBIL OOCMYn K
KOMNbIOMEPHOU cucmeme.

D10 nosioxkeHue Obu1o MpuHATO 3akoHoM 1o criamy CAN 2003 romal192, Lenpio 3aKoHa OBLIO CO3/IaHUE CIMHOIO
HALMOHAJILHOTO CTAHIAPTa, MPEIHA3HAYEHHOTO ISl KOHTPOJISt KOMMEPYECKHUX JJIEKTPOHHBIX Tcem! 193, On
MIPUMEHSAETCS K KOMMEPUYECKUM 3JIEKTPOHHBIM COOOIIEHISM, a He K COOOIIEHISIM, OTHOCSIIIMMCS K CIACTIKaM 1
CYIIECTBYIOIIMM JICTIOBBIM OTHOIICHUSM. PeryasTuBHBIN MOaX0a TpeOyeT, YTOOBI KOMMEPUYECKHE dJICKTPOHHEIC
COOOIIEHUS NMENTH YKa3aHNe Ha HaBS3BIBAHNE YCIIYT, BKITIOYasi HHCTPYKIMH 10 YKIOHCHHUIO M (PU3UUECKHIA apec
otnpasutens! 194, 18 U.S.C. § 1037 npecneayer cyaeGHbIM IOPSAIKOM OTIIPABUTENEH IEKTPOHHBIX THCEM CO
cramMoMm, OCOOCHHO €CITH OHU (PambCHUIMPYIOT HHPOPMAIIHMIO B 3aT0JIOBKE AIICKTPOHHBIX MHCEM I 00X0/1a
TexHojIorui pubrpanuu! 19, JIonoaHUTENBEHO TONI0KEHHE IPECIENYET CYA€OHBIM TTOPAIKOM
HECaHKIMOHUPOBAHHBIHN JOCTYII K 3aIIUIIIEHHOMY KOMITBIOTEPY U 3aIIyCK PACCHUIKH MHOYKECTBEHHBIX KOMMEPYECKIX
AIIEKTPOHHBIX ITOYTOBBIX COOOIICHHIH.

6.1.13 HenpaBujbHOE UCIOJIL30BAHNE YCTPOICTB

JpyruM cephe3HBIM BOIIPOCOM SIBIISICTCS TOCTYITHOCTH IPOTPaMMHOTO 00ECIIEYeHHUs U HHCTPYMEHTOB alllapaTHBIX
CpeJICTB, NpeIHA3HAYEHHBIX /I COBeplIeHus npecTymienuii! 196, B otnuuune ot pacnpocrpanenus "Xakepckux
ycTpoiicTB" 0OMEH MaposIMH, TO3BOJISTIOLIMMI HEABTOPU30BAHHBIM IIOJIB30BATEIISIM UMETh JOCTYII K
KOMIBIOTEPHBIM CUCTEMAM, MPEICTABIAET cO00M cepbe3nyto yrpo3y! 197, JlocTynHOCTE M BO3MOYKHBIE YTPO3bI TAKHX
YCTPOMCTB HE MO3BOJISIOT MPECIC0BATh MO CYAY MPUMEHEHUS STHX HHCTPYMEHTOB TOJNBKO IS COBEPILICHUS
MpeCcTyIUIeHHH. BONBIIMHCTBO HAIIMOHAIBHBIX YTOJIOBHO-TIPABOBBEIX CUCTEM COZIEPKAT HEKOTOPHIE TIOJIOKCHHS,
MPECIIEAYIOIIUE CyAeOHBIM MOPSAKOM IMOTOTOBKY M MIPOM3BOJCTBO STHX HHCTPYMEHTOB JOIOIHUTEIBHO K
"nomnbITke npectymieHus ". [TonxoaoM k 60pb0e ¢ pacpocTpaHeHUEM TaKUX YCTPOUCTB sSIBIIAETCS cyaeOHoe
MIpecIIe0BaHNE CO3/IaHMs HHCTPYMEHTOB. B memom 3To cynedHoe npecienoBanue, KOTopoe 0OBITHO
COIIPOBOXIAETCSI BCECTOPOHHUM M3MEHEHUEM YrOJIOBHON OTBETCTBEHHOCTH, OTPAHUYEHO U KaCACTCs TOJIBKO CaMbIX
TSOKKHX MpecTyIuieHnid. B wactHOCTH, B 3akoHOmaTenscTBe EC CyIIeCTBYIOT TEHICHIIMY PACIIHPHUTE B MIPOSKTAX
3aKOHOB Cy/1eOHO€ Mpeciie0BaHNe U NPUMEHSTH €ro K MEHee THKKUM rpecTyrienusm! 198,

KonBenuus o kubepnpecTynHocTH

VYuuteiBas ApYyrue€ HHUIHUATUBbL CoseTta EBpOHBI, COCTAaBUTCIIN KOHBeHHI/II/I YCTaHOBUJIKX HE3aBUCUMOE YT'OJIOBHOC
HaKa3zaHue IJid ONPEACIICHHBIX HE3aKOHHBIX I(C}IHI/Iﬁ B OTHOIICHUU ONIPEACICHHBIX yCTpOﬁCTB WK O0CTyIIa K
JaHHBIM, IJI UX HECTIPABUJIBHOT'O UCIIOJB30BaHUA C LHEJIbIO COBEPIICHUA HpeCTYHJICHI/Iﬁ IIPOTHB
KOH(l)I/II[eHHI/IaJ'II)HOCTI/I, HEJIOCTHOCTU U JOCTYNHOCTHU KOMIIBIOTECPHBIX CUCTEM HJIN I[B.HHI)IX1 199:

192 For more details about the “Controlling the Assault of Non-Solicited Pornography and Marketing Act of 2003” — short: CAN-SPAM
act 2003 see: http://www.spamlaws.com/f/pdf/pl108-187.pdf.

"% See: Hamel, Will the CAN-SPAM Act of 2003 Finally Put a Lid on Unsolicited E-mail?, New Eng. Law Review, 39, 2005, 196 et

seq. 325, 327 (2001)).

1192 For more details see: Bueri, ITU Survey on Anti-Spam legislation worldwide 2003, available at:
http://www.itu.int/osg/spu/spanylegislation/Background_Paper ITU_Bueti_Survey.pdf.

195 For more information see: Wong, The Future Of Spam Litigation After Omega World Travel v. Mummagraphics, Harvard Journal of
Law & Technology, Vol. 20, No. 2, 2007, page 459 et seq., available at:
http://jolt.Jlaw.harvard.edu/articles/pdf/v20/20HarvJLTech459.pdf.

1196 «yebsense Security Trends Report 2004”, page 11, available at:
http://www.websense.cony/securitylabs/resource/WebsenseSecurityLabs20042H_Report.pdf; “Information Security - Computer Controls over Key
Treasury Internet Payment System”, GAO 2003, page 3, available at: http://www.globalsecurity.org/security/library/report/gao/d03837.pdf. Sieber,
Council of Europe Organised Crime Report 2004, page 143.

197 One example of this misuse is the publication of passwords used for access control. Once published, a single password can grant access to restricted
information to hundreds of users.

"% One example is the EU Framework Decision ABL. EG Nr. L 149, 2.6.2001.

1199 Explanatory Report to the Council of Europe Convention on Cybercrime No. 71: “To combat such dangers more effectively, the criminal law should
prohibit specific potentially dangerous acts at the source, preceding the commission of offences under Articles 2 — 5. In this respect the provision
builds upon recent developments inside the Council of Europe (European Convention on the legal protection of services based on, or consisting of,
conditional access — ETS N° 178) and the European Union (Directive 98/84/EC of the European Parliament and of the Council of 20 November
1998 on the legal protection of services based on, or consisting of, conditional access) and relevant provisions in some countries*.
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Ios0oxenune
Cmamusa 6 — Henpasuibnoe ucnonv3osanue ycmpoicme

1) Kasxcoas CmopoHna npunumaem maxue 3aKOHOOAMENbHble U UHbIE Mepbl, KOMOopble MO2ym Oblmb
HeobxX00uMbl 0J151 MO20, YMobbl KEANUGUYUPOBAMb 8 KAHeCmEe Y20106H020 NPECMYNICHUsL CO2NLACHO ee
BHYMPUL0CYOAPCMBEHHOMY NPABY 8 CIyYae COBePULEHUS NPEOHAMEPEHHO U 6e3 npasa Ha dMo:

a) npouzsoocmeo, npooaxcy, npuobpemerue 01i UCHOAL308AHUS, UMNOPM, DACNPOCMPAHEHUE UIU
uHble opMbl NPedOCMasieHUs 8 NOIbL30BAHUE:!

i) ycmpoiicme, 6KNouas KOMNbIOMEPHble NpOSpaMMbl, pPA3PAOOMAHHLIX UIU AOANMUPOBAHHDBIX,
npexcoe 6ce20 01 yenell CO8ePUIeHUsI KAKO20-1Ub0 U3 NpasoHApYULeHUl, NPeoyCMOMPEHHBIX Bblule
6 Cmamwsix c 2 no 5;

ii) KOMNbIOMEpHLIX naponeli, K0008 O00CMYNA UIU UHbIX AHALOSUYHBIX OAHHBIX, C HOMOULIO
KOmOopwix Modcem Obimb NOAYYeH 00CMYN K KOMRbIOMEPHOU cucmeme 6 yeiom uiu aoboi ee uacmu
C Hamepenuem UCNONb308aMb UX C YEIbI0 COBEPUEHUs KAKO20-TUub0 U3 NPAGOHAPYUEeHU,
npedycmompenuvix 6 Cmamvsx ¢ 2 no 5; u

b) obradanue oOHUM U3 NPeOMemos, YNOMAHYMbIX 8 NYHKMAX i a) unu ii a) evlule, ¢ HAMepeHuem
UCNONB3068AMb €20 OISl COBEPUICHUS KAKUX-TUO0 npagonapyuienui, npedycmompentvix 6 Cmamusix 2-5.
JIrwbas Cmopona mosicem mpebosamsv 6 cOOMEEMCMEUU C 3AKOHOM, YMOObL YCIOBUEM HACTYNILEHUS.
Y20108HOU OMBEMCMBEHHOCU AGIANOCH 00AA0AHUE HECKOTbKUMU MAKUMU NPEOMEMAaMU.

2) Hacmoawas cmamvs He O00MICHA MOJIKOBAMbCA KAK — YCMAHAGIUBAIOWAs — V20JI08HYIO
OMBEMCMBEHHOCMb 8 MeX CAyYasax, Koz20a Hpouzso0Cmeo, npooadca, npuobpemenue 01s
UCNONB306AHUA, UMROPM, ONMOBAS. NPOOAXHCA UIU UHBlE POPMbL NPEOOCMABNEHUA 8 NOAbL308AHUE U
obnadanue, ynomsHymoeie 6 napazpage 1 OannoU cmamvu, He UMEIOM Yelblo COoGepuleHUe
npagonapyuienuti, npedycmompennvix Cmamvimu ¢ 2 no 5 umacmosweu Komusemyuu, a cesazamol,
Hanpumep, ¢ paspeueHHbiM UCHLIMAHUEM UTU 3AUWUMOL KOMNbLIOMEPHOU CUCTIEMDbL.

3) Cmopona mooicem 3apezepsuposamsv 3a coOOll Npaso He NPUMeHsMb NnojodceHus napazpaga 1
Hacmosiwel cmamvy Npu  YCAO6UU, UYMO MAKAsl 02080pKaA He Oydem Kacamvcs Npooajic,
PAcnpocmpanenuss Uil UHbIX (QOpM NpedoCmasieHus 6 NONb308aHUe NPEeOMemos, YKA3AHHbIX 6
napazpage 1 a) ii) smoii cmamou.

OxBaTbiBaeMble npeamMeThbl

B naparpade 1a) onpenenstorcs kak ycrpoiictal200, npenasnadennble U1 COBEPILEHUS M COAEHCTBUS
KHOCPIPECTYIUICHUH, TaK U MAPOJIH, JAIOIHe JOCTYI K KOMIBIOTEPHOH CHCTEME.

e TepmuH "ycTpoiicTBa" ONMMCHIBACT KaK alllapaTHbIC CPEACTBA, TaK U IPOrPaMMHOE 00eCIIeUeHUE Ha OCHOBE
peLIeHuil UTsl COBEPIICHUS OJJHOTO U3 YIOMSIHYThIX npecTyiuieHuid. B IloscHatomem OTuete, Hanpumep,
ynomuHaetcs Takoe [10, kak BUpyCHbIE TPOrpaMMBbl, UM IPOrPaMMBbl, IPeAHa3HaYSHHbIE I TOTyYEeHUs
JI0CTYTIa K KOMITbIOTEPHBIM cucTemam 201,

e '"Tlapons KOMITBIOTEPA, KO IOCTYIIA HIJIA CXOKUE JaHHbIE" B OTJIMYUE OT YCTPONUCTB OCYIIECTBIISIOT HE
orepanu, a JarT Ko noctyna. OJTHUM U3 BOIIPOCOB, OOCYKIAEMBIX B TAHHOM KOHTEKCTE, SBIISIETCS TO,
OXBATBIBAET JIU 3TO MOJIOKEHHE MyOIUKALIMIO YA3BUMBIX MeCT cucTeMbl! 202, B 0TyiM4Me OT KITaCCHYECKHX
KOJIOB JIOCTYTIA, YSI3BUMBIEC MECTa CHCTEMBI HE0O0S3aTEIBHO JAIOT HEMEUICHHBII JOCTYII, a MTO3BOJISIIOT
MIPECTYIHUKY UCIIOJb30BaTh YSI3BUMbIE MECTa JJIsl YCIEIIHbIX aTaK Ha KOMIIBIOTEPHYIO CHCTEMY.

OxBaTbIBaeMble JeicTBHS

Jannast KonBeHnnust nmpecnenyer cyaeOHbIM MOPSAKOM IIUPOKHMA CIIEKTP JASHCTBUH. JIONOTHUTENBHO K
MIPOM3BOICTBY OHA TAK)KE BKIIIOYAET MPOJAXy, IPEJOCTaBICHUE IS IT0JIb30BAaHUS, UMIIOPT WIH JPYTYIO
JIOCTYITHOCTh YCTPOUCTB WK maposieil. CX0XKHI MTOIX0/, OrPAaHUYCHHBIH yCTPpOCTBAMHU sl 00X0/1a TEXHUIECKUX

1200 With its definition of , distributing* in the Explanatory Report (‘Distribution” refers to the active act of forwarding data to others — Explanatory Report
No. 72), the drafters of the Convention restrict devices to software. Although the Explanatory Report is not definitive in this matter, it is likely that it
covers not only software devices, but hardware tools as well.

1201 Explanatory Report to the Council of Europe Convention on Cybercrime No 72.

1202 See in this context Biancuzzi, The Law of Full Disclosure, 2008, available at: http://www.securityfocus.com/print/columnists/466.
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Mep, MOKHO OOHAPYKHUTh B 3aKoHOoaTe bcTBe EC 1o rapMonu3aiuy aBTopekoro mpasal293, a psan crpan Bkimounn

HOXO0YKHE MOJI0KEHHs B CBOE YTOJOBHOE 3aKOHOAATENbCTBO! 204,

"PacnipocTpaHeHre" OTHOCUTCS K aKTUBHBIM JIEHCTBUSAM I10 Nepeaue yCTPOHUCTB WU Maposiel APYruM

mroasim 1205,

"IIpogaxka" OTHOCHUTCS K AEATENbHOCTH, 3aKIIOUAIOLIEICA B TPOAAXKE YCTPOUCTB U MapoJie 3a AEHbIH WK
HHOE BO3MEILEHHUE.

"[IpenocraBnenue st TOIB30BATENS" OMUCHIBACT AEHCTBUS, CBSI3aHHBIE C AKTHBHBIM MOJIYY€HHUEM Maposei
u ycrpoiict! 206, daxt Toro, uTo AeiicTBUE MPENOCTABIEHHS CBA3aHO C UCHIOIb30BAHUEM TAKUX YCTPOHCTB,
B IIEJIOM TPpeOyeT, 4TOOBI MPECTYIMHUK HAMEPEBAJICS MPEACTABUTH HHCTPYMEHT JIJIS [TOJTB30BAHMS,

1203 Directive 2001/29/EC Of The European Parliament And Of The Council of 22 May 2001 on the harmonisation of certain aspects of
copyright and related rights in the information society:

Article 6 — Obligations as to technological measures

1. Member States shall provide adequate legal protection against the circumvention of any effective technological measures,
which the person concerned carries out in the knowledge, or with reasonable grounds to know, that he or she is pursuing that
objective.

2. Member States shall provide adequate legal protection against the manufacture, import, distribution, sale, rental,
advertisement for sale or rental, or possession for commercial purposes of devices, products or components or the provision of
services which:

(a) are promoted, advertised or marketed for the purpose of circumvention of, or

(b) have only a limited commercially significant purpose or use other than to circumvent, or

(c) are primarily designed, produced, adapted or performed for the purpose of enabling or facilitating the circumvention of,
any effective technological measures.

1204 See for example one approach in the United States legislation:
18 U.S.C. § 1029 ( Fraud and related activity in connection with access devices)

(a) Whoever -

(1) knowingly and with intent to defraud produces, uses, or traffics in one or more counterfeit access devices;

(2) knowingly and with intent to defraud traffics in or uses one or more unauthorized access devices during any one-year
period, and by such conduct obtains anything of value aggregating

81,000 or more during that period;

(3) knowingly and with intent to defraud possesses fifteen or more devices which are counterfeit or unauthorized access
devices;

(4) knowingly, and with intent to defraud, produces, traffics in, has control or custody of, or possesses device-making
equipment;

(5) knowingly and with intent to defraud effects transactions, with 1 or more access devices issued to another person or
persons, to receive payment or any other thing of value during any I1-year period the aggregate value of which is equal to or
greater than $1,000;

(6) without the authorization of the issuer of the access device, knowingly and with intent to defraud solicits a person for the
purpose of -

(A) offering an access device; or

(B) selling information regarding or an application to obtain an access device;

(7) knowingly and with intent to defraud uses, produces, traffics in, has control or custody of, or possesses a
telecommunications instrument that has been modified or altered to obtain unauthorized use of telecommunications services;
(8) knowingly and with intent to defraud uses, produces, traffics in, has control or custody of, or possesses a scanning
receiver;

(9) knowingly uses, produces, traffics in, has control or custody of, or possesses hardware or software, knowing it has been
configured to insert or modify telecommunication identifying information associated with or contained in a
telecommunications instrument so that such instrument may be used to obtain telecommunications service without
authorization; or

(10) without the authorization of the credit card system member or its agent, knowingly and with intent to defraud causes or
arranges for another person to present to the member or its agent, for payment, 1 or more evidences or records of transactions
made by an access device; shall, if the offense affects interstate or foreign commerce, be punished as provided in subsection (c)
of this section.

(b)

(1) Whoever attempts to commit an offense under subsection (a) of this section shall be subject to the same penalties as those
prescribed for the offense attempted.

(2) Whoever is a party to a conspiracy of two or more persons to commit an offense under subsection (a) of this section, if any
of the parties engages in any conduct in furtherance of such offense, shall be fined an amount not greater than the amount
provided as the maximum fine for such offense under subsection (c) of this section or imprisoned not longer than one-half the
period provided as the maximum imprisonment for such offense under subsection (c)

of this section, or both. [...]

1205 B planatory Report to the Council of Europe Convention on Cybercrime No 72.
1206 This approach could lead to a broad criminalization. Therefore Att. 6, Subparagraph 3 Convention on Cybercrime enables the states to make a
reservation and limit the criminalization to the distribution, sale and making available of devices and passwords.

[Tonnmanue kubepnpecTymHOCTH: PYKOBOACTBO /It pa3BHBAIOIIUXCS CTPaH 153



BBIXOJISIIETO 32 PAaMKH "0OBIMHOTO" HaMepeHUs "ITOOBI OH MCITOJIL30BAJICA B IIEIISIX COBEPIICHUS JIFOO0TO
IPECTYIICHHUS], yCTaHOBIEHHOro B CTaThsix ¢ 2 M0 5"

VIMIIOPT ONMUCHIBAET AEHCTBHA 110 MOJYYEHHIO YCTPOMCTB M Mapoieil 1ocTyna u3 3apybexHbix crpan!207,

B pesynpTare npecTymHUKH, IMIIOPTHPYIOIINE TaKUE YCTPOUCTBA ISl IIPOAAXKH, MOTYT OBITh OCYXKIIEHBI TaKe JI0
TOT0, KaK OHH UX MpeAsioxkKar. Y UUTbIBas, UTO NPEUIOKEHUE TAKUX HHCTPYMEHTOB MPECIEAYETCS 3aKOHHBIM
MOPSAZIKOM TOJIBKO, €CJIM OHO MOXO0KE Ha UCIIOJIb30BaHKE, BOSHUKAET BOMPOC, oxBarbiBaeT i1 Ctaths 6 KoHBeHLINHU O
KHOEPIPECTYITHOCTH POCTON MMITOPT HHCTPYMEHTOB 0€3 HaMepeHUsI UX MPOJaKi WM UCTIOIB30BAHUSL.

"JIOCTYITHOCTB" OTHOCHUTCS K ACHCTBUAM, MO3BOJIIOLUINM JPYTUM MOJIb30BATENSM MOTYYUTh AOCTYI K
npeameram! 208, B IMoscuurensHom OTueTe npeiaraeTesi, 4To0bl TEPMUH 'TPEJOCTABUTD B PACTIOPSIKEHHE" TAKKE

OXBaTBIBAJI CO3/IAHUE WM OOBETMHEHUE THIIEPCCHUIOK [T 00JIErYeH s IOCTYTIA K TaKUM ycTpoiicTeam! 209,
HNHcTpyMeHTHI 1BOWHOr0 MPUMEHEHM s

B ormimmuue ot noaxona Esponeiickoro Coro3a k rapmonusaiuu apropckux npas!210, 310 nonoxenne npumenumo He
TOJIBKO K YCTPOUCTBAM, CIICIIHATBHO CO3JJAaHHBIM JUIs OOJIerdyenus neiictBuii kubeprnpectymHocT, KonpeHmus
OXBAaThIBAET TAK)KE YCTPOHCTBA, OOBIYHO IPUMEHSIEMBIE [T 3AKOHHBIX IIEJIeH, B TEX CIIydasX, KOTaa 0COObIH yMbICe
MPECTYIMHUKOB 3aKIIF0YaeTCsl B COBEpIICHUN KubepnpectyruieHus. B [ToscautensHoM OTUeTe COCTAaBUTENN YKA3alH,
YTO OIpaHUYEHUS IJIs1 yCTPOUCTB, CO3JaHHBIX TOJBKO JJIsl COBEPILEHUS MPECTYIUICHUH, ObUIH CIUIIKOM Y3KUMH U
MOTJIA TIPUBECTH K HETPEOI0IMMBIM TPYAHOCTSIM MPUBEACHUS JOKA3aTEIHCTB B XOZ€ YTOJIOBHOTO MIPECIIEIOBAHMS,

AcJ1as 9TO MOJIOKECHUC MMPAKTUICCKU HCIPUMEHUMbBIM WJIM IPUMEHHUMBIM TOJIBKO B OYC€Hb PEAKUX cnyqaﬂx1211.

Just obecnieyeHnst HEOOXOIUMOH 3alIUTHI KOMITBIOTEPHBIX CHCTEM 3KCIIEPTHI IPUMEHSIOT U BIAICIOT PA3TUIHBIMU
IIPOrpaMMHBIMU UHCTPYMEHTAaMU, KOTOPbIE MOTYT I103BOJINTh UM HCIIOJIb30BaTh IIPaBOBOE IIpUMeHeHe. KonBeHuus

U3y4aeT OTHOIIEHHsS TpeMs crocobamu!212;

¢ Ona nosBodisieT ctopoHam B Cratbe 6, maparpad 1b) octaBisTh 3a OO0l MPaBo ONpeNnesisTh MUHIMAITbHOE
KOJIMYECTBO TAKHX YCTPOICTB, HAXOMSILIMXCS B COOCTBEHHOCTH, MPEXK/IC YeM IIPUMEHSTh YIOJIOBHbIE CAHKIIHH.

e  Kpome Toro, cyaebHOe mpeciieoBaHue 001ajaHus TAKUMH yCTPOHCTBAMHU OrPaHHYUBAETCS
HEOOXOUMOCTBIO YMBILLIEHHOTO HCIOJIb30BAHMS 3TOT0 YCTPOMCTBA I COBEPILEHHS NPECTYILICHHUS, KaK
ykazaHo B Ctatbsax ¢ 2 no 5 Kousennuu!213, B INoscuutensaom OTyeTe yKas3bIBA€TCs, YTO STOT OCOOBIH
yMBICeN OBIT BKIIFOUEH BO "M30eKaHne OMacHOCTH MPEBBIIICHHS YPOBHS CyIeOHOTO TIpecie[0BaH s, KOT/Ia

1207 Art. 6, Subparagraph 3 Convention on Cybercrime enables the states to make a reservation and limit the criminalization to the distribution, sale and
making available of devices and passwords.

1208 By planatory Report to the Council of Europe Convention on Cybercrime No 72.

1209 Explanatory Report to the Council of Europe Convention on Cybercrime No 72: “This term also intends to cover the creation or
compilation of hyperlinks in order to facilitate access to such devices“.

1219 Directive 2001/29/EC Of The European Parliament And Of The Council of 22 May 2001 on the harmonisation of certain aspects of copyright and
related rights in the information society.

1211 Explanatory Report to the Council of Europe Convention on Cybercrime No 73: The drafters debated at length whether the devices should be
restricted to those which are designed exclusively or specifically for committing offences, thereby excluding dual-use devices. This was considered to
be too narrow. It could lead to insurmountable difficulties of proof in criminal proceedings, rendering the provision practically inapplicable or only
applicable in rare instances. The alternative to include all devices even if they are legally produced and distributed, was also rejected. Only the
subjective element of the intent of committing a computer offence would then be decisive for imposing a punishment, an approach which in the area
of money counterfeiting also has not been adopted. As a reasonable compromise the Convention restricts its scope to cases where the devices are
objectively designed, or adapted, primarily for the purpose of committing an offence. This alone will usually exclude dual-use devices.

1212 Regarding the United States approach to address the issue see for example 18 U.S.C. § 2512 (2):

(2) It shall not be unlawful under this section for —

(a) a provider of wire or electronic communication service or an officer, agent, or employee of, or a person under contract
with, such a provider, in the normal course of the business of providing that wire or electronic communication service, or

(b) an officer, agent, or employee of, or a person under contract with, the United States, a State, or a political subdivision
thereof, in the normal course of the activities of the United States, a State, or a political subdivision thereof, to send through
the mail, send or carry in interstate or foreign commerce, or manufacture, assemble, possess, or sell any electronic,
mechanical, or other device knowing or having reason to know that the design of such device renders it primarily useful for the
purpose of the surreptitious interception of wire, oral, or electronic communications.

1213 Gercke, Cybercrime Training for Judges, 2009, page 39, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train %20manual %20judges6%20_4%20march%2009_.pdf.
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YCTpOMCTBA IIPOU3BEAEHBI U BBICTABJIEHB] HA IIPOJIAXKY C 3aKOHHBIMU LIEJIIMH, HAIPUMED, AJIS OTPaXKEHUs

aTaK Ha KOMIbIOTEPHBIE cucTeMb! 214",

e HakoHger, cocraButesnii KOHBEHIIMN OJJHO3HAYHO YKa3alii B maparpade 2, 4To HHCTPYMEHTBI, CO3JIaHHbIE
JUTSI CAHKITMOHUPOBAHHOW MTPOBEPKH WUJTH JIJIS 3aIIUTHI KOMITBIOTEPHOM CHCTEMBI, HE OXBATHIBAIOTCS
MOJIO’KEHUEM, TTOCKOJIbKY B TIOJI0KEHHUHU OMUCHIBAIOTCS TOIBKO HECAHKIIMOHUPOBAHHBIE NEHCTBUA.

CynedHoe npecJieqoBanue 00J1axaHusi

B maparpade 1b) pazsuBaercs moiaokeHue, IPUBESICHHOE B maparpade 1a), myTeM npeciieIoBaHus CyIeOHbIM
MOPSIIKOM 00agaHusl yCTPOMCTBAMHE WIIH TTAPOJISIMHE, €CIIH 3TO CBA3aHO C HAMEPEHHUEM COBEPIINTH IPECTYIUICHHE.
Cyne6Hoe npeciejoBaHKe 001aaHiss HHCTPYMEHTaMH BhI3biBaeT criopsl!215. CraThs 6 He orpaHM4MBaeTCs
HHCTPYMEHTaMH, KOTOPbIE MPeIHa3HaYeHbl TOJIBKO 715l COBEPIICHUS NPECTYIUIEHUH, U TPOTUBHUKH CyJ€OHOTO
MIPECIIeA0BaHUs 00ECIIOKOCHBI TEM, UTO CyIeOHOE IpeciieioBanue 00Iaganus TAKUMH YCTPOUCTBAMU MOXKET
MIPUBECTHU K CO3JaHUIO HETIPUEMJIEMbIX YIPO3 AJIsl CHCTEMHBIX aIMUHUCTPATOPOB U 3KCIIEPTOB IO CETEBOI
6ezonacHocTn! 2160, KonBenmus no3BosseT cTopoHam Tpe6oBarh, 4To0bI IIPEXK/IE, YEM HAYATh yTOJIOBHOE
MIpeciIe0BaHNe, B 00JIaJaHIH HAXOIUIIOCH OTIPEIEIEHHOE KOIMIECTBO TAKUX IPEIMETOB.

Cy0beKTHBHAsA CTOPOHA

Tak e, KaK ¥ JUIs1 BCeX JPYrUX MPeCcTYyIUIeHHH, 0003HaueHHbIX KonBeHiueit o kubepnpectynnoctd, CtaThs 6
TpeOyeT, YTOOBI 3I0YMBIIIEHHUK COBEPLIAN IIPECTYILIEHUE yMbILIeHHO ! 217, JlononHuTeNnsHO K 00BIYHOMY YMBICITY,
YYUTBIBasi OXBaThiBaeMble JeiicTBUs, CTaThu 6 KoHBEHIIMU 0 KHOEpIIpecTymHOCTH TpedyeT Jo0aBIeHus: 0co00ro
YMBICITIA JUISI COBEPIIICHUS JII0OOT0 MPECTYIUICHHUS, yka3aHHOTo B CtaThsix 2—5 KonBeHmu o

kubeprpectynHocTn ! 218,
be3 npasa

Tak ke, Kak U B 00CYKJaBIINXCS PaHee MOJI0KEHUSX, OTH IeHCTBHS 10JKHBI coBepIIaThes "0e3 nmpapa’' 1219,
VYduTBIBas OMACCHHUS, YTO 3TO MOIOKEHHE MOXKET HCIIOIB30BaThCS TSI CyAEOHOTO MPECIeA0BaHNS 3aKOHHBIX
orepanuii ”HCTPYMEHTOB IIPOrPaMMHOI0 00ECIICUCHHS B paMKax caMO3alllUThI, cocTaBuTend KoHBEeHIINY yKa3aiy,

4TO Takue JeiCTBHS He paccMaTpPUBAIOTCS, Kak coBepiuaeMble "6e3 npasa'1220,
OrpanuyeHnst ¥ OroBOPKH

U3-3a 06cyxneHmi HeOOXOAUMOCTH CyAeOHOT0 MpecieoBaHus 00JIaaHus ycTporicTBaMy KOHBEHIIMS IPeIoKUIIa
BO3MOXKHOCTh KOMILIEKCHBIX OTOBOPOK B naparpade 3 CtaThu 6 TOMONTHUTENBEHO K Y TBepaeHuIo 2 naparpada 1b).

1214 Explanatory Report to the Council of Europe Convention on Cybercrime No 76: “Paragraph 2 sets out clearly that those tools created for the
authorised testing or the protection of a computer system are not covered by the provision. This concept is already contained in the expression
‘without right’. For example, test-devices (‘cracking-devices’) and network analysis devices designed by industry to control the reliability of their
information technology products or to test system security are produced for legitimate purposes, and would be considered to be ‘with right’.*

1215 gee Gercke, The Convention on Cybercrime, Multimedia und Recht 2004, Page 731.

1216 See, for example, the World Information Technology And Services Alliance (WITSA) Statement On The Council Of Europe Draft Convention On
Cyber-Crime, 2000, available at: http://www.witsa.org/papers/COEstmt.pdf; Industry group still concerned about draft Cybercrime Convention,
2000, available at: http://www.out-law.com/page-1217.

1217 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 39.

1218 Explanatory Report to the Council of Europe Convention on Cybercrime, No. 76.

1219 The element “without right”” is a common component in the substantive criminal law provisions of the Convention on Cybercrime. The Explanatory
Report points out: “A specificity of the offences included is the express requirement that the conduct involved is done "without right". It reflects the
insight that the conduct described is not always punishable per se, but may be legal or justified not only in cases where classical legal defences are
applicable, like consent, self defence or necessity, but where other principles or interests lead to the exclusion of criminal liability. The expression
‘without right’ derives its meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or
consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or relevant principles under domestic law.
The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful government authority (for example, where the Party’s
government acts to maintain public order, protect national security or investigate criminal offences). Furthermore, legitimate and common activities
inherent in the design of networks, or legitimate and common operating or commercial practices should not be criminalised”. See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 38.

1220 Explanatory Report to the Council of Europe Convention on Cybercrime No 77.
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Ecnu Cropona npuMeHsIET OTOBOPKY, OHa MOKET HCKIIIOUUTH CyAeOHOE MpeciieoBaHre 00Ia1aHus HHCTPyMEHTaMHU

¥ HEKOTOPbIE HE3AKOHHBIE JIEHCTBUS B paMKax naparpada la), Hanpumep, co3aanue Takux ycrpoiicrs!221,
Tunosoii 3axon CoapyrecTBa

[Monxox, cxoxwii co Cratheit 6 KoHBeHIIMMN 0 KHOSPIPECTYITHOCTH, MOXKHO Haiitu B Pa3aene 9 TumoBoro 3akoHa
Coapyxectsa 2002 ronal?22,

Paszoen 9

1) Jluyo cosepuiaem npecmynienue, eciu 1uyo:

a) YMbUUIEHHO UM No 2pyOoll HeoCMOpPONCHOCMU 6e3 NPABOMEepHOU NPUYUHbL UL 0ObICHEeHUs
npouseooum, npooaem, nPeOCmasisient 8 Noab306aHue, IKCHOPMUPYem, PACnpoCmMpansiem uiu oeidaem
OOCMYNHBIM UHBIMU CROCOOAMU.

i) ycmpoticmeo, 8K0YAs KOMNLIOMEPHYIO NPOSPAMMY, NPEOHA3HAUEHHOe UMY A0anMUposaHuoe Ois
cogepuieH sl npecmynieHUs 8 pamkax pazoenog 5, 6, 7 unu 8; unu

i) KOMnviomepHulii napoib, KOO OOCMYNd UMY CXOJCUEe OAHHble, C NOMOWBIO KOMOPLIX MOICHO
nOIY4UMb OOCMYN KO 8cell Ul 100U 4acmu KOMNbIOMEPHOU CUCEMbL;

¢ HamepeHuem, Ymodvl e20 MO2 UCNOAb306aMb 000U 4en06eK Ol COBEPUIeHUsl NPECTYNIEHU 8
pamkax pazoenog 5, 6, 7 unu 8; uau

b) obnaoaem npedmemom, ynomsHymelM @ noonapazpage i) uau ii), ¢ HaMepeHuem npUMeHeHUs.
T00bIM 4en08eKOM 0I5l COBEPUICHUS NPECTNYNIICHUS 8 PAMKAX pa3oenos 5, 6, 7 uau §.

2) Jluyo, npusnanHoe BUHOGHBIM 6 NPECMYNIEHUU 6 pPAMKAX OAHHO20 pasoeid, Noo8epeaemcs
MIOPEMHOMY 3aKTOHUEeHUs. HA CPOK, 00 [cpok], unu wmpagy 0o [cymma], unu u momy u Opy2omy.

['maBHBIM oTIMUKeM oT KOHBEHIIMH 0 KMOSPIPECTYITHOCTH SABISETCS TO, 4TO THUINOBOH 3akoH CopyxkecTBa
MIPECIIeAyeT CyAeOHBIM MOPSIIKOM ACHCTBUS, COBEPIICHHBIE TI0 Ipy00l HEOCTOPOXKHOCTH. Bo Bpems meperoBopoB 1o
JATEHEHIIIMM TTOTIPaBKaM K TOJIOKeHHEo TurmoBoro 3akoHa CoapyKecTBa, MPEeCIeAyIoIeMy CyIeOHBIM TOPSIKOM,
obcyxaanock 00IalaHue TAKUMHU YCTPOUCTBAMHU, TPYIINA SKCIEPTOB MPEIIOKHIIA, YTOOBI CyIeOHBIM ITOPSIIKOM
HpeciIenoBanoch 0bnaaanue GoblIe, YeM oHUM npeaMeroM! 223, Kanana npeuioxuia cX0kKui HOAX0, He

YCTaHOBUB TOYHOI'O KOJIMYECTBA NPEAMETOB, KOTOPOC BbI3BIBACT cyueGHoe HpeCHCHOBaHI/I61224.

122 Eor more information see: Explanatory Report to the Council of Europe Convention on Cybercrime No 78.

1222 “\odel Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http://www.cpsu.org.uk/downloads/2002CLMM.pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

1223 Expert Groups suggest for an amendment:

Paragraph 3:

A person who possesses more than one item mentioned in subparagraph (i) or (ii), is deemed to possess the item with the intent that
it be used by any person for the purpose of committing an offence against section 5, 6,7 or 8 unless the contrary is proven.

Official Note: Subsection 3 is an optional provision. For some countries such a presumption may prove very useful while for others,
it may not add much value, in the context of this particular offence. Countries need to consider whether the addition would be useful
within the particular legal context.

1224 Canada’s suggestion for an amendment:

Paragraph 3:

3) Where a person possesses more than [number to be inserted] item(s) mentioned in subparagraph (i) or (ii), a court may infer that
the person possesses the item with the intent that it be used by any person for the purpose of committing an offence against section 5,
6, 7 or 8, unless the person raises a reasonable doubt as to its purpose.

Official Note: Subsection 3 is an optional provision. For some countries such a presumption may prove very useful while for others,
it may not add much value, in the context of this particular offence. Countries need to consider whether the addition would be useful
within the particular legal context.
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Ipoext CTandopackoii Konpennuu

B neoduuuansaom! 225 mpoexre Crondopackoii Konsenuuu 1999 rona coaepxutcs M0N0KEHHUE, HPecIeIylolee
CyneOHBIM TIOPSIKOM JEHCTBHS, CBA3aHHBIE C OMPE/IEIeHHBIMU HE3aKOHHBIMHU YCTPOHCTBAMH.

Cmamosn 3 — IIpecmynnenusn

1 Ipecmynnenusmu 6 pamkax OanHoti Koneewyuu cuumaemcs, xozoa nw06oe nuyo He3aKOHHO U
VMBUUAEHHO Yuacmeyem 8 JO0M U3 Credyiowux Oesnutl 6e3 3aKOHHO NOOMBEPAHCOCHHBIX CAHKYUL,
paspewenuil Uil Co2nacus:

[...]

e) npoussooum, npooaem, UCNOAb3Yen, OMAPAGIAEem NO NOYmMe Ul UHLIMU  CHocobamu
pacnpocmpansiem oboe yCmpoucmeo Ul npoSPAmMMYy, NPeOHA3HAYEHHVIO OISl COBEPULCHUS 00020
Oeticmeusi, sanpewenno2o Cmamvsamu 3 u 4 oannou Konsenyuu,

CocraButenu KoHBeHIMH yKa3aiy, 9To B pamMkax CTOH(POPACKOTro IIPOEKTa HU OJMH BUJI BBICKA3bIBAHUN I
NyOIMKAIMiA He JOJKEH MPECTIEN0BATLCS B YTOJIOBHOM nopsiike! 220, EMHCTBEHHOE CIENaHHOE MU CKITFOYEHHE
OTHOCHTCS K HE3aKOHHBIM ycTpoiicTBam! 227, B 1aHHOM KOHTEKCTE COCTABMTENH TIOIYEPKHYJIH, 9TO Cy1e0HOe
TIPECIIENIOBAHKE JIOJKHO OTPAHMYMBATLCS YIIOMSHYTHIMU JIEHCTBHAMM U, HATIPUMED, HE OXBATHIBATH 0OCYKIEHHE
YA3BUMBIX MECT CHCTEMBI! 228,

6.1.14  Iloasor ¢ HCMOJIb30BAHHEM KOMIILIOTEPA

YTONOBHEIE JIe1a, BKITIOYAIOIIHE OTOT C UCHIONIb30BAHIEM KOMITHIOTEPA, CIUTAFOTCS PEIKUMHE, TAK KAK OOJNBIITHHCTBO
IIPABOBBIX JJOKYMEHTOB paHee ObuTH MaTepuaibHbIMA. Tlocre nepesoaa B u(poBoii popMar curyarus u3menuach 229,
TenneHums nepeBoaa JOKYMEHTOB B IM(POBOI (hopMaT HOLIEPKUBACTCS CO3IaHIEM IIPaBOBOTO Oasrca s HX
MPUMEHEHUS], HAITPUMED, TIPABOBOI0 OATBEP KICHHS IIU(POBBIX HoaIUceil. JI0MOTHUTEHHO TOJI0KEHIS, HAIIPABICHHBIC
IPOTHB MOJIOTA C MCTIOIB30BAHUEM KOMITLIOTEPA, UIPAOT BaYKHYIO poJib B 60psoe npoTus "¢uimmnra 1230,

KonBenuus o kudepnpecTynHocTH

BonbmyHCTBO yroJ0BHO-IPABOBBIX CUCTEM MPECIEAYIOT CyJeOHBIM IMOPSAKOM ITOIIOT MaTePUATBHBIX
nokymentoB! 231, Cocrapureny KoHBeHImM ykaszaim, 9To JOrMaTUIECKasi CTPYKTYPa HAIIMOHAIBHBIX MPABOBBIX

1225 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in
the United States in 1999. The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page
249 et seq., available at: http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodman/Brenner,
The Emerging Consensus on Criminal Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page
70, available at: http://www.lawtechjournal.com/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International
Convention on Cyber in Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.

1226 See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism,
2000, available at: http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

127 See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism,
2000, available at: http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

1228 “Draft thereby makes criminal the knowing and deliberate effort to cause illegal attacks through such distribution, but not
discussions of computer vulnerability intended for evaluating.” See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for
an International Convention on Cyber Crime and Terrorism, 2000, available at:
http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

1229 See Walden, Computer Crimes and Digital Investigations, 2006, Chapter 3.88.

1230 See for example: Austria, Forgery in Cyberspace: The Spoof could be on you, University of Pittsburgh School of Law, Journal of
Technology Law and Policy, Vol. IV, 2004, available at: http://tlp.law.pitt.edu/articles/Vol5-Austria.pdf.

1231 See for example 18 U.S.C. § 495:

Whoever falsely makes, alters, forges, or counterfeits any deed, power of attorney, order, certificate, receipt, contract, or other
writing, for the purpose of obtaining or receiving, or of enabling any other person, either directly or indirectly, to obtain or
receive from the United States or any officers or agents thereof, any sum of money; or Whoever utters or publishes as true any
such false, forged, altered, or counterfeited writing, with intent to defraud the United States, knowing the same to be false,
altered, forged, or counterfeited; or
Whoever transmits to, or presents at any office or officer of the United States, any such writing in support of, or in relation to,
any account or claim, with intent to defraud the United States, knowing the same to be false, altered, forged, or counterfeited —
Shall be fined under this title or imprisoned not more than ten years, or both.

Or Sec. 267 German Penal Code:
Section 267 Falsification of Documents
(1) Whoever, for the purpose of deception in legal relations, produces a counterfeit document, falsifies a genuine document or
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noxo10B pasznuunal 232, Hanpumep, oiHa KOHLIEMIMS OCHOBLIBAETCS HA AyTEHTHYHOCTH aBTOPA JIOKyMEHTA, a JApyras
Ha ayTeHTHYHOCTH yTBepkaeHNs. COCTABHTENHN PEIIHIN MPUMEHATh MUHUMAIBHOE KOJIMYECTBO CTAHIAPTOB
3aIMIIATh 6E30IaCHOCTh U COXPAHHOCTh 3JIEKTPOHHBIX JAHHBIX, CO3/IaB JIOMOJHUTENLHOE IIPECTYILICHUE K
OOBIYHOMY TOUIOTY C MCIIOJIb30BAHUEM MATEpPUANbHBIX JTOKYMEHTOB ISl 3aKPBITHS JIbIP B YIOJIOBHOM HpPaBe,
KOTOPOE MOYKET HNPUMEHSATHCA K JAHHBIX, XPAHALIUMCS B SJIEKTPOHHOM Buje!233.

ITono:kenue
Cmampsa 7 — I100102 ¢ ucnonv3oeanuem KOMnbiomepa

Kaoicoas Cmopona npunumaem maxue 3aKOHOOAMENbHbIE U UHbIE MEPbl, KOMopble Mo2ym Ovlinb
Heobx00uMbl 01151 Mo20, Ymobvl KeAIUDUUUPOEAMb 8 KAUECBEe Y20N08H020 NPECMYNICHUS. CO2NACHO
ee BHYMpUOCyOapCmeeHHOMY NpAgy Npu YMbIUIEHHOM CO8epuerun u be3 npasa Ha 3mo 66004,
UsMeHeHUs, YOANeHUs, UIU COKpblmue OAHHLIX, NPUBOOAWUX K CO30AHUK) JONCHBIX OAHHLIX C
HamepeHuem, Ymodbl OHU NPUHUMATUCH UL 00pabambléanucy ¢ 3aKOHHLIMU YeIsIMU KAK UCHUHHbLE,
BHE 3A8UCUMOCTNU OM TNO20, MO2YM U OAHHbIE ObIMb CHUMAHHbLE U NOHAMbL Hanpamylo. CmopoHbl
moeym nompebosamv, 4mooOvl OblI0 HAMepeHue 0OMAHymb, UIU NOXONCUM 00pA3OM B88eCmu 6
3abaysicoenue, npexcoe, vem Hauamv cyoebHoe npeciedosanue.

OxBaTbIBaeMblii MpeaMeT

Lenbto moasora ¢ UCIOIb30BAHUEM KOMITBIOTEPA SBIISIIOTCA JaHHbIE, BHE 3aBUCUMOCTH OT TOT'O, MOTYT JIU OHU
YUTATHCS /WM IOHUMATLCS HanpsaMyro. KOHBEHIMs onpeiesseT KOMIbIOTEPHbIE Jannbie! 234, kak "moboe
oTpaxkeHre GakToB, HHGOPMALIUY WM KOHIEIIUHN B BUIE, TO3BOJIIONIEM 00pabOTKY B KOMIIBIOTEPHOU CHCTEME,
BKJIFOYasi POTPaMMBI, TTO3BOJISTIOIINE KOMITBIOTEPHOM CHCTEME BBITIONHATE AEUCTBHS . ITO MOJOKEHHE OTHOCUTCS K
KOMIIBIOTEPHBIM JaHHBIM HE TOJIBKO KaK MPEAMETY OJHOTO U3 YIOMSHYTHIX AeUCTBUH. JloNOTHUTEIBHO
HEO0OXOMMO, YTO 3TH JACUCTBUS MPUBOMIN K UCKAKECHUIO JTAHHBIX.

Cratpa 7 TpeGyeT, KaK MUHUMYM B OTHOILICHHUH Cy6’beKTPIBHOI71 CTOPOHBI, YTOOBI JAaHHBIC NIPCACTABIAIN coboii
OKBUBAJICHT 06H.[eCTBeHHI>IX HJIX 9aCTHBIX JOKYMEHTOB. 9T0 3HAYHUT, YTO JAHHBIC JOJI?KHBI OBITH IOPUIUICCKA
0600H0B3H511235. Tlonnor JAaHHBIX, KOTOPBIC HEJIb3s UCIIOJIb30BATh AJIA 3aKOHHBIX ueneﬁ, OTHUM IIOJIO?KCHUCM HE
OXBAaTbIBAKOTCA.

1) OxBaTbkIBacMEIC ICHCTBHS:
e  "Beox" nanubix!23% no/mKeH cOOTBETCTBOBATH CO3AHHUIO JIOKHOTO MATEPUAIBLHOTO A0KymMeHTal237,

e TepmuH "U3MEHEHHE" OTHOCHUTCS K MOJU(HUKAIIMU CYIICCTBYFOIINX naraeix 1238, B TTosicautensHoM OTUeTe

0c000 yKa3bIBaeTCs HA BAPUALMU U YaCTUYHOE n3MeHeHne! 239,

uses a counterfeit or a falsified document, shall be punished with imprisonment for not more than five years or a fine.

(2) An attempt shall be punishable.

(3) In especially serious cases the punishment shall be imprisonment from six months to ten years. An especially serious cases
exists, as a rule, if the perpetrator:

1. acts professionally or as a member of a gang which has combined for the continued commission of fraud or falsification of
documents;

2. causes an asset loss of great magnitude;

3. substantially endangers the security of legal relations through a large number of counterfeit or falsified documents; or

4. abuses his powers or his position as a public official.

(4) Whoever commits the falsification of documents professionally as a member of a gang which has combined for the
continued commission of crimes under Sections 263 to 264 or 267 to 269, shall be punished with imprisonment from one year
to ten years, in less serious cases with imprisonment from six months to five years.

1232 See Explanatory Report to the Council of Europe Convention on Cybercrime No 82.

1233 Explanatory Report to the Council of Europe Convention on Cybercrime No 81: “The purpose of this article is to create a parallel offence to the
forgery of tangible documents. It aims at filling gaps in criminal law related to traditional forgery, which requires visual readability of statements, or
declarations embodied in a document and which does not apply to electronically stored data. Manipulations of such data with evidentiary value may
have the same serious consequences as traditional acts of forgery if a third party is thereby misled. Computer-related forgery involves unauthorised
creating or altering stored data so that they acquire a different evidentiary value in the course of legal transactions, which relies on the authenticity of
information contained in the data, is subject to a deception.”

1234 See Art. 1 (b) Convention on Cybercrime.

1235 Bxplanatory Report to the Council of Europe Convention on Cybercrime No 84.

1236 For example by filling in a form or adding data to an existing document.

1237 See Explanatory Report to the Council of Europe Convention on Cybercrime No 84.

1238 With regard the definition of “alteration” in Aut. 4 see Explanatory Report to the Council of Europe Convention on Cybercrime No 61.
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¢ TepmuH "COKpBITHE" KOMIBIOTEPHBIX JAHHBIX O3HAYaeT ACUCTBUE, 3aTparuBaloliee JOCTYITHOCTh
naunpix 240, B Tosicautensnom OTYETE COCTABUTENM 0COO0 OTMETHIIN YIEPKUBAHHME WU COKPBITHE
nanubix 241, Takoe felicTBYE, HANPUMED, MOKET TIPOSBIIATLCS B BUIE OJOKMPOBAHHS ONPEEIEHHON
uHpOpMAIH s 6a3bl TaHHBIX BO BPEMsI aBTOMATUIECKOTO CO3TaHUS HIEKTPOHHOTO TOKYMEHTA.

e TepmuH "ynaneHue" cOOTBETCTBYET onpeenieHuto TepMuHa B CtaTbe 4, 0XBaThIBAIOLIEH JeicTBUA, KOraa
ynansiercs uadopmarus! 242, TloscauTenbHbIH OTYET OTHOCHTCS TOJBKO K YAAIEHUIO TaHHBIX ¢ HOCHTENS
nanubix 243, Ho B 0630pe MoJ10KeH s 0JJHO3HAYHO TOEPKUBAETCS OoJlee IMMPOKOE ONpeie/ieHHe TePMUHA
n

yaanenue". Ha ocHOBe Takoro pacmmpeHHOT0 OMPEIEICHHS 3TO IeUCTBUE MOXKET MIPOSBIATHCS UITH B BUJIC

yaaneHus Bcero (aiiia Wik B BUJIe YaCTHUYHOIO CTUpaHus MH(opMaLuu B (aiine! 244,

Cy0beKkTHBHAasi CTOPOHA

Tax se, Kak [ BCeX IIPeCTyIUIeHHH, onpeeneHHbX B Konpeniuu o kubepnpectynnocty, Ctates 3 Tpebyer,
4TOObI 310yMBIILIEHHUK COBEPIIAN HPECTyILIEHHE YMbIILIeHH0! 245, B KOHBEHIIMM HET onpe/eneHusl TepMHHA
"ympinuieHHo". B TloscaurensHoM OT4YeTe COCTABUTENN yKa3allH, YTO OIpeeseHNE "yMBIIIUIEHHO" TOJIKHO

CO3/1aBaThCs HA HAIMOHAILHOM ypoBHE! 240,
be3 npasa

JlelicTBre 1O TIOTOTY MOKET TpeciieioBaThes B pamkax Crateu 7 KOHBEHIIMH, TOJLKO €CIM OHO coBepinaeTcs "0e3
npapa"1247,

OrpanuyeHust 4 OTOBOPKH

B Cratbe 7 Takxke MPeIaracTcsi BO3MOKHOCTh CO3/aHUs OTOBOPKH ISl OTPAaHHYEHHs Cy1eOHOTO TIPeCIeI0BaHums,
TpeOOBAHUEM JIOTIOJHUTEILHBIX SJIEMEHTOB, HAPMMED, HAMEPEHHS OOMaHYTh, PEXKJIE, YEM IIPHUMEHATH YTOJIOBHOE
npecienobanue! 248,

Tunosoii 3axon CoapyrxecTBa

B Tunosom 3axone Coapysxecta 2002 rojia HET MOJOKEHHUS, IPECIEAYIOIIETO CyA€OHBIM TIOPAIKOM HOIOT ¢
HUCIIOJIB30BaHHEM KOoMIbioTepal249,

1239 See Explanatory Report to the Council of Europe Convention on Cybercrime No 83.

1240 Wwith regard the definition of 'suppression” in Art. 4 see Explanatory Report to the Council of Europe Convention on Cybercrime No. 61.

1241 gee Explanatory Report to the Council of Europe Convention on Cybercrime No 83.

1242 Wwith regard the definition of “deletion” see Explanatory Report to the Council of Europe Convention on Cybercrime No. 61.

1243 See Explanatory Report to the Council of Europe Convention on Cybercrime No 83.

1243 It only part of a document is deleted the act might also be covered by the term “alteration™.

1243 Bxplanatory Report to the Council of Europe Convention on Cybercrime, No. 39.

1246 By planatory Report to the Council of Europe Convention on Cybercrime, No. 39.

1247 The element “without right” is a common component in the substantive criminal law provisions of the Convention on Cybercrime. The Explanatory
Report notes that: “A specificity of the offences included is the express requirement that the conduct involved is done "without right". It reflects the
insight that the conduct described is not always punishable per se, but may be legal or justified not only in cases where classical legal defences are
applicable, like consent, self defence or necessity, but where other principles or interests lead to the exclusion of criminal liability. The expression

‘without right’ derives its meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or
consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or relevant principles under domestic law.
The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful government authority (for example, where the Party’s
govermnment acts to maintain public order, protect national security or investigate criminal offences). Furthermore, legitimate and common activities
inherent in the design of networks, or legitimate and common operating or commercial practices should not be criminalised”. See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 38.

1248 See Explanatory Report to the Council of Europe Convention on Cybercrime No 85.

1249 «Model Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http:/www.cpsu.org.uk/downloads/2002CLMM.pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.
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Ipoext CTandopackoii Konpennuu

B neoduumnansaom! 250 mpoexre Crondopackoii KOHBEHIMU COAEPKUTCS MONOKEHUE, IPECIIEAYIONIEE CYAeOHBIM
HOPAZKOM JEHCTBUS, OTHOCAIIMECS K (albCH(UIMPOBAHHBIM KOMIBIOTEPHBIM JAHHBIM.

Cmamusn 3 — Ilpecmynnenus

1 Ipecmynienusmu 6 pamxax Oaunou KoweeHyuu cuumaemcs, eciu n0O0e IUYO HE3AKOHHO U
VMBIULEHHO YYyacmeyem 6 JOoM U3 credyiowux Oeanuti O6e3 3aKOHHO NOOMEEPICOCHHbIX CAHKYUL,
paspewenus iy Co2nacus:

[...]

b) cozdaem, xpanmum, usmeHsem, yoaniem, nepeaopecosviéaem, YKaA3blaem HeGepHblli aopec,
noomacoewvlgaem Uy co30aem nomexu OaHHbIM 8 Kubepcucmeme ¢ Yeivto U noCie0CmeusmMu co30anus
JIOJACHOU UHGOPMAYUU 01 NPUHUHEHUS CEPbE3HO20 Yuepda T00saM Uil cOOCMBEEHHOCU;

[...]

I'maBHbIM oTiHuneM oT Ctathn 7 KOHBEHIIMN O KHOSPIIPECTYITHOCTH SIBIseTcs TO, uTo CtaThst 3 1b) He
COCpeNOoTOYCHA Ha IMPOCTOM TIOJTACOBKE JIAHHBIX, a TpEOyeT MoMex KOMITbIoTepHO# cucteme. Ctathst 7 KoHBeHIINH O
KHOEPIPECTYITHOCTH TAKKUX JEHCTBUI He TpeOyeT. JJocTaTouHO, YTOOBI MPECTYITHUK ASHCTBOBAI C YMBICIOM,
KOTOPBII CUUTAICS ObI MK IeHICTBOBAJI C 3aKOHHBIMH LEIISIMH, KaK €T ObI OBLT ayTCHTUYHBIM.

6.1.15 Kpaxa naieHTHYHOCTH

VuuTeIBas Kak OCBELIEHHE B CPEACTBAX MaccoBoil nudopmanuu!23! pesynsraToB Henapnux nccnenosanuii! 232, tak u
MHOYKECTBO FOPHIMIECKHMX U TEXHUUECKHUX MyOuKaimiil 233 B 310l 0611acTH, MPEICTABIIAETCS HEOOXOUMBIM
HOrOBOPUTE O KPaXke UIEHTUYHOCTH, KaK MaccoBOM siBjieHnu! 254, HecMOTps Ha r1o6aibHbIe aCIIEKThI 3TOTO
SBJIEHHS, HE BCE CTPAHBI IIPHHSIM B CBOUX BHYTPEHHHUX YTOJOBHO-TIPABOBBIX CHCTEMAX MOJIOKEHHUS, TIPECIIELYIONINE
CyneOHBIM TIOPSIKOM BCe IeiCTBUS, CBA3aHHbIE ¢ Kpaxeil uaentnunocTu. Komuccus Esponeiickoro Coro3a HelaBHO
MOCTaHOBMIIA, YTO KPaka MACHTHYHOCTH MPECIeNyeTcs CyAeOHbIM HOPSIKOM €ellie He BO Beex I'ocynapeTsax —
UYnenax EC!255. Komuccus BbIpasuia cBoe MHEHHE, IJIe TOBOPUTCS, YTO "COTPYAHUYECTBO 110 YKPEILICHUIO
3akoHozaTensetBa B EC OyaeT MpoXoauTh Ty4lle, KOraa Kpaxka UIEHTUYHOCTH OyIeT Mpecie0BaThCs CyneOHbIM
nopsakoM Bo Beex Focyaapetsax-Unenax" u 00bABUIA, YTO BCKOPE HAYHET KOHCY/IbTALMH [T OIpPEeNeH s TOro,

TOCTATOYHO JIM TAKOH 3aKOHOMATEIbHOM AeATeIbHOCTH 250,

1230 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the United
States in 1999. The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodmar/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:
http://www lawtechjournal.conv/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.

1251 See for example: Thorne/Segal, Identity Theft: The new way to rob a bank, CNN, 22.05.2006, available at:
http://edition.cnn.com/2006/US/05/18/identity.theft/; Identity Fraud, NY Times Topics, available at:
http://topics.nytimes.com/top/reference/timestopics/subjects/i/identity_fraud/index.html; Stone, U.S. Congress looks at identity theft, International
Herald Tribune, 22.03.2007, available at: http://www.iht.com/articles/2007/03/21/business/identity.php.

1232 See for example the 2007 Javelin Strategy and Research Identity Fraud Survey; 2006 Better Bureau Identity Fraud Survey; 2006 Federal Trade
Commission Consumer Fraud and Identity Theft Complaint Data; 2003 Federal Trade Commission Identity Theft Survey Report.

1253 See for example: Chawki/Abdel Wahab, Identity Theft in Cyberspace: Issues and Solutions, Lex Electronica, Vol. 11, No. 1, 2006, available at:
http://www lex-electronica.org/articles/v11-1/ chawki_abdel-wahab.pdf; Peeters, Identity Theft Scandal in the U.S.: Opportunity to Improve Data
Protection, Multimedia und Recht 2007, page 415; Givens, Identity Theft: How It Happens, Its Impact on Victims, and Legislative Solutions, 2000,
available at: http://www.privacyrights.org/ar/id_theft.htm.

1234 Regarding the phenomenon of identity theft see above: Chapter 2.7.3.

1235 Communication from the Commission to the European Parliament, the Council and the Committee of the Regions towards a general
policy on the fight against cyber crime, COM (2007) 267.

1236 Communication from the Commission to the European Parliament, the Council and the Committee of the Regions towards a general policy on the
fight against cyber crime, COM (2007) 267.
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OnHOI U3 IPo0JIEM, CBA3aHHBIX CO CPABHEHHMEM CYILECTBYIOIMX MPABOBLIX HHCTPYMEHTOB /il GOphObI ¢ Kpaskeii
UJIEHTHYHOCTH, ABJIAETCA TO, YTO OHU OYEHb CHJILHO pasnuuaioTcs!2>’. EqMHCTBEHHBIM COMIACYFOIIMMCS SJIEMEHTOM
CYIIECTBYIOIIMX MOAXOI0B ABJIAETCS TO, YTO OCYKIAEMOE TIOBEEHHE CBA3aHO C OJHUM WM OOJIee U3 CIIELYIOIHX
stanos!238;

e Dran 1: [eiictBre 1o nony4deHuto nHGoOpMaIUU 00 UISHTHYHOCTH;
e Dran 2: [leficTBre 00J1aiaHus WK ITepeaadd HHPOpMauy 00 HACHTHYHOCTH;
e DOran 3: [lelictBue ucnonp3oBaHus MHPOPMAIUU 00 WACHTUYHOCTH IS COBEPIICHUS MIPECTYIIICHHSL.

Ha ocHoBe 3Tux HaGJ’HOI[eHI/Iﬁ CO3JaHbl ABAa CUCTCMATHYCCKHUX IMOAX0Aa K CYIIGGHOMy MMPECICAOBAHUIO KPAXU
HUACHTUYHOCTU:

e (Co3maHue OJHOTO TOJIOKEHHS, KOTOPOE MpecielyeT CyAcOHbIM OPSAKOM JACHCTBHS IO MOJIYUYSHHIO,
00JIaJaHUIO M UCTIONB30BAHUIO HH(MOPMAIUH, CBSI3aHHOW ¢ WACHTHYHOCTHIO (JUIsl COBEPIICHUS MIPECTYILICHUH ).

¢  OrtaenbHOE CyeOHOE MIPECNIeIOBAHNE KaK THIIMYHBIX JEHCTBHUM, CBSI3aHHBIX C IMOydCHHEM HHPOpMaImu 00
UIEHTUYHOCTH, HalpUMEpP, HE3aKOHHBIN JOCTYII, CO3AAHHUE U PaclpOCTPAHEHUE BPEIOHOCHBIX NIPOrpaMM,
MOJUIOT C UCIIOJIF30BAHUEM KOMITHIOTEPA, MH()OPMAIIMOHHBIN MIITHOHAXK U HCKKEHUE HH(POPMAIINH, TaK U
JeWCTBHM, CBA3aHHBIX C 00JIaJaHNEM U HCIIOIB30BaHIEM TaKOH HH(pOpMaINU, HAaIlPIMEP MOIIEHHIYECTBO C
HCIOJIb30BaHUEM KOMIIBIOTEPA.

IIpumep npuMeHeHUs OTAEIbHOIO MOJI0KEHHA

Haunbosee n3BecTHRIMU MPUMEpPaMU IPUMEHEHHS OTIIENBHOTO npuiioskeHus sipisitorest Crareu 18 U.S.C. § 1028(a)
(7)n 18 U.S.C. 1028A(a)(1). OTu nonoxeHus 0XBaTbIBAIOT IIUPOKUNA CIIEKTP MPECTYILUICHUH, CBA3aHHBIX C KpaXken
UACHTHYHOCTU. B paMkax 3Toro moaxoja cyneOHOE MpecieoBaHie He OTPAaHHYUBACTCS OMPEICICHHBIM ITAIloM, &
O0XBAaThIBAET BCE TPH dTara, YIIOMSHYTHIE BbIle. TeM He MeHee, BaKHO MOJYEPKHYTh, YTO 3TO TOJI0XKCHUE HE
OXBATHIBACT BCE JACHCTBHUS, OTHOCSIINECS K KPaXKe WACHTHYHOCTH, OCOOCHHO T€, KOTIa JCHCTBYET )KEePTBa, a He
MIPECTYIHUK.

1028 Mowennuuecmeo u cxo0Hasn 0eAMENbHOCHY 6 OMHOUIEHUU 0OKYMEHM 08, (IYHKUUIL
aymenmuukayuu u ungopmayuu

a) JIrobotl, 6 06cmosmenbcmeax, ONUCanHbLx 8 noopazoeiie (c) 0anHo2o pazodeid

1) cosnamenvro u 6e3 nPagosvix CaHKyul cozoaem 0OKyMeHn, YOOCMOBEPSIOUUL TUYHOCTb, YHKYUIO
aymenmughuxayuu uny noOOeIbHbIL OOKYMEHM, YOOCMO8ePSIOWULL TUYHOCINb,

2) coznamenvHo nepedaem OOKYMeHM, YOOCMOBePIoWUll TUYHOCMb, QYHKYUIO aymeHmudurayuu ui
n000ebHbLL QOKYMEHM, YOOCOBEPAIOWULL TUYHOCb, COZHABASA, YMO 3MOM OOKYMEeHm Ul (YHKYUs
ObLIU YKpaOeHsl Ul CO30aHbl 6e3 NPpaso8ou CanKyuu,

3) cosnamenvho obaadaem ¢ yeibl0 HE3AKOHHOZ0 HNPUMEHEHUs UIU nepeoayu nsamvlo uiu 0Oonee
Jokymenmamu  (OMAUYAIOWUMUCS  OM  GbINYWEHHBIX 3AKOHHBIM — 00pA3oM Ol UCNOAb306AHUS
enadenvyem), QYHKYUAMU AYMEHMUDUKAYUL UTU HOOOETbHBIMU OOKYMEHMAMU, YOOCMOBEPSIOUUMU
JUYHOCTD;

4) cosnamenvno obradaem ¢ Yeavio HE3AKOHHO20 NPUMEHEHUsl UlU nepeoaqu nsameio uiu 6boiee
OoKymenmamu  (OMAUYAIOWUMUCS OM  GbINYWEHHBIX 3AKOHHLIM —00pA3oM Ol UCNOAb306AHUS
enadenvyem), QYHKYUAMU AYMEHMUDUKAYUL UTU HOOOETbHBIMU OOKYMEHMAMU, YOOCMOBEPSIOUUMU
JIUYHOCMb C Yeblo U NPU ROMOWU MAaKUX 00Kymenmos uiu Qynxyuti oomana Coedunennvix LlImamos;

5) cosnamenvHo coz0aem, nepedaem unu obnadaem UHCMpymenmamu Oiisi CO30aHUs OOKYMEHMO8 UlU
yHKYyULl aymenmuurayuy ¢ Yyeavo UCHOIb308AHUSL SMUX UHCIPYMEHMO8 OISt CO30AHUSL OOKYMEHMO8

1257 Gercke, Legal Approaches to Criminalize Identity Theft, Commission on Crime Prevention and Criminal Justice, Document No:
E/CN.15/2009/CRP.13, page 8 et seq.

1238 Gercke, Internet-related Identity Theft, 2007, available at: http:/www.coe.int/t/e/legal_affairs/legal_co-
operation/combating_economic_crime/3_Technical_cooperation/CYBER/567%20port%20id-d-
identity%20theft%20paper%2022%20nov%2007 pdf.
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unu  yukyutl aymenmugpukayuu O CO30aHUSA NOOOETbHBIX OOKYMEHMO8, YOOCMOBEPAIOUUX
JUYHOCMb, WILU OPY2UX UHCIMPYMEHMOE OJisl CO30aHUsl OOKYMEHMO8 Ul QYHKYULl aymenmugpuxayuu 0t
COOMBEMCMBYIoUe20 NPUMeHeHUsL;

6) cosmamenvHo obnadaem  OOKYMEHMOM, YOOCMOBEPAWUM  JUYHOCMb, UIU  (PYyHKYuel
aymenmuurkayuy, Komopoiil AGIACMCA UM KAHCEMCA OOKYMEHMOM, YOOCMOSEPSIOWUM AUYHOCTb,
wnu pynxyuen aymenmuguxayuu ¢ CILLA, xomopwiii ykpaden uiu coszoan 6e3 npagogou CAHKYUU,
CO3HABAS, YMO MAKOU OOKYMEHM WU QYHKYUSL YKPAOEHbl WU CO30aHbl Oe3 MAKoU CAHKYUU,

7) cosHamenvHo nepedaem, o00O1a0aem UL UCNOIb3Yem 6e3 Npasosoll CaHKyuu cpedcmeda OJisl
udenmuurayuy 0py2020 Iuya C Yeavlo COGePULeHUs], Wik NOMOWU, UL COOCUCMEUsL, UNU CAZAHHO20 C
JHOOLIMU  HE3AKOHHLIMU  OCUCMEUIMY, COCMASISIOUWUMY  HAPYuleHue (HedeparbHo20 3aKOHA, Ul
KOmMOopble GIIOMCS MANCKUM RPECMYNAEHUEM 8 DAMKAX 100020 NPUMEHUMO20 MECMHO20 3aKOHA UMY
3AKOHA WMAma; Uiy

8) cosmamenvHo mopayem  JIOJCHLIMU UNU  PEAbHbIMU  QYHKYUAMU — aymenmupurkayuu - Oas
UCNOL308AHUA 8 NOOOENbHBIX OOKYMEHMAX, YOOCMOSEPAIOWUX JUYHOCTNL, UHCIPYMEeHmax O
€030anust OOKYMEHMO8 Wil CPeoCme UOeHmuuKayu;

Oydem Haxazam 8 cCOOmeemcmsuu ¢ noopasoenom b) 0annozo pazoenda.
1028A  Kparica uoenmuunocmu npu OmMAZ4aOuWUx 00CmMoamenbcmeax
a) Ilpecmynnenus

1) B yenom no6oti, kmo 60 épemst uu 6 Ces3uU ¢ HobblM 008UHEHUEM 8 TAICKOM NPeCmynieHUlU,
VKA3AHHOM 8 noodpazoene c), CO3HAMENbHO nepedarwuti, o01a0arwull, Uil UCnoIL3VIowWuUll Oe3
npasoeoti cCaHkyuu cpedcmea udenmuurayuu 0py202o auya 6yoem, OONOIHUMENbHO K HAKA3AHUIO,
onpeoenseMomy 3a maxkoe npecmynieHue, 3aKi04er 8 miopbMy Ha CPoK 2 2004.

rtan 1

JL11st TOro 4TOoOBI COBEPIIUTH IPECTYIIEHHS, OTHOCALINECS K KPaKe MIEHTUYHOCTH, HPECTYITHUK JOJKEH IOTYYHTh
BO BJIaJIEHHE JaHHbIE, CBA3aHHbIE ¢ naeHTHUHOCTBIO! 259, TIpecienys cynebHbIM MopsaKoM "mepenady' cpeacTs
HAeHTH(GUKAINH JUTS COBEPIIEHUS IPECTYIICHHS, MOT0KEHHUS PECIEAyIOT CyNeOHbIM TTOPSAKOM IeHCTBHS,
OTHOCSIMECS K 9Tany 1 B oueHb mupokoM cMbicie! 260, F3-3a Toro, 4To 3TH HOJI0KEHHUs COCPEI0TOUEHbI Ha
JeHCTBHAX TI0 Mepeiade, OHM He OXBATBIBAIOT AEHCTBHIA, MPEeNPUHATHIX MIPECTYMHUKOM JI0 Ha4ania IIpoLecca
nepenaun!20!l. Takue neiicTBus, Kak OTIpaBKa cOOOIIEHUIT (PUIIMHIA U CO3aHUE BPEJOHOCHBIX IPOTrPAMM, MOTYIIHX

OPUMEHATBHCA OJIA HOHy‘IeHI/IH OT XEPTB JaHHbIX, CBA3aHHBIX C HACHTUYHOCTBIO KOMITBIOTEPA, HC OXBAUCHBI
18 U.S.C. § 1028(a)(7) u 18 U.S.C. 1028A(a)(1).

ram 2

[Ipecnenys cyneOHbIM NOPSAKOM 00J1alaHUE C LENBIO COBEPIICHUS NPECTYINICHUS, OJOKEHUS ONSTh CIEIYIOT
LIMPOKOMY MOJAXO0Y B OTHOLIEHUH JEHCTBUMN, CBSI3aHHBIX CO BTOPBIM ATAIIOM. DTO OCOOCHHO BKJIIOYAET B CeOs
obnananue uHpOpMAaIMCH, CBA3aHHON C HICHTUYHOCTBIO, C TS0 UCTIOIB30BaHUs €€ MO3Ke JJIs OJTHOTO U3
OOBIYHBIX NPECTYILIEHHU, CBA3aHHBIX ¢ Kpakeil uaenTuanocTn! 262, O6nananye JaHHBIMH, CBA3aHHBIMH C
UJEHTUYHOCTBIO, 0€3 HAMEPEHHs UX HCIIOIb30BaTh HE paccMaTpuBaeTcs! 203,

1239 This is not the case if the scam is based solely on synthetic data. Regarding the relevance of synthetic data see above McFadden, Synthetic identity
theft on the rise, Yahoo Finance, 16.05.2007, available at: http:/biz.yahoo.com/bm/070516/21861.html?.v=1=1; ID Analytics,
http://www.idanalytics.com/assets/pdf/National_Fraud_Ring_Analysis_Overview.pdf.
%0 The reason for the success is the fact that the provisions are focussing on the most relevant aspect of phase 1: the transfer of the information from the
victim to the offender.
1261 By amples for acts that are not covered is the illegal access to a computer system in order to obtain identity related information.
1262 One of the most common ways the obtained information are used are linked to fraud. See: Consumer Fraud and Identity Theft Complain Data,
January — December 2005, Federal Trade Commission, 2006, page 3, available at: http:/www.consumer.gov/sentinel/pubs/Top10Fraud2005.pdf.

1263 Further more it is uncertain if the provisions criminalise the possession if the offender does not intent to use them but sell them. The prosecution could
in this case in general be based on fact that 18 U.S.C. § 1028 does not only criminalise the possession with the intent to use it to commit a crime but
also to aid or abet any unlawful activity.
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rtan 3

[Ipecnenys cyneOHBIM NOPSAKOM "HUCIONB30BaHUE" C LIETIBI0 COBEPILIECHHS IPECTYIICHHS], TOJIOKEHHS OXBAThIBAIOT
JleicTBUs, cBsA3aHHBIe ¢ 9TanoM 3. Kak ynmomunanocs Beiite, 18 U.S.C. § 1028(a)(7) He cBsA3aH ¢ onpeaeneHHbIM
MpeCTyIJICHUEM, HalPUMep MOIICHHUYECTBOM.

IIpumep NpuMEHEHNSI MHOKECTBA MOJI0KeHUI

I'maBHBIM oTIMuKeM KoHBeHIMEH 0 KHOEPIIPECTYITHOCTHA OT IPUMEHEHHSI OJTHOTO MOJIOKEHUS, HAIPUMEP TI0IX0/1a
CIIIA, sBisiercst TO, uTo B KOHBEHIIMU HE ONpenessieTcs OTACIeT KHOepnpecTyIieHHe OT HE3aKOHHOTO
npuMeHeHns MHPOPMALMH, CBA3aHHON ¢ MIEHTHYHOCTBIO 204, Tak e, KaKk B CUTyaluH, OTHOCSIIEHCS K Cy1eOHOMY
MPECIICAOBAHHUIO TIOTyYCHUST HHOOPMALIUH, CBI3aHHOH C HACHTHYHOCTHI0, KOHBEHIINS HE 0XBAaTHIBACT BCE
BO3MOJKHBIC JICHCTBUS, CBSI3aHHBIE C HE3aKOHHBIM HCIIOJIB30BAaHUEM JIMYHON HH(DOPMAITHH.

rtan 1

B KonseHiuu o kubeprpecTynHocTu 205 conepskutcs HECKOIBKO MOI0KEHHH, MPECIeLy OIUX CyAeOHBIM HOPIIKOM
NeHCTBHUS MO Kpake MEHTHYHOCTH, CBA3AHHbIE C HHTEPHETOM, Ha EPBOM 3Tarie. I 1aBHbIM 06pa3oM, To:

e ne3akoHHbIH gocTyn (CTaTha 2)!200;
e nesaxkoHHbIH nepexsat (Cratesa 3)1267;
e uckaxenue nnpopmarmu (Crates 4)1268,

YduTeIBas pa3sHbIe BO3SMOKHOCTH TOTO, KaK MIPECTYITHUK MOXKET IOJTyIHUTh TOCTYI K TaHHBIM, HEOOXOIUMO YKa3aTh,
YTO HE BCE JACHCTBUS, BO3MOXKHBIEC Ha dTare 1, oxBadeHsl. B kauecTBe npumMepa, KOTOpPOE 9acTO OTHOCST K 3Tary |
KpaXkul HICHTHYHOCTH, HO B KOHBEHIIMU 0 KHOEPIIPECTYITHOCTU OHO HE OMUCHIBACTCS MOXHO IIPUBECTU
UH(OPMAITOHHBIH IITHOHAXK.

Jrtan 2

JeiicTBus, IpeAPUHIMAEMbIC MEXKIY MOTyICHUEM HH(POPMAIMU 1 UCIIOIE30BAHUEM €€ ISl COBEPIICHHS
MPECTYIUICHHUS, TOBOJIFHO TPYAHO ydecTh B KoHBeHINH 0 KnOepnpecTymHOCTH. B 9acTHOCTH, HEBO3MOXXHO
MPEIOTBPATHTH POCT YSPHOT'O PHIHKA ISl TOPrOBIM HH()OPMALIUEH, CBSI3aHHON C WACHTUYHOCTHIO, IPECIICys
3aKOHHBIM TIOPSIKOM TPOJIaXKy TaKOH MH(POPMAIIMK Ha OCHOBE MOJIOKECHUH, yCTaHOBIEHHBIX KOHBEHIIMEH.

rtan 3

B Koneennuu o kubeprpectynroctd CoBeta EBpoITsl onpeensercss HeCKOJIbKO MPECTYIUICHUH, CBI3aHHBIX C
KHOepIpecTymHOCTBI0. HeKOTOpEIe Takie MPEeCTYIIICHNS! MOTYT COBEPIIATHCS 37I0YMBIIUICHHUKOM IIPH TIOMOIIU
nHGOPMAIIH, CBA3aHHON ¢ MICHTUYHOCTHIO. MOIIEHHHYIECTBO C HCIOIb30BaHUEM KOMITBIOTEPA SIBIISICTCS. OMHUM U3
HPUMEPOB, KOTOPBIH 9acTO YIIOMUHAETCS B CBA3HU C Kpaxeil uaeHtnunoctr! 209, Viccnenosanus mno kpake
HWJCHTUYHOCTH yKa3aJd, 4TO OOJIbIAs YaCTh MOJYYEHHBIX JaHHBIX UCTIONb30BAJIACh I MOIIEHHUYECKUX OIepaluit

1264 See as well: Chawki/Abdel Wahab, Identity Theft in Cyberspace: Issues and Solutions, Lex Electronica, Vol. 11, No. 1, 2006, page 29, available at:
http://www lex-electronica.org/articles/v11-1/ chawki_abdel-wahab.pdf .

1265 Similar provisions are included in the Commonwealth Model Law and the Draft Stanford Convention. For more information about the
Commonwealth model law see: “Model Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http://www.cpsu.org.uk/downloads/2002CLMM.pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf. For more information about the Draft Stanford Convention see: The
Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at: http://media.hoover.org/documents/0817999825_249.pdf; For
more information see: Goodman/Brenner, The Emerging Consensus on Criminal Conduct in Cyberspace, UCLA Journal of Law and Technology,
Vol. 6, Issue 1, 2002, page 70, available at: http:/www.lawtechjournal.com/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an
International Convention on Cyber in Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.

1266 See above: Chapter 6.1.1.

1267 See above: Chapter 6.1.3.

1268 See above: Chapter 6.1.4.

1299 Mitchison/Wilikens/Breitenbach/Urry/Portesi — Identity Theft — A discussion paper, page 23, available at: https://www.prime-
project.eu/community/furtherreading/studies/ID TheftFIN.pdf.
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¢ kpemuTHBIMEA KapTamu!270, Eciin MOIIEHHHYECKHE ONEpaliK ¢ KPEIUTHBIMU KAPTAMH COBEPILAIOTCS B PEKHUME
OHIJIaliH, IPECTYITHUK, CKOpee Bcero, OyneT Haka3aH B pamkax Ctateu 8 KoHBeHIMH 0 KuOepnpecTynmHocTh. Jpyrue
MPECTYILICHUS, KOTOPBIE MOT'YT COBEPILATHCS MPH MOMOIIH HH(POpMAIIHK, CBA3aHHOM C HICHTUIHOCTHIO, KOTOPAsI
ObLIa MOTydYeHa paHee, HO He yIOMSHYThl B KOHBEHIINY, B IPAaBOBBIX paMKax HE paccMaTpHuBaroTcs. B wactHocTH,
HEBO3MO>KHO TIPECIIeIOBAThH NCIIONB30BaHNE HH(POPMALINH, CBSI3AHHON C MACHTHIHOCTHIO, JUIS IIeTIeH COKPBITHS
HUACHTHYHOCTH.

6.1.16 MOIIEHHUYECTBO C HCMOJIb30BAHHEM KOMIbIOTEPA

MOUIEHHMYECTBO — 3TO JIOBOJIBHO TIOMYJISPHOE TIPECTyILIeHUe B kuGeprpoctpanctie! 27!, OHo Taxske ABISETCA U
o0rreit mpobieMoit 3a mpenesiaMu HHTEPHETa, ITO3TOMY OOJIBIIMHCTBO HAIIMOHAIBHBIX 3aKOHOB COZIEPKAT
T0JI0)KEHHsI, YCTaHABJIMBAIOIIME Cy1eOHOE TIPECIIEI0BAHNE TAKUX TIpecTyIienuii! 272, Oiaako npuMeHenre
CYILLECTBYIOLINX MOJOXKEHUN B CITy4yasiX, CBSI3aHHBIX C UCIIOIb30BAHUEM UHTEPHETA, MOXKET OBITh 3aTPYIHEHO, TaK
KaK TPaMIIMOHHbIE HAIIMOHAIBHBIE YTOJOBHO-IPABOBBIE TIOJIOKEHHSI OCHOBAHBI Ha JIOKHBIX JJAHHBIX O yenoBeke! 273,
Bo MHOTHX ciydasx MOIIEHHHYECTBO, COBEPIICHHOE Yepe3 HHTEPHET, 3TO (PAKTUIECKH JEHCTBHUS KOMITBIOTEPHOI
CUCTEMBI, KOTOpasi pearupyert Ha JAeHCTBU MPEeCTyNHUKA. ECIIU TpaJuIMOHHBIE YTOJIOBHBIE MOJIOKEHHUS,
KacaroIuecs MOIICHHUYIECTBA, HE OXBATHIBAIOT KOMITBIOTEPHBIE CHCTEMEB], TO HEOOX0INMO OOHOBIICHHE

HAIIMOHAIBHOTO 3aKOHOmaTenbpeTRal 274,
Koupennusi 0 kKuoepnpecTynHocTH

KoHBeHIHS CTpEeMHTCS TPECIICAOBATh CYIeOHBIM OPSIKOM JIF000E HEHa UIeKaIlee SHCTBUE, B caydac 00paboTKu
JTAHHBIX C IIETIBI0 COBEPIIUTH HE3aKOHHYIO Iepeaady COOCTBEHHOCTH, IPEIyCMOTPEHHOH B pa3iene, OTHOCUTEIHHO

MOLIEHHMYECTBA C UCHOIb30BaHNEM KoMnboTepal27d:

1270 See: Consumer Fraud and Identity Theft Complain Data, January — December 2003, Federal Trade Commission, 2006, page 3 —available at:
http://www.consumer.gov/sentinel/pubs/Top 10Fraud2005.pdf .
1271 See above: Chapter 2.7.1.
1272 Regarding the criminlisation of computer-related fraud in the UK see: Walden, Computer Crimes and Digital Investigations, 2006, Chapter 3.50 et
seq.
1273 One example of this is Section 263 of the German Penal Code that requires the falsity of a person (mistake). The provision does not
therefore cover the majority of computer-related fraud cases:
Section 263 Fraud
(1) Whoever, with the intent of obtaining for himself or a third person an unlawful material benefit, damages the assets of
another, by provoking or affirming a mistake by pretending that false facts exist or by distorting or suppressing true facts, shall
be punished with imprisonment for not more than five years or a fine.
1274 A national approach that is explicitly address computer-related fraud is 18 U.S.C. § 1030:
Sec. 1030. Fraud and related activity in connection with computers
(a) Whoever -
(1) having knowingly accessed a computer without authorization or exceeding authorized access, and by means of such conduct
having obtained information that has been determined by the United States Government pursuant to an Executive order or
statute to require protection against unauthorized disclosure for reasons of national defense or foreign relations, or any
restricted data, as defined in paragraph y. of section 11 of the Atomic Energy Act of 1954, with reason to believe that such
information so obtained could be used to the injury of the United States, or to the advantage of any foreign nation willfully
communicates, delivers, transmits, or causes to be communicated, delivered, or transmitted, or attempts to communicate, deliver,
transmit or cause to be communicated, delivered, or transmitted the same to any person not entitled to receive it, or willfully
retains the same and fails to deliver it to the officer or employee of the United States entitled to receive it;
(2) intentionally accesses a computer without authorization or exceeds authorized access, and thereby obtains -
(A) information contained in a financial record of a financial institution, or of a card issuer as defined in section 1602(n) of title
15, or contained in a file of a consumer reporting agency on a consumer, as such terms are defined in the Fair Credit Reporting
Act (15 U.S.C. 1681 et
seq.);
(B) information from any department or agency of the United States; or
(C) information from any protected computer if the conduct involved an interstate or foreign communication,
(3) intentionally, without authorization to access any nonpublic computer of a department or agency of the United States,
accesses such a computer of that department or agency that is exclusively for the use of the Government of the United States or,
in the case of a computer not exclusively for such use, is used by or for the Government of the United States and such conduct
affects that use by or for the Government of the United States;
(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or exceeds authorized access,
and by means of such conduct furthers the intended fraud and obtains anything of value, unless the object of the fraud and the
thing obtained consists only of the use of the computer and the value of such use is not more than 35,000 in any 1-year period;
1275 Explanatory Report to the Council of Europe Convention on Cybercrime No 86.
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ITono:kenue
Cmambus 8 — MowenHu4ecmeo ¢ Uchoib306anuem Komnviomepa

Kaoicoas Cmopona npunumaem 3aKoHOOameNbHble U UHbIE MePbl, HeobXooumble 08 Mmo2o, 4moodvl
NPUBHAMb 8 KAuecmee Y20N06HbIX NPEeCMYNICHUU 68 COOMEEMCMEUL ¢ ee 8HYMpPUcocyOapCmeeHHbiM
npasom, Ko20a OHU COBEPUIAIOMCA NPEOHAMEPEHHO U HEeNpABOMEPHO, JTULMeHUsi OPYe020 Iuya e2o
COOCMBEHHOCU HymeM:

a) 1106020 68004, U3MEHeHUs, YOaLeHUs UTU ONOKUPOBAHUS KOMNbIOMEPHBIX OAHHbIX;

b) 006020 emewamenscmed 6 d)yHKquHupoeaHue K'OMI’lbiOmepHOIJ cucmemauvl, MOUEHHUYEeCKUM Uau
becuecmHvim Hameperuem HenpasomMepHoco U36J1e4eHUs OKOHOMUYECKOU 6bl200bl 05l cebs uau Os
UHOCO Jiuya.

OxBaueHHLIE JAelicTBUA

CraTbs 82a) COAEPKUT HepeueHb HAMOOIIee YaCTO COBEPIIAEMBIX MOIIEHHUIECKHX IEHCTBHIL ¢ HCTIONB30BaHIEM
komnbrotepal 276,

e "BBoja" KOMIIBIOTEPHBIX JAHHBIX OXBATHIBAET BCE BU/IbI MAHUITYJISLIUNA BBOJIA, TAKMX KAaK BBEJCHUE
HEBEPHBIX JaHHBIX B KOMIBIOTEP, & TAK)KE MAHUITYJISIIHN C KOMITBIOTEPHBIM MPOTPAMMHBIM 00ECIIEYCHUEM 1
Jpyrue BMEIIaTenbCTBa B X0 00paboTku nanubix 277,

e Tepmun "u3MeHeHHE" OTHOCATCS K MOAM(UKAIIUU CYLIECTBYIOIIMX JaHHBIX! 278,

e TepMuH "GI0KUpOBaHHE" KOMIIBIOTEPHBIX JAHHBIX 0003HaYaeT JeHCTBUE, KOTOPOE BIAUSET HA JOCTYHHOCT
nmaHabIX 1279,

e TepwmuH "ynaneHue" COBIAAAET C onpeaeneHneM 3Toro repmuHa B CtaThe 4, KOTOpPbIE OXBATHIBAET TAKUE
NEiCTBHSA, P KOTOPHIX HHpOpManus Obuta ynanenal280,

B nononHeHue k nmepedrcieHHbIM neicTBIsIM CTaThs 8 b) colep KT OOLIYI0 OTOBOPKY: MPECIEeIOBATh CYIcOHBIM
MOPSIJIKOM MOIIIEHHHYECTBO, CBSI3aHHOE € "BMEIIATEILCTBOM B (DYHKIIMOHHUPOBAHUE KOMITLIOTEPHOM CHCTEMBI .
O6mras oroBopka Obita 100aBIEHA B TIEPEUCHb OXBATHIBAEMBIX aKTOB, YTOOBI OCTABHUTH ITOJIOKEHHUE OTKPBITHIM IS
Oyaymiero pasputus!28l,

[osicuuTenbHbli OTYET yKa3bIBAaeT HA TO, YTO "BMEIIATENLCTBO B (DYHKIMOHMPOBAHKME KOMIIBIOTEPHOI cHcTeMBbI"
OXBAaTBIBAET JICHCTBHSA, TAKHE KAaK MAHHITYIISIMK C 000PYI0BAHUEM, AeHCTBUS TTOIaBIEHHS PACTIEYaTKU U JeHCTBYS,
3aTParuBaoIMe 3alUCH WU TIOTOK JAHHBIX, UM OCIEI0BATEILHOCTD, B KOTOPOi paboTaroT nporpamma ! 282,

JxoHOMMYecKkHil yiepo

B GOJIBIIMHCTBE HAIIMOHAILHBIX YTOJOBHBIX 3aKOHOIATENbCTBAX YTOJOBHBIE JEHCTBHSA JIOJKHBI IPUBOIUTH K
5KOHOMUYECKOMY yiepOy. KOHBEHIIHs IPUIEPKUBAETCSA AHAIOTHYHOM KOHIIENIIMU ¥ OTPAHMYHMBAET Cy1e0HOE
TIPECIIENIOBAHKE TAKUX JEHCTBUM, I/1e MAHUITYJISIMK IPOU3BOJIAT IPSAMBIE SKOHOMHYECKUE UIIH TIOTEPH
COOCTBEHHOTO HMYIIECTBA APYTUX JIFOJIEH, BKIIOYas 1€HbIH, MATEPUANIbHBIE U HEMATEPUAIILHBIE BEIH, HMEIOIINE
5KOHOMMYECKYIO LEHHOCTh ! 283,

Cy0beKkTHBHAasI CTOPOHA

Kak u npyrue nepeunciiennbie npectyrieHus, Ctatbs 8 KoHBEeHIIMN 0 KHOEPIIPECTYITHOCTH MPEAYCMATPUBACT, YTO
MPECTYITHUK ACHCTBOBAI YMBIILICHHO. DTO HAMEPEHUE OTHOCUTCS K MAHUIYILSISIM, & TAKKe (PHHAHCOBBIM
MOTEPSIM.

1276 The drafters highlighted that the four elements have the same meaning as in the previous articles: “To ensure that all possible
relevant manipulations are covered, the constituent elements of 'input', 'alteration', 'deletion’ or 'suppression' in Article 8(a) are
supplemented by the general act of 'interference with the functioning of a computer program or system' in Article 8(b). The elements
of 'input, alteration, deletion or suppression' have the same meaning as in the previous articles.” See: Explanatory Report to the
Council of Europe Convention on Cybercrime No 86.

1277 Explanatory Report to the Council of Europe Convention on Cybercrime No 86.

1278 With regard the definition of “alteration” in Aut. 4 see Explanatory Report to the Council of Europe Convention on Cybercrime No 61.

1279 With regard the definition of 'suppression” in Art. 4 see Explanatory Report to the Council of Europe Convention on Cybercrime No. 61.

1280 With regard the definition of “deletion” see Explanatory Report to the Council of Europe Convention on Cybercrime No. 61.

1281 A5 a result, not only data- related offences, but also hardware manipulations, are covered by the provision.

1282 By planatory Report to the Council of Europe Convention on Cybercrime No 87.

1283 Explanatory Report to the Council of Europe Convention on Cybercrime No 88.
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Kpome toro, KonBenmus tpedyer, 4T0OBI MPaBOHAPYIIUTEIH JEHCTBOBANI C MOIICHHUYECKIM MIIH 0E€CUECTHBIM
HaMepEHUEM, YTOObI OIYYHTh SKOHOMHYECKYIO MIIH JIPYTHE BBIOJBI 11 ceOst nian apyrux!284, B xauecTse
MIPUMEPOB JEHCTBUM, UCKITIOYAIOIIUX YTOJOBHYIO OTBETCTBEHHOCTD B BUAY OTCYTCTBHS CIIELIUAILHOIO YMBICIIA, B
[TosicautensaOM OTUETE TOBOPUTCS O KOMMEPUECKON MPAKTUKAX, BOSHUKAIONIUX B CBSI3U C PHIHOYHOM
KOHKYpPEHIIHEH, YTO MOKET IPUINHUTE SKOHOMHYECKHH yIIepO OHOMY YeIOBEKY B HHTEpEcax APyroro, HO 4TO HE

HPOM3BOAUIOCH C MOLIEHHMYECKUM UITH OECUECTHBIM HamepeHuem! 285,
be3 npasa

Mo1IeHHUYECTBO C UCIOJIB30BAHUEM KOMITBIOTEPA MOKET IIPECTIEA0BATHCS B COOTBETCTBHH cO CtaTheit §
KOHBEHIMH TOJILKO B TOM CJIydae, eCli OHO mpousonwio "6e3 npasa"1286, Jlannoe onpeenenye BKIIOYAET
TpeOOBaHKE O TOM, YTO YKOHOMUYECKUH d(PPEKT A0JKeH ObITh MoNTydeH 0e3 mpaBa Ha 310. CoctaButenu KoHBeHImH
yKa3aju, 4To ICHCTBHS, COBEPIICHHBIC B COOTBETCTBUH C JICUCTBYIOIIUM JIOTOBOPOM MEXKIY TOCTPaIaBIIuMHU

JIMLIAMH, HE CYHATAIOTCS COBEPILEHHBIMU Oe3 npasa!287,
Tumnosoii 3axon CoapyixecTBa

Tunosoii 3axkon Coapyxecta 2002 ro/1a HE COEPIKUT MOJIOKEHUH 0 CyIeOHOM NPECciieJOBAHUU MOIIICHHUYECTBA C

HUCIIOJIB30BaHHEM KOMIIbIoTepa 288,
IMpoexr Crandopackoii KonBenuun

Heodumansuerii 289 npoexr Crondopackoii Konsenmun 1999 rona He coaepuT NOJI0KEHHI O Cyae0HOM
TIPECIIEIOBAHMI MOIEHHMYECTBA C MCTIOIb30BAHMEM KOMITBIOTEPA.

6.1.17 IIpectynyieHust IpOTUB ABTOPCKHUX NIPAB

[epexon ¢ aHamoOroBOro Ha MUMPOBOE PACTIPOCTPAHEHUE MATEPHAIIOB, 3aIIUIIEHHBIX aBTOPCKUMU IIPaBaMH,
3HaMeHyeT co00ii MOBOPOTHBIM MOMEHT B HApyIIEHUH aBTOPCKHX Npasl290, Bocnpou3BoACTBO My3bIKAIBHBIX U
BUJIEO IPOU3BEACHUN UCTOPUUECKHU OTPAHUYEHO, TaK KaK BOCIIPOU3BOJICTBO aHAJIOTOBOT'O UCTOUYHUKA HEPENKO
COMPOBOXKIAETCS NMOTEPEH KauecTBa MpU KOMUPOBAHUH, YTO B CBOIO OYEPE]lb, OTPAHUYUBAET BOZMOXKHOCTD

1284 «“The offence has to be committed "intentionally". The general intent element refers to the computer manipulation or interference causing loss of
property to another. The offence also requires a specific fraudulent or other dishonest intent to gain an economic or other benefit for oneself or
another.”

1285 The drafters of the Convention point out that these acts are not meant to be included in the offence established by Article 8 - Explanatory Report to
the Council of Europe Convention on Cybercrime No 90.

1286 The element “without right” is a common component in the substantive criminal law provisions of the Convention on Cybercrime. The Explanatory
Report notes that: “A specificity of the offences included is the express requirement that the conduct involved is done "without right". It reflects the
insight that the conduct described is not always punishable per se, but may be legal or justified not only in cases where classical legal defences are
applicable, like consent, self defence or necessity, but where other principles or interests lead to the exclusion of criminal liability. The expression
‘without right’ derives its meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or
consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or relevant principles under domestic law.
The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful government authority (for example, where the Party’s
government acts to maintain public order, protect national security or investigate criminal offences). Furthermore, legitimate and common activities
inherent in the design of networks, or legitimate and common operating or commercial practices should not be criminalised”. See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 38.

1287 Explanatory Report to the Council of Europe Convention on Cybercrime No 90.

1288 «Model Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http://www.cpsu.org.uk/downloads/2002CLMM.pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

1289 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the United
States in 1999. The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodmar/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:
http://www lawtechjournal.conv/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.

129 Regarding the ongoing transition process, see: “OECD Information Technology Outlook 2006”, Highlights, page 10, available at:
http://www.oecd.org/dataoecd/27/59/37487604.pdf.
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HCTIONB30BaHKe KOMMK B Ka4eCTBE NCTOYHHUKA IS JalbHEHIIero Bocpon3BoacTa. C mepexooM Ha HU(POBbIe
MCTOYHMKM Ka4eCTBO COXPAHSAETCA U CTaJI0 BO3MOMKHBIM COXPAHATh KAYECTBO KOMMUIA HEM3MEHHO BhicokuM ! 291,

Wnpycrpus pa3BiedeHnil OTBETHIIA BBEJICHUEM TEXHIUECKUX MEPOTIPHUATHH (TEXHUYIECKUE CPEACTBA 3aLIUTHI IIPaB
win DRM) a1 npenoTBpamienust BOCpou3BoacTsal 292, Ho 10 cux 1mop 9Tu Mephl MOKHO OGONTH TOYTH Cpasy
nocine ux Beefenus 293, Pasznmuunble IporpaMMHbIE CPECTBA JOCTYIHBI YEPE3 HHTEPHET, YTO MO3BOJISAET
MOJIH30BATEII0 KOMTUPOBATH MY3bIKAILHBIE KOMITAKT-TUCKH U TUCKH DVD ¢ pupMamu, KOTOpBIE 3alHIICHBI
cucremamu DRM. Kpome Toro, mHTEpHET Npe0CTaRISIET HEOTPAHUYEHHBIE BOBMOXXHOCTH PACIPOCTPAHEHUSI.

B pesynpTare HapymeHHe IpaB HHTEUICKTYaIbHON COOCTBEHHOCTH, 0COOEHHO aBTOPCKOTO MPAaBa, IIMPOKO
PacHpOCTPaHEHHBIMH PECTYILUICHUAMM B MHTEpHETE! 294,

KonBeHnuusi 0 KuGeprnpecTymHOCTH

KOHBCHHI/IH BKJIFOYAET B €0 IOJ0KEHUE O TAKUX NPECTYIICHUAX, KaK HAPYIICHUEC aBTOPCKUX MIPaB, KOTOPLIC
Tp66y}OT rapMOHHU3AalUHN pa3JINYHbIX MOJIOKEHUI HAlIMOHAIbHBIX 3aKOHOJIaTEJIHCTB:

Cmamua 10 - Hpecmynﬂenuﬂ, C6A3AHHbIE C HAPDYUICHUEM ABMOPCKUX U CMENHCHBIX npae

1) Kaoscoas Cmopona npunumaem 3aKoHOOamelbHble U Utble Mepbl, Heobxooumble 0l mo2o, 4moobl
KEAMUQUYUpOsams 8 Kauecmee Y20l06HO20 NPEeCmyNIeHUs. CO2NACHO ee GHYMPU2OCyOapCmeeHHOMY
npasy HapywleHus. aemopcKoe0 npasa, Kaxk OHu onpeodeienvl 6 3aKonodamenvcmee 3moi Cmoporvl 60
UCnONIHeHUe 0053amenbems, 83amvlx et Ha cebs no Ilapusicckomy Axmy om 24 wona 1971 2ooa,
nepecmampusaroujemy bBeprckyio Kownsenyutro 06 Oxpane Jlumepamypuvix u Xy00dscecmeeHHbIX
Ipouzsedenui, no Coenawenuio o Topeosvix Acnexmax Ilpas Unmennexkmyanvnoti CobcmeenHocmu u
no Hoeoeopy 06 Asmopckom I[lpase Bcemupnoii Opeanuzayuu Humennexmyanvrou CobcmeeHHOCmuU
(BOUC), xoeda maxue Oelicmeusi COBEPUUAIOMCA YMbIUIEHHO 8 KOMMEPYeCKOM macwmabe u ¢
NOMOWBIO KOMNBIOMEPHOU CUCTEMbL, 34 UCKTIOYEHUEeM II0ObIX MOPATbHBIX NPAs, NPedoCmAassneMblX
smumu Koneenyusmu.

2) Kaoicoas Cmopoua npumumaem 3aKOHOOAMeNbHble U UHbIE Mepbl, HeoOXooumvle Oisi Mo2o,
umoobwl Keanuguyuposams 8 Kawecmee — Y20l08HbIX npecmynieHull coenacHo
BHYMPUSOCYOAPCMBEHHOMY NpPAGY HAPYUIEHUS NPAB, CEA3AHHLIX C ABMOPCKUM NPABOM, KAK OHO
onpedeneHo 3akoHooamenbcmeom 3mou Cmoponsl 80 UCHOTHEHUe 00A3amenbCms, 835mblX elo Ha
cebs coenacno MedxcOyHapoOHOU KoHBeHyuu 00 OXpane UHMEpPeco8 apmucmos-UucCHOIHUmenel,
npouzgeooumerell (poHoepamm u sewamenvuuvix opeanuzayui (Pumckas xousenyus), CoenawieHuro o
MOpP208bIX  ACNEKMAX NpaAé UHMELIeKMYaibHou cobocmeennocmu u  J{ocosopy BOUC 06
UCNOTHUMENAX U (POHOZPAMMAX, KO20A MaKue aKmvl COBEPULEHbl YMBIUUIEHHO, 8 KOMMEPUeCKOM
Macuimabe u ¢ NOMOWbIO KOMRBIOMEPHOT CUCEMbl, 30 UCKTIOUEHUEM NH0ObIX MOPATIbHBIX NPAS.

3) Jlwoas Cmopona modxcem coxpanums 3a coOOU Npasa 6 HEKOMOPbLIX 0OCMOSMENbCMEax He
NpuUeieKams GUHOBHLIX K Y20I06HOU OMEENCIMEEHHOCMU CO2LACHO NON0dCeHUAM napazpaghos 1 u 2
Hacmosiwel cmamvly npu YCI08UU, YMO UMelomcsi opyeue dghpexmusHvle cpedcmea npagogoul
3auWumel U YMO MAKAs 02080pKA He 6eedem K uacmuuHou ommene CmMOPOHOU CB0UX
MENCOYHAPOOHBIX — 00A3amenvCcms,  NpedyCMOMPEHHbIX — MeNCOYHAPOOHBIMU — OOKYMEHMAMU,
ynomaHymuimu 6 napacpagax 1 u 2 nacmosweti cmamou.

B GoJBIIMHCTBE CTPaH HAapyLIEHUE aBTOPCKHX MPAB ykKe KBaTM(UIUPYETCs B KaUeCTBE MpecTymienus 295 n
PacCMOTPEHO B psijie MEXKIyHAaPOAHBIX 10roBopoB! 2%, KonseHuus npussana 06eceynuTh OCHOBOIIOIArAIOIINE

1291 For more information on the effects of the digitalisation for the entertainment industry see above: Chapter 2.6.a.

1292 The technology that is used is called Digital Rights Management — DRM. The term Digital rights management (DRM) is used to
describe several technologies used to enforce pre-defined policies controlling access to software, music, movies, or other digital data.
One of the key functions is the copy protection that aims to control or restrict the use and access to digital media content on
electronic devices with such technologies installed. For further information, see: Cunard/Hill/Barlas, “Current developments in the
field of digital rights management”, available at: http://www.wipo.int/documents/en/meetings/2003/sccr/pdf/sccr_10_2.pdf;
Lohmann, Digital Rights Management: The Skeptics’ View, available at:
http://www.eff.org/IP/DRM/20030401_drm_skeptics_view.pdf.

1293 Regarding the technical approach of copyright protection see: Persson/Nordfelth, Cryptography and DRM, 2008, available at:
http://www.it.uu.se/edu/course/homepage/security/vt08/drm.pdf.

129 For details see above: Chapter 2.6.1.

1295 Examples are 17 U.S.C. § 506 and 18 U.S.C. § 2319:

Section 506. Criminal offenses

(a) Criminal Infringement. — Any person who infringes a copyright willfully either —

(1) for purposes of commercial advantage or private financial gain, or

(2) by the reproduction or distribution, including by electronic means, during any 180-day period, of 1 or more copies or
phonorecords of 1 or more copyrighted works, which have a total retail value of more than $1,000,

shall be punished as provided under section 2319 of title 18, United States Code. For purposes of this subsection, evidence of
reproduction or distribution of a copyrighted work, by itself, shall not be sufficient to establish willful infringement.

[...]
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HPUHIIUIIBI, KACAIOIMECS YTOIOBHON OTBETCTBEHHOCTH 3a HAPYILEHUS aBTOPCKUX TPaB B 1IEISAX FaPMOHM3ALMH
CYIIECTBYIOIIEr0 HALMOHAILHOIO 3aKOHO/aTeIbCTBA. HapyllieHus nateHTa M TOProBoii MapKy He MOANafaeT Hoj
970 monoxkenune! 297,

Ccplika Ha MEKAYHAPOAHBbIE COrJIallICHUSA

B oTauuKe OT APYyruX NpaBoOBbLIX paMOK, KOHBEHIUs MPSAMO He Ha3bIBAET JeSHUs MPECTYIIEHUAMH, a OTChIIAET K
PALY MEXIYHApPOHBIX cornamenuii! 298, 3to onun us acnexkros Crathu 10, mogsepraeMblii kputuke. B otanuue ot
TOT0, 4TO 9TO 3aTPYIHSAET ONpeIeleHHEe PAMOK CyIe€OHOro IPecIeI0BaHKs M YTO TAKHE COIVIAMIEHUS MOTYT ObITh
BIIOCJIE/ICTBUM U3MEHEHBI, BOSHUKAET BOIPOC, JOKHBI JIM CTPaHBI, MONUcaBIIe KOHBEHINIO, TOAMUCHIBATL
MeKIyHapo iHble cornamienusi, ynoMmsiHyTeie B Ctathe 10. CoctaBurenu Konsennuu nmoguepknyinu, uro KonBeHus
0 KubepnpecTyHOCTH He BBOAUT Takux o0sa3arenbcTs!2%9. Te rocymapcTsa, KOTOpble HE MOANMCAIN YIOMSIHYTHIE

Section 2319. Criminal infringement of a copyright
(a) Whoever violates section 506(a) (relating to criminal offenses) of title 17 shall be punished as provided in subsections (b)
and (c) of this section and such penalties shall be in addition to any other provisions of title 17 or any other law.
(b) Any person who commits an offense under section 506(a)(1) oftitle 17 —
(1) shall be imprisoned not more than 5 years, or fined in the amount set forth in this title, or both, if the offense consists of the
reproduction or distribution, including by electronic means, during any 180-day period, of at least 10 copies or phonorecords,
of 1 or more copyrighted works, which have a total retail value of more than $2,500;
(2) shall be imprisoned not more than 10 years, or fined in the amount set forth in this title, or both, if the offense is a second
or subsequent offense under paragraph (1); and
(3) shall be imprisoned not more than 1 year, or fined in the amount set forth in this title, or both, in any other case.
(c) Any person who commits an offense under section 506(a)(2) of title 17, United States Code —
(1) shall be imprisoned not more than 3 years, or fined in the amount set forth in this title, or both, if the offense consists of the
reproduction or distribution of 10 or more copies or phonorecords of 1 or more copyrighted works, which have a total retail
value of $2,500 or more;
(2) shall be imprisoned not more than 6 years, or fined in the amount set forth in this title, or both, if the offense is a second or
subsequent offense under paragraph (1); and
(3) shall be imprisoned not more than 1 year, or fined in the amount set forth in this title, or both, if the offense consists of the
reproduction or distribution of 1 or more copies or phonorecords of 1 or more copyrighted works, which have a total retail
value of more than $1,000.
(d)(1) During preparation of the presentence report pursuant to Rule 32(c) of the Federal Rules of Criminal Procedure,
victims of the offense shall be permitted to submit, and the probation officer shall receive, a victim impact statement that
identifies the victim of the offense and the extent and scope of the injury and loss suffered by the victim, including the estimated
economic impact of the offense on that victim.
(2) Persons permitted to submit victim impact statements shall include -
(A) producers and sellers of legitimate works affected by conduct involved in the offense;
(B) holders of intellectual property rights in such works; and
(C) the legal representatives of such producers, sellers, and holders.
(e) As used in this section -
(1) the terms "phonorecord" and "copies" have, respectively, the meanings set forth in section 101 (relating to definitions) of
title 17, and
(2) the terms "reproduction” and "distribution” refer to the exclusive rights of a copyright owner under clauses (1) and (3)
respectively of section 106 (relating to exclusive rights in copyrighted works), as limited by sections 107 through 122, of title
17.

Regarding the development of legislation in the United States see: Rayburn, After Napster, Virginia Journal of Law and Technology, Vol. 6,2001,

available at: http://www.vjolt.net/vol6/issue3/v6i3-al 6-Rayburn.html.

12% Regarding the international instruments see: Sonoda, Historical Overview of Formation of International Copyright Agreements in the
Process of Development of International Copyright Law from the 1830s to 1960s, 2006, available at:
http://www iip.or.jp/e/summary/pdf/detail2006/e18_22.pdf; Okediji, The International Copyright System: Limitations, Exceptions
and Public Interest Considerations for Developing Countries, 2006, available at:
http://www.unctad.org/en/docs/iteipc200610_en.pdf; Regarding international approaches of anti-circumvention laws see: Brown,
The evolution of anti-circumvention law, International Review of Law, Computer and Technology, 2006, available at:
http://www.cs.ucl.ac.uk/staff/I. Brown/anti-circ.pdf.

1297 Bxplanatory Report to the Council of Europe Convention on Cybercrime No. 109.

1298 Explanatory Report to the Council of Europe Convention on Cybercrime No. 110: “With regard to paragraph 1, the agreements referred to are the
Paris Act of 24 July 1971 of the Bern Convention for the Protection of Literary and Artistic Works, the Agreement on Trade-Related Aspects of
Intellectual Property Rights (TRIPS), and the World Intellectual Property Organisation (WIPO) Copyright Treaty. With regard to paragraph 2, the
international instruments cited are the International Convention for the Protection of Performers, Producers of Phonograms and Broadcasting
Organisations (Rome Convention), the Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) and the World Intellectual
Property Organisation (WIPO) Performances and Phonograms Treaty. The use of the term "pursuant to the obligations it has undertaken” in both
paragraphs makes it clear that a Contracting Party to the current Convention is not bound to apply agreements cited to which it is not a Party;
moreover, if a Party has made a reservation or declaration permitted under one of the agreements, that reservation may limit the extent of its
obligation under the present Convention.*

129 See Explanatory Report to the Council of Europe Convention on Cybercrime, No. 111 “The use of the term "pursuant to the
obligations it has undertaken" in both paragraphs makes it clear that a Contracting Party to the current Convention is not bound to
apply agreements cited to which it is not a Party; moreover, if a Party has made a reservation or declaration permitted under one of
the agreements, that reservation may limit the extent of its obligation under the present Convention.
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MEXIIyHapOIHbIE COTJIAIICHUS, TEM HE MeHee He 00sI3aHbI TIOHUCHIBATE COTJIANIICHUS U HEe IPUHYKIAI0TCS
MpeciieIoBaTh B CyJIcOHOM MOPSIKE JICSHHUS, KOTOPBIC CBSA3aHBI C HE TIOIMUCAHHBIMHA UMH cornamenusMu. Ctatbs 10
00s13aTeNTbHA TONBKO JUIS TEX CTOPOH, KOTOPBIE MOIITHCAIN OHO U3 YIIOMSHYTHIX COTJIAIICHHH.

Cy0beKkTHBHAasI CTOPOHA

B cuiry cBoero obrero xapakrepa KoHBeHIHS orpaHHYUBAET cyieOHOE TpeCcIeIOBaHIE TeX IESHHI, KOTOphIe ObUIH
COBEPLIEHBI C TIOMOIIBI0 KoMIbIoTepHOM cuctembl! 300, B ornonHenue K AesHUAM, COBEPIIEHHBIM C TOMOMILIO
KOMITBIOTEPHON CHCTEMBI, YTOJIOBHAS! OTBETCTBEHHOCTh OTPaHIMYUBAETCS aKTaMH, KOTOPBIE COBEPIIAIOTCS
YMBIIIJIEHHO U B KOMMEpUYecKuX MacmTabax. TepMuH "CO3HATENBHO" COOTBETCTBYET TEPMHUHY "yMBIIIIJICHHO ",
KOTOPBII UCIIONB3YeTCs B IPYTUX MAaTEPHAITBEHO-TIPABOBBIX MOJIOXKECHUIX KOHBEHIINY U YUUTHIBACTCS B
TePMUHONOTHH, ucnonb3ytomeiics B Cratbe 61 Cornamenus TRIPS!30!, xotopoe perynupyer o6s13atensbcTsa 1o

CyaeOHOMY IIpeciieIOBAHKI0 HapyIeHuii aBTopckux npap!302,
IIpombinIeHHBIE MACIITAOBI

OrpaHuueH#e ACHCTBUH B MPOMBIIUIEHHBIX MacIITabaxX, KpOMe TOT0, yIuThIBaeTCss COrNIalIeHHEM 110 TOPTOBBIM
acreKTaM MpaB uHTeIuIekTyanbHoi cooctBeHHOCTH (TRIPS), KOTOpOE TpeOyeT yroJIoBHOTO HaKa3aHUs TOJIBKO 3a
"MUPATCTBO B MPOMBIIIIEHHBIX MaciTabax". [TockombKy OONBIIMHCTBO HAPYIICHUH B CUCTEMax oOMeHa Qaitmamu
COBEpIIACTCS HE B MMPOMBIIUICHHBIX MaciiTabax, oHu He moananaroT nox Crateio 10. KonBeHIus HanpaBieHa Ha
oTpeieNieHe MUHUMAIBHBIX KPUTEPHUEB IPECTYIUICHUH, CBSI3aHHBIX ¢ HHTEpHETOM. TakuM 00pa3oMm, B CyneOHOM
MPECIIeIOBAaHUN HAPYIICHUH aBTOPCKUX MPaB CTOPOHBI MOTYT HE OTPAHUYMBATHCS PAMKAMHU "TIPOMBIIIICHHBIX
macira6os! 303",

be3 npaBa

B 11e710M OCHOBHEIE TOJIOKEHMSI YTOJIOBHOT'O TIPaBa, ornpesiesicHHble B KOHBEHITMN 0 KHOEpIPECTYTHOCTH, TPEOYIOT,
9TOOBI JIESTHUE OCYIIECTBISIOCH "0e3 npaBa”1304. CocraBurenu KoHBeHIIMU yKa3alid, YTO TEPMUH "HapylieHHe" yxe

HOJPa3yMEBAET, 4TO 3TO JIeTHUE ObLIO coBeplIeHo 6e3 paspemenus! 305,
Orpanu4eHusi ¥ OrOBOPKH

HyHKT 3 mo3BOJISAET MNOAIMUCABIINM CACJIATh OTOBOPKY O TOM, YTO A0 T€X MOP, IOKAa UMCHOTCA APYTrUe 3(1)(1)6KTI/IBHBI€
CpeacTBa HpaBOBOI\/'I 3allIATBI X1 OTOBOPKH, HE OTCTYIIATh OT MEXKAYHAPOJHBIX 00s13aTENBLCTB Y4YaCTHUKOB.

1300 B planatory Report to the Council of Europe Convention on Cybercrime No. 16 and 108.

PO Article 61
Members shall provide for criminal procedures and penalties to be applied at least in cases of wilful trademark counterfeiting or
copyright piracy on a commercial scale. Remedies available shall include imprisonment and/or monetary fines sufficient to provide a
deterrent, consistently with the level of penalties applied for crimes of a corresponding gravity. In appropriate cases, remedies
available shall also include the seizure, forfeiture and destruction of the infringing goods and of any materials and implements the
predominant use of which has been in the commission of the offence. Members may provide for criminal procedures and penalties to
be applied in other cases of infringement of intellectual property rights, in particular where they are committed wilfully and on a
commercial scale.

1302 By planatory Report to the Council of Europe Convention on Cybercrime No. 113.

1303 Explanatory Report to the Council of Europe Convention on Cybercrime No. 114.

130 The element “without right” is a common component in the substantive criminal law provisions of the Convention on Cybercrime. The Explanatory
Report points out: “A specificity of the offences included is the express requirement that the conduct involved is done "without right". It reflects the
insight that the conduct described is not always punishable per se, but may be legal or justified not only in cases where classical legal defences are
applicable, like consent, self defence or necessity, but where other principles or interests lead to the exclusion of criminal liability. The expression
‘without right’ derives its meaning from the context in which it is used. Thus, without restricting how Parties may implement the concept in their
domestic law, it may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or
consensual) or conduct that is otherwise not covered by established legal defences, excuses, justifications or relevant principles under domestic law.
The Convention, therefore, leaves unaffected conduct undertaken pursuant to lawful government authority (for example, where the Party’s
government acts to maintain public order, protect national security or investigate criminal offences). Furthermore, legitimate and common activities
inherent in the design of networks, or legitimate and common operating or commercial practices should not be criminalised”. See Explanatory
Report to the Council of Europe Convention on Cybercrime, No. 38.

1305 See Explanatory Report to the Council of Europe Convention on Cybercrime, No. 115. In addition the drafters pointed out: The

absence of the term "without right" does not a contrario exclude application of criminal law defences, justifications and principles
governing the exclusion of criminal liability associated with the term "without right" elsewhere in the Convention.
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poext Crandopackoii KonBenuun

Heodummansuerii! 306 nmpoext Ctandopackoit Konsenmu 1999 1. He COAEPKUT MOT0KEHUSA 00 yrOJOBHOM
mpecie0BaHuK HapyleHnit aBTopckux mpas. CocraButenn KOHBEHLIMU yKa3aliu, YTO BKIIOUEHUE HApYLIEHUH
aBTOPCKHX MpaB ObUI0 3aTpyAHKTETHHO 307, BMECTO 3TOr0 OHM OTCHUIAIOT HEMOCPEICTBEHHO K MTYHKTY

CYIIECTBYIOIIMX MEXIyHAPOIHBIX cornamenuiil308,
6.2 Ilpouyeccyanvnoe npaso
6.2.1 BBenenmne

Kak 00bscHEHO B pasjenax Boliie, 00pb0a ¢ KHOEpIPEeCTYTHOCTHIO TPEOYET aJeKBaTHOTO KaCArOIIErocs CyIIecTBa
yrosiosHoro rpasal399, Tlo kpaiineii Mepe, B cTpaHax rpaxJIaHCKOTO NpaBa OpPraHbl OXPaHbl IPABOHOPSIAKA HE OyIyT
MMETh BO3MOKHOCTB PacCiIe0BaTh NPECTyIUIEHHs 6e3 BBOJIA STHX 3aKOHOB B jieiicTeue. Ho TpeGoBanue opranos
OXpaHbl IPABOIOPSIKa B 60phOE ¢ KHOEPIPECTYITHOCTBIO HEe OrPAHUYEHBI OCHOBHBIMH HOJIOKEHUSAMH YTOJOBHOIO
zakoHonatensctal310, Jlng nposeenus paccnenoBanmii OHM JOIKHBI 0OECTIEUNTD, B IONOITHEHHE K

PO ECCHOHABHOM TIOATOTOBKE M 060PY/I0BAHHIO, IPOLIECCYATBHBIE JOKYMEHTBI, KOTOPBIE TIO3BOJIST UM TIPHHATH
Mephbl, HEOOXOAMMBIE /ISl BBIABJIEHHS IIPABOHAPYIIUTENS H cOOpa J0KA3aTENLCTB, HEOOXOUMBIX I YTOIOBHOIO
cynonpoussoacTsal3!l, DTu MepbI MOTYT GBITE CXOXKH € TEMH, KOTOPBIE TIPEANPUHUMAIOTCS B JIPYTHX
paccieI0OBaHuUsX, HE CBA3aHHBIX C KUOEPIPECTYITHOCTBIO, HO B CBSI3H C TEM, YTO NMPECTYIHUK HE 00S3aTENBHO
JIOJKEH MPUCYTCTBOBATH HA WK JIaKe PAIOM C MECTOM MPECTYIUICHHS, BECbMa BEPOSTHO, YTO HEOOXOAMMOCTh
pacciieloBaHus KuOepnpecTyIUIeH it 6yIeT OCYIECTBIATHCS MO-IPYroMY 110 CPABHEHHIO C TPAIULMOHHBIMU

paccienopanusamu!312,

[pranHo# HEOOXOAUMOCTH TIPUMEHEHHS PAa3IMYHBIX METOOB PACCIIEIOBAHUS SIBISIETCS HE TOJIBKO HE3aBUCUMOCTh
OT MecTa JISHCTBUS U MECTa IPECTYIUICHUs. B OONBIIMHCTBE CITydaeB AJisl OPraHOB OXPaHBI MPABOIOPSIIKA ITO C
COYETAHMEM P/Ia BHILIEYKA3aHHBIX TTPOBIIEM, TIPOBOISNIMX YHUKAIBHBIE PACcCiIe0Banus Kubeprpectyrenuii!313,
Ecin IpaBoHapyIIMTENh HAXOAUTCS B APYToi ctpane 1314, ucnonk3syromieii yciyru, No3Bosrole aHOHUMHYIO
CBA3b, U, KPOME TOT'0, COBEPILIAET MIPECTYIJICHUS C UCTIOJIb30BAaHUEM PA3IMYHBIX TEPMUHAIIOB JIOCTYTa B UHTEPHET
00IIero Mob30BaHuUs, IPECTYIICHUE TPYIHO PACCIIEAOBATh HA OCHOBE TPAJUIIMOHHBIX HHCTPYMEHTOB, HAIIpUMED,
TOJIBKO TIOMCK M 3aXBaT. Bo n30exanne HegopazyMeHHid Ba)KHO OTMETUTb, UTO PACCIIeIOBaHUS KHOSPIPECTYIUICHHUHA

139 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the United
States in 1999. The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodman/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:
http://www lawtechjournal.con/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA International Guide to Combating Cybercrime, 2002, page 78.

1397 See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism, 2000, available at:
http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

1398 See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism, 2000, available at:
http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

1309 See above: Chapter 4.4.1 and Chapter 6.1.

1310 This was as well highlighted by the drafters of the Council of Europe Convention on Cybercrime that contains a set of essential
investigation instruments. The drafters of the report point out: “Not only must substantive criminal law keep abreast of these new
abuses, but so must criminal procedural law and investigative techniques® see: Explanatory Report to the Council of Europe
Convention on Cybercrime No. 132. Regarding the substantive criminal law provisions related to Cybercrime see above:

Chapter 6.1.

1311 Regarding the elements of a Anti-Cybercrime strategy see above: xxx. Regarding user-based approaches in the fight against Cybercrime see:
Gorling, The Myth Of User Education, 2006 at http://www.parasite-economy.com/texts/StefanGorlingVB2006.pdf. See as well the comment made
by Jean-Pieree Chevenement, French Minister of Interior, at the G8 Conference in Paris in 2000: “More broadly, we have to educate users. They
must all understand what they can and can’t do on the Internet and be warned of the potential dangers. As use of the Internet grows, we’ll naturally
have to step up our efforts in this respect.”

2 Due to the protocols used in Internet communication and the worldwide accessibility there is very little need for a physical presence at the place
where a service is physically offered. Due to this independence of place of action and the crime site, many criminal offences related to the Internet are
transnational crimes. Regarding the independence of place of action and the result of the offence see above: Chapter 3.2.7.

1313 Regarding the challenges of fighting Cybercrime see above: Chapter 3.2.

1314 The pure fact that the offender is acting from a different country can go along with additional challenges for the law enforcement agencies as the
investigations even if similar substantive criminal law provisions and procedural law instruments are in place in both countries. In these cases the
investigation never the less requires an international cooperation of the authorities in both countries that in general is more time consuming compared
to investigations concentrating on a single country.

13
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TpeOyeT KIacCHIeCKON NeTEKTUBHOM ESTEIbHOCTH, a TAK)Ke IPUMEHEHHE TPaIUINOHHBIX HHCTPYMEHTOB
paccienoBaHus, HO paccieOBaHus KHOSPIPECTYINICHUI IPOXOAAT HapaBHE ¢ MPoOIeMaMu, KOTOPBIE HE MOTYT

OBITH PEHICHBI TOJIBKO € MTOMOIIBIO TPAAUITUOHHBIX HHCTPYMEHTOB paCCHeI[OBaHI/IFIBlS.

Hexoropsie cTpaHs! yxe pa3padoTaii HOBbIE HHCTPYMEHTHI, IO3BOIISIOIINE OPraHaM OXPaHBI IIPaBOIOPIIKA
paccienoBaHus KHOEPIPECTYIUICHUH, a TakoKe TPAJUINOHHBIX IPECTYIUICHHUH, TPEOYIONNX aHAIN3a KOMIIBIOTEPHBIX
nanupix 316, B oTHOIIEHNM CylIECTBEHHOTO yroaoBHoro npasa Konsenuus o kubepnpectynnoct Cosera EBpors
COZIEPKUT PSJ MOJIOKEHUH, OTPaXKAIOUINKA MIUPUHY PUHATHIX MUHUMAJIBHBIX CTAHIaPTOB, KACAIOIIUXCS
TPOLIEYPHBIX TOKYMEHTOB, HEOOXOMMMBIX JUIsl paccieioBanus kubeprpectyrenuii! 317, Hukecneayrommuit 0630p
OyIeT cChUTAaThCS Ha JOKYMEHTHI, IPEIOKECHHBIE 3TOH MEXTyHapOTHOH KOHBEHIIUEH, H, KPOME TOTO, OTMETUT
HAI[MOHAJIbHBIE MOJIXObl, BBIXOASIIIUE 32 PAMKH MOJIOKEHUH 3Toi KoHBeHIMU.

6.2.2 PaccienoBanusi B 00J1acTH KOMIIBIOTEPOB M MHTepHeTa (Cyne0Hasi JKCIIepTH3a ¢ UCI0JIb30BAHUEM
KOMIIbIOTEPHOM TeXHUKH)

CyILeCTBYIOT pa3IMuHble onpeieseHus "cy1e0HOM SKCIepTU3hl ¢ UCIOIB30BAaHHEM KOMITbIOTepHOM TexHuku" 1318,
OHa MOXeT ObITh onpezielieHa Kak "uccnenoBanre U T-000pynoBaHus U CUCTEM C LIEJIBIO MOTyYeHHsI HH(OPMAITUH
U1 yrOJIOBHOTO MJIH TpakiaHckoro paccienosanus" 319, TIpu coBepiuenny npecTymieHuii IpecTyHUKY OCTABISIOT
cnenpi' 320, D1o yTBEpKIEHNE NEHCTBYET Kak B TPAAULMOHHBIX PACCIEI0BAHHAX, TAK U B KOMIBIOTEPHBIX. [ TaBHBIM
OTJIMYMEM TPAJUIMOHHbIX PACCiIeIOBAHUI OT paccie 0BaHui KHOepIpecTyIUIeH it SBaseTcs TOT (GaKT, 4To I
paccieIoBaHus KUOEPIPECTYIUIEH I, KaK MPABUIIO, HEOOXOIMMBI CIIEIUABHBIE METOIBI PACCIIEOBAHYS, CBA3AHHBIE
C JIAHHBIMH, U OHO MOYET OBITh YIPOIIEHO 3a CYET PUMEHEHHS CHIENMATN3UPOBAHHBIX IPOrPAMMHBIX cpeacTs!32l,
B 1010/IHEHHE K a/IeKBATHBIM HPOLELYPHBIM HHCTPYMEHTAM HPOBEIEHHUE TAKOTO aHAIM3a TpebyeTcs OT
YIIOJIHOMOYEHHBIX OPIaHOB CIIOCOOHOCTH YHPABJIATH M aHAJIU3UPOBATH COOTBETCTBYIOIIME JaHHbIE. B 3aBHCHMMOCTH
OT MPECTYIUIEHHS, & TAKKE OT MPUMEHSIEMON KOMITBIOTEPHOM TEXHOJIOTHH, TPEOOBAHHUS K TIPOLIETYPHBIM
MHCTPYMEHTAM PAcciIe0BaHUs M TEXHUKH POBEIEHUS Cy1e0HOM dKcepTH3bl oTIMuaroTes 322 u craHoBATCA B OUH

PAJL ¢ yHUKAIBHBIME MTpo6ieMamu! 323,

1315 See in this context as well: Explanatory Report to the Council of Europe Convention on Cybercrime No. 134.

1316 For an overview about the current status of the implementation of the Convention on Cybercrime and its procedural law provisions in selected
countries see the country profiles made available on the Council of Europe website: http://www.coe.int/cybercrime/.

1317 See Art. 15 — 21 Council of Europe Convention on Cybercrime.

1318 Hannan, To Revisit: What is Forensic Computing, 2004, available at: http://scissec.scis.ecu.edu.au/publications/forensicsO4/Hannan.pdf; Efter, The
forensic challenges of e-crime, Australasian Centre for Policing Research, No. 3, 2001, page 4, available at:
http://www.acpr.gov.au/pdf/ACPR_CC3.pdf; Regarding the need for standardisation see: Meyers/Rogers, Computer Forensics: The Need for
Standardization and Certification, International Journal of Digital Evidence, Vol. 3, Issue 2, available at:
https://www.utica.edu/academic/institutes/ecii/publications/articles/ AOB7F51C-D8F9-A0DO-7F387126198F12F6.pdf; Morgan, An Historic
Perspective of Digital Evidence: A Forensic Scientist’s View, International Journal of Digital Evidence, Vol. 1, Issue 1; Hall/Davis, Towards
Defining the Intersection of Forensic and Information Technology, International Journal of Digital Evidence, Vol. 4, Issue 1; Leigland/Krings,

A Formalization of Digital Forensics, International Journal of Digital Forensics, International Journal of Digital Evidence, Vol. 3, Issue 2;

1319 patel/Ciarduain, The impact of forensic computing on telecommunication, IEEE Communications Magazine, Vol. 38, No. 11, 2000, page 64.

1320 For an overview on different kind of evidence that can be collected by computer forensic experts see: Nolan/O’Sullivan/Branson/Waits, First
Responders Guide to Computer Forensics, 2005, available at: http://www.cert.org/archive/pdf/FRGCF_v1.3.pdf.

1321 Korr, Searches and Seizures in a digital world, Harvard Law Review, 2003, Vol. 119, page 538.

1322 For an overview about different forensic investigation techniques related to the most common technologies see: Carney/Rogers, The Trojan Made
Me Do It: A First Step in Statistical Based Computer Forensics Event Reconstruction, International Journal of Digital Evidence, Vol. 2, Issue 4;
Casey Practical Approaches to Recovering Encrypted Digital Evidence, International Journal of Digital Evidence, Vol. 1, Issue 3, available at:
https://www.utica.edu/academic/institutes/ecii/publications/articles/ AOAAF2FB-BD97-C28C-7F9F4349043FD3 A9.pdf; Kerr, Searches and
Seizures in a digital world, Harvard Law Review, 2005, Vol. 119, page 531 et seq; Nolan/O’Sullivan/Branson/Waits, First Responders Guide to
Computer Forensics, 2005, available at: http://www.cert.org/archive/pdf/FRGCF _v1.3.pdf.; Siegfried/Siedsma/Countryman/Hosmer, Examining the
Encryption Threat, International Journal of Digital Evidence, Vol. 2, Issue 3, available at:
https://www.utica.edu/academic/institutes/ecii/publications/articles’ AOBOC4 A4-9660-B26E-12521C098684EF12.pdf ; Urnbull/Blundell/Slay,
Google Desktop as a Source of Digital Evidence, International Journal of Digital Evidence, Vol. 5, Issue 1; Marsico/Rogers, iPod Forensics,
International Journal of Digital Evidence, Vol. 4, Issue 2; Gupta/Mazumdar; Digital Forensic Analysis of E-Mails: A Trusted E-Mail Protocol,
International Journal of Digital Evidence, Vol. 2, Issue 4; Hidden Disk Areas: HPA and DCO, International Journal of Digital Evidence, Vol. 5, Issue
1; Chaski, Who’s at the Keyboard? Authorship Attribution in Digital Evidence Investigations, International Journal of Digital Evidence, Vol. 4, Issue
1; Howard, Don’t Cache Out Your Case: Prosecuting Child Pornography Possession Laws Based on Images Located in Temporary Internet Files,
Berkeley Technology Law Journal, Vol. 19, page 1233; Forte, Analyzing the Difficulties in Backtracing Onion Router Traffic, International Journal
of Digital Evidence, Vol. 1, Issue 3, available at: https:/www.utica.edu/academic/institutes/ecii/publications/articles/AO4AAQ07D-D4B8-8B5F-
450484589672E1F9.pdf;

1323 Harrison/Heuston/Morrissey/Aucsmith/Mocas/Russelle, A Lesson Learned Repository for Computer Forensics, International Journal of Digital
Evidence, Vol. 1, Issue 3.

[Tonnmanue kubepnpecTymHOCTH: PYKOBOACTBO /It pa3BHBAIOIIUXCS CTPaH 171



B 0011eM J1Ba 9TH acEKTa paccieI0BaHus KHOEPIPECTYIUIEHHI TECHO B3aMMOCBA3aHbI M YaCTO OMHMCHIBAOTCS
001MM TepMUHOM "CyeOHas SKCIIEPTH3a C UCTIONb30BAHMEM KOMIBIOTEPHON TEXHUKHU", MM cOOp U aHAJIU3
nokaszatenbets! 324, Kak omucaHo Bblle, CyneOHas SKCIEPTH3a C UCIOIb30BAHUEM KOMIILIOTEPHON TEXHUKH
ONKMCHIBAET MPUMEHEHHE KOMITBFOTEPHBIX PACCIIEOBAHNI U METOI0B AHAIN3A JUIS OTIPEIENICHHUS TOTEHIHATBHBIX
nokazatenbeT. OHa BKJIIOYAET B ce0st INMPOKUI CIIEKTP BHJI0B aHAIN34a, HAYMHAS OT OOIIETO aHAIIM3a, HAIPUMED
HOUCK JIETCKOH MOPHOrpauK Ha JKECTKHUX JAUCKAX KOMIIBIOTEPOB! 323, 10 KOHKPETHBIX paccieI0BaHuii, TAKUX KaK
cynebnas skcneptusa iPod!326 u nonyuenune noctyna k sammdposanabM daitnam! 327, DxcnepThl 0 cye6HOM
SKCTIEPTH3€E C HCTIONB30BAHNEM KOMIBLFOTEPHON TEXHUKH MOIEPKUBAIOT PACCIIETOBAHMS, IPOBOIMMBIE
YIIOJIHOMOYEHHBIMHU HOJMIEHCKUMHI 1 IPOKYyPOPaMH. B MHTEPHET pacciieJOBaHUSX SKCIIEPTHI 110 CYA€0HOI

OKCIICPTU3EC C UCITIOJIB30BAHUEM KOMHI)}OTepHOI\/'I TEXHUKH, HAIIPUMEP, MOT'YT OKA3aTh IMOMOIIb B CIIydasax 1328:

e omnpesesieHne BO3MOXKHBIX U(POBBIX CIEI0B, B YACTHOCTH, BO3MOKHOE MECTOHAX0K/ICHHUE IAHHBIX O
tpaduxe!329;

®  [OJAEPKKA IOCTABIIMKOB yCIYT MHTEPHETA B BRISBICHHH HH(OpMALINH, KOTOPYIO OHU MOTYT IPEIOCTAaBUTh
JUI IOJEP>KKH pacciieloBaHUM;

®  3amuTa COOPAHHBIX COOTBETCTBYIOMIUX JAHHBIX U 0OecredyeHue HenocTHocTu nenu!330,
ITocyie TOro, Kak MOTEHIHATbHBIE JOKA3aTeIbCTBA BBIABIECHEI, JKCIIEPTHI MOTYT, K IPHMEPY, 0Ka3aTh HOMOIIb B:

®  3ammTe 0OBEKTA KOMIILFOTEPHOM CHCTEMBI B XOJIE aHAJIM3a C TOYKH 3PEHHUS BO3MOMKHOTO U3MEHEHHS UIIH
noBpexaeHus AaHHbIx ! 331;

®  OTKPBITHHU BCEX COOTBETCTBYIOIMX (BailioB HA OOBEKTE KOMITLIOTEPHON CHCTEMBI M HOCHTENE NaHHBIX1332;
e  pacmmdposke 3ammdpoBaHHbIX (aiinos!333;
®  BOCCTaHOBIIEHUH Y/IANIEHHBIX (aiiioB;

L4 BBISIBJICHUU UCITIOJIB30BaAHNA KOMIIBIOTEPHBIX CUCTEM B ClIy4dasdX, KOrjia Ooutee OJTHOI'O Y€JIOBEKA UMECIIO

JOCTYII K MalllUHE Wik ycTpoicTBy !334;
®  BBIABICHUHU COJIEPKAHUS BPEMEHHBIX (AiIIOB, HCMOIb3YEeMBbIX IIPHIIOKEHUAMH M OIIEPALHOHHON CHCTEMOA;
e ananu3e cOOpaHHBIX JOKa3aTenbeTs!33;

®  JIOKyMEHTHPOBAHHMH PE3yJIbTaTOB aHann3a!330;

1324 See in this context ABA International Guide to Combating Cybercrime, 128 et seq.

1325 Regarding hash-value based searches for illegal content see: Kerr, Searches and Seizures in a digital world, Harvard Law Review, 2005, Vol. 119,
page 546 et seq.

1326 Marsico/Rogers, iPod Forensics, International Journal of Digital Evidence, Vol. 4, Issue 2

1327 Casey Practical Approaches to Recovering Encrypted Digital Evidence, International Journal of Digital Evidence, Vol. 1, Issue 3, available at:
https://www.utica.edu/academic/institutes/ecii/publications/articles/ AO4 AF2FB-BD97-C28C-7F9F4349043FD3 A9.pdf;

1328 Regarding the models of Forensic Investigations see: Ciardhuain, An Extended Model of Cybercrime Investigations, International Journal of Digital
Evidence, Vol. 3, Issue 1.

1329 Gercke, Cybercrime Training for Judges, 2009, page 56, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train %20manual %20judges6%20_4%20march%2009_.pdf.

1330 This process is from great importance because without ensuring the integrity of the relevant evidence the information might not be useful within
criminal proceedings. For more information see: Ciardhuain, An Extended Model of Cybercrime Investigations, International Journal of Digital
Evidence, Vol. 3, Issue 1.

1331 This process is from great importance because without ensuring the integrity of the relevant evidence the information might not be useful within
criminal proceedings. For more information see: Ciardhuain, An Extended Model of Cybercrime Investigations, International Journal of Digital
Evidence, Vol. 3, Issue 1.

1332 This includes stored files as well as deleted files that have not yet been completely removed from the hard disk. In addition experts might be able to
identify temporary, hidden or encrypted files. Howard, Don’t Cache Out Your Case: Prosecuting Child Pornography Possession Laws Based on
Images Located in Temporary Internet Files, Berkeley Technology Law Journal, Vol. 19, page 1233.

1333 Regarding legal approaches related to the use of encryption technology see below: Chapter 6.2.9.

1334 Chaski, Who's at the Keyboard? Authorship Attribution in Digital Evidence Investigations, International Journal of Digital Evidence, Vol. 4, Issue 1.

1333 Gercke, Cybercrime Training for Judges, 2009, page 55, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train%20manual %20judges6%20_4%20march%2009_.pdf.

1336 Regarding the chain of custody in cybercrime investigations see: Nagaraja, Investigator’s Chain of Costody in Digital Evidence Recovery, available
at:
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L4 OpeaoCTaBJICHUU JaHHBIX IJI JlaJIbHEHIIIeTro pacciaca0oBaHUA;
L4 IpeaOCTABJICHUN SKCIICPTHBIX KOHCYJILTa]_II/Iﬁ U CBUACTCIBbCKHUX IMOKa3aHUMH.

Ocoboe yyactre cyZeOHBIX KCIIEPTOB B 00JIACTH 3alIUTHI IEJIOCTHOCTH JIOKA3aTEeIbCTB CBUETEILCTBYET O TOM, UTO
pabota cyneOHBIX SKCIIEPTOB COUETACT B ceOC TEXHUYECKHE U MPABOBBIE acleKThl. OTHA U3 TJIaBHBIX 33]]a9 B TOM
KOHTEKCTE SIBJISIETCSI LIEMIOCTHOCTB IICTIH, YTO TPeOyeT TOYHOTO ayAuTa UCXOIHBIX JaHHBIX IPOBOJIUMOrO B paMKax

JKECTKUX TpeOOBaHMIl, CBA3aHHbBIE C NPAKTUYECKOI paboTOoi cyne6HbIX dKcrepToB! 337,

Macmtabbl BO3MOKHOTO yIaCTHsI SKCIIEPTOB CyAeOHON SKCIIEPTH3HI C UCTIOIF30BAHNEM KOMITBIOTEPHOM TEXHUKH
JIEMOHCTPUPYIOT UX BaXKHOCTb B IIpoliecce paccieoBanus. Kpome Toro, 3aBUCMMOCTb yCIeXa pacciieZIOBaHUs B CETH
HMHTEPHET OT HAJTMYHS CyJeOHBIX PECYpPCOB CBHACTEIBCTBYET O HEOOXOAMMOCTH ITOTOTOBKH KaJpOB B ATOH 00IACTH.
TodBKO B ciIydae, €ClU CIe0BATEIH JIHO0 HMEIOT ITOJITOTOBKY 10 CYICOHOM IKCIIEPTU3E C UCTIONH30BAHUEM
KOMITBIOTEPHON TEXHUKHU WM UMEIOT TOCTYI K SKCIEpTaM B 00JacTH, BO3MOXKHO dP(PEKTUBHOE pacCiIeJOBAaHKE U
MOJKET OBITh IPOBEACHO YrOJIOBHOE MPECIeOBaHIE KHOSPIPECTYILICHHUS.

6.2.3 I'apanTun

B TedeHune nmocieIHuX HECKOIBKHX JIET OpraHaMH OXPaHbI IIPABOIIOPSAKA BO BCEM MUPE Obla MOTYSPKHYTA KPAHSS
HeoOX0IMMOCTb HATMYKS MHCTPYMEHTOB /Ul IPOBEIEHHs aIeKBaTHOTO paccienoanus ! 338, [Ipunumas 31o Bo
BHUMAaHHUE, BO3MOXKHO HEOXKUIAHHOCTBIO CTAIO TO, 4T0 KOHBEHIHS 0 KHOEPIPECTYITHOCTH ObLiIa MOJBEPTHYTA
KPHMTHKE B CBSI3H C IIPOLECCYalbHBIMU J0KyMeHTaMu! 339, Kputrka B OCHOBHOM OCHOBaHa Ha TeX acleKTax, 4To
KoHBeHIMS cOEPKUT LEJbIH sl MOJIOKEHUH, KOTOPBIE ONPEEISIOT ClIeACTBEHHBIC HHCTPYMEHTHI (CtaThH ¢ 16 1o
21), HO TOJIBKO B 01HOM T0J10KeHuH (CTaths 15) peus uaet o rapantusax!349, Kpome Toro, MoKHO OTMETHTB, 4TO B
OTJIMYHE OT MAaTEPUATFHOTO YTOJIOBHOIO IPaBa B MOJIOXKeHUAX KOHBEHIIMH OYEHb Maio BO3MOXHOCTEH TSt
HAIMOHAILHOTO PEryanpoBanus peanuszaunn Konsenmuun! 34!, Kak TakoBasi, KpUTHKa COCPENIOTOUEHA B OCHOBHOM Ha
KOJIMYECTBEHHBIX acriekTax. JledcTBuTenbHO, KOHBEHIUS NMPpUAEpKUBASTCS KOHICTIIINHN [ICHTPATU30BAHHOTO
PETYIMPOBaHUs TapaHTHI BMECTO MIPUMEHEHHMSI UX JUIS KaXI0TO HHCTPYMEHTA B OTAeIbHOCTH. Ho 3TO BOBCe He
00s13aTeIbHO TPUBOIUT K OoJiee ¢1aboil 3aluTe Mpas Mo 103peBacMbIX.

KonseH1ust o kubepnpecTyTHOCTH OblTa ¢ CaMOro Hadajla 3aJyMaHa Kak MeXIyHapoIHast OCHOBA M HHCTPYMEHT IS
0OpPBOBI ¢ KHOEPIIPECTYITHOCTHIO, KOTOPBII HE OTPaHUYMBACTCS UCKIFOYUTENBHO CTpaHaMu wieHaMu CoBeTa
Esponsi! 342, [Tpu 06cykneHrn HEOOX0IMMBIX MPOLECCYATbHBIX TOKYMEHTOB cocTaBuTeNM KOHBEHIMH, B
HAMMCAaHUU KOTOPOH MPUHAIM y4acTHe MPeACTaBUTEIN U U3 HeeBporehckux crpaH, Hapumep CIIA u Snonus,
MOHSUIH, YTO CYIIECTBYIONINE HAMOHAIBHBIE ITOXO/IBI, CBSI3aHHBIE C TAPAHTHAMH, U 0COOEHHO CIIOCO0 OXpaHEbI
MOJI03PEBAEMBIX B PA3IMYHBIX YTOJOBHO-IIPABOBBIX CHCTEMaX OBLTN HACTOJIEKO Pa3HBIMU, YTO HEBO3MOXKHO OBLIO
HPEICTABUTh OJIHO TOYHOE PELIEHHE I BCex rocyaapcts-uinenon! 343, Tloatomy cocraBurenu KoHBeHIMY pelnmim

http://www.bprd.gov.in/writereaddata/linkimages/Investigators%20Chain%200f%20custody %20in%20digital %20evidence %20recovery %20Dr %2
0M%20K %20Nagaraja313518100.pdf.

1337 Regarding the chain of custody in cybercrime investigations see: Nagaraja, Investigator’s Chain of Costody in Digital Evidence Recovery, available
at:
http://www.bprd.gov.in/writereaddata/linkimages/Investigators %20Chain%200f%20custody %20in %20digital %20evidence %20recovery%20Dr%2
0M%20K %20Nagaraja313518100.pdf.

1338 See Gercke, Convention on Cybercrime, Multimedia und Recht. 2004, page 801 for further reference.

1339 Taylor, The Council of Europe Cybercrime Convention — A civil liberties perspective, available at http:/crime-
research.org/library/CoE_Cybercrime.html; Cybercrime: Lizenz zum Schnueffeln Finacial Times Germany, 31.8.2001; Statement of the Chaos
Computer Club, available at http://www.ccc.de.

1340 See Breyer, Council of Europe Convention on Cybercrime, DUD, 2001, 595 et seqq.

1341 Regarding the possibilities of making reservations see Article 42 of the Convention on Cybercrime:

Article 42

By a written notification addressed to the Secretary General of the Council of Europe, any State may, at the time of signature or
when depositing its instrument of ratification, acceptance, approval or accession, declare that it avails itself of the reservation(s)
provided for in Article 4, paragraph 2, Article 6, paragraph 3, Article 9, paragraph 4, Article 10, paragraph 3, Article 11,
paragraph 3, Article 14, paragraph 3, Article 22, paragraph 2, Article 29, paragraph 4, and Article 41, paragraph 1. No other
reservation may be made.

1342 See above: Chapter 5.1.4.

1343 «Although Parties are obligated to introduce certain procedural law provisions into their domestic law, the modalities of establishing
and implementing these powers and procedures into their legal system, and the application of the powers and procedures in specific
cases, are left to the domestic law and procedures of each Party. These domestic laws and procedures, as more specifically described

below, shall include conditions or safeguards, which may be provided constitutionally, legislatively, judicially or otherwise. The
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HE BKJII0YaTh B TeKCT KOHBEHLIMN KOHKPETHBIE PEryIATOPHBIE IIOJ0XKEHUS, @ BMECTO 3TOTO IPEAJIOKUTD
rocyAapcTBaM-wieHaM 00eCIIeUUTh NPUMEHEHHUE TBEPIBIX TAPAHTHI IPUMEHEHHS HAIIMOHAIBHBIX 1

MESKTyHAPOIHBIX CTaHAapTOB!344,
Cmampsa 15 - Ycnoeus u capanmuu

1 Kaowcoass Cmopona dondicha obecneuums YCMAaHOGIEHUe, UCNONHEHUe U NPUMEHEeHUe NOTHOMOYUN U
npoyedyp, npeoycCMompeHHvIX Hacmoswum Pazoenom, ux ocywecmeénenue 6 cOOMEEMcmeuU ¢
VCOBUAMU U 2APAHMUAMU, NPEOYCMOMPEHHBIMU HOPMAMU ee GHYMPU20CyOapCmeeHHo20 npasd,
obecneyusarwuMu HAOIEACAWYIO 3auumy npaes 4eiosexka u c6ob600, 8KI0YAs NPaAsd, 8blmeKawue u3
obazamenvcme, komopwvie Cmopona e3a1a Ha cebs no Eeponeiickoti Kouwsenyuu o sawume npag
yen08eKa U OCHO8HbIX c80000, npunamou Cosemom Egponwi 6 1950 200y MearcOynapooHvim naxmom o
2PANCOAHCKUX U noaumuyeckux npasax, npursmoim Opeanusayueti Ooveounennvix Hayuii ¢ 1966 200y,
a makoice OpyeumMu NPUMEHUMBIMU MEeNCOYHAPOOHLIMU OOKYMEHMAMU NO Npagam Yenogekd U
npeoycmMampusaiowjuMy NPUHYUN COPAZMEPHOCHIU.

2 Taxue ycnosus u 2apanmuu ¢ y4emom Xapakmepa NOAHOMOYUL U Hpoyedyp GKIOYAIOm, cpeou
npouezo, CyoeOHbll UM UHOU HE3ABUCUMbBIIL HAO30pP, OCHOBAHUS NPABOMOYHOCU NPUMEHEHUS,
ozpanudenue cgepvl U CPOKO8 OeliCmEUs MAKUX NOTHOMOYULL WU NPOYeodyp.

3 B moii mepe, 6 Kakoii 3mo coomeemcmeyem oOueCmeeHHbIM UHMepecam, 6 UACHMHOCMU,
HaoxedicaujeMy OmnpasneHulo npagocyous, kaxcoas Cmopona OOMICHA YUUMbIGAMb  GIUSHUE
NpedyCcMOMpeHHbIX OAHHbIM pA30eI0M NOAHOMOYUL U npoyedyp HA Npasd, OMEEemCHEEeHHOCHb U
3GKOHHbIE UHMEPeChbl MPEembUx CHOPOH.

Cratbs 15 ocHOBaHa Ha TOM IPUHIIMIIE, YTO MOJNUCABILNE FOCY1apCTBA IPUMEHSIOT YCJIOBUS U FapaHTUH, KOTOpbIE
YK€ CYIIECTBYIOT B COOTBETCTBHH CO CBOUM BHYTPEHHHM 3aKOHOIATEIHCTBOM. Ecnn 3akoH obecneunBaet
LEHTPAIM30BaHHbIE CTaHAApPThl, IPUMEHUMBIE KO BCEM JOKYMEHTaM CIICACTBUA, 3TU MPUHIUIIBI TOJIKHBI C TAKUM K€
YCIIEXOM NMPUMEHATBCS K JIOKyMEHTaM OTHOCHTENBLHO uHTepHeTal345. B cityuae, eciiv BHyTpeHHEE 3aKOHOIATENBCTBO
HE OCHOBAHO Ha IEHTPAJIN30BAHHOM PETYINPOBAHUU FapaHTUI U YCIOBHA, HEOOX0IUMO IIPOAHATIH3HPOBATH
rapaHTUM U YCJIOBUS, OCYIIECTBIISIEMBIE B CBA3M € TPAAULMOHHBIMY JOKYMEHTaMHU, COIIOCTABUMbBIMU C JJOKYMEHTaMU
OTHOCHUTEJILHO MHTEPHETA.

Opnaxo KoHBeHLMSA cChUIAETCs HE TOJIBKO HA TapaHTUH, CYLIECTBYIOLINE B HALMOHAIIbHOM 3aKOHOIATEIbCTBE. DTO
MOJKET OKa3aThCsI IOMEXOH TOMY, YTO TpeOOBaHHS O IPUMEHEHHH OYIyT OTJINIATHCS TAKHM 00pa3oM, 4TO
MO3UTUBHEIC ACTIEKTHI TAPMOHU3AINH OoJiee He OyIyT MPUMEHSTHCS. s TeX MOAMUCABIINX rOCyIapCcTB, KOTOPHIE
MMEIOT HHBIE PABOBHIE TPAIMIIMK U FAPaHTHH B PEaM3aluK OCHOBHBIX cTanaapTos!340, Konsenuus o
KHOEPIPECTYITHOCTH OTIpEessieT MUHUMAaJIbHBIE CTaHAAPTHI, CChIIAsICh Ha (DyHIaMEHTAIbHBIE OCHOBBI, TAKHE KaK
HIUKECIIeNYIOIIHE:

e  Epponetickas KoHBEHIIMS 0 3al[UTe MPaB YeJ0BEKa U OCHOBHBIX CB0OO I, mpuHsTas CopeToM EBporsl B
1950 rony;

e  MexayHapOJHBIN MAKT O TPAKIAHCKHUX M MOJUTHYECKHUX MpaBax, NpUHATHIN Opranuzanuein
O6wenunennsix Hamwit B 1966 roxy;

e Jlpyrue npuMEHUMbIE MEKIYHAPOIHbIE JOKYMEHTSHI 110 IIpaBaM 4YeJIOBEKa.

HOCKOJ’IBKy KOHBCHHI/ISI MOKET OBITH noarnucaHa u paTI/I(l)I/IIII/IpOBaHa TAaKXXE CTpaHaMH, KOTOPBIC HE ABJIAIOTCA
yineHamu CoBera EBpOHBIl347, BAXXHO MNOAYCPKHYTD, UTO HE TOJIBKO Me)l(I[yHapOL(HLIﬁ MaKT O I'paXXAaHCKUX N

modalities should include the addition of certain elements as conditions or safeguards that balance the requirements of law

enforcement with the protection of human rights and liberties. As the Convention applies to Parties of many different legal systems

and cultures, it is not possible to specify in detail the applicable conditions and safeguards for each power or procedure.” See:

Explanatory Report to the Council of Europe Convention on Cybercrime No. 145.

“There are some common standards or minimum safeguards to which Parties to the Convention must adhere. These include

standards or minimum safeguards arising pursuant to obligations that a Party has undertaken under applicable international human

rights instruments. ” See: Explanatory Report to the Council of Europe Convention on Cybercrime No. 145.

1343 For the transformation of safeguards to Internet-related investigation techniques see: Taylor, The Scope of Government Access to
Copies of Electronic Communication Stored with Internet Service Providers: A Review of Legal Standards, Journal of Technology
Law and Policy, Vol. 6, Issue 2, available at: http://grove.ufl.edu/~techlaw/vol6/issue2/taylor.pdf.

1346 This is especially relevant with regard to the protection of the suspect of an investigation.

1347 See: Article 37 — Accession to the Convention
1. After the entry into force of this Convention, the Committee of Ministers of the Council of Europe, after consulting with and
obtaining the unanimous consent of the Contracting States to the Convention, may invite any State which is not a member of the

1344
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nonutraeckux npasax OOH, a takke Konsenuu CoBera EBporibl 0 3amuTe npaB 4elloBeKa ¥ OCHOBHBIX CBOOO/T
OyILyT IPUHSTH BO BHUMAHHUE IIPU OIICHKE CHCTEMBI FAPAHTHH B TIOAIUCABIINX €€ TOCYAAPCTBAX, HE SBISIOIINXCS
yneHaMu KOHBEHIIUM 0 KHOEPIPECTYITHOCTH.

B oTHONIEHNY paccienoBanuii KHOSPIIPECTYIICHUI OTHON U3 HanOoJiee BAXKHBIX MMoiokeHui Crateu 15
KonBeHnmyu o kubeprnpecTyImHOCTH ABISETCS CChUIKa Ha MyHKT 2 CtaThi 8 EBporelickoil KOHBEHIIMH 110 TIpaBaM

4yeJIoBeKa.
Cmamosa 8

1 Kaowcovlll umeem npaso Ha yeadceHue e20 JUYHOU U CEeMEUHOU JHCU3HU, €20 JHCUIUWA U e20
KOpPEeCcnoHOeHyuu.

2 He oonyckaemcsi emeuwamensbCmeo coO CHMOPOHbL G1ACMEll 8 OCYWECMEIeHUe Mo20 npasd, 3d
UCKTIOYEeHUEM Cydaes, Koeod maKoe GMeuwamenbCmeo npedyCMOmMpPeHO 3aKOHOM U HeoOX00umo 6
0eMOKPAmMuUecKkom 0ouecmse 8 UHMeEPecax HayUoOHAIbHOU 6e30naACHOCU U 00UeCMEEHH020 NOPsIOKA,
IKOHOMUHECKO20 — OIA20COCMOSHUSL  CIMPAnbl, 6 Yeusax npedomspaujenuss 6ecnopsokos — uiu
npecmynieHul, 018 OXPaHvl 300P08bsl ULU HPABCMEEHHOCTNU UL 3AWUINbL NPAS U C80O00 OPY2uUX IUY.

Esporneiickuii cy1 1o mpaBaM uejioBeKa NpepHHsI YCHIIHs 1is 60oiee TOUHOTO ONpeieIeH s CTaHAaPTOB,
PeryJIMpyIOIIKX 3IeKTPOHHBIE PACCIEN0BAHHSA U 0COOEHHO HabmoaeHue. CeroHs npereJeHTHOE IPaBo CTajlo
OJIHUM M3 HauOOJIee BaKHBIX HCTOYHUKOB JIIsl MEKTYHAPOIHBIX CTAHAAPTOB, KACAIOMIMXCS OTHOCSIIMXCS K CBA3M
paccnenoBanuii! 348, [IpeneieHTHOE IPaBO IPMHUMAET BO BHMMAHHUE CEPhE3HOCTh BMEIATELCTBA B
paccnenoanus! 349, ero nenu!330 u ero copasmepnocts!33!. OcnoBononaraomuUMy IPUHIMIAMY, KOTOPHIE MOTYT
OBITH 3BJICUEHBI U3 IIPELEEHTHOTO IPaBa, ABIISIOTCS:

* >(dexTUBHAA NPaBOBas OCHOBA ISl HEOOXOAMMBIX CIIEICTBEHHBIX HHCTPYMEHTOB!352;
®  [paBoBas OCHOBA JOJKHO ObITh OJHO3HAYHON OTHOCHTEIHLHO JAHHOTO Bompocal3d3;
®  JOPUCAMKIKSA OPraHOB OXPaHbI IPABONOPSIKA J0KHA OBITh TIpecKazyeMoii! 354;

L4 Haa30p 3a CBA3BIO MOXKET OBITH OIpaBAaH TOJIBKO B KOHTCKCTE CEPHE3HBIX HpeCTyr[J'[eHI/II\/'IUSS.

Council and which has not participated in its elaboration to accede to this Convention. The decision shall be taken by the majority
provided for in Article 20.d. of the Statute of the Council of Europe and by the unanimous vote of the representatives of the
Contracting States entitled to sit on the Committee of Ministers.

1348 ABA International Guide to Combating Cybercrime, page 139.

1349 “interception of telephone conversations represent[s] a serious interference with private life and correspondence and must
accordingly be based upon a “law” that is particularly precise. It is essential to have clear, detailed rules on the subject, especially as
the technology available for use is continually becoming more sophisticated” — Case of Kruslin v. France, Application no. 11801/85.

1330 “the requirements of the Convention, notably in regard to foreseeability, cannot be exactly the same in the special context of
interception of communications for the purposes of police investigations as they are where the object of the relevant law is to place
restrictions on the conduct of individuals. In particular, the requirement of foreseeability cannot mean that an individual should be
enabled to foresee when the authorities are likely to intercept his communications so that he can adapt his conduct accordingly”,
Case of Malone v. United Kingdom, Application no. 8691/79

1351 “powers of secret surveillance of citizens, characterising as they do the police state, are tolerable under the Convention only insofar as strictly

necessary for safeguarding the democratic institutions”, Case of Klass and others v. Germany, Application no. 5029/71.

“The expression “in accordance with the law”, within the meaning of Article 8 § 2 (art. 8-2), requires firstly that the impugned

measure should have some basis in domestic law”, Case of Kruslin v. France, Application no. 11801/85.

1353 “Furthermore, tapping and other forms of interception of telephone conversations constitute a serious interference with private life and
correspondence and must accordingly be based on a ‘law’ that is particularly precise. It is essential to have clear, detailed rules on the subject”, Case
of Doerga v. The Netherlands, Application no. 50210/99.

1334 <t also refers to the quality of the law in question, requiring that it should be accessible to the person concerned, who must moreover be able to
foresee its consequences for him, and compatible with the rule of law”, Case of Kruslin v. France, Application no. 11801/85.

“Nevertheless, the law must be sufficiently clear in its terms to give citizens an adequate indication as to the circumstances in which and the conditions on
which public authorities are empowered to resort to this secret and potentially dangerous interference with the right to respect for private life and
correspondence.”, Case of Malone v. United Kingdom, Application no. 8691/79

1353 “The cardinal issue arising under Article 8 (art. 8) in the present case is whether the interference so found is justified by the terms of paragraph 2 of the
Article (art. 8-2). This paragraph, since it provides for an exception to a right guaranteed by the Convention, is to be narrowly interpreted. Powers of
secret surveillance of citizens, characterising as they do the police state, are tolerable under the Convention only in so far as strictly necessary for
safeguarding the democratic institutions”, Case of Klass and others v. Germany, Application no. 5029/71.

1352
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B nomosaenue k atomy Crathst 15 KoHBeHIIMM 0 KHOEPIPECTYITHOCTH TPUHAMAET BO BHUMaHUE PHUHIIUTT
copasmepHocTu!336, D10 nonoxkenne 0COGEHHO aKTyalIbHO IS OAMKMCABLIMX €r0 TOCYIAPCTB, KOTOPBIE HE
sBisAtoTcs wieHamu CoBeta EBponbl. B Tex ciyuasx, Koraa cyliecTByolas HalluOHaIbHAs CUCTEMa rapaHTHid He
obecrieunBaeT HaUIeKANICH 3aIIUTHI ITOI03PEBAEMOT0, 003aTEIFHO YTOOBI FTOCYJapCTBa-WICHBI pa3paboTanu
HEOOXOMMBIC TapaHTHH B MPOIecce paTu(UKAINN U OCYIICCTBICHUS.

B 3axmouennu Ctateu 15 noanyHkt 2 KoHBEHIIMM 0 KHOEPIPECTYHOCTH OTHOCHT HEMOCPEACTBEHHO K HEKOTOPBIM
13 HauboIee BaXKHbIX rapantuii! 357, B Tom umcne:

®  HaOJIIOAEHHUE;
®  OCHOBaHUs, ONPAB/IBIBAOIIEE MPUMEHEHHUE;

L4 OrpaHUYCHHUE MTPOUECAYPHI C YHETOM MacmTaboB U MMPOJOHKUTEIIBHOCTH.

B oTimume 0T OCHOBHBIX IPHHIIUIIOB, H3JI0KEHHBIX BBIIIE, TAPAHTUH, YIIOMSHYTHIC 3/1€Ch, HET HEOOXOAUMOCTH
OCYIIECTBIISITH B OTHOIICHHUH JIIOOOT0 HHCTPYMEHTA, TOJIBKO B CITydae HEOOXOIMMOCTH € TOUKH 3PEHUS XapaKTepa
WK npoueaypsl. Penenue 06 5TOM 0CTaeTest Ha yCMOTPEHHE HAIIMOHAIBHBIX 3aKOHOIATEIBLHBIX Opranos!338,

OIHMM U3 BaXKHBIX aCIIEKTOB, CBSI3aHHBIX C CHCTEMOM TapaHTHI, IPEIYCMOTPEHHBIX B paMkax KoHBeHIMU O
KHOEPIIPECTYITHOCTH, SBJISIETCS TOT (PAKT, UTO CIIOCOOHOCTH OPraHOB OXPaHbI MPABOTIOPSIKA THOKO HCIIOIB30BATh
WHCTPYMEHTHI, C OJTHOH CTOPOHEI, U 00eceYnBaTh YQPEKTUBHBIC TAPAHTHH, C IPYTOH CTOPOHBI, 3aBUCUT OT
CO3JIaHHs TPAJAIIMOHHON CHCTEMBI TapaHTHii. KOHBEHIINS MPSIMO HE MPEITCTBYET CTOPOHAM B OCYIICCTBICHUU TOH
e TapaHTHH, HaIpUMep, TpeOOBaHHE 0 HATHINU CyIeOHOTO PEIICHUs, A1 BCeX HHCTPYMEHTOB, HO TAKOH IOIX0/
MO3BOJIHIT OBI BIUSITH HA THOKOCTH OPTaHOB OXPAaHEI MpaBomopsiika. CIIoCOOHOCTh 00ECTICYNTh HAICHKAIILYIO 3aIUTY
MOJI03PEBAEMOr0 YEIOBEKA B TPAJAIIMOHHON CHCTEME rapaHTHi BO MHOI'OM 3aBHCHUT OT OaiaHca MEXIY
MOTEHINAIBHBIM BO3IEHCTBHEM paccieOBaHIE HHCTPYMEHTA C COOTBETCTBYIOIIUMH T'apaHTHAMU. 1151 MTOCTIDKeHUS
9TOH LeNn He0OXOIUMO IIPOBOTUTE Pa3IHYKe MKy MEHee U 00Jiee HHTCHCUBHBIME HHCTpyMeHTaMu. EcTh psin
mpUMepoB Takoi muddepenipanu B KoHBEHIMN 0 KHOSPIPECTYITHOCTH, KOTOPBIE TIO3BOJISIOT CTOPOHAM
JaJIbHEHIIIee pa3BUTHE CHCTEMBI TPaJIallMOHHON rapaHTuii. OHU BKJIFOYAIOT B CeOsl:

e PasrpannueHue MexIy MepexBaToM JaHHbIX o coaepxkanuu (Ctatbs 21)1359 u c6opom nanubIX 0 Tpaduke
(Cratbs 20)130, B orauuume ot c6opa JaHHBIX 0 TpaUKe IepexBar JAHHBIX O COAEPKAHUM NPUUUCISIETCS K
TSHKKUM npecTymieHusm! 361,

¢ PasrpanmyeHne MeXIy ONEpaTHBHBIM 00ECIICUCHUEM COXPAaHHOCTH XPaHUMOM KOMITBIOTEPHOMH
undopmannu (Ctates 16)1302 u npeacTapieHMn XpaHUMBIX KOMIBIOTEPHBIX JAHHBIX, OCHOBAHHBIX Ha
nopsiike npousocTsa (Crarbs 18)1303, Crares 16 npenocraiser opranaM 0XpaHbl IPABOIOPSIKA TOJIBKO
TIOPSA/IOK COXPAHEHMs IAHHBIX, HO HE HX PacKphbITHe! 364,

1356 «proportionality shall be implemented by each Party in accordance with relevant principles of its domestic law. For European
countries, this will be derived from the principles of the 1950 Council of Europe Convention for the Protection of Human Rights and
Fundamental Freedoms, its applicable jurisprudence and national legislation and jurisprudence, that the power or procedure shall be
proportional to the nature and circumstances of the offence. Other States will apply related principles of their law, such as limitations
on overbreadth of production orders and reasonableness requirements for searches and seizures.” See: Explanatory Report to the
Council of Europe Convention on Cybercrime No. 146.

1357 The list is not concluding. See: Explanatory Report to the Council of Europe Convention on Cybercrime No. 146.

1358 “National legislatures will have to determine, in applying binding international obligations and established domestic principles,
which of the powers and procedures are sufficiently intrusive in nature to require implementation of particular conditions and
safeguards.” See: Explanatory Report to the Council of Europe Convention on Cybercrime No. 147.

1% See below 6.2.9

1% See below 6.2.10.

1361 «Al50, the explicit limitation in Article 21 that the obligations regarding interception measures are with respect to a range of serious
offences, determined by domestic law, is an explicit example of the application of the proportionality principle.” See: Explanatory
Report to the Council of Europe Convention on Cybercrime No. 146.

“Due to the higher privacy interest associated with content data, the investigative measure is restricted to ‘a range of serious offences
to be determined by domestic law’.” See: Explanatory Report to the Council of Europe Convention on Cybercrime No. 230.

1392 See below 6.2.4.

139 See below 6.2.7.

1364 A5 explained in more detail below, Art. 16 does not oblige the provider to transfer the relevant data to the authorities. It only authorise the law
enforcement agencies to prevent the deletion of the relevant data. The advantage of a separation of the obligation to preserve the data and the
obligation to disclose them is the fact that it is possible to require different conditions for their application.
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e PasrpanuueHue Mexay 00A3aHHOCTBIO IPEACTaBUTh "MH(POPMaIHUIO nonb3osaTens" 1365 u "koMnbroTepHbIE
nannbie” 1360 g Cratre 181367,

Ecnu MHTEHCUBHOCTh MHCTPYMEHTA PACCiIeIOBaHUS U MOTEHLMAIBHOE BO3/IECTBHE HA M0JI03PEBAEMOTr0 OLICHEHbBI
MPAaBUIIBHO ¥ TAPAHTUH C(HOPMYIHUPOBAHBI B COOTBETCTBHH C PE3YNIbTaTaMH ITPOBEICHHOTO aHATIH3a, CHCTEMA
IpalalliOHHbIX TapaHTHIl HE IPUBOAUT K HeCOATAHCHPOBAHHOW CHCTEME TPOLIECCYyaTbHBIX HHCTPYMEHTOB.

6.24 YckopeHHOe cOXpaHEeHHE H PACKPBITHE COXPAHEHHOH KOMIBIOTEPHOH HHGOPMAINH
(bbicTpas 3amopo3ka)

W nenTuduKamys IpecTyHUKA, COBEPIIMBIIEr0 KHOEPIPECTYIUIEHHE, YacTO TpedyeT aHaIn3a JaHHBIX O
tpaduke! 368, B wactnoctu, IP-anpeca, HCIIONb3yeMble IPECTYTHHKOM, MOTYT HOMOYb OPraHaM OXpPaHbl
NPaBONOPSIKA OTCIEAUTH €ro. Eciii IpaBoOXpaHUTENbHbIE OPTaHbl HMEIOT JOCTYI K COOTBETCTBYIOIIMM JaHHBIM
TpaduKa, B HEKOTOPBIX CIy4asX MOKHO OHPEEIUTh NPECTYITHUKA, 1ase UCIOIb3YIONIEro TEPMUHAI JOCTYIIA B
MHTEpHET OOILEro MONb30BaHMUs, He TpeOyromuii nuaentudukammm!309,

OiHOM 13 OCHOBHBIX TPYAHOCTEH, C KOTOPHIMH CTAJIKUBAIOTCS CJICJOBATEIIH, SBISETCS TOT (haKT, YTO JaHHbBIC O
TpaduKe TECHO CBSI3aHbI C HH(OPMAITMOHHBIMU CBEJICHUSMH, KOTOPBIX HEPEIKO aBTOMATHICCKU YAASIFOTCS Yepe3
JIOBOJIEHO KOPOTKOE BpeMsl. [IpuirHa JaHHOTO aBTOMAaTHYECKOTO YIAICHHS COCTOUT B TOM, YTO MOCIIe OKOHYAHUS
npotecca, HalpuMep, OTIIPABKHU JISKTPOHHOMU MOYTHI, IOCTYINA B MHTEPHET WK CKaunBaHue (UIbMa, JaHHbIC O
Tpaduke, chopMUPOBAHHEIE B XOJIE MTPOIIECcca U 00ECIICUCHHUS TOTO, YTOOBI TOT IPOIECC MOT OBITH OCYIIIECTBIICH,
Oouee He TpeOyIoTCs. UTO KacaeTcss IKOHOMHUUECKHIX aCHIEKTOB ATOH JESTENBHOCTH, TO OOJIBITHHCTBO OCTABIIMKOB
YCIIYT HHTEpPHETa 3aMHTEPECOBAHbI B KAK MOXKHO OoJiee ObICTPOM yasieHHu nH(popMaluu, Tak Kak XpaHUTh JaHHbIC
B TeueHue Ooliee JIUTENIbHBIX TIEPHOIOB TOTpedyeTcs Gonblas 1o pasmepy (6onee goporas) eMkocTh namstu!370,

OHaKO YKOHOMHUYECKHUE aCTIEKThI HE SIBJIAIOTCS €IMHCTBEHHOHN MPUUMHOMN, TOUeMY MTPABOOXPAHUTEIIbHBIE OPTaHbl
JIOJDKHBI IPOBOAMUTH CBOU pacciieoBaHus ObICTpo. HeKoTopble CTpaHbl UMEIOT CTPOTHE 3aKOHBI, KOTOPBIE
3aIpeIIaloT XpaHeHNE OTPEICNIEHHBIX TaHHbIX O Tpaduke Mo oKoHYaHUH nponecca. OMHUM U3 IPUMEPOB TaKUX
orpanuyenuii spnsiercs Crates 6 Jupextussl Eponeiickoro Coro3a 0 4aCTHOM KH3HH M SJIEKTPOHHOIM cBsazu! 371,

Cmampsa 6 — /lannvle o mpaghuxe

1 Jannvie o mpaghuxe, ommnocawuecs x abOHeHmam u noabzoeamensim, obpabamviéaemvie U
coxpausemvle NOCMABWUKOM YCIye cemu C8:A3u 00uje20 NoIb308anUs Ul YCaye 1eKmMPOHHOU C8A3U
o00ue2o nonv306aHUA, OO0NHCHbI OblMb YOANEHbl UMY COENAHbl AHOHUMHBIMU, Ko20a 0onee Hem
Heobxooumocmu nepedauu coodbweHuss 6e3 ywepba 0ns nyHkmos 2, 3 u 5 Hacmosawel cmamovu u
Cmamou 15 (1).

2 Jlaunvie o mpaguke, nHeobxooumvle 01 yenel OULIUHEA U B3AUMOCEA3AHHBIX NIAMEdNCel, MO2ym
ovimb obpabomanvl. Takas 06pabomka 0ONycKaemcs moabko 00 KOHYA nepuood, 8 meyeHue Komopozo
IMOmM NAAMeNC Modicem Oblmb OCNOPEH HA 3AKOHHBIX OCHOBAHUSIX UIU B3bICKAH 6 CYOe.

Bpewms siBisieTCs BXKHBIM aCIIEKTOM WHTEPHET paccieoBanuii. B o0mmem, mOCKOIBKY BIOJIHE BEPOSTHO, UTO KaKOe-
TO BpeMsI IIPOUIET MEXKITy COBEPIIICHUEM JCSHIsI, OOHAPY)KEHHEM IPECTYIUICHHS], @ TAKXKE YBEIOMIICHHEM OPTaHOB

1365 A definition of the term “subscriber information™ is provided in Art. 18 Subparagraph 3 Convention on Cybercrime.

1366 A definition of the term “computer data” is provided in Art. 1 Convention on Cybercrime.

1367 A described more in detail below the differentiation between “computer data” and “subscriber information” the Art. 18 Convention on Cybercrime
enables the signatory states to develop graded safeguards with regard to the production order.

1368 “Determining the source or destination of these past communications can assist in identifying the identity of the perpetrators. In order
to trace these communications so as to determine their source or destination, traffic data regarding these past communications is
required”,See: Explanatory Report to the Council of Europe Convention on Cybercrime No. 155.; Regarding the identification of
suspects by IP-based investigations see: Gercke, Preservation of User Data, DUD 2002, 577 et seq.

1369 Gercke, Preservation of User Data, DUD 2002, 578.

1370 The cost issue was especially raised within the discussion about data retention legislation in the EU. See for example:
E-communications service providers remain seriously concerned with the agreement reached by European Union Justice Ministers to
store records of every e-mail, phone call, fax and text message, Euroispa press release, 2005, available at:
http://www.ispai.ie/EUROISPADR.pdf; See as well: ABA International Guide to Combating Cybercrime, page 59.

371 Directive 2002/58/EC of the European Parliament and of The Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications). The
document is available at: http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/1_201/1_20120020731en00370047 .pdf.

[Tonnmanue kubepnpecTymHOCTH: PYKOBOACTBO /It pa3BHBAIOIIUXCS CTPaH 177



OXpaHbI IIPaBONOPAIKA, BAXKHO CO3/1aTh MEXAHU3MbI, KOTOPBIE MIPEI0XPAHSIOT COOTBETCTBYIOIIHUE JAHHBIE OT
yJlaieHus MHOT/Ia B TeYeHHE JUTUTENLHOTO NPOLecca paccieoBanus. B cBA3H ¢ 3TUM, B HAacTOsIIEe BpeMs
00CyXkaaeTcs 1Ba pasM4HbIX moaxomaal 372

®  COXpaHEHHE JaHHBIX; U,
e o0ecrieueHne coxpanHOCTH JaHHbBIX ("BeicTpas 3amoposka’).

OO6s13aTeNbCTBA COXPAHEHHUS TAHHBIX 00S3aTENbCTB BHIHYKIAIOT MOCTABIMKA YCIIYT MHTEPHETA COXPAHUTD JaHHbIE O
Tpaduke B TedeHHE ONPEIEIEHHOro Nepuoa BpeMenn!373, B cooTBETCTBUM € OC/IEIHUME 3aKOHOIATEIbHBIMU
I0JIXOIAMHU OTYETHI 0JKHBI XPAHUTHCA B TeUEHUE Heproa ot 6 10 24 mecsuen!374. D10 10KHO MO3BOIUTS
OpraHaM OXpaHbl IPAaBOHOPAIKA IOIYYaTh AOCTYI K JAHHBIM, KOTOPbIE HEOOXOIUMBI /ISl BBIABJICHUS IIPECTYHHKA
Jlaxe CIyCTs MeCAIIbl MOCIe COBEpIIEHHUs npaBoHapyienus! 375, O6s3aTebCTBa XpaHEH s JAHHBIX HEJABHO
HpUHATHI NapaamenToM Esponeiickoro coro3al370, u B HacTosmee Bpems Takske obcysxkaatorcs B CILIA1377,
OTHOCHUTEHLHO TPHHIIUIIOB XPaHEHHUs JAHHBIX C JOMOJTHUTEIbHON HHPOPMAIIUEH MOKHO 03HAKOMHUTBCS HHKE.

KonBeHnuusi 0 KuGeprnpecTymHOCTH

CoXpaHHOCTP JaHHBIX SBISACTCS APYTUM MOIXOJ0M K OOECIICUECHHIO TOTO, YTOOBI PacCieIOBaHUE
KHOEpIpECTYIUIEHUH HE TPOBATMIOCH TOJIBKO ITOTOMY, YTO JaHHBIE O TpaduKe ObUIM YAAJICHBI B X0JI€ [UIUTESIHLHOTO
paccienosanus!378, B cOOTBETCTBHM ¢ 3aKOHAMH O XPaHEHHMH JaHHBIX, OPraHbl OXPaHbI IPABOMOPSIKA MOTYT
00513aTh MTOCTABIIUKA YCIYT 00 YAAICHUH ONPEICICHHBIX JAHHBIX. Y CKOPEHHOE COXPAaHEHUE KOMITBIOTEPHBIX
JTAaHHBIX ABJSETCS OIHUM U3 HHCTPYMEHTOB, KOTOPBIN IOJIKEH JaTh OpraHaM OXpaHbl MPaBONOPsIKa BO3MOXKHOCTh
pearupoBaTh HE3aMEUTMTEIBHO U M30eraTh PUCKA yIAIeHHs JAHHBIX B PE3YJIbTaTe JIMTENBHOTO paccienosanus 379,
CocraBurenu KoHBEHIIMH 0 KHOEPIIPECTYITHOCTH PEIIMIIN COCPEIOTOYNTh BHUMaHKE Ha "YCKOPEHHOM COXpaHEHUH
naHHbIX" BMecTo "coxpanenue aannbix 380", PerynupoBanue Moxket ObITh HalineHo B Ctatbe 16 Konsenuu o
KHOEPIIPECTYTHOCTH.

1372 The discussion already took place at the beginning of 2000. In a G8 Meeting in Tokyo experts discussed the advantaged and disadvantages of data
retention and data preservation. The experts expressed their concemns regarding an implementation of a data retention obligation. “Given the
complexity of the above noted issues blanket solutions to data retention will likely not be feasible.” Report for the workshop on Potential
Consequences for Data Retention of Various Business Models Characterizing Internet Service Providers, G8 Government-Industry Workshop on
Safety And Security in Cyberspace Tokyo, May 2001. A similar discussion took place during the negotiation of the Convention on Cybercrime. The
drafters explicitly pointed out, that the Convention does not establish a data retention obligation. See Explanatory Report to the Convention on
Cybercrime, No. 151., available at: http://conventions.coe.int/Treaty/EN/Reports/Html/185 htm.

1373 Regarding The Data Retention Directive in the European Union, see Bignami, Privacy and Law Enforcement in the European Union: The Data
Retention Directive, Chicago Journal of International Law, 2007, Vol. 8, No.1, available at:
http://eprints.law.duke.edu/archive/00001602/01/8_Chi._J.__Int1 L._233_(2007).pdf; Breyer, Telecommunications Data Retention and Human
Rights: The Compatibility of Blanket Traffic Data Retention with the ECHR, European Law Journal, 2005, page 365 et seq.

1374 Art. 6 Periods of Retention
Member States shall ensure that the categories of data specified in Article 5 are retained for periods of not less than six months and
not more than two years from the date of the communication.

Directive 2002/58/EC of the European Parliament and of The Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications). The
document is available at: http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/1_201/1_20120020731en00370047 .pdf.

1375 See: Preface 11. of the European Union Data Retention Directive: “Given the importance of traffic and location data for the
investigation, detection, and prosecution of criminal offences, as demonstrated by research and the practical experience of several
Member States, there is a need to ensure at European level that data that are generated or processed, in the course of the supply of
communications services, by providers of publicly available electronic communications services or of a public communications
network are retained for a certain period, subject to the conditions provided for in this Directive.”

1376 Directive 2002/58/EC of the European Parliament and of The Council of 12 July 2002 conceming the processing of personal data and the protection
of privacy in the electronic communications sector (Directive on privacy and electronic communications). The document is available at:
http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/1_201/1_20120020731en00370047.pdf.

1377 See for example: Draft Bill to amend title 18, United States Code, to protect youth from exploitation by adults using the Internet, and
for other purposes - Internet StoppingAdults Facilitating the Exploitation of Today’s Youth Act (SAFETY) of 2007, available at:
http://www.govtrack.us/congress/bill.xpd ?bill=h110-837. Regarding the current situation in the US see: ABA International Guide to
Combating Cybercrime, page 59.

1378 See Gercke, The Convention on Cybercrime, Multimedia und Recht 2004, page 802.

137 However, it is recommended that States consider the establishment of powers and procedures to actually order the recipient of the
order to preserve the data, as quick action by this person can result in the more expeditious implementation of the preservation
measures in particular cases. Explanatory Report to the Convention on Cybercrime, No. 160.

1380 Gercke, Cybercrime Training for Judges, 2009, page 63, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train %20manual %20judges6%20_4%20march%2009_.pdf.
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Cmampusa 16 — Onepamugnoe obecneveHue cOXpaHHOCMU XPAHUMOL KOMRbIOMEPHOU UHpopmayuu

1 Kaoicoas Cmopona npunumaem 3aKoHo0amenvhbie U UHble Mepul, HeoOXooumvle 0Jis Mmoo, 4moowl
ee KOMNemeHmHble Op2anbl Nymem 8bINYyCKA PACHOPANHCEHUN UMY AHATOSUYHBIM 00PA30OM ONEPAMUBHO
obecneuusan COXpAHHOCMb KOHKDEMHbIX KOMHbIOMEPHBIX OAHHbIX, 6KIIOYds OaHHble 0 mpaguxe,
KOMopbvle XPAaHAmMcs CpeOCmeamu KOMNbIOMEPHOU CUCTEMbl, 6 UYACMHOCMU, K020d UMEIOmMCs
OCHOBAHUSA NONA2AMb, YMO IMU KOMIbIOMEPHble OaHHblEe 0COOEHHO NOOBEPIHCEHbL PUCKY YIPAMbl ULU
U3MEHEeHUs.

2 Ecau Cmopona peanusyem noIodjiceHust npuee0eHno2o eviute napazpaga 1 nocpedcmeom vinycka
PACHOPSICEHUsL  KAKOMY-TUb60 auyy 06 obecneueHuu COXPAHHOCMU — KOHKPEMHbIX — XPAHUMbBLX
KOMNbIOMEPHBIX OAHHBIX, HAXOOAWUXCS 60 GAAOCHUU UTU NOO KOHMPOAEeM 3M0O20 Iuyd, mo ma
Cmopona npunumaem maxue 3aKOHOOAMENbHble U UHble MEPbl, KaKue Mo2ym nompeboeamvcs, Ois
moeo umobsl 00s513amb OAHHOE AUYO XPAHUMb MU KOMIbIOMEPHbie OaHHble U 0Decneuusams ux
YenocmHoCmb 8 meuenue HeobXo0UM020 Nepuood 8peMeHU, He NPegblularnuieco 0egaIHoCma OHel, C
mem umoObl KOMNEMEHMHbLE OP2aHbl MO2U 00OUMbCS PACKPIMUSL IMUX KOMUBIOMEPHBLX OAHHbIX.
Cmopona modcem npeoycmMompems G03MOICHOCHb HOCAEOYIOue20 NpoodieHust Oelcmeuss maxo2o
PACNOPAINCEHUSL.

3 Kaocoas Cmoporna npurumaem 3aKOHOOAMeIbHbIE U UHblEe Mepbl, HeoOX00uMble 0 Mo20, Ymoowl
obsizamy  Xpanumens uiu  Opyeoe JuUYo, KOWMOPOMY HNOPYHEHO 0Oecnevugamsv COXPAHHOCHIb
KOMHNbIOMEPHBIX OAHHBIX, COXPAHAMb KOHPUOESHYUATbHOCTb BLINOJHEHUA MAKUX NPoyedyp 6 meyenue
CPOKaA, NPeOYCMOMPEHHO20 €e GHYMPULOCYOaPCMEEHHbIM NPAGOM.

4 Tlornomouus u npoyedypvl, YHNOMAHYMble 6 HACMOAWel Cmamve, VCMAHAGIUBAIOMC 6
coomeemcmeuu ¢ nonovcenusmu Cmameu 14 u 15.

C TouKH 3peHus NOCTaBIIMKA YCIYT HHTEPHETa YCKOPEHHOE COXPaHEHUE TaHHBIX SBISETCS MEHEe HHTEHCUBHBIM
MHCTPYMEHTOM IO CPABHEHHMIO ¢ COXpaHeHreM nanHbix! 38!, TlocTaBimkaM yciryr HHTEPHETA HE HY/KHO XPaHHTh BCE
JTAaHHBIE JJIS1 BCEX TO0JIB30BaTENEe, BMECTO 3TOTO OHH JOJDKHBI 00€CIICUNTh HEYAaIeHHEe KOHKPETHBIX TaHHBIX MTPH
MOJTyYEHUH PACTIOPSKEHUS KOMIIETEHTHOT'O OpraHa. ¥ CKOpeHHOE COXpaHeHHE JaHHBIX MPEI0CTaBISET
MPEUMYILECTBa, TaK KaK OHO OXBAThIBAET COXPaHEHHE JaHHBIX HE TOJBKO C TOYKU 3PEHUS OT MOCTABIIKKA, HO U C
TOYKH 3pEHHS 3aIIUTHI JaHHBIX. OHO HE SBISIETCS HEOOXOANMBIM IS COXPAHEHHS JAHHBIX OT MUJUTHOHOB
M0JIb30BaTeNell MHTEPHETA, a TOJNBKO JaHHBIE, KOTOPbIE UMEIOT OTHOIIEHNE K BO3MOXHBIM I0103DEBAEMbIM B
YTOJIOBHBIX pacciieioBaHusX. TeM He MeHee, BaKHO OTMETHUTh, YTO COXPaHEHUe JaHHbIX IpejylaraeT NpeuMyIlecTBa
B TEX CIydasX, KOTrJia JaHHbIe OyIyT yAaJeHbI Cpa3y MociIe OKOHUYAHHS IpaBOHApYIICHUS. B aTuX ciryyasx ykazaHue
00 YCKOPEHHOM COXPaHEHHsSI JAHHBIX MOXKET, B OTIINYHE OT 0053aTENILCTBA COXPAHEHHS JaHHBIX, OBITH HE B
COCTOSIHMM HE JIOIYCTUTh YJAJIIEHUS! COOTBETCTBYIOIIUX JAHHBIX.

VYkazanue, coorBeTcTBytoliee CtaThe 16, 00sA3bIBacT MOCTABIIMKA TOJIBKO COXPAHUTH TaHHBIE, 00paboTaHHbIC
HOCTaBIIMKOM M HE yJalleHHbIE BO BPEMs TOJIy4eHHs yKa3aHHUs NOCTaBIIMKOM! 382, DTo He TONbKO JaHHbIE O
Tpaduke, NaHHBIE 0 TpaduKe MOMUHAETCS MPOCTO KAK OJUH U3 npuMepoB. CTaThs 16 He 3aCTaBIseT MOCTABLIMKA
HayaTh cO0p HH(POPMALMM, KOTOPYIO OHH, KaK IPaBUiIo, He coxpausroT! 383, Kpome Toro, Ctaths 16 He 00s13bIBacT
MOCTABLIUKA TIEPEaBaTh COOTBETCTBYIOIINE JAHHBIE KOMIIETEHTHBIM OPraHaM. DTO TMOJN0KEHHE Pa3pelliaeT OpraHaM
OXpaHbl MPABOIOPSIKA TOJIBKO MPELYTPEKIEHUE YIANEHNS COOTBETCTBYIOIIMX JTAHHBIX, HO HE OOS3bIBAET
NOCTABLIUKOB TIepeaBaTh JaHHble. O6a3aTenbCTBO Hepenaun peryaupyercs Ctatbsamu 17 u 18 Konpenuuu o
KuOepHpecTynHOCTH. IIperMyIecTBOM pasieieHus 0043aTebCTBA XPAaHEH s JAHHBIX 1 0043aTeIbCTBA PACKPHIBATH
UX SBJISETCS BO3MOMKHOCTh TPeOOBATh pa3IMuHble YCIOBUS X npuMeHenus 384, UTo kacaeTcs BaxHOCTH
HEMEIJICHHOTO pearupoBaHus, ObLIO OBl IMOJIE3HO, HAIIPUMEDP, OTMEHUTH TPeOOBaHKE CYIeOHOTO TIPEITUCAHUS 1
PaspelIuTh UCTIONHUTENLHOE TIPEANUCAHNE UM YKAa3aHUE HOJIULMH O COXPaHeHHH JaHHbIX 385 D10 mo3sommio Ob1
KOMIIETEHTHBIM OpPraHaM PearupoBaTh ObICTpee. 3alluTa Mpas MoA03PEBAEMOT0 MOKET OBITh JOCTUTHYTA
TpeOOBaHHUEM HAIMYMs IPEAUCAHNS HA PACKpbITHE MH(popMarmu! 380,

1381 See Gercke, The Convention on Cybercrime, Multimedia und Recht 2004, page 803.

1382 “preservation” requires that data, which already exists in a stored form, be protected from anything that would cause its current
quality or condition to change or deteriorate. Explanatory Report to the Convention on Cybercrime, No. 159.

1383 Explanatory Report No 152.

1384 Regarding the advantages of a system of graded safeguards see above: Chapter 6.2.3.

1385 «“The reference to ‘order or similarly obtain’ is intended to allow the use of other legal methods of achieving preservation than
merely by means of a judicial or administrative order or directive (e.g. from police or prosecutor)“. See Explanatory Report to the
Convention on Cybercrime, No. 160.

138 The drafters of the Convention on Cybercrime tried to approach the problems related to the need of immediate action from law
enforcement agencies on the one hand side and the importance of ensuring safeguards on the other hand side in a number of ways.
Another example for the approach is related to the production order (Art. 18). The drafters suggested that the requirements for the
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PackpoiTHE COXpaHEHHBIX JaHHBIX IIOMUMO JIPYTHX aciekToB perynupyercs Crarbeit 18 Konenumu o
KHOEpIIPECTyIMHOCTH:

Cmamus 18 — Ilopadok npouszeodocmea

1 Kaocoas Cmopona npunumaem 3aKOHOOAMeENTbHbIE U UHBIE MePbl, He0OX0ouMble 011 Mo20, Ymoodvl
nPedoCmasums ee KOMHEeMEHNMHbIM OP2AHAM NOJHOMOYUS OMOA8aANb PACHOPINCEHUL:

a) auyy Ha ee meppumopuu 0 npedvagIeHUU KOHKPEMHbIX KOMNbIOMEPHBIX OAHHBIX, HAXOOAWUXCA 80
61A0CHUU UTU NOO KOHMPOJEM MOS0 UYd, KOMOPble XPAHAMCA 8 KOMIbIOMEPHOU cucmeme Ui Ha
Hocumene KOMNbIOMEPHbIX OAHHbIX; U

b) nocmaswuxy ycnye, npeonazaiowemy Cc8ou YCiAyeu HA ee Meppumopui, 0 npeovsigieHUU
Haxoosuyelicst 60 61A0eHUU Ui Nno0 KOHMPONeM 3M020 NOCMAGWUKA YCIye UHGopmayuu o e2o
abornenmax.

2 [onnomouuss u npoyedypvi, YHROMAHYMble 6 HACMOAWlel Ccmamve, YCMAHAGIUBAIOMC 6
coomeemcmeuu ¢ nonovcenusmu Cmameu 14 u 15.

3 /Jlna yeneii nHacmoawenu cmamvu mepmur "ungopmayus o6 abonenmax' osnauwaem n00yI0
UMEIOWYIOC Y NOCMABWUKA YCIYe UHDOpMAayuro o e20 aboOHeHmax 8 hopme KOMNbIOMepHbIX OAHHbIX
wnu 10601 Opyeoil ghopme, Kpome OAHHBIX 0 MPADUKe UIU COOEPIHCAHUL, C HOMOUWBIO KOMOPOU MOINCHO
VCMAHOBUMD!

a) 8U0 UCNOABL3YeMOU YCAY2U CEA3U, NPUHAMbIE C IMOU Yeabio Mepbl MeXHUYecko2o obecnedeHus: u
nepuoo OKA3aHus YCayeu;

b) uoenmuunocmo abonenma, e2o NOYMOBLIL Ul ceoepagpuueckull aopec, Homepa meie@ona u opyaux
cpeocme 00Cmyna, C6eOeHUsi O 6bICIAGICHHbIX eMy CHemax U NPOU3GEOCHHbIX UM NIAAMENCAX,
uMerowuecst 8 CO2NAUEHUY Uil 002080pe Ha 0OCTYHCUBAHUE;

c) modvle Opyeue ceedenus 0 mecme YCMAHOBKU KOMMYHUKAYUOHHO20 000pY008aHUs, OOCHYNHbie
CORNACHO CONAWEHUIO UTU 002080PY HA 0OCIYHCUBAHUE.

Ha ocnoBanuu Cratbu 18 mogpasnen 1 a) KonBeHIuum o KuOepnpecTyITHOCTH, TOCTABIIUKHY, OCYIIECTBUBIINE
COXpaHEHHUE TaHHBIX, MOT'YT ObITh 00S3aHbI UX PACKPBITh.

Cratbs 18 KoHBeHIIMH 0 KHOEPIIPECTYITHOCTH PUMEHNMA HE TOJIBKO TIOCJIE TOTO, KaK MOJIYYEeHO MPEAMCaHne O
coxpaHeHHH B cooTBeTcTBUM co CTaTheil 16 Konsenuu o kubepnpectynaoctu 387, 1o nonoxenue spnsercs
00IIMM HHCTPYMEHTOM, KOTOPBII MOYKET UCIIOIB30BaThCS OPTaHaAMHU OXPaHbI MpaBomopsiaka. Eciu momygarens
cyneOHOro MpHKa3a o MPeA0CTaBICHIH UH(OpMAIUK TOOPOBOIBEHO NIEpelacT 3anpaliiBacMble JaHHEIC, TO JCHCTBHSI
OpraHoB OXpaHBI IPABOIIOPSAKA CBOISATCS K M3BJICUCHHIO alllIapaTHBIX CPENICTB, @ OHU MOTYT IPUMEHSATH MEHEe
cTporuii cyneOHbIi mpuka3. [1o cpaBHEHMIO C (DaKTHUSCKUM H3BJICYCHHEM amapaTHBIX CPEICTB, IOPSIOK
MPEIOCTABICHUS COOTBETCTBYIOIICH MH(POPMAIIH B IIEJIOM SBJSIETCS MeHee cTporuM. Ero mpumeneHne ocoOeHHO
aKTyaJbHO B TEX CITy4asx, KorJa cyaeOHoe paccieqoBaHue He TpeOyeT JOoCTyna K alliapaTHBIM CPEICTBaM.

B norosHeHMe Kk 0053aTEIbCTBY MPEAICTABUTH KOMITbIOTEpHBIC NanHbIe, CTaThs 18 KoHBeHIIMHU 0
KHOEPIPECTYIMHOCTH ONPEeIsIeT OPSIOK peIcTaBlIeHUs HH(popManuu 00 abOHEHTaX OpraHaM OXpaHam
MPaBOIOPsAKA. DTOT HHCTPYMEHT MMeeT OOJIbIIOE 3HAaUECHHE B pacciieoBaHusx Ha ocHOBe [P. Eciu
MIPaBOOXPAHUTENIBHBIC OPTaHbl CMOTYT OIpeNeuTh IP-anpec, NCnoab30BaHHBIN TPABOHAPYIITUTEIEM IIPH
COBEPLICHHUH TIPECTYIIEHHS, OHHU JOJDKHBI OyIyT onpeaenuts nuio! 388, ucnons3osasmee IP-aapec Ha MOMEHT

handout of data to law enforcement agencies could be adjusted in relation to the categories of data. See Explanatory Report to the
Convention on Cybercrime No. 174: ,,The conditions and safeguards referred to in paragraph 2 of the article, depending on the
domestic law of each Party, may exclude privileged data or information. A Party may wish to prescribe different terms, different
competent authorities and different safeguards concerning the submission of particular types of computer data or subscriber
information held by particular categories of persons or service providers. For example, with respect to some types of data, such as
publicly available subscriber information, a Party might permit law enforcement agents to issue such an order where in other
situations a court order could be required. On the other hand, in some situations a Party might require, or be mandated by human
rights safeguards to require that a production order be issued only by judicial authorities in order to be able to obtain certain types of
data. Parties may wish to limit the disclosure of this data for law enforcement purposes to situations where a production order to
disclose such information has been issued by judicial authorities. The proportionality principle also provides some flexibility in
relation to the application of the measure, for instance in many States in order to exclude its application in minor cases.*

1387 Gercke, Cybercrime Training for Judges, 2009, page 64, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train%20manual %20judges6 %20 _4%20march%2009_.pdf.

1388 An TP-address does not necessary immediately identify the offender. If law enforcement agencies know the IP-address an offender used to commit an
offence this information does only enable them to identify the connection used to log on to the Internet. If a group of people had access to this
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coBepuieHus npecTymuieHns. Ha ocHoBanuy nozpasnena 1 6) Craten 18 KoHBeHIMN 0 KHOEPIIPECTYITHOCTH, MOCTABIITHK
00s3aH NPE/ICTaBUTh A00HEHTOM MH(POPMAIIO 00 abOHEHTaX, MepeuncieHHyto B noapasaene 3 Cratsu 181389,

B tex ciydasix, Korja opraHbl OXpaHbl TPABOMOPSAKA OTCIEKHUBAIOT MapIIPYT K NPAaBOHAPYLIUTEIIO U HY>KIAIOTCA B
HEMEJUICHHOM JOCTYIIC IS UACHTH(GHUKAIIUH YTH, 10 KOTOPOMY ObLiIa OCYIIECTBIICHA Iepeada COOOMICHUS.
Cratbs 17 mo3BosseT uM 3aTpe0oBaTh YCKOPEHHOE YaCTHYHOE PACKPBITHE JaHHBIX O Tpaduke.

Cmampa 17 — Onepamugnoe obecneueHue COXpaAHHOCMU U HACMUUHOE PACKPbIMUE OAHHBIX O
mpadghuxe

1 Kaxcoass Cmopona O00MICHA RPUHUMAMb 6 OMHOWEHUU OGHHBIX O mMpaguKke, COXPAHHOCMb
KOmopuvix 0ondicHa Ovimb obecneuena ¢ coomeemcemeuu co Cmametl 16, maxue 3axoHodamenvhvie u
UMble Mepbl, KaKue Mo2ym ovlms HeoOX00uMbl 0Jisl MO20, YMoobl:

a) capanmupoedanio, umobvl maxkoe onepamueHoe obecnevenue CoOxXpanrHocmu OAHHBIX O mpaqbuKe
ObIIO BO3MOIICHBIM HE3ABUCUMO OM moceo, 00un unu Honee nocmaswukoe yciye ObiIu BOGNECUECHDL 6
nepet)auy coomeemcmeyroueco COO6U4€H1/I}1; u

b) eapanmuposams onepamugHoe pacKkpvimiue KoOMnemeHmHuolm opeanam smot Cmoponsl unu auyy,
HA3HAYEHHOMY SMUMU OP2AHAMU, OOCMAMOYH020 KOIUYECMBA OAHHBIX 0 MPAauKe, KOMopoe No360Um
coomeemcmsyoueri. Cmopone UOeHMUPUUUPOBAMb NOCMABWUKOE YCIye U NYmMb, KOMOPbIM
nepeoasanoch OaHHoe cooouenue.

2 TlonHomouuss u npoyedypvl, YHNOMAHYMblEe 6 HACMOAWel cmamve, YCMAHAGIUBAOMCA 8
coomeemcmeuu ¢ nonoxcenusmu Cmameit 14 u 15.

Kak ynomunanocs Beiuie, KOHBEHIUS CTPOro pasziesseT 0043aTebCTBO COXPAHEHHUs JaHHBIX 110 3aMpocy U
00513aTeNIbCTBO NepeaBaTh UX komreTeHTHbIM opranam!390. CraTes 17 npemycMaTpuBaeT 4eTKyIO KIacCH(DHKALMIO,
KaKUM 00pa3oM COUYeTaTh 005S3aTeNIbCTBA 110 O0CSCIICYCHHUIO COXPAHHOCTH IaHHBIX O TpaUKe B TEX CIyYasx, KOrua B
0013aTENBCTBO PACKPBITH HEOOXOIMMYEO HH(OPMAIMEO [UTsl OTIPEIENEH s CKBO3HOTO ITYTH JI0 TIPABOHAPYIIHTENIS
OBUIM BOBJICYEHBI HECKOJILKO OCTABIIMKOB YCIIYT. Be3 Takoro 4acTUYHOrO PacKpPhITHS HHPOPMALMH OPraHbl OXPaHbI
IPaBONOPS/IKA B PSJIE CIIyYaeB HE B COCTOSIHUM OTCIIEANT NPABOHAPYIHMTENS PU HATMYKUM GOJIEE OTHOTO
nocrasmmka yeuyr!391, B cBsi3u ¢ coueTanreM 3THX IBYX 00A3aTENBCTB, PA3TMYHBIM 00Pa30M 3aTParuBarOIIHX
TpaBa M0/103pEBAEMBIX, HEOOXOMMO OOCYIUTh TOUYKY 3PEHHUs FAPAHTHIi, OTHOCAIIUXCSA K 5TOMY HHCTPYMEHTY.

Tunosoii 3akon Copy KecTBa 0 KOMIBLIOTEPAX H KOMIBLIOTEPHbIX IPeCTYILICHHsIX
AHanoru4Hble NoaXobl uMeloTcs U B TunosoM 3akone Cozpysxectsa ot 2002 romgal392,
IMonoxenus

Pazoen 15

Ecau cneoosamenv ycmanosun Ha ocHose 3as6neHusi oguyepa noauyuu 8 mom, 4mo OnpeoeieHHble
KOMNbiomepHvle OauHble, AUOO 8 pacnedamanHom, aubo UHOM 6ude npedcmasieHus uHgopmayuu,
O0eliCmBUMenbHO HeoOX0OUMbL 8 YelAX Y20I08HO20 PACCICO08AHUS UTU Y2OJ08HO20 0eld, Cled08amensb
MOdHCEm NOCMAaHOBUMb, YMO:

a) Iuyo Ha meppumopuu [ROCMAaHOGIAIOWEN CMpansl] noo KOHMpOieM KOMAbIOMEPHOU CUCHeMbl
APOU36OOUM U3 CUCTHEMbl YKA3AHHbIE KOMIbIOMEPHble OanHble AUb0 6 6ude pacnedyamxu, aubo 6
OpY20M NOHAMHOM 8UOe 8b1600d OAHHBIX; U

connection (e.g. in an Internet caf€) further investigations are necessary to identify the offender.

1389 If the offender is using services that do not require a registration or the subscriber information provided by the user are not verified Art. 18
Subparagraph 1b) will not enable the law enforcement agencies to immediately identify the offender. Art. 18 Subparagraph 1b) is therefore especially
relevant with regard to commercial services (like providing Internet access, commercial e-mail or hosting services).

139 Gercke, The Convention on Cybercrime, Multimedia und Recht 2004, page 802.

1391 «“Often, however, no single service provider possesses enough of the crucial traffic data to be able to determine the actual source or
destination of the communication. Each possesses one part of the puzzle, and each of these parts needs to be examined in order to
identify the source or destination.” See Explanatory Report to the Convention on Cybercrime, No. 167.

1392 “Mfodel Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http://www.cpsu.org.uk/downloads/2002CLMM .pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.
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b) nocmaswux yciaye unmeprem 6 [nocmarnognarowel cmpane] npousgooum UHGOpMayuo o Iuyax,
KOMOopbie NOb3VIOMCSA YCIY2amu HA OCHO8e NOONUCKU UL UHOU OCHOge; U

c)39 nuyo na meppumopuu [nocmanoenaoweii cmpanvl], umeoujee OoCmyn K onpeoenenHol
KOMNbIOMepHOU cucmeme, obpabamvléaem u KOMIIEKNyem onpedeieHHble KOMNbIomepHbvle OaHHble U3
cucmembl U npedoCmasisiem ux OnpeoeieHHOMY JTUYY.

Pazoen 161394

Ecau oguyep nonuyuu ycmamosun, uwmo coxpausemvlie 6 KOMHBLIOMEPHOU cucmeme OaHHble,
OelicmeUmenbHo, HeoOX00UMbl 6 YENAX Y20A08H020 PACCIe008AaHUs, COMPYOHUK NOAUYUU MOHNCEM,
nymem HanpasieHuss NUCbMEHHO20 Y8eOOMACHUs Juyy, NoO0 YAPAGLEHUeM KOMOpo20 HAXOOUMCs
KOMNbIOMEPHAS. cucmema, nompebosams om 5mo20 Juya O00CmamouHvle Oanuble 0 mpaghuxe 06
ONpedeneHHOM CcOeOUuHeHUul OJisl UOCHMUDUKAYULL:

a) nocmaswuKo8 ycye; u

b) nymw, no xomopomy OvL1a npoussedeHa nepedaia 8 COeOUHEHUU.
Pa3zoen 17

1) Ecau opuyep noruyuu ycmanosui, 4mo:

a) aaHHble, XpaHumvle 6 KOMI’lblomepHOﬁ cucmeme, dezicmeumeﬂbﬁo, HeoOX00UMbL 8 Yeisx ycojl06H02c0
paCCJZedOGaHUﬂ; u

b) cywecmayem puck mozo, umo 0annvie MO2ym Oblmb YHUUMOICEHbL UMY CIAMb HEOOCMYNHbL;

oguyep nonuyuu moodicem, nymem HANPAGIEHUs. NUCbMEHHO20 Y8COOMIEHUs IUYy, NOO YNpasieHuem
KOMOPO20 HAXOOUMCA KOMAbIOMEPHAs. cucmemd, nompebosams Om 3Mo20 JUYya 2apaHmuil, 4mo
OanHble, onpedesieHHble 8 Y8eOOMIeHUU, YOV COXPaHenbl 8 meyeHue nepuoda 00 7 OHell, KaK YKA3aHO
8 Y8e0OoMAeHUU.

2) Omom nepuod moodcem b6vimb npooieH Oonee 7 OHel, eciu HA OCHOBAHUU 3AAGNEHUS Tuyd, He
ABNAIOWE20Cs CMOPOHOU 6 Oelle, HO UMelue2o 6 HeM unmepec, [cyovs] [credosamens] paspewaem
npooieHue Ha OONOTHUMENbHBIL ONPeeleHHbLIL Nepuoo PEMEHIL.

6.2.5 CoxpaHeHue TaHHBIX

O0613aTeIbCTBO COXPAHEHHs JAHHBIX MOOYXKIaeT NOCTABIIMKA YCIYT HHTEPHETA COXPAHSATH JaHHbIE O TpaduKe B
TeueHKe ONpeeeHHOro neproaa BpeMenn! 395, Brinonanenue 0643aTenbCTBa COXPAHEHHUS JAHHBIX SBJISETCS
TIOJIXOJIOM C IIEJTBIO H30€KaHusl BBILEYTIOMSAHYTHIX TPYHOCTEH B MOJTyYEHHH TOCTYIA K IAHHBIM O TpauKe,
IpeskIe YeM oHM OyyT yaanensl. OJJHUM M3 IPUMEPOB TAKOTO TIOAX0/1a ABJISETCS qUpeKTHBa EBpomneiickoro corosa
0 coxpaHeHuM JaHHbIX 1390,

Cmampusn 3 — O6a3amenbcmeo cOXpaHeHUs OGHHbIX

1 B nopsaoxe omcmynnenus om nonodxcernuii Cmameii 5, 6 u 9 oupexmuewvr 2002/58/EC, eocyoapcmaa-
yjensl OO0JIICHbI NPUHAMb Mepbl 051 0becneyeHuss mozo, 4moobwl Oanuvle, yKkasanuwvie 8 Cmamve 5
Hacmoswel [JJupexmugul, COXpaHAIUCL 8 COOMEEMCMEUU C ee NONOICEHUAMU, 8 MOU Mepe, 8 KOMOopol
MU OaHHLlE 2eHepupyiomcs uiu obpabamovléaemcs NOCMABWUKAMYU —00WeO00CMYNHbIX — YCIye

139 Official Note: As noted in the expert group report, in some countries it may be necessary to apply the same standard for production
orders as is used for a search warrant because of the nature of the material that may be produced. In other countries it may be
sufficient to employ a lower standard because the production process is less invasive than the search process.

Official Note: Countries may wish to consider whether subparagraph c is appropriate for inclusion in domestic law because while it
may be of great practical use, it requires the processing and compilation of data by court order, which may not be suitable for some
Jurisdictions.

139 The Commonwealth Model Law contains an alternative provision:

“Sec. 16”: If a magistrate is satisfied on the basis of an ex parte application by a police officer that specified data stored in a
computer system is reasonably required for the purpose of a criminal investigation or criminal proceedings, the magistrate may order
that a person in control of the computer system disclose sufficient traffic data about a specified communication to identify:

(a) the service providers; and

(b) the path through which the communication was transmitted.

1393 For an introduction to data retention see: Breyer, Telecommunications Data Retention and Human Rights: The Compatibility of Blanket Traffic Data
Retention with the ECHR, European Law Journal, 2005, page 365 et seq; Blanchette/Johnson, Data retention and the panoptic society: The social
benefits of forgetfulness, available at: http://polaris.gseis.ucla.edu/blanchette/papers/is.pdf.

13% Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of data generated or
processed in connection with the provision of publicly available electronic communications services or of public communications
networks and amending Directive 2002/58/EC.
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INEKMPOHHOU CE53U UM Cemu C8:3U 00ue20 Nob308aHUsL 8 PAMKAX C80ell IOPUCOUKYUU 6 npoyecce
npedoCmasienust COOMEemCcmeyIouux Yeiye Ces3uU.

2 Obsazamenbcmeo coOXpauamsv OanHwle, npedycMompeHuvle 8 nynkme 1, 0010CcHO 6KIOYAMD 6 cebsl
coxpanenue OauHvlx, onpedeiennoe ¢ Cmambe 5, OMHOCUMENbHO C HEYOAUHbIX NONBIMOK 6bl306d,
K020a 2mu OanHble CO30Al0MCs Ul 00padbamvléaiomcs u Xpausamcs (018 OaHHbIX meneponuu) aubo
peaucmpupylomcst (0151 OAHHBIX UHMEPHem) NOCMASWUKAMU YCAye 00ue00CmynHblX INeKMPOHHbIX
COObWeHUll Ui cemu C83U 00we20 NOAb308AHUS 8 Npedenax PUCOUKYUU 20CYOapChe-4ieHOos,
3AUHMEPECOBAHHbIX 8 Npoyecce HPedOCMAasieHus Yciye céa3u. Oma oupekmusa He mpebyem
COXpaHeHust OAHHbIX 0 6b1308aX 63 YCMAHOBAEHUsL COeOUHEHUSL.

Cmamus 4 — /locmyn K 0aHHbIM

T'ocyoapcmea-Ynenvi 00acHbl NPUHAMb Mepbl OJiA 0becnederus Mmoo, Yymobsl coxpaneHue OaHHble 8
coomeemcmeuu ¢ Hacmoswen  JJupekmueol  00ecnevusaioch — MOAbKO — KOMNEMEHMHbIMU
HAYUOHAIbHLIMU — OP2AHAMU 6 ONPEOCNeHHbIX CAVHASIX U 6 COOMGEMCMEUU C HAYUOHALbHBIM
3aKoHoO0amenbcmeom. Ilpoyedypol, KOMopviM HAOAEHCUM CNIe008amb, U YCA08UsL, KOMOPble OONHCHDbL
OblMb  GLINOJHEHbL  OJ1  NOJAYYEHUss OOCMYNA K COXPAHEHHbIM OAHHbLIM 6 COOMEEMCmeUl ¢
HE0OX00UMOCMbIO U HPONOPYUOHATLHOCIU MPeOOBAHUL, OO0JJICHbL ObIMb  ONpedesienbl KariCOblM
20CY0apCmeoM-yjleHOM 6 C80eM HAYUOHANLHOM 3AKOHOOAMENbCMEe C YYemom COOMEEnCMEYIOUuUX
noaodcenutl 3akonooamenscmea Esponeiickoeo Coroza uiu MedicOyHApoOH020 NyOIuUHO20 Npasad u, 6
yacmuocmu, Eeponeiickoli KoHeéeHyuu no npaeam wuenosex 8 mpaxmoske Eeponeiickozo cyoa no
npasam uenosexd.

Cmampa 5 — Kamezopuu 0anHblx, KOmopbwle 001CHbL OblMb COXPAHEHbI

1 T'ocyoapcmea-Ynenvt 0ondxcubl obecneyums, 4moodbl HA OCHOBAHUU MO OUPEKMUBbL COXPAHAIUCS
caeoyouue Kamezopuu OAHHbIX:

a) Oarnnvie, He0OX00UMbLe OISl OMCEAHCUBAHUS U UOCHMUDUKAYUU UCIOYHUKA COOOUeHUsL:
1) kacarowuecs ukcupoanHoll meaepoHHOU Ce53U U MOOUTLHOU MENeQOHHOU CEA3U:
i) Homep meneona svl3visaAIOWE20;
ii) ums u aopec aboOHeHMa Ul 3aPecUCMPUPOBAHHO20 NOJb308AMES;
2) Kkacalowuecst 00CMyna 6 UHmMepHem, 1eKMpPOHHOU oYMyl unmepHem u Mnmepnem-meneponuu:
i) 8bl0enenHbIl UOeHMUPUKAmMop noavzogamensi(et);

ii) uoenmughuxamop noavzosamens u meiepoHuvle HoMePA, 6bloeleHHble OIS 00020 COeOUHEHUs
npu 8bIX00€e Ha MeNehOHHYIO cemb 00ule2o Noab306aHUs,;

iii) uma u aopec abomeHMA UMU 3APE2UCMPUPOBAHHO20 NOAb30Gamens, komopomy IP-adpec,
UOEHMUPUKAMOP NOIb306amMes Ui Homep menedhoHa Obli 8bl0eNeH HA 8PeMA COeOUHEHUSL,

b) oannvie, HeobX00UMbLE O/11 ONpedesienust HA3HAYEeHUs. COOOUeHU:
1) xacarowuecs purcuposanHou mene)OHHOU C6:3U U MOOUTLHOU MeNeh)OHHOU C8A3U:

i) Habpannvli HOMep a) (@bi3vieaemvlil meneq)OHHbIL HOMED a)), U, 8 CIVYAAX NPedOoCmAGleHUs
OONONHUMENILHBIX YCIye, MAKUX KAK nepeaopecayus 6bl30808 U nepeoayd bi30608, KOIUYECMBO U
HOMEPA, NO KOMOPBIM 8b1308 ObLil MAPUPYMUZUPOBAH,

i) ums (umena) u aopec(a) abonenma(08) Uy 3ape2ucmpuposannozo noav3osamesi(ei);
2) kacarowuecst SAeKmMpOHHOU noumul uHmeprem u Mnmepnem-meneponuu:

i) udenmughuxamop norvzoeamens unu Homep meneona nonyuameni(eil), KOMOPOMY
npeoHasHayen 6v1306 Mnmepuem-menepouuu;

ii) umsa (umena) u aodpec(a) abonenma(o8) uUNU 3aAPESUCPUPOBAHHO20 NOIL30BAMEN U
UOEHMUPDUKAMOP NOTb308AMENSL NOTYUAMENS, KOMOPOMY NPEOHAZHAYUEH Gbl308;
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¢) OanHvle, HeobX0OUMbBLe 0151 ONPedeieHUs Oampl, BPEMEHU U NPOOOIICUMETLHOCTIU COCOUHEHUS!

1) kacarowuecs QurcuposanHol meneghorHOU C65a3U U MOOUTLHOU MeNehOHHOU C853U, dama U
8peMs HAYaNa U OKOHYAHUSA COCOUHEHUSL;

2) kacarowuecs docmyna 8 uHmepHem, d1eKmMpPOHHOU Noumsl unmeprem u Mnmepnem-menegonuu:

i) 0ama u 8pems 6XOOHOU U BbLIXOOHOU pecUucmpayuyu yciyeu OOCMyna 8 UHmepHem, Hd OCHOBe
OnpeodeeHHbIX 8peMEeHHbIX 30H, a makdce IP-adpec, He3a8UCUMO OM MO20, OUHAMUYECKULI OH UIU
cmamu4eckuti, 8b10eeHHbII NOCMABWUKOM YCIIy2 O0CMYNA 8 UHMEPHem O/ COeOUHEHUsl, d MAaKice
uoeHmugpuKamop noib308amesns A6OHEHMa Uil 3apeucmpupo8anHo2o NOIb308AMENS,

ii) dama u 8pems 6XOOHOU U 8bIXOOHOU Pe2UCMPAyuy YCIy2u IAeKMPOHHOL NOYMbL UHIMEPHem Ulu
HUnumepnem-menegponuu, na ocroge onpeoeneHHbLX 6PeMEHHbIX 30H,

d) Oannvie, HeobXx00UMbLE 0151 ONPEOeneHUsI MUNA COCOUHEHUS!

1) Kacarowuecs @GuUKCUPOBAHHOLU MeENePOHHOU C653U U MOOUTNBHOU MeNeOHHOU  CBA3U:
UCRONb3YeMAs YCyea meie@oHuu;

2) kacarowuecs 21eKMpoOHHOU nNoumel unmepuem u Mumeprem-meneonuu: UCnOIb3yeMas yciyea
uHmepHem,

e) oannvie, Heobxooumble 015l UOEHMUDUKAYUL NOTB30BAMENLCKO20 000PYO08AHUS C8A3U UL YMO OHO
coboii npedcmasasem:

1) xacarowuecs uxcuposantoli meneouHol c6a3U, HoMepa menedhoHO8 B8bi3blBAIOUE20 U
6b13b16AEMO20;

2) kacarowuecs u MOOUTLHOU menehOHHOU CEA3U:
i) HOMepa menehoHO8 BbI3BIBANOWE20 U BbI3BIBACMO2O;
ii) Yuukanohutii mesxcoynapoonwii udenmuguramop abonenma (IMSI) gvizvisaroweii cmoponul;

iii)  Yuuxanoueiti  mesxcoynapoonvii  uoenmuguxamop mobunvHozo obopyoosanus (IMEI)
8b13b18AIOUJEll CHIOPOHDL;

iv) IMSI gvi3v18aemoti cmoponsvl;
v) IMEI svi3b16aemoti cmopombl,

Vi) 6 cyuae AHOHUMMBIX YCy2 ¢ NPeOOnIamol, 0ama u 6pemMs NepeOHAYANbHOU AKMUBAYUY YCTYe U
yKazamenb MeCmononodceHus (U0eHmupuKamop auelku), ¢ Komopozo 6vlia aKMUsUPO8aHa yciyed,

3) kacalowuecs docmyna 6 uHmepHem, 1eKMPOHHOU NoYmsl unmeprHem u Mnmepnem-menegonuu:
i) HoOMep meneoHa U 8bI3BIBAEMO20 0151 OOCIYNA C NOMOUWBIO MeNePOHHO20 6bI3084;

ii) yugposas abonenmcrkas aunus (DSL) unu Opyeas Koneunas mouka UCMOYHUKA COCMABUMENs
OaHHO20 COOOWEHUSL,

f) dannvie, HeobxoOuMbBIe 151 UOSHMUDUKAYUU NOTONHCEHUS MOOUTBHOZO:

1) yxazamenv mecmonaxodicoerus (uoenmugpuxamop aueiku) 8 Hauanie COeOUHeHUs;

2) Oanmvie, onpeodensougue eceocpaghuueckoe pACHONIONCEHUs] A4eeK C YUemoM ux yKkazameinetl
MecmononodiceHus: (U0enmupuramop s4elxku) 6 meyeHue nepuood, 3a KOMOpblli COXPAHSIONCS
oanmvle coobueHus.

2 B coomgemcmeuu ¢ 3mot Oupexmueoll HUKaKue OaHuvie, packpbiearoujue cooepicanue cooouenus,
He Mo2ym Oblmb COXPAHEHbL.

Cmamusa 6 — Ilepuoovt coxpanenus

Tocyoapcmea-Unenwvt dondicHvl obecnewumo, umobsl kame2opuu Oanuvlx, ykazauuwvlx 6 Cmamuve 5,
COXPAHANUCH 8 MeYeHUue He MeHee uwecmu Mecsayes U He bonee 08yx em ¢ 0ambvl COCOUHEHUSI.
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Cmamosa 7 — 3auwiuma OaHHbIX U 0E30NACHOCHIb OAHHBIX

be3 ywepba ona nonosicenuil, npunameix ¢ coomgememeuu ¢ Jupexmueou 95/46/EC u /fupexmusoii
2002/58/EC, kadcooe 20cydapcmeo-uien 00I*CHO 0becnedumy, ymobbl NOCMAasuuKy 00ujed0CmynHbix
Yeaye 91eKmpOoHHOU C8A3U UMY CemU C8A3U 00Uuje2o Noib308anUs cOOI00ANU, KAK MUHUMYM, cledyroujue
npunyunsl 6e30nACHOCMU OAHHLIX 8 OMHOWIEHUU OAHHBIX, COXPAHAEMbIX 8 COOMEEMCMBUU C MOl
OUpPEeKmusoU.:

a) coxpausemvie OaHHblE QONJICHBL ObIMb MO20 Jce KaueCcmea U ¢ mou Jce 3auumotni, Kaxk OanHble 8
cemu;

b) Oanuble 00NNCHbL ObIMb npu npumMeHeHuu coomeemcmeyrouwux mexnuvecKux u opeanus3ayuonHnblx
mep 3aunuuiervl om Cle’ialelHOZO UIU HE3AKOHHO20 YHUYMOINCEHUAL, CJZy’ialZHOIJ nomepu uiu USMeHeHUs,
UlU HECAHKYUOHUPOBAHHOE Ul HE3AKOHHOE XPAHEHUAL, 06pa6omi<y, ()ocmyna Uiu packpovlmus,

¢) OanHvle 00NHCHBbI ObIMb NPU NPUMEHEHUU COOMEEMCMEYIOUUX MEXHUYECKUX U OP2aHU3AYUOHHBIX
Mep obecnevenvl mem, Ymobbl OOCMYN K HUM MO2IU NOJYHUMb MOILKO CHEYUATbHO YNOJIHOMOYEHHbIE
auya, u

d) oannvle, 3a UCKTIOUEHUEM MEX, K KOMOPbIM MOICEN UMEMb MeCo 00CHYN U COXPAHEHUe, 00NICHbL
ObIMb YHUUMONCEHBL 8 KOHYE IMO20 Nepuoda COXPAHEHUSL.

Cmampa 8 — Tpebosanus K XpaneHuro coXpaHaemslx O0aGHHbIX

T'ocyoapcmea-Ynenvt 0ondcHbl obecneyums, umodwvl Oanuvie, ykasauHvle 8 Cmamve 5, COXpaHaeMbvlX 8
coomeemcmeul ¢ Hacmosiujelti OUPEeKMuUBOl MaKum oopazom, 4mobvl coxpansemvle Oanuvle U 10oas
opyeas HeobXo0umMas UH@opmayus, KAcarwascs maxkux OAHHbIX Modcem Oblmb nepedana no 3anpocy
KOMHNemeHMHbIX OP2aHo8 6e3 HeONnPABOaHHbIX 3A0ePIHCEK.

Tort ¢axr, uyTo KITrOUYeBas HHPOPMAIHS O KAKUX-THOO0 COSAMHEHUAX M0 CETH HHTEPHET JJOJDKHA OBITh OXBadcHA
JIMpeKTHBOIi, IPUBEI K MHTEHCUBHOM KPUTHKE CO CTOPOHBI OpraHM3alluii 1o 3amuTe npas yenosekal397. Do, B
CBOIO 0YEPE/ib, MOXKET MIPUBECTHU K MEPECMOTPY KOHCTUTYIIMOHHBIMU CyJJaMH CaMOH JTUPEKTUBHI U €€
peammzanuu!398, Kpome Toro, B cBoem 3akimouenun no aeny Productores de Miisica de Espaiia (Promusicae) npotus
Telefénica de Espafia!399, cosernuk EBpomneiickoro cysa renepanbHeliii ansokat FOnuana Kokor ykasana Ha
COMHMTEJILHOCTD BBINOJHEHHS 0053aTENBCTE COXPAHEHHS IAHHBIX 0€3 HAapyIIEeHUs OCHOBHBIX MpaB uenoBekal400,
TpynHOCTH, BOZHUKAIOMIKE B CBSI3U C BBEICHUEM TAKUX PETYIATOPHBIX IEUCTBUMN, YKE YKa3bIBAIHCH IPYIIION
BocbMu B 2001 romy!401,

Ho xputuka He OrpaHUYHBACTCS TOJNBKO ATHM actieKToM. Eile ofHOW IPHYUHO TOTro, MOYeMy COXPaHCHUE TAaHHBIX
oKazajock MeHee 3(PpPEeKTHBHBIM B 00ph0E ¢ KHOSPIPECTYMHOCTHIO ABJISIETCS TOT (PAKT, 4TO 00s3aTEIHCTBA MOTYT
ObITE 000MAeHbI. [IpocTeiimue myTH, 9ToOBI 00OHTH 00513aTENECTBA COXPAHECHUS JAHHBIX BKITIOYAIOT B CeOs:

L4 HCIOJb30BAHUC PA3JIMIHBIX O TCPMUHAJIOB JOCTYIIAa B UHTCPHET OGHICFO II0JIB30BAHMS MJIH MOOMIbHBIX

Tene)OHOB ¢ MPEJIOIUIATOM yCIyT Iepeadt JaHHbIX, KOTOPBIE He TpeOyIoT perucrpaiuu, u!402

1397 See for example: Briefing for the Members of the European Parliament on Data Retention, available at:
http://www.edri.org/docs/retentionletterformeps.pdf; CMBA, Position on Data retention: GILC, Opposition to data retention
continues to grow, available at: http://www.vibe.at/aktionen/200205/data_retention_30may2002.pdf; Regarding the concerns related
to a violation of the European Convention on Human Rights see: Breyer, Telecommunications Data Retention and Human Rights:
The Compatibility of Blanket Traffic Data Retention with the ECHR, European Law Journal, 2005, page 365 et seq.

1398 See: Heise News, 13,000 determined to file suit against data retention legislation, 17.11.2007, available at:
http://www.heise.de/english/newsticker/news/99161/from/rss09.

1% Case C-275/06.

1400 See: Advocate General Opinion — 18.07.2007, available at: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62006C0275:EN:NOT#top. The court does usually but not invariably follow
the advisors conclusion.

1401 T a2 G8 Meeting in Tokyo experts discussed the advantaged and disadvantages of data retention and data preservation. The experts
expressed their concerns regarding an implementation of a data retention obligation. “Given the complexity of the above noted issues
blanket solutions to data retention will likely not be feasible.” Report for the workshop on Potential Consequences for Data Retention
of Various Business Models Characterizing Internet Service Providers, G8 Government-Industry Workshop on Safety And Security
in Cyberspace Tokyo, May 2001.

1402 Regarding the challenges for law enforcement agencies related to the use of means of anonymous communication see above: Chapter
3.2.12.
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L4 HCIIOJIb30BAaHUC YCIIYT QHOHUMHOM CBs3H, OCYHICCTBIIAEMbIX (HO KpaﬁHeﬁ MEPE, 1IaCTI/I‘IHO) B CTpaHax, C

OTCYTCTBHEM O0A3aTENBCTB COXPAHEHHMS JaHHBIX 403,

Eciu npecTyHUKH UCTIONB3YIOT Pa3IM4HbIE TEPMHHAIBI OOILETO MOIb30BAHUS HIIM MOOWJIBHBII TeaedoH ¢
HpeIoNIIaTol yCIyr Nepeaaul JaHHbIX, IIe HeT HeOOXOAUMOCTH PETMCTPALUM JaHHbIX, COXPaHAEMBbIX
HOCTaBIMKAMHM yCIIYT, 00S3aTeIbLCTBO COXPAHEHHS JaHHbIX IPHBEIET OPraHbl OXPaHbl IIPABOMOPSIKA TOJIBKO K
HOCTaBIKKY YCIYT, a HE K PealbHOMY IIpecTynHuKy 404,

IIpecTyHUKH, KPOME TOTO, MOTYT 000HTH 00SA3aTENCTBO COXPAHEHHUS IAHHBIX C TIOMOIIIBIO CEPBEPOB AHOHUMHOI
cBs3u!405, B 5TOM cityuae, opraHbl OXpaHbl IPAaBONOPSIKA MOTYT JI0Ka3aTh TOT (aKT, 4TO MPECTYIHUK U
HCII0JIB30Ball CEPBEPhl AHOHMMHOIM CBSA3H, HO M3-3a OTCYTCTBMS JOCTYIA K JaHHBIM O TpaduKe B CTpaHe, e
HaXOJIMTCS CEPBEP AHOHUMHOI CBSI3U, OHM HE CMOT'YT JI0Ka3aTh YYaCTHs IPECTYITHUKA B COBEPIIEHUH NPECTYILICHHUS
WJIM YTOJIOBHOTO mpecTyrieHus 400,

B cBs3u ¢ TeM, (PaKTHUECKU OUEHb JIETKO 0OONTH MOJIOKEHUE, BBEICHHE COXPAHEHHE JaHHbBIX B 3aKOHO/IATEIIbLCTBE
EBpOIneicKoro cor3a co4eTaeTcs ¢ OMaceHUusMH, YTO STOT MPOLIECC TOTPEOYET CTOPOHHUIA Mep, HEOOXOAUMBIX JIJIst
obecreuenus 1eiiCTBEHHOCTH TOTO 0KyMEHTa. Bo3MOKHbIE 10MOIHUTENLHbIE MEPHI MOTIIH OblI BKJIIOUYATh B ce0s
00513aTeNILCTBO PETHCTPALIMIO JI0 MCTIONB30BaHUs YCIYT B pesxume ontaitn! 407 wiu sanper na ucnons3osanue
TEXHOJIOTHI aHOHUMHOI cBsi3u! 408,

6.2.6 IMouck u u3BJIeYEHHE

XOTs HOBBIE MHCTPYMEHTBI PAacCIIeIOBaHMs, TAKHE Kak cOOp JAHHBIX O TPaUKE B PEalbHOM MaciuTabe BpeMEHH 1
MCTIONIE30BaHKE JIUCTAHIIMOHHOTO Cy1e0HOr0 MPOrPAMMHOTO 0OECTICYEHHUS IS BHISBIEHHS TPECTYITHUKA, HAXOAATCS
B CTaJIMi OOCYKIEHHS U YK€ BBEJEHBI B HEKOTOPBIX CTPaHAaX, IIOMCK M apecT OCTAETCs OJHUM M3 HaHOOJIee BasKHBIX
UHCTPYyMEHTOB paccienosanus 409, Kak Tonbko MpecTyHUK HaiiieH, ¥ OpraHbl OXPaHbl IPaBONOPSIKA U3BIEKAIOT
ero UT-o0opynoBaHue, SKCIIEPTHI CyIeOHOHN 3KCIIEPTH3HI C NCIIOIB30BAHHEM KOMITBIOTEPHON TEXHUKH MOTYT

IpOoaHaJIN3UupPOBATH 060pyz[013aH1/15[ JJIsL cGopa J0Ka3aTCIbCTB, HCOGXOL[I/IMBIX JJIA CYIIGGHOFO HpeCJ’IeI{OBaHI/IH1410.

Bo3MOXXHOCTB CMEHBI MECTa MM U3MEHEHUS MPOLEAYp MOUCKa U U3BJIEUEHHs B HACTOsIIee BpeMs 00CcyKaaeTcs B
HEKOTOPBIX eBpornelickux ctpanax u B Coenunennbix ltatax!4!!, BosmoxkHOCTh n36€%aTh HEOOXOAMMOCTH BOWTH B
JIOM TTOJIO3PEBAEMOT0 IS IOWCKA U M3BJICUCHUS KOMIIBIOTEPHON TEXHUKH OYyJIET MPEJICTaBICHA OHIAHOBBIM
MMOMCKOM. DTOT HHCTPYMEHT, KOTOPBIH OyeT Oosiee oIpoOHO OMUCAH B pa3lienax HIKe, IPEJICTABISET MPOLEAYpY,

1403 Regarding the technical discussion about traceability and anonymity see: CERT Research 2006 Annual Report, page 7 et seq.,
available at: http://www.cert.org/archive/pdf/cert_rsch_annual_rpt_2006.pdf.

1404 An example for an approach to restrict the use of public terminals to commit criminal offences is Art. 7 of the Italian Decree-Law
No. 144. The provision forces anybody who intends to offer public Internet access (e.g. Internet cafes) to apply for an authorisation.
In addition he is obliged to request an identification of his customers prior to the use of this services. Decree-Law 27 July 2005, no.
144. - Urgent measures for combating international terrorism. For more information about the Decree-Law see for example the
article Privacy and data retention policies in selected countries available at
http://www.ictregulationtoolkit.org/en/PracticeNote.aspx ?1d=2026.

1405 See: Aldesco, The Demise of Anonymity: A Constitutional Challenge to the Convention on Cybercrime, LOLAE Law Review, 2002, page 91 —

available at: http:/elr.lls.edu/issues/v23-issuel/aldesco.pdf.

96 Regarding the impact of use of anonymous communication technology on the work of law enforcement agencies see above: Chapter 3.2.12.

1407 Decree-Law 27 July 2003, no. 144. - Urgent measures for combating international terrorism. For more information about the Decree-Law see for
example the article Privacy and data retention policies in selected countries available at
http://www ictregulationtoolkit.org/en/PracticeNote.aspx ?id=2026.

1408 Regarding the protection of the use of anonymous mean of communication by the United States constitution Aldesco, The Demise of Anonymity: A
Constitutional Challenge to the Convention on Cybercrime, LOLAE Law Review, 2002, page 82 —available at: http://elr.lls.edu/issues/v23-
issuel/aldesco.pdf.

1409 A detailed overview about the elements of search procedures is provided by the ABA International Guide to Combating Cybercrime, 123 et seq. For

more information on Computer-related Search and Seizure see: Winick, Searches and Seizures of Computers and Computer Data, Harvard Journal of

Law & Technology, 1994, Vol. 8, page 75 et seqq.; Rhoden, Challenging searches and seizures of computers at home or in the office: From a

reasonable expectation of privacy to fruit of the poisonous tree and beyond, American Journal of Criminal Law, 2002, 107 et seqq. Regarding remote

live search and possible difficulties with regard to the principle of “chain of custody see: Kenneally, Confluence of Digital Evidence and the Law: On
the Forensic Soundness of Live-Remote Digital Evidence Collection, UCLA Journal of Law and Technology Vol. 9, Issue 2, 2005, available at:
http://www lawtechjournal.conv/articles/2005/05_051201_Kenneally.pdf; Kerr, Searches and Seizures in a digital world, Harvard Law Review,

2005, Vol. 119, page 531 et seq.

Regarding the involvement of computer forensic experts in the investigations see above: Chapter 6.2.2.

1411 Regarding the plans of German law enforcement agencies to develop a software to remotely access a suspects computer and perform search
procedures see: Blau, Debate rages over German government spyware plan, 05.09.2007, Computerworld Security , available at:
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleld=9034459; Broache, Germany wants to sic spyware on
terror suspects, 31.08.2007, CNet News, available at: http://www.news.com/8301-10784_3-9769886-7.html.
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IIpY KOTOPOH OpraHbl OXpaHbl IIPABONOPSIKA [TOIYUYa0T JOCTYI K KOMIIBIOTEPY [10103PEBAEMOTr0 YEPE3 UHTEPHET
JUIS BBITIOJTHEHMS TIPOLIELYP CeKpeTHOro noucka!412, HecMOTps Ha TO, 4TO OpraHbl OXpaHbl IPABOIOPSIKA MOTYT
HUMETh TPSMYIO BBITOY OT HE3HAHHSI ITOJJ03PEBAEMOr0 O MPOBEICHUH PACCICIOBAHUS, (PUIUUSCKHIH JOCTYII K
anmapaTHBIM CPeICTBaM aaeT 6osee S PeKTUBHBIE MeTOMBI paccnenosanus 413, D10 nmopuepkuBaeT BaxkHy0 pob
IIpOLEAYP NOUCKA U U3BJIEYEHUS B UHTEPHET-PACCIIEJOBAHUAX.

KonBeHnuusi 0 KuGeprnpecTymHOCTH

BOJBIIMHCTBO HAIMOHATBHBIX YTOJOBHO-IPOIECCYaTbHBIX 3aKOHOB COIEPKAT MOIOKEHH S, HO3BOISIOIIME OPraHaM
OXpaHbI IIPaBONOPAIKA OCYIIECTBIIATH HOUCK U U3BJedeHne 00bexTos! 414, [IpuunHoii, Mo KoTOpoii cocTaBUTENH
KOHBEHIIMHU 0 KUGEPIPECTYITHOCTH, TEM HE MEHEE, BKJIIOYAIOT B HEE TIOJIOKEHHS, KACAIOIIMECS TOMCKA 1
M3BIIEUEHHS, ABISETCSA TOT (PAKT, YTO HALMOHAIBHBIE 3aKOHBI 3a4aCTyI0 HE OXBATBIBAIOT HPOLELYPhl HOUCKA U
W3BIIEUEHHS, CBA3aHHbIE ¢ JaHHBIMU 415, HekoTophle cTpaHbl, HAIIpUMep, OrPaHMYMBAIOT IPMMEHEHHE HPOLETYPbI
M3BIIEUECHHUS [T U3BJIeUeHUs PU3MUecKnX 00beKToB 410, Vicxo/st 3 3THX MOJNIOKEHHH, CIIEI0BATENIN MOTYT U3BJIEYb
BECh CEPBEP, a HE TOJILKO COOTBETCTBYIOIME JIAHHBIE, KOMMPYS UX HA CEPBEPE. ITO MOXKET BBI3BATH TPYAHOCTH B TEX
CJTydasix, KOTjla COOTBETCTBYIOMIAs MH(OPMAIUs XPAHUTCS Ha CEPBEPE BMECTE € TAHHBIMM O COTHSX JPYTHX
T0JIb30BaTeNel, KOTOphle GoIbIIe He OYyT HOCTYHHBI 10C/IE H3BIEYEHHs CEPBEPA OPraHaMH OXPaHbI
npasonopska. Eie ouH npumep, KOria TpaauIMOHHBINA MOUCK ¥ M3BJIEYEHUE MATEPHAIBHBIX LIEHHOCTEH He
SABJIAETCS JOCTATOYHBIM, — TO CJIy4aid, KOT/Ia OpraHbl OXPaHbI IIPABONOPSIKA HE 3HAOT (PU3MIECKOE PACTIONOKEHHE
cepBepa, HO OHU MOT'YT MMETh JI0CTYII K HeMy 4epe3 untepHer!417,

Honmyskr 1 Crateu 19 KonBeHuu 0 KuOepnpecTynmHOCTH MPU3BaH CO3AaTh HHCTPYMEHT, KOTOPBIH aeT
BO3MOYKHOCTH TIOMCKa KOMITBIOTEPHBIX CHCTEM, KOTOPBIE SIBISIOTCS] TAKUMH kK€ 3(D(DEeKTHBHBIMHU, KaK TPAAUIUOHHEIC
npoueayps! nouckal418,

Cmamusn 19 — I[louck u uzeneuenue XpaHumolx KOMRbIOMEPHBIX OAHHBIX

1 Kaoxcoas Cmopona 001dCHA HPUHUMAMb 3AKOHOOAMENbHble U UHble Mepbl, KOmopvlie MO2ym
nompebo6amovcsi 015l NPeOOCMABNIeHUs. ee KOMNEMEHMHbIM OP2AHAM NOJHOMOYUL NOUCKA ULU UHOU
AHANOSUYHBLE OOCMYN K

a) KOMNbIOMEPHbLIM CUCIEMAM UNU UX HACMAM, 4 MAKNCe XPAHAWUMCS 6 HUX KOMNbIOMEPHbIM
OAHHBIM, U

b) Hocumenam KOMNbIOMEPHLIX OAHHLIX, HA KOMOPbIX MO2YM XPAHUMbCA UCKOMblE KOMNbIOMEPHbLE
OaHHble, Ha ee MePPUMOPUU.

Hecmortps Ha TO, yTO NIpoILEypBl IOUCKA U U3BJICUEHUS ABISETCA HMHCTPYMEHTOM, YaCTO IIPUMEHIEMbIM
cJeloBaTeNs MU, CYIIECTBYET LEJNbI psaa mpobiieM, KOTOPbIE CONPOBOXKAAIOT €TI0 MPUMEHEHHUE B paccie10BaHuU
kubeprpectymienuii! 419, OniHa u3 rIaBHBIX TPYIHOCTEH COCTOUT B TOM, Y4TO OpJEPa Ha MOUCK 3a4acTyI0
OIrpPaHMYMBAIOTCS ONPEIEIEHHBIMHE MECTAMH, HAPUMED, B IoMe nopospesaeMoro!420, Uro kacaercs noucka

1412 See below: Chapter 6.2.12.

1413 Apart from the fact that direct access enables the law enforcement agencies to examine the physical condition of storage media physical access to a
computer system it is the only way to ensure that the files on the suspects computer are not modified during the investigation. Regarding the
importance of protecting the integrity of the examined computer system see: Meyers/Rogers, Computer Forensics: The Need for Standardization and
Certification, page 6, available at: http://www.utica.edu/academic/institutes/ecii/publications/articles/ AOB7F51C-DSF9-A0DO-
TF387126198F12F6.pdf.

1414 See Explanatory Report to the Convention on Cybercrime, No. 184.

1415 “However, in a number of jurisdictions stored computer data per se will not be considered as a tangible object and therefore cannot
be secured on behalf of criminal investigations and proceedings in a parallel manner as tangible objects, other than by securing the
data medium upon which it is stored. The aim of Article 19 of this Convention is to establish an equivalent power relating to stored
data.” Explanatory Report to the Convention on Cybercrime, No. 184. Regarding the special demands with regard to computer
related search and seizure procedures see: Kerr, Searches and Seizures in a digital world, Harvard Law Review, 2005, Vol. 119,
page 531 et seq.

1416 Explanatory Report No. 184.

1417 Regarding the difficulties of online-search procedures see below: Chapter 6.2.12.

1418 “However, with respect to the search of computer data, additional procedural provisions are necessary in order to ensure that
computer data can be obtained in a manner that is equally effective as a search and seizure of a tangible data carrier. There are
several reasons for this: first, the data is in intangible form, such as in an electromagnetic form. Second, while the data may be read
with the use of computer equipment, it cannot be seized and taken away in the same sense as can a paper record.” Explanatory
Report to the Convention on Cybercrime, No. 187.

1419 Gercke, Cybercrime Training for Judges, 2009, page 69, available at:
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079%20if09%20pres%20coe%20train %20manual %20judges6%20_4%20march%2009_.pdf.

1420 gerr, Searches and Seizures in a digital world, Harvard Law Review, 2005, Vol. 119, page 531 et seq.
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KOMITbIOTEPHBIX IAHHBIX, B X0JI€ CJIEJICTBUS MOKET OKA3aThCs, UTO T0I03PEBAEMBIH XPAHII MX HE Ha JIOKATbHBIX
JKECTKHX JIUCKaX, a Ha BHEIIHEM CepBepe, JIOCTYI K KOTOPOMY OCYIIecTBIseTcs yepes untepHet! 421, Mcnonbszopanue
MHTEPHET-CEPBEPOB ISl XpaHEHMs M 00pabOTKH JJaHHBIX CTAHOBHTCS BCe GoJiee TOMyIISpHBIM CPEIH MoIb30BaTeeil
unTepHera ("o61aunble BbuMcaeHus"). OJHUM U3 IPEUMYIIECTB XpaHeHHsl HHOPMALMU HA HHTEPHET-CEpBeEpax
ABJIETCA TOT (BAKT, YTO HHGOPMAIIMIO MOYKHO MONYHHUTh U3 OOOr0 MECTA, TJIe €CTh TOKIF0UEHHE K HHTEPHETY.
J115 yBEPEHHOCTH B TOM, 4TO PacclieIoBAHNE MOKET OBbITh MPOBEAeHO YPMEKTUBHO, BAKHO COXPAHSATH
OIIpe/IeNIeHHy 0 THOKOCTh B IIPOBEICHUU paccienoBanuil. Eciu ciieosarteny o0HapyKar, 4To COOTBETCTBYIOMIAs
vH(pOPMAIUs XPAHUTCS B APYTOH KOMILIOTEPHOI CHCTEME, OHM JI0JKHBI HMETh BO3MOKHOCTb PACIIMPUTD MOUCK B
5Ty cucteMy! 422, KonpeHIus 0 KHOEpIpPeCTyHOCTH aapecyeT 3ToT Bonpoc B Cratbe 19 noamyHkT 2.

Cmamusa 19 — Ilouck u uzeneuenue Xpanumplx KOMNbIOMEPHBIX OAHHBIX

[...]

2 Kaoicoass Cmopora npunumaem 3aKoHOOAMebHble U UHble Mepbl, HeobXxooumble 011 0becneueHUs Mmoo,
umobbl @ ciyuae, Ko20a ee KOMREMEHNHbIE OPeaHbl NPOU3E00SA NOUCK WU NOIYYAIOM AHANOSUYHBIIL
00Cmyn K onpeoeneHHoU KOMNbIOMEPHOU cucmeme Wil ee 4acmu 6 COOMEEmMCmEUU ¢ NOJONCEHUAMU
napazpagha la) u umerom OCHOBaHUA NONA2AMb, YMO UCKOMble OGHHblE XPAHAMCS 6 Opyeoll
KOMIbIOMEPHOT cucmeme uiu ee yacmu Ha meppumopuu 3mou Cmoporbl, u maxue OaHHble Ha 3aKOHHOM
OCHOBAHUU MO2Ym OblMb NOAYYEHbl U3 NEPEOLl CUCTNEMbL UL C ee NOMOWbIO, KOMNEMEHNHble OPaHbl
uMen 803MONCHOCHb ONEPAMUSHO PACNPOCMPAHUNTG HOUCK Wi UHOU AHANOSUYHBIN OOCIYN HA OpYeyio
cucmemy.

Emre omna npobneMa cBsi3aHa ¢ U3BJICYCHUEM KOMITBIOTEPHBIX JaHHBIX. ECITU ceoBaTeny MPUILIH K BBIBOLY, YTO
W3BJICYCHHUE AINIAPATHBIX CPEACTB, CIOIB3YEMBIX IS XPaHEHHS UHOOPMAIIY, HE SBISIETCS] HEOOXOMMBIM HITU
OyneT HealeKBaTHBIM, IM MOTYT HOTPeOOBATHCS IPyriue HHCTPYMEHTHI, KOTOPbIE TIO3BOJIMIIN OBI IM IPOIOIKATH
TIPOIIEYPHI OUCKA U U3BJIEYEHUE COOTBETCTBYIONINX XPAHMUMBIX KOMITBIOTEPHBIX MaHHbIX 423, HeobxomumMble
MHCTPYMEHTHI HE OTPaHMYEHbI ICHCTBMEM KOIMPOBAHHs COOTBETCTBYIOIMX AaHHbIX 424, Kpome Toro, cymecTByeT
LEJBIA PsiT COMMYTCTBYIOIIUX Mep, KOTOPhIe HEOOXOAUMBI TS OAICPKAHUS HE00X0 MO 2P (PEKTUBHOCTH,
HampuMep, U3BJeueHNe caMOl KOMIIBIOTEPHOM cucTeMbl. Hanbosee BaxHBIM aclieKTOM SIBJISIETCA COXPaHEHHE
LIEJIOCTHOCTH CKOTIMPOBAHHBIX NaHHBIX 425, ECi clie/loBaTeNn He MMEIOT PaspelieHHusl IPHHAT HEOOXOIMMBIE MEPHI
IUT 00ecIieueHHs IIeIOCTHOCTH CKOIMPOBAHHBIX TaHHBIX, CKOIMPOBAHHBIC TaHHBIE HE MOTYT OBITH IIPUHSTHI B
Ka4yecTBE JI0Ka3aTeIbCTB B YTOJIOBHOM Cyaonpou3BoacTse! 420, TTocie Toro Kak cieaoBarey CKONMPOBAIN JaHHbIE 1
TIPUHSUIA MEPHI JUTS COXPaHEHHUS IIEIOCTHOCTH, OHU JTOJDKHBI OYIyT PEIIUTh, KaK MOCTYIUTh C HCXOAHBIMU TAHHBIMU.
B cBs13u ¢ TeM, 9TO cienoBaTeny He OyAyT IIepeMenaTh anapaTHbIC CPEACTBA B X0I¢ IPOIecca U3BJICUCHHUS, B
nenoM uHpopmanus Oyaet octaBatsesi TaM. OCOOEHHO B X0/1€ pacciieIOBaHUM, CBSI3aHHBIX ¢ HE3aKOHHBIM
conepxannem! 427, qanpumep JeTCKON NopHOrpaduH, CIENI0BATENM HE CMOTYT OCTABMTh JaHHbIE HA CEPBEPE.
[TosTOMY MM HY)KEH HHCTPYMEHT, KOTOPBIH MO3BOJIUT UM YAAIATH TAHHBIC WU, IO KpallHeH Mepe, 00eCeunTh,

142! The importance of being able to extend the search to connected computer systems was already addressed by the Council of Europe Recommendation
No. R (95) 13 of he Committee of Ministers to Member States concerning problems of criminal procedural law connected with information
technology that was adopted by the Committee of Ministers on 11.09.1995 at the 543™ meeting of the Ministers Deputies. The text of the
Recommendation is available at: http://www.coe.int/t/e/legal_affairs/legal_co-
operation/combating_economic_crime/1_standard_settings/Rec_1995_13.pdf

122 1) this context it is important to keep in mind the principle of National Sovereignty. If the information are stored on a computer
system outside the territory an extension of the search order could violate this principle. The drafters of the Convention on
Cybercrime therefore pointed out: “Paragraph 2 allows the investigating authorities to extend their search or similar access to another
computer system or part of it if they have grounds to believe that the data required is stored in that other computer system. The other
computer system or part of it must, however, also be 'in its territory”— Explanatory Report to the Convention on Cybercrime, No.
193. With regard to this issue see as well: New Jersey Computer Evidence Search and Seizure Manual, 2000, page 12, available at:
http://www.state.nj.us/lps/dcj/pdfs/cmpmanfi.pdf.

123 For guidelines how to carry out the seizure of computer equipment see for example: General Guidelines for Seizing Computers and
Digital Evidence, State of Maryland, Maryland State Police, Criminal Enforcement, Command, Computer Crimes Unit, Computer
Forensics Laboratory, available at: http://ccu.mdsp.org/Guidelines%20-%20Seizure%200f%20Digital %20Evidence.htm; New Jersey
Computer Evidence Search and Seizure Manual, State of New Jersey, Department of Law and Public Safety, Division of Criminal
Justice, available at: http://www.state.nj.us/lps/dcj/pdfs/cmpmanfi.pdf.

1424 Regarding the classification of the act of copying the data see: Brenner/Frederiksen, Computer Searches and Seizure: Some Unresolved Issues in
Cybercrime & Security, IB-1, page 58 et seqq.

1423 'since the measures relate to stored intangible data, additional measures are required by competent authorities to secure the data; that
is, 'maintain the integrity of the data', or maintain the ‘chain of custody’ of the data, meaning that the data which is copied or
removed be retained in the State in which they were found at the time of the seizure and remain unchanged during the time of
criminal proceedings. The term refers to taking control over or the taking away of data“. Explanatory Report to the Convention on
Cybercrime, No. 197.

1426 This principle also applies with regard to the seizure of hardware. Compared to maintaining the integrity of copied data it is often easier to maintain
the integrity of data on a storage device.

1427 See above: Chapter 2.5.
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YTOGBI TH JIAHHBIE HE MOTIIM OBITH HOCTYNHBI 428, KOHBEHIMS 0 KMOEPIIPECTYTHOCTH KACAETCS BHINIEYTOMSHYTHIX
BoripocoB B Ctatbe 19 moamyHKT 3.

Cmamusn 19 — I[louck u uzeneuenue XpaHumolx KOMRbIOMEPHBIX OAHHBIX

[...]

3 Kaoxcoas Cmopona npunumaem 3aKOHOOAMENbHble U UHblE Mepbl, HeobXooumvle 07
nPe0oCmAasienus: ee KOMNEMEHMHbIM OP2AHaM NOTHOMOYUL NPOU3800UMb U3G/IEHeHUe LU CXOOHOe C
HUM 0671a0eHUe KOMNbIOMEPHBIMU OAHHBLIMU, OOCMYN K KOMOPbIM Obll HOIYYEH 6 COOMEEMCMEUl C
nonosiceHusmu napazpagos 1 unu 2. Dmu mepvl 00IHCHbL BKIHOUAMb NPEOOCMABNIEHUE NOTHOMOYUIL:

a) np0u360()umb useneyeHue Uil CX00OHoe ¢ HUM 061a0eHUe KomnbiomepHoﬁ cucmemsl, ee 4acmu uiu
HOCume]leljl, UCnoib3yemoblx ons XPAHEeHUsl KOMNbIOMepPHvbIX aaHHblx,'

b) uzeomaseaueams u ocmaeisims y cebs Konuu coomeemcmeyrouux KOMnbOmepHsvlx aaHHblx,'
C) obecneuusamo UEno0CmMHOCMb COOMeemcmeyromux Xpanumsblx KOMNbiOmMepHsvlx ()ClHHblx,'

d) Oenamv KomnvrOmepHvie OAHHBLE, HAXOOAWUECA 6 KOMNbIOMEPHOU cucmeme, OOCMYn 6 KOMopyio
ObLIL NONYUEH, HeOOCTYRHbIMU ULU UZBIMANMb UX U3 Hee.

B aTHX citydasix paccieqoBaHusI CTATKUBAIOTCS CO CICHUGUUSCKUMHU TPYIHOCTAMHE, TIOCKOJIBKY OHH HMEIOT
MEXKIYHAPOIHBIN XapakTep, TPEOYIOMHI MEeXTyHAPOIHOTO COTPYAHUYECTBA B paMKax paccienoBanus. Eme onHoi
MPOOJIEMOM B OTHOIIICHUH OPAECPOB MOMCKA KOMITBIOTEPHBIX JJAHHBIX, SBJISIETCSA TOT (PAKT, YTO OpraHaM OXpPaHbI
MIPaBOTOPSAKA HHOTA CIIOKHO HAWTH MECTOHAXOXKICHUE JAHHBIX. 3a4aCTYIO OHHM XPAHATCS B KOMITBIOTEPHBIX
CHCTEMax BHE TEPPUTOPHUH ONPEISIICHHOM CTpaHbl. Jlaxke Toraa, KOora M3BeCTHO TOUHOE MECTOHAX 0K ICHUE, 00bhEeM
XPaHMMBIX JaHHBIX YaCTO MENIAET YCKOPHUTH paccienoBanne! 429, B stux ciydasx paccieoBaHus CTaIKUBAIOTCS CO
crenu(pUIEeCKUMU TPYAHOCTSAMHE, TIOCKOJBKY OHH UMEIOT MEIKITYHAPOIHBIN XapaKTep, TPEOYIOMUH MEXTYHAPOIHOTO
COTpyaHHYECTBA B paMKax paccienoBanus! 430, Jlaxe Torna, koraa paccieoBaHus NPOBOAATCS KacaTeabHO
KOMITBIOTEPHBIX CHCTEM, PACIIOJIOKEHHBIX B IIPEeIax HAIIMOHAIBHBIX TPAHMII, U CJICIOBATEIIN BBISIBIIIN [TOCTABIHKA
YCIYT XOCTHHTA, YIIPABIIIOIIETO CEPBEPAMH, Ha KOTOPBIX MPECTYITHUK XPAHUT COOTBETCTBYIOIIUE JAHHBIC, OHH
MOTYT CTOJKHYTBCS C TPYIHOCTSIMH B OIPEICICHIH TOYHOTO MECTOIIONIOKEHUS TAaHHBIX. BecbMa BEpOSTHO, YTO
JaKe MaJIbIe U CPEIHUE MOCTABIIMKA YCIYT XOCTHHIa HIMEIOT COTHH TBHICSAY CEPBEPOB U JKECTKUX AMCKOB. 3a4aCTyIO
CJIeZIOBATEIH HE CMOTYT ONPECITUTh TOYHOE MECTOMOIOKEHHIE C MOMOIIBIO0 CUCTEMHOT0O aJIMUHUCTPATOPA,
OTBEYAOIIETO 3a cepBepHYyI0 HHPpacTpykTypy!43!. Ho naxe eciv OHM He CMOTYT OIIPEIENUTh KOHKPETHBIMN HKECTKHI
JIMCK, MEPBI 3aIIUTHI MOTYT YIIEPXkKATh X OT MOUCKA COOTBETCTBYIOIINX AaHHBIX. CocTaBuTeny KoHBEeHIMH permim
3TOT BOIPOC BBEICHUEM ITPUHYIMTEILHBIX MEP IS 00JIErYCHNUS MMOMCKA M N3BJICUCHHUS JAHHBIX U3 KOMITBIOTEPA.
Honmyskt 4 Ctathu 19 MO3BONISET CIIEAOBATEISIM IPUHYAUTH CHCTEMHOTO aIMAHUCTPATOPa OKA3hIBATh COICHCTBUE
opraHaM OXpaHbl paBonopsaka. HecMoTpst Ha TO, 4TO 00SI3aHHOCTH CIIEA0BATh OPJCPY CICAOBATEIIS
OTpaHUYUBACTCS HEOOXOIUMOM HHPOPMAIMEH U TOAACPIKKOHN IS JaHHOTO CITydasi, 9TOT HHCTPYMEHT U3MEHSET
XapakTep MpoIeAyp IMOUCKa 1 M3BJIeUeHHs. Bo MHOTHX CTpaHax OpAephl Ha MOUCK M U3BJICYCHUE TOJIBKO 3aCTABIISIOT
JIO/ICH, MOCTPA/IaBIINX B PE3yIbTaTe PACCICIOBAHMUS, TEPIICTh CYACOHbIC Pa30HpaTENbCTBA: OHU HE JOJIKHEI
AKTHBHO ITOICPYKUBATEH PAcCiIeOBaHKs. B OTHOMICHNH K1, 00J1aJaf0Iero CeHaIbHBIMU 3HAHUSIMH,
HEOOXOJUMBIMHU B XOZI€ PacciieoBanus, BBeaeHrne KOHBEHIMY 0 KHOEPIIPECTYITHOCTH M3MEHHUT CUTYAIHIO TBYMS
myTsmu. [Ipexe Bcero, OHU JODKHEI OYAYT MPEIOCTaBUTh HEOOXOIMMYI0 HH(pOpMAIIHIO clieoBareisM. Bropoe
M3MEHEHUE CBA3AHO C 3TUM 00s13aTeIbcTBOM. O0S3aTeNBCTBO MPEJOCTABIATH Pa3yMHYIO TIOMOIIb CIICAOBATEISM
n30aBUT JUIA, 00JIaJAr0IINe OCOOBIMH 3HAHUSIMH, OT JOTOBOPHBIX 00SI3aTEILCTB HITH OPJICPOB, BBIIAHHBIX

128 One possibility to prevent access to the information without deleting them is the use encryption technology.

1429 See in this context: Williger/Wilson, Negotiating the Minefields of Electronic Discovery, Richmond Journal of Law and Technology, Vol.
10, Issue 5.

1430 The fact, that the law enforcement agencies are able to access certain data, that are stored outside the country through a computer system in

their territory does not automatically legalise the access. See Explanatory Report to the Convention on Cybercrime, No. 195. “This article

does not address 'transborder search and seizure', whereby States could search and seize data in the territory of other States without having to

go through the usual channels of mutual legal assistance. This issue is discussed below at the Chapter on international co-operation.* Two

cases of trans-border access to stored computer data are regulated in Art. 32 Convention on Cybercrime:

Article 32 — Trans-border access to stored computer data with consent or where publicly available

A Party may, without the authorisation of another Party:

a) access publicly available (open source) stored computer data, regardless of where the data is located geographically; or

b) access or receive, through a computer system in its territory, stored computer data located in another Party, if the Party obtains the lawful

and voluntary consent of the person who has the lawful authority to disclose the data to the Party through that computer system.

“It addresses the practical problem that it may be difficult to access and identify the data sought as evidence, given the quantity of data that

can be processed and stored, the deployment of security measures, as well as the nature of computer operations. It recognises that system

administrators, who have particular knowledge of the computer system, may need to be consulted concerning the technical modalities about

how best the search should be conducted.” Explanatory Report to the Convention on Cybercrime, No. 200.

1431

[Tonnmanue kubepnpecTymHOCTH: PYKOBOACTBO /It pa3BHBAIOIIUXCS CTPaH 189



Ha30pHBIMH opranamu! 432, KonseHius He onpeesseT TepMuH "pa3yMHblit”, Ho B [ToscHuTensHoM OTuere
YKa3aHo, YTO PasyMHBIH "Mooicem 6KII0Uamb packpblmue napoisi Ui Opyaux mep 6e30nacHocmu Cie0CmeeHHbIM
opearam'', HO B LIeJIOM HE paclpOoCTpaHsIeTCs Ha "packpvimue naposis unu opyeux mep 6ezonacHocmu'’ KOrjaa 3To
COMPOBOXKIACTCS "HeonpasoaHHoll yepo30tl MUYHOU HCUSHU OpYeUux noab3osamenei uiu Opyeum OaHHbIM, NOUCK
KOMOpbIX He YnoaHomoyueH eecmucy" 1433,

Cmamusa 19 — Ilouck u uzeneuenue Xpanumvlx KOMNbIOMEPHBIX OAHHBIX

[...]

4 Kaocoas Cmopona O00#CHA NPUHUMAMb 3AKOHOOAMENbHble U UHble Mepbl, HeoOXooumvle OJis
npedocmasienuss ee KOMNEMEHMHbIM —Op2aHaM NOAHOMOYUll mpebosamb om 100020 auya,
obnadarouezo 3HAHUAMU O DYHKYUOHUPOBAHUU COOMBEMCMEYIOWell KOMNbIOMEPHOU CUCeMbl ULU
NPUMEHSIeMbIX Mepax 3aufumsl XPAHAWUXCsS Mam KOMNbIOMEPHLIX OAHHbIX, NPeOOCMAGleHUs 6
PA3YMHBIX — Hpedenax  HeoOXOOUMbIX  C8eOEHUl,  NO36ONAIOWUX  OCYWECmEUms  Oelicmeus,
npedycmompennvle napazpagamu 1 u 2.

Tunosoii 3axkon Coapy:kecTBa 0 KOMNBIOTEPAX M KOMIILIOTEPHBIX MPECTYMIEHUSIX
AHanoruyHble noaxo/ el umerotes u B TumnoBom 3akone Coapysxecta ot 2002 romal434,
Pazoen 11
B smou Yacmu:
[...]
"usenexamu" exnoUaem:

a) co30amov U XpaHumes KONUIO KOMILIOMEPHBIX OAHHBIX, 8 MOM YUCAEe C UCTIONb308AHUEM MECTHOZ0
0bopyoosanus; u

b) Oenamv Komnviomephvle OaHHblE, HAXOOAWUECS 8 KOMNLIOMEPHOU cucmeme, 00CMYNn 8 KOMOopyio
ObLI NONYYEH, HeOOCTNYRHBIMU WU UZLIMAMb UX U3 Hee; U

¢) pacneyamams 661600 KOMNbIOMEPHBIX OAHHDIX.

Pazoen 121435

1) Ecnu credosamens ycmanogun na ocrHoge [ungopmayuu noo npucsieotl] [nucbmennoeo nokasanus oo npucsizoil],
umo cywecmsylom ocHoganus [nodospesamv] [nonacamv], umo 6 maxom mecme Modcem Oblmb 0ObLEKM UIU
KOMNbIOMeEPHbIE OaHHbLE:

a) komopule Mo2ym Oblinb MAMEPUATLHBIMU OOKA3AMENbCTNEAMU KAKO20-TUOO NPEeCmynieHUsl; Ul
b) komopule OviIU NPUOOPEemeHbL TUYOM 8 Pe3VIbmame NPecmynieHus;

cyovsi [moocem] [Oondcen] evioams opoep, ynoaHomouusaiowuil oguyepa [oxpansl npasonopsaoxal
[nonuyuu], ¢ maxoii nomowvio, Komopas modcem nompebo8amvcs, Ymobvl GOUMU 6 YKA3AHHOE MeCmo
0151 ROUCKA U U3bAMUSL 8eufell U KOMNbIOMEPHBIX OAHHDLX.

Pazoen 131436

1) Jluyo, 60 enadenuu unu noo KOHMPOLEM KOMOPO20 HAXOOUMCS YCMPOUCMEO XPAHEHUs. OAHHbBIX UIU
KOMNbIOMEPHAsL cucmema, easouasncs 00bekmom noucka 6 coomsememauu co Cmamoeii 12, 0onsicno

1432 A means to order the co-operation of knowledgeable persons would help in making searches more effective and cost efficient, both for law
enforcement and innocent individuals affected. Legally compelling a system administrator to assist may also relieve the administrator of
any contractual or other obligations not to disclose the data.” Explanatory Report to the Convention on Cybercrime, No. 201.

1433 Explanatory Report to the Convention on Cybercrime, No. 202.

1434 <Model Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http://www.cpsu.org.uk/downloads/2002CLMM.pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

1433 Official Note: If the existing search and seizure provisions contain a description of the content of the warrant, either in a section or
by a form, it will be necessary to review those provisions to ensure that they also include any necessary reference to computer data.

1436 Official Note: A country may wish to add a definition of “assist” which could include providing passwords, encryption keys and
other information necessary to access a computer. Such a definition would need to be drafted in accordance with ist constitutional or
common law protections against self -incrimination.
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paspewums, U, 8 ciyude HeobX00UMOCMU, OKA3bLIEAMb NOMOWb JUYAM, OCYUIeCMEISIIOUUM HOUCK, 0I5
mo2o umoowi:

a) umemv OOCMYN U UCHONb306AHUE KOMNbIOMEPHOU CUCMEMbl UL YCIMPOUCMEA XPAHEHUS. OAHHbIX
Komnviomepa OJisl NOUCKA KAKUX-TUOO KOMNbIOMEPHLIX OAHMBIX, OOCMYNHLIX OJIsl CUCMeMbl UMU 8
cucmeme; u

b) noryuame u Konuposame maxue KOMnblIoOmMepHvle OaHHbIE, U
¢) ucnonvszosamv 060pYO08aHUA ONA CO30AHUL KONUU, U

d) nonyuums 0ocmynHulil 0158 NOHUMAHUSL 8bI600 U3 KOMNbIOMEPHOU CUCTEMbL 8 0ObIYHOM MEKCMOBOM
opmame, komopwiil Modxcem Oblmb NPOUMEH.

2) Jluyo, komopoe, He umes Ha MO 3AKOHHBIX ONPAGOAHUI UU OCHOBAHUL, paspeuiaem Ul nomo2aem
Opy20My JUYy COBepuiUms npecmynieHue, HaKasvleaemcs, npu OCyl’COeHUU K JUUEHUI0 c80600bl HA
CpoK He npesvlutaiowull [nepuod], 1bo wmpagpom e evluie [cymmal, uiu u mo u opyeoe.

6.2.7 IMopsinok mpousBoaCTBA

Jlaxxe ecin 0053aTENbCTBO, CXOHOE C YIOMSHYTHIM B moanyHkTe 4 Ctatbu 19 KoHBeHIINM 0 KHOEPTIPECTYTHOCTH
HE peaji30BaHO B HAIIMOHAIBHOM 3aKOHOATEIBCTBE, MOCTABIIMKH YCIYT 9aCTO COTPYAHUYAIOT C OPTaHAMHU OXPaHBI
MPaBOIOPsAKA BO N30EKAHNE HETaTHBHOTO BIHMSHUS HAa CBOM Om3Hec. Eciu, o mpHYrHE OTCYTCTBHS
COTPYIHHYECTBA CO CTOPOHBI IIOCTABIINKA YCIIYT, CICAOBATEISIM HE yIaIOCh HAWTH HEOOXOAMMBIC FIM JIJISI [TOUCKA U
W3BJICYCHHUS TaHHBIC WK YCTPOICTBA XpaHEHNUS, BIIOJTHE BEPOSITHO, YTO CIIEIOBATEISIM HYXXHO H3BJICUb OOJIbIIE
annapaTHBIX CPEJCTB, YeM HE00X0AUMO B LeJIOM. Takum 06pa3oM, NOCTaBIIMKK YCIYT OyIyT B LEIOM
MOJICPKUBATE pacciIeJOBaHHE U MIPEICTABIATH COOTBETCTBYIOIINE JAHHBIE TI0 3aIIPOCY OPTaHOB OXPaHBI
npaBornopsiaka. KoHBEHINS 0 KHOSPIPECTYITHOCTH COACPKUT HHCTPYMEHTHI, TIO3BOJISIONINE CIIEAOBATEIISIM
BO3JIEPKATHCA OT OPAEPOB MOUCKA, €CITU JIUILIO0, B PACTIOPSHKEHUH KOTOPOT'O HAXOISATCSl COOTBETCTBYIOLINE JaHHbIE,
nepenaeT ux cienosaressm! 437,

HecMOTps Ha TO, 4TO COBMECTHBIE JAEHCTBHUS MPABOOXPAHUTEIBLHBIX OPraHOB U TIOCTABIIMKOB YCIIYT, 1a%ke B
OTCYTCTBHE MPABOBOM OCHOBBI, KaK IIPECTABJIACTCS, ABISIOTCS MOJOKUTEILHBIM IPMMEPOM IOCY1aPCTBEHHO-
YaCTHOrO MAPTHEPCTBA, CYLIECTBYET LENbIH PSAJl TPYAHOCTEH, CBA3AHHBIX C HEPETYIMPYEMBIM COTPYIHUIECTBOM.
KpoMe 3a1uThl JaHHBIX, OCHOBHAs P00OJieMa CBSA3aHa C TEM, YTO NMOCTABLUIMKU YCIyTr MOTYT HApyLIaTh JOrOBOPHbBIE
0043aTeNbCTBA, B3ATHIE TIEPE]] CBOUMH KIIMEHTAMH, ECII OHU BBIIOJHSIIOT 3aPOC O NPEACTABIEHUH OIPEIeIeHHBIX
JlaHHBIE, KOTOPHI HEe HMEET JOCTATOUYHOI TPaBOBOi OCHOBBI! 438,

Cmamus 18 — Ilopaook npouszeoocmea

1 Kaosicoas Cmopona npunumaem 3aKOHOOAmMenbHble U UHble Mepbl, HeoOX00uMble OJisl Mo2o, Ymoowl
npeodocmasunms ee KOMNeMeHMHbIM OP2AHAM NOTHOMOYUS MPebO6amb OMm.:

a) auya Ha ee meppumopuu npedcmaeumb KOHKpéeniHvle KOMNblOmepHbvle aaHHble, Haxodﬂu;uec;z 60
61a0eHUU UAU N0 KOHmpoJiem smoeo iuya, Kkomopvie XpaHamcs 6 KOMI’lblomepHOﬁ cucmeme uiu Ha
mom uiu UHOM Hocumee KOMnovlomepHsix ()ClHHbl)C,' u

b) nocmaswuxa yciye, npedrazaroueco c8ou YCiyeu Ha ee meppumopuu npeoCmasums Haxo0suuecs
60 61A0EHUU UIU NOO KOHMPOIEM IM020 NOCMABWUKA YCIIye C8e0eHUll 0 €20 AOOHEHMAX.

Cratbs 18 conmepxxut nBa obs3aTenscTBa. Ha ocHoBaHnu moamyHKT 1a) Crateu 18 1r000€ I1I0, B TOM YKciie
MOCTaBUIMK YCIIYT, 00s513aH MPEACTaBUThH ONpeeNICHHbIE KOMIBIOTEPE AaHHBIE, HAXOSIIMECS B €r0 BlIaJleHUH WIH
MOJ1 €ro KOHTpoJsieM. B oTnuyue ot nonnyHkra 1b), npuMeHeHHEe 3TOTO MOJI0XKEHUSI HE OTPAHUYEHO KOHKPETHBIMU
naHHBIMU. TepMuH "BiajieHre" Mpennoiaraet, 4To JIMIo UMeeT (PU3MYECKUI JJOCTYI K YCTPOHUCTBAM XpaHCHHS
JIaHHBIX, TJIe XPaHUTCA yKa3aHHas uadopMamus 439, [IpuMeHeHne 3TOro MONOKEHUs PACIPOCTPAHAETC HAa TEPMUH
"KOHTpOJIE". JlJaHHBIE HAXOSITCS MO KOHTPOJIEM KaKOTo-JIMOO JIUIA, €CIIM OH He NMeeT (PU3UIECKOTO JTOCTYIa, HO
ynpasisieT nHbopMalpe. ITo, HalpuMep TOT CITydai, KOTrIa MoI03peBaeMblii XpaHUT COOTBETCTBYIOIINE JIAHHBIE

1437 Regarding the motivation of the drafters see Explanatory Report to the Convention on Cybercrime, No. 171.

1438 « A “production order” provides a flexible measure which law enforcement can apply in many cases, especially instead of measures
that are more intrusive or more onerous. The implementation of such a procedural mechanism will also be beneficial to third party
custodians of data, such as ISPs, who are often prepared to assist law enforcement authorities on a voluntary basis by providing data
under their control, but who prefer an appropriate legal basis for such assistance, relieving them of any contractual or non-contractual
liability.” Explanatory Report to the Convention on Cybercrime, No. 171.

1439 Explanatory Report to the Convention on Cybercrime, No. 173.
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Ha yJlaJIeHHOW CHCTeME XpaHEeHHs! TaHHbIX C OHJIAHHOBBIM JOCTyNOM. Tem He meHee, B [losicHuTenbHOM OT4eTe
cocraBuTeln KOHBEHIIMY OTMETHIIH, YTO CaAMHU IO ce0€ TEXHUIECKUE BO3MOKHOCTH YIAICHHOTO JOCTYIIA K
XPaHMMBIM JIAHHBIM HE SBJISIOTCSA HEOOXOAMMBIM ycTaHOBIeHHEM KOHTpoisi 440, Tpumenenne Cratbu 18
KonBeHIMu 0 KHOEPIPECTYMHOCTH SBIISICTCS OTPAaHHYCHHBIM B TEX CIy4asX, KOT/Ia CTEIeHb KOHTPOIIS
M0JI03PEBAEMOT0 MPEBBIIIACT MOTCHIUATBHYIO BO3MOXHOCTD JIOCTYIIA K HEMY.

HoanyskT 1b) conepKUT MOPSIOK MPOU3BOJCTBA, KOTOPBIA OTPaHHYMBACTCS ONPEICICHHBIMU TaHHBIMU. Ha
ocHOBaHUM MoAnyHkTa 1b) Ctateu 18 cremoBaTenu MOTyT 0053aTh MMOCTABIIMKA YCIYT MPEICTaBUTh HH(DOpMAIIHIO
00 abonente. Madopmains 06 aboHEeHTe MOXKET ObITh HeoOXoauMa IS uaeHTHGUKAIKY pecTynHuka. Ecin
CIIeZIOBaTeIM CMOTYT onpeaenuTh [P aapec, KOTOPEIi OBUT HCITOIB30BaH MPECTYITHUKOM, OHU JIOJDKHBI IIPUBSI3ATh €T0
Kk yenoBeky!441. B GonpmuncTBe cydaes IP-aspeca MPUBOAT TOJIBKO K MOCTABLUIMKY YCIYT HHTEPHETA,
npenocraBusieMy [P-aapec monb3oBaremnto. [lepen akTuBanuel NCMoIb30BaHUS YCIYT TOCTABIIUK yCIyT
MHTEpHETY, KaK IIPaBUiIo, TpeOyeT M0JIb30BaTells 3apPerucTPUPOBAThLCS C MOMOIbIO HH(popManuu 06 aboHenTe! 442,
B 3TOM KOHTEKCTE BakKHO IOAYEPKHYTH, 4T0o CTaThs 18 KoHBEHIIMN 0 KHOEPIPECTYITHOCTH HE OCYIIECTBIISICT H HE
BHEJPSET HU 0053aTENIbCTBA 110 COXPAHEHUIO JaHHbIX 1443, Hu 06513aTeNbCTBO MOCTABIMKOB YCIIyT PETUCTPUPOBATh
undopmanuio 06 abonente! 444, Ioamyukt 1b) CTaThy MO3BOJIAET ClIE0BATENIM 005A3aTh IOCTABIMKA YCIYT
MPEJICTABUTh TaKyI0 a0OHEHTCKYIO HH(POPMAIIHIO.

Ha niepBbiii B3r1s111 HE MPEICTaBIIACTCS HEOOXOAMMBIM JIENATh Pa3Iudrs MEXKIY "KOMIBIOTEPHBIMU JJaHHBIMU" B
noanyHkTe 1a) u " nadopmanmeit 06 abonente" B moamyHkTe 1 b), Tak kak uHGOpManus 06 abOHEHTe, KoTopas
XpaHUTCS B HU(PPOBOM BHUJIE, TAK)KE OXBATHIBACTCS MOAITYHKTOM 1a). IlepBast mpuanHa U1 TPOBEACHUS Pa3IHIus
CBSI3aHA C Pa3IMYHBIMU OIPE/ICIICHUSAMH "KOMIIBIOTEpHBIE TaHHbIEe" U "nHpopMarms 00 aboHeHTe". B oTaunuune ot
"KOMITBIOTEPHBIX JaHHBIX", "HHPOpMAaIHo 00 aboHeHTe" He TpeOyeTCsl XpaHHUTh B BUIE KOMITBIOTCPHBIX JTaHHBIX.
[Monmyskt 1 b) Crateu 18 KoHBeHIMH 0 KHOEPIIPECTYITHOCTH MPEJOCTABISIECT KOMIIETEHTHBIM OpraHaM IPaBo
HpEICTaBUTh HHPOPMALIUIO, KOTOpasi XpaHUTCA B HenuppoBoi popme! 443,

Cmampsa 1 — Onpedenenusn
s yenet nacmosiyeit Koneenyuu:

b) "komnvromephvie danHble” 03HaUaiOm a060e npedcmasierue PaxKmos, UHGoOpMayuy uiu NOHAMuUL 6
Gopme, nooxoosiyeil 011 0OPaAbOMKU 6 KOMILIOMEPHOU cucmeme, KII0YAs NPOSPAMMbL, CHOCOOHbLE
00513amMb KOMIBIOMEPHYIO CUCMEMY GbINOTHSMb MY WU UHVIO YHKYUIO;

Cmamus 18 — Ilopaook npouszeoocmea

3 Jna yeneii nacmoswei Cmamou mepmun " abonenmckas ungopmayus 0o abonenmax" osznavaem
JHOOVIO UMEIWYIOCS Y NOCMABUUKA YCIYe UHGOpMAYUI0 0 e20 aDOHEHMAxX 6 (hopme KOMNbIOMEPHbIX
OaHHBIX UIU 000U Opyeoli hopme, Kpome OAHHLIX O Mpagure Ul COOEPHCAHUU UHGOpMayuu, u ¢
NOMOUBIO KOMOPOU MOJICHO €€ YCMAHOGUMb.!

a) 8u0 UCNONBL3YeMOU YCayeu C6A3uU, NPUHAMbIE C IMOU Yeablo Mepbl MEeXHUYecKo2o obecnedueHus u
nepuoo OKA3aHUsL YCayeu,

b) nuunocme abonenma, e20 NOYMOBLLL WU 2eocpagpuuecKull aopec, HoMepa meneghona u Opyeux
cpedcme 00CMynd, C6e0eHUsl O 6bICHABLEHHbIX eMy CHemax U NPOU3BEOCHHbIX UM NIAMeNCcax,
umerowuecs 8 CO2NAUEHUU WU 002080Pe HA OOCIYHCUBAHUE,

1440 «“At the same time, a mere technical ability to access remotely stored data (e.g. the ability of a user to access through a network link

remotely stored data not within his or her legitimate control) does not necessarily constitute "control" within the meaning of this
provision. In some States, the concept denominated under law as "possession" covers physical and constructive possession with
sufficient breadth to meet this “possession or control” requirement.” Explanatory Report to the Convention on Cybercrime, No. 173.

*1 Regarding the possibilities to hinder IP-based investigations by using means of anonymous communication see above: Chapter 3.2.12.

1442 I the providers offer their service free of charge they do often either require an identification of the user nor do at least not verify the registration

information.

1443 See above: Chapter 6.2.5.

1444 Explanatory Report to the Convention on Cybercrime, No. 172.

1445 These can for example be information that were provided on a classic registration form and kept by the provider as paper records.

14
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¢) mobvie Opyeue ceedeHus 0 mecme YCMAaHo8KU 060PYOO8AHUsL C653U, UMEIOWUECS 8 COLNAUEHUU UL
002060pe Ha 0OCIYIHCUBAHUE.

Bropoli npruauHO# 1151 MPOBEACHUS PA3IHYMS MEXIY "KOMITBIOTEPHBIME JaHHBIME' U "aOOHEHTCKOMN
uHpopMaruein” IBIseTcs TOT (PakKT, YTO STO MO3BOJISLET CO3AATEISIM 3aKOHOJATEIECTBA BBOIUTD Pa3IMYHEIC
TpeGOBaHMs HA IPMMEHEHHUE YTHX MHCTPYMeHTOB 440, D10, HAanpuMep, BO3MOKHOCTD MPEIBIBIATE GOJIEE KECTKUE
TpeboBanusa! 447 Kk mOpsAAKY NPOU3BOACTBA, OTHOCSILETOCS K MOAMYHKTY 1 b), TOCKOJIBKY 3TH HHCTPYMEHTHI
MO3BOJISIFOT OpPraHaM OXPaHbI PABOIMOPSIKA TOIYYHUTh JOCTYII K JIIOOOMY BUIy KOMITBIOTEPHBIX JaHHBIX, B TOM
yycIe JaHHbIX coneprkanus! 448, TIpoenenne paznuunii Mexy c60poM NaHHBIX 0 Tpaduke B MaciTabe pearbHOro
Bpemenu (Cratbs 201449) u c6opoM naHHBIX 0 comepskaHuu B MaciTabe peanbHoro BpeMent (Crates 211450),
MTOKA3bIBACT, YTO COCTAaBUTEIN KOHBEHIINN OCYIIECTBIIIN, YTO, B 3aBUCHMOCTH OT THIIA TaHHBIX B 3TOM BOIPOCE,
COTPYIHHUKH OPTaHOB OXPaHBI MPABOIIOPSAKA MOTYIAIOT JOCTYI K Pa3IMYHBIM TapaHTUSM, KOTOPBIC TOJDKHBI OBITh
BBINONHEHBI ¥ !, VeTanapnuBas pazinuuus Mexay "KOMIIBIOTEPHBIMH JIAHHBIMK" 1 "aGOHEHTCKOM nH(OpManuei”,
Cratbs 18 KonBeH1IMM 0 KHOEPIIPECTYITHOCTH O3BOJISIET OJMUCABIIUM €€ TOCyAapcTBaM pa3padoTaTh
AHAJIOTHYHYIO CHCTEMY TPaJIAlMOHHBIX TAPAHTHI B CBSI3H C MOPSIKOM IIPOM3BOCTBa 452,

Tunosoii 3akon CoApysKecTBa 0 KOMILIOTEPAX U KOMILIOTEPHBIX NPeCcTYIIeHUsIX
Ananornunslii noaxoxa umeercs u B Tunosom 3akone Coapyxectsa ot 2002 rogal453,
Pazoen 15

Ecnu na ocnosanuu 3asgienus oguyepa nonuyuu ciedosamensb YCMAHOBUL, HMO ONpeoejeHHble
KOMNbIOMepHble OaHHble 6 PACNeYAmAaHHOM Jub0 UHOM 6ude npedcmasieHus uHgopmayuu,
OeliCmeUmenvHo Heo0X00uMbl Ol Y2OA08HO20 PACCACO08AHUS WU Y2O0T08HO20 0eld, Cledo8amensb
MOdHCEm NOCMAHOBUMb, YINO:

a) Iuyo Ha meppumopuu [ROCMAaHOGIAIOWEN CMpPansl] noo KOHMpOoieM KOMAbIOMEPHOU CUCHeMbl
NPOU3800UM U3 CUCTEMbl YKA3AHHbLE KOMNbIOMEPHble OaHHble U0 6 8ude pacneyamku 1ubo 8 opyeom
NOHAMHOM 8U0€e 8b1600A OAHHBIX; U

b) nocmaswux yciye unmepnem 6 [nocmarnognsowel cmpane] npousgooum uHGOpMayulo o Iuyax,
KOmopwle NONb3YIOMCA YCyeamu HA OCHO8e NOORUCKU WU UHOU OCHO8E, U

)4 nuyo na meppumopuu [nocmanoensoweii cmpamnvl], umeoujee 0oCmyn K onpeoenenHol
KOMNbIOmMepHOU cucmeme, obpabamvléaem u KOMIIEKNyem onpedeieHtble KOMNbIomepHbvle OaHHble U3
cucmembl U npedoCMasisiem ux OnpeoeieHHOMY TUYY.

1446 The Explanatory Report does even point out, that the parties to the Convention can adjust their safeguards with regard to specific
data within each of the categories. See Explanatory Report to the Convention on Cybercrime, No. 174: “Party may wish to prescribe
different terms, different competent authorities and different safeguards concerning the submission of particular types of computer
data or subscriber information held by particular categories of persons or service providers. For example, with respect to some types
of data, such as publicly available subscriber information, a Party might permit law enforcement agents to issue such an order where
in other situations a court order could be required. On the other hand, in some situations a Party might require, or be mandated by
human rights safeguards to require that a production order be issued only by judicial authorities in order to be able to obtain certain
types of data. Parties may wish to limit the disclosure of this data for law enforcement purposes to situations where a production
order to disclose such information has been issued by judicial authorities. The proportionality principle also provides some flexibility
in relation to the application of the measure, for instance in many States in order to exclude its application in minor cases*

For example the requirement of a court order.

The differentiation between the real-time collection of traffic data (Art. 20) and the real-time collection of content data (Art. 20)

shows that the drafters of the Convention realised that the instruments are

1449 See below: Chapter 6.2.9.

1430 See below: Chapter 6.2.10.

1451 Art. 21 Convention on Cybercrime obliges the signatory states to implement the possibility to intercept content data only with regard

to serious offences (“Each Party shall adopt such legislative and other measures as may be necessary, in relation to a range of serious

offences to be determined by domestic law”). Unlike this Art. 20 Convention on Cybercrime is not limited to serious offences. “Due
to the higher privacy interest associated with content data, the investigative measure is restricted to ‘a range of serious offences to be

determined by domestic law’.” See: Explanatory Report to the Council of Europe Convention on Cybercrime No. 230.

Regarding the advantages of a graded system of safeguards see above: Chapter 6.2.3..

1453 «“Model Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting:
Policy Brief, page 9, available at: http://www.cpsu.org.uk/downloads/2002CLMM.pdf.; Angers, Combating Cyber-Crime: National
Legislation as a pre-requisite to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law
Enforcement and Research, 2004, page 39 et seq.; United Nations Conference on Trade and Development, Information Economy
Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6, page 233, available at:
http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

1954 Official Note: As noted in the expert group report, in some countries it may be necessary to apply the same standard for production

1447
1448

1452
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6.2.8 C0op 1aHHBIX B peajibHOM MacIlITade BpeMeHH

[pocnymmuBanue TeneGOHHBIX PAa3rOBOPOB SIBISECTCS HHCTPYMEHTOM, KOTOPBIA UCIIONIB3YeTCsl BO MHOTHX CTpaHaX
VI paccieloBaHus MPECTYIUIEHHH, 3 KOTOPBIE IIPEyCMaTPUBAETC CMEPTHAs Ka3Hb! 435, MHOrMe npaBoHapyleHus
CBSI3aHBI C UCTIOJIH30BaHUEM TeJIeOHA, OCOOCHHO MOOHMIIBLHOTO TelieOHa, TUOO B MPOIIECCe MOATOTOBKH, THOO0 MpH
COBEpIICHNH MPECTYyIUIeHNs. B 4acTHOCTH, B Cily4asix, CBSI3aHHBIX C HE3aKOHHBIM 000POTOM HAPKOTHKOB,
MPOCIYIIMBAaHUE Pa3rOBOPOB MEKIY MOJ03PEBAEMBIMU MOTYT HIMETh BYKHOE 3HAUCHHUE IS YCICIITHOTO MTPOBEICHHUS
pacciienoBanusi. Takoe cpeIcTBO MO3BOJISET ClIEIOBATENSIM cOOpaTh LIeHHY HH(POPMAIINIO, XOTsl OHa OrpaHHYCHA
00MEHOM HH(pOpPMAIIHEH [0 MPOCIYIINBAEMBIM JTHHUSIM/TenedoHaM. Eciu NpecTymHUK HCIOIb3YeT APYTHE CPEICTBA
oOMeHa, HanpuMep, MIChMa WX JIMHAY CBSI3H, KOTOPBIE HE BKIIIOYCHBI B IIPOCITYIINBAHUE, CIICAOBATEISM HE YIACTCSI
3anucarh pa3roBop. B o0riem cutyaius takas e, KOraa HIET O PsSMOil pa3roBop 0e3 MCIoIb30BaHUs

tenedonal 430,

B Hacrosiiee Bpemsi 0OMEH JaHHBIME 3aMEHIJT KJIACCUYECKHe TeleOoHHbIe pa3roBopsl. OOMEH TaHHBIMHU HE
OTPaHMYMBACTCS DIICKTPOHHOM MOYTOH M niepeaaueii painoB. YBenuvyeHHue KOJMUECTBA TOJI0COBBIX COOOICHHIA
OCYILECTBIISIETCS ¢ MOMOILBIO TEXHOJIOTHH, OCHOBaHHBIX Ha IHTepHET-IpOTOKONMaX (1epeada rojoca mo IP1457),
C TeXHMYECKOH TOUKH 3pESHUS, TeleOHHBIH BbI30B 110 VoIP ropaszmo 6onee cpaBHUM ¢ 0OMEHOM 3JIEKTPOHHOMN
MOYTOH, YeM KJIACCHIECKUH TesIe()OHHBII BBI30B C TOMOIIBIO TENIE()OHHOTO TPOBOA, M IEPEXBAT TAKOTO BHI30BHI

COMPOBOXKAAETCS CHelU(PHIECKUMU TPy AHOCTAMU 458,

Kax 1 MHOTHE KOMIBIOTEPHBIE TIPECTYILIEHHS, BKITIOUAIONINE OOMEH JTAHHBIMH, BO3MOXKHOCTE B PABHOM CTETIEHN
MepeXBaTLIBATE HTH MPOIECCHI MIIM MHBIM 00pa3oM UCIONb30BATh JAaHHBIE, CBA3AHHBIE C MTPOIECCOM 0OMEHa, MOXKET
CTaTh OJIHAM W3 BOKHEHIINX yCIOBUH JJIsl YCIIEUTHOTO paccienoBanus. [[puMeHenne cyniecTByIOMMX MOI0KEHNN
Tene()OHHOTO MPOCIYIIMBAHUSIX, & TAKIKE MONONKEHNH, CBA3AHHBIX C UCTIONB30BAHUEM JTaHHBIMU Tpa(uKa
9IIEKTPOCBSI3U B PACCIICIOBAHUN KHOEPIIPECTYIUICHHH B HEKOTOPBIX CTPAHAX CTOJIKHYJIOCH C TPYAHOCTSIMU.
TpyAHOCTH CBA3aHBI C TEXHUYECKUMHU Borpocamu! 459, Takske kak u ¢ mpaBoBbiMu. C I0pHANYECKOI TOUKH 3peHus,
paspellieHre Ha 3aIUCh TeNE(OHHOTO PasroBopa He 00A3aTeNbHO BKIIOYAET pa3pellieH s Ha EPEXBAT MPOIIECCOB
nepejiauu JaHHBIX.

KonBeH1us 0 KHOEPIPECTYTHOCTH HALlEJICHA 3aKPbITh CYLIECTBYIOLIHE MPOOEIbl B CIOCOOHOCTH OPraHOB OXPaHBI
HpaBOIOPSIKa KOHTPOJIMPOBATH MPOIIECCHI Mepeaaun aanubix 400, B pamkax sroro nmoaxona, Konsenuu o
KHOEPIPECTYITHOCTH PAa3IUYacT JBa BUIA HAOMIOACHU niepenaun faHHbIX. CtaThst 20 pa3pemiaeT CIeA0BaTeNIsIM st
cbopa nanubIX 0 Tpaduke. Tepmun "manubie o Tpaduke" onpenensercs B Cratee 1 d D) KonBenmmu o
KHOEPIIPECTYTHOCTH.

orders as is used for a search warrant because of the nature of the material that may be produced. In other countries it may be
sufficient to employ a lower standard because the production process is less invasive than the search process.

Official Note: Countries may wish to consider whether subparagraph c is appropriate for inclusion in domestic law because while it
may be of great practical use, it requires the processing and compilation of data by court order, which may not be suitable for some
jurisdictions.

1453 jRegarding the legislation on legal interception in Great Britain, Canada, South Africa, United States (New York) and Israel see: Legal Opinion on
Intercept Communication, 2006, available at: http:/www.law.ox.ac.uk/opbp/OPBP%20Intercept%20Evidence%20Report.pdf.

1436 I these cases other technical solutions for the surveillance need to be evaluated. Regarding possible physical surveillance techniques see: Slobogin,
Technologically-assisted physical surveillance: The American Bar Association’s Tentative Draft Standards, Harvard Journal of Law & Technology,
Vol. 10, Nr. 3, 1997, page 384 et seqq.

1457 Regarding the interception of VoIP to assist law enforcement agencies see Bellovin and others, Security Implications of Applying the
Communications Assistance to Law Enforcement Act to Voice over IP, available at http://www.itaa.org/news/docs/CALEAV OIPreport.pdf;
Simon/Slay, Voice over IP: Forensic Computing Implications, 2006 - available at:
http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/forensics/Simon%20Slay%20-%20V oice%20over%201P-
9%20Forensic%20Computing%20Implications.pdf.

1438 Regarding the interception of VoIP to assist law enforcement agencies see ITU Global Cybersecurity Agenda / High-Level Experts
Group, Global Strategic Report, 2008, page 48, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.htm; Bellovin and others, Security Implications of
Applying the Communications Assistance to Law Enforcement Act to Voice over IP, available at
http://www.itaa.org/news/docs/CALEAV OIPreport.pdf; Simon/Slay, Voice over IP: Forensic Computing Implications, 2006,
available at: http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/forensics/Simon%?20Slay%20-

%20V oice%200ver%20IP-%20Forensic%20Computing%20Implications.pdf.
1459 Especially the missing technical preparation of Internet Providers to collect the relevant data in real-time.
1460 Explanatory Report to the Convention on Cybercrime, No. 205.
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Cmamus 1 — Onpeoenenusn

d) "Oannvie o mpaghuxe" o3nauarom ar00Oble KomnviomepHvie OaHHble, OMHOCAWUeCcs K nepedaue
uHopmayuu nocpeocmeom KOMNBIOMEPHOU CUCHEMbl, KOMOpble 2eHePUpPYIOmcs KOMNbIOMEPHOI
cucmemoll, ABNAWENCS COCMABHOU YACMbI0 COOMBEMCMEYIoOWell Yenu CeA3U, U YKA3blearom Ha
UCMOYHUK, HA3HAYeHUue, MAapupym, epems, O0amy, pasmep, HpPOOOIICUMENbHOCHb WU  Mun
COOmMBEmMcmayowell ycyau.

Paznmune Mexay "naHHbIe cofepkanus” U "AaHHBIE 0 TpaduKe' Takoe, KaKoe MPOBEICHHUE PA3IHYHS UCTIONB3YETCsI

B OOJIBIIMHCTBE HAIMOHAIBHBIX 3aKOHOB!40!,
6.2.9 Coop nannbIX 0 Tpaduke
Koupennusi 0 kKuoepnpecTynHocTH

B CBS3H ¢ TeM, UTO OIpejieIeHUEe JAHHBIX O TpaUKe Pa3IuyHO B pasHbIX cTpaHax 402, cocraBurenu Konpenuu o
KHOEPIIPECTYITHOCTH PEUITUIIN OMPECIIUTh 3TOT TEPMUH JUIsl COBEPIICHCTBOBAHUS TPUMEHEHHS COOTBETCTBYFOIIUX
MOJIOKEHU I MEXKTYHAPOTHOTO paccieoBanus. TepMuH "JaHHbIe 0 TpapuKe" UCTIONB3YETCs IS OTIMCAHUS TaHHBIX,
KOTOpBIE TEHEPUPYIOTCS] KOMITBIOTEPaMHU BO BPEMsI IIPOLIECCca CBA3U Il MapLIPYTU3alUU COEAUHEHUS OT UCTOYHHUKA
IIo rosryyatensi. Beskuil pa3, Koria nojib30Batesb MOAKII0YAeTCs K MHTEPHETY, TeHEpUpYyeTCs TpaduK JaHHBIX
3arpy3KH JIEKTPOHHOW TIOYTHI HITH OTKPBITHS BeO-caiiTa. B cBs3m ¢ pacciiejoBaHusAMEI KHOEpIIpeCTyIICHHUA
HanboJiee aKTyaJbHBI JaHHBIE O TPaQHKe UCTOYHHUKA U MTOIy4aTels, ssBisonecs [P-anpecamu, KoTopbIe
UIEHTU(ULUPYIOT HAPTHEPOB 10 COEUHEHHIO B COEAMHEHHUSX, UCTIONb3YIONUX HHTepHeT! 403,

B oTnnume ot "naHHBIX cojiepkaHus" TEPMUH "TaHHBIE O TpaduKe" 0XBaThIBACT TOJNBKO JaHHBIC, TIOTYYCHHBIC B
IpoIlecce Mepeiavn JaHHBIX, HO HE CaMU IIepelaHHbIe JaHHbIe. XOT JOCTYI K JaHHBIM COJICPKAHUS MOXKET B
HEKOTOPBIX CITy4Yasx 0Ka3aThCsl HEOOXOAUMBIM, MTOCKOJBKY JaeT BO3MOKHOCTh PABOOXPAHUTEILHBIM OpraHaM
OXpaHbl MPABOIIOPsIKA ropas o 6osee 3PPEKTUBHBIM 00pa30M aHATH3UPOBATH COOOLICHHS, TpaUK JAHHBIX UTPACT
BaKHYIO POJIb B PaccieIoBaHuu KubeprpecTymuienuii! 404, [Ipu Hanmuuuu 10CTyna K JaHHbIM COIEPKAHUS, 4TO
MO3BOJISIET OPraHaM OXPaHBI MPABOIOPSIIKA AHATU3UPOBATH XapaKTep COOOLICHUH, 0OMEH (aiiaMu, JTaHHBIE O
Tpaduke MOTyT OBITH HEOOXOANMBI TSI BEISIBJICHUS IPECTYIHUKA. B cydasx geTckoi mopHorpaduu JaHHBIE O
Tpaduke, HaIpUMEpP, MOTYT IIO3BOJIUTH CIEIOBATEISIM ONPEACIUTE BEO-CTPAHHILy, Ha KOTOPYIO IPECTYITHUK
3arpyxaet H300pakeHus IeTCKOi mopHorpaduu. OTCIeKMBaHUEM JaHHBIX O TpaHKe, TOITyJaeMbIX MPH
HCTIOJIE30BAHNH YCIYT HHTEPHET, OPTaHbl OXPaHBI IPABOIIOPSIIKAa CMOTYT onpenenuTh [P-agpec cepsepa, a 3aTeM
MOIIBITATHCS OMPEACTHUTE €r0 (PU3MIECKOE MECTOHAXOXKICHHUE.

Cmamusn 20 — Coop 0anHbix 0 mpaghuke 6 pexcume peanbHo20 6peMeHU

1 Kaoxcoas Cmopona 00micHa NPpUHUMAMb 3AKOHOOAmMebHbie U UHble Mepbl, Heobxooumbvle OJis
npeodoCmasienus ee KOMNEMeHMHbIM OP2aAHAM NOTHOMOYULL

a) cobupamv unu 3aNUCLIBAMb C NPUMEHEHUeM MeXHUYeCKUx cpedcme Ha meppumopuu 3mou
CmopoHul, u

b) 0b6s3amo nocmaeswiuxkoes yciye 6 npedeﬂax UMENWUXCA Y HUX MEXHUYECKUX B803MOJICHOCIEIL:

i) cobupamv unu 3anUCHIBAMb C NPUMEHEHUEM MeXHUYECKUX Cpeocme HA Meppumopuil motl
Cmoponwi; unu

ii) compyoHuuames ¢ KOMNEMEHMHbIMU OP2AHAMU U NOMO2AmMb UM COOUpamv U 3aNUCLIBATNL 8
Macwmabe peanbHO20 8pemeHuU OaHHble 0 mpaghuKe, CéA3aHHbIE ¢ KOHKPEMHbIMU COOOWEHUAMU HA
meppumopuu smoti Cmoponsl, nepeoasaemviMu cpeoCcmaeam KOMNbIOMEPHOU CUCembl.

1461 ABA International Guide to Combating Cybercrime, page 125.

1462 ABA International Guide to Combating Cybercrime, page 125.

1463 The "origin" refers to a telephone number, Internet Protocol (IP) address, or similar identification of a communications facility to
which a service provider renders services. Explanatory Report to the Convention on Cybercrime, No. 30.

“In case of an investigation of a criminal offence committed in relation to a computer system, traffic data is needed to trace the
source of a communication as a starting point for collecting further evidence or as part of the evidence of the offence. Traffic data
might last only ephemerally, which makes it necessary to order its expeditious preservation. Consequently, its rapid disclosure may
be necessary to discern the communication's route in order to collect further evidence before it is deleted or to identify a suspect. The
ordinary procedure for the collection and disclosure of computer data might therefore be insufficient. Moreover, the collection of this
data is regarded in principle to be less intrusive since as such it doesn't reveal the content of the communication which is regarded to
be more sensitive.” See: Explanatory Report to the Convention on Cybercrime, No. 29. Regarding the importance of traffic data in
Cybercrime investigations see as well: ABA International Guide to Combating Cybercrime, page 125; Gercke, Preservation of User
Data, DUD 2002, 577 et seq.

1464
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2 Ecmu  kaxkas-mbo  Cmopona 6  cuny — YCMOSAGWUXCA — NPUHYUNOE  ee  CUCHEMbl
BHYMPULOCYOAPCMBEHHO20 NPABA He MOJICEm NPUHAMb Mepbl, npedycmompenivie napazpagom 1 a),
MO 6MeCmo 3MO020 OHA MOJICem HNPUHAMb 3AKOHOOAMENbHbIe U UHble Mepbl, KaKue Mocym Obimb
Heobxooumbl 01151 obecneyeHus: coopa Ui 3anuc 8 MACUmMade peaibHO20 8PeMeHU OAHHBIX O NOTNOKAX
UHGOPpMAYUY, CEAZAHHBIX C VKA3AHHLIMU COOOWCHUSMU, HA ee Meppumopuu nymem npUMeHeHus.
MEXHUYeCKUX CpedCme Ha Mol Mmeppumopul.

3 Kaocoas CmopoHna 00#CHA NPUHUMAMb 3aKOHOOAMEebHble U UHbLE Mepbl, HeoOXooumble OJisi Mo2o,
umobvl  00A3amb  NOCMABWUKA — YCAye  CcOoOM00ams  KOHQUOCHYUATLHOCb — CaM020  (haxma
ocyujecmene s 006X NOTHOMOYUL, NPedyCMOMPEHHbIX HACMOoswel cmamoe, U 1000 ungpopmayuu
00 amom.

4 Tlornomouus u npoyedypvl, YHOMAHYMble 6 HACMOAWell Cmamve, VCMAHAGIUBAIOMC 6
coomeemcmeuu ¢ nonovcenusmu Cmameu 14 u 15.

Cratbs 20 coepKuT 1Ba pa3IUIHBIX MOAX0a K COOpY JaHHBIX O TpaduKe, 00a U3 KOTOPHIX JOJKHEI OBITH
BBINIOJHEHBI 1405,

e [lepsblif MOAXO/ 3aKIIOYAETCS B TOM, YTOObI BBECTH 0053aTeNIbCTBA MOCTABIIMKOB YCIIYT HHTEPHETA,
JAIOIIHE BO3MOKHOCTh OPTraHaM OXPaHbl IIPABOIOPSIKA HEHOCPEICTBEHHO COOMPATh COOTBETCTBYIOIME
JlaHHbIe. DTO B LIEIOM TpeOyeT yCTaHOBKHM MHTepdeiica, KOTOPBI OpraHbl OXPaHbl IIPABOMOPSIKA MOTYT
UCIIOJIB30BaTh IS I0CTYNA K MH(PACTPYKType MOCTABIMKOB YCIIyT HHTepHeTal 400,

*  Bropoii MoaX0 3aKII0YaeTCs B TOM, YTOOBI JaTh BO3MOKHOCTh OPIaHAM OXPaHbI IIPABONOPSIKA, 3aCTABUTH
MOCTABLIUKOB YCIYT HHTEPHETA OCYLIECTBIATH COOP JaHHBIX IO 3aIIPOCY OPraHOB OXPAaHbl MPABOMOPAIKA.
Takoii OXO0 MO3BONSET CIIE0BATENAM CAeNaTh HMEIOITUMHUCS B CBOEM PACIIOPSKEHHH CyIIECTBYIOIIHE
TEeXHMYECKHE BO3MOKHOCTH M 3HAHHS TIOCTABIIMKOB B 1ieioM. OHO U3 HAMEPEHHH 32 COUeTaH!s ABYX
MO/IXOJJOB COCTOUT B TOM, YTOOBI 00ECIICU T, €CITH MOCTABIIMKH HE HMEIOT Ha MECTE TeXHOJIOTHH JUIS
3aMMCH JAHHBIX, OPraHbl OXPaHbI IIPABONOPSAKA JOKHBI HMETh BO3MOKHOCTH MPOBOUTH PACCIEI0BAHHE
(1a ocHoBaHuM noanyHkTa 1b Crateu 20) 6e3 nomowmy oT nocrasmukal467,

Kongennust o kubeprnpectymHOCTH pa3padoTaHa 0e3 IpeAnovTeHUS KaKoW-IN00 KOHKPETHOU TEXHOJIOTHH U 63
HAMEPCHUS YCTAaHOBUTH CTAHAAPTHI, COMPOBOXKIAONINECS ¢ HEOOXOAMMOCTHIO OOIBIIHX (PHHAHCOBBIX MHBECTHIIUH B
npombiieHHocTh 408, C o1oit Touku 3penus noanyskt l1a) Ctarthu 20 KoHBeHIMH 0 KHOEPHIPECTYNHOCTH, KaK
TIPEACTABIIAETCS, SIBISICTCS JIydIIUM peleHneM. Bmecte ¢ Tem, nonoxkenne noamnyHkra 2 Crareu 20 1mokas3plBaeT, 4To
cocraBuTeny KoHBeHIINY, CO3HABAIIN, YTO HEKOTOPHIE CTPAHBI MOTYT CTOJIKHYTHCS C TPYAHOCTSIMH B IPUMEHCHUN
3aKOHOJIaTeNIbCTBA, TO3BOJISIONIET0 OpraHaM OXpaHbl IPAaBOMNOPSIKa HEMOCPEACTBEHHO ITPOBOAUTE PacCiieZIOBaHUE.

OnHOM 13 OCHOBHBIX TPYTHOCTEH B MPOBEACHUH pacciieJoBaHM, ocHOBaHHBIX Ha Cratbe 20, siBnsieTcst
HUCII0JIb30BAHKE CPEJICTB AaHOHUMHOM cBsi3M. Kak ykaspiBanoch Beinie! 409, mpecTynHMKH MOTYT BOCIIO/IB30BaThCS
YCIIyraMH CETH MHTEPHET, MO3BOJISIOIMMA aHOHUMHYIO CBsA3b. ECIIM MIPECTYIHUK UCTIONB3YeT YCIYTH aHOHMMHOM
CBSI3U, CXOHBIE C mporpaMMHbIM obecriedenreM TOR470, 1o B GonblMHCTBE cllydaes cileJ0BaTeld He B COCTOSHUM
YCHEIIHO aHAIM3UPOBaTh JaHHbIE O TpadMKe U BBIABUTH MapTHEpPa coeAuHeH s, [IpecTyITHIUK MOKET JOCTHYb
aHAJIOTHYHOTO PE3YJIbTaTa ¢ MOMOIIBIO TEPMUHAJIOB JOCTYIA B HHTEPHET OOIIEro mojb3oBanus 471,

1465 «Ip general, the two possibilities for collecting traffic data in paragraph 1(a) and (b) are not alternatives. Except as provided in
paragraph 2, a Party must ensure that both measures can be carried out. This is necessary because if a service provider does not have
the technical ability to assume the collection or recording of traffic data (1(b)), then a Party must have the possibility for its law
enforcement authorities to undertake themselves the task (1(a)).” Explanatory Report to the Convention on Cybercrime, No. 223.

1466 The Convention does not define technical standards regarding the design of such interface. Explanatory Report to the Convention on Cybercrime,
No. 220.

1467 Explanatory Report to the Convention on Cybercrime, No. 223.

1468 «“The article [Art. 20] does not obligate service providers to ensure that they have the technical capability to undertake collections,
recordings, co-operation or assistance. It does not require them to acquire or develop new equipment, hire expert support or engage
in costly re-configuration of their systems.” Explanatory Report to the Convention on Cybercrime, No. 221.

1469 See above: Chapter 3.2.12.

1470 Tor is a software that enables users to protect against traffic analysis. For more information about the software see http://tor.eff.org/.

1471 An example for an approach to restrict the use of public terminals to commit criminal offences is Art. 7 of the Italian Decree-Law No. 144.
The provision forces anybody who intends to offer public Internet access (e.g. Internet cafes) to apply for an authorisation. In addition he is
obliged to request an identification of his customers prior to the use of this services. Decree-Law 27 July 2005, no. 144. - Urgent measures
for combating international terrorism. For more information about the Decree-Law see for example the article “Privacy and data retention
policies in selected countries”, available at http://www.ictregulationtoolkit.org/en/PracticeNote.aspx 7id=2026.
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I1o CpaBHEHHIO C TPAIUIMOHHBIME MPOLELYPAMH MTOMCKA M U3BJICYEHHUS OJTHUM U3 TIPEUMYILECTB cOOpa TaHHBIX O
Tpaduke sBISETCA TOT (PAKT, YTO MOJO3PEBAEMBI B COBEPIIEHHH IIPECTYIUIEHHUS He 0053aTeIbHO TIOHUMAET, YTO
npoBoauTCs paccuenoBanue!472, 3to orpaHMdUBaeT ero/ee BO3MOKHOCTH MAHUIY/IUPOBAHUS MM YA CHUS
JI0Ka3aTeNbCTB. ISl yBepEHHOCTH B TOM, YTOOBI HPECTYIHUKU HE ObUIU IIPOMH(OPMUPOBAHBI MOCTABIIMKOM YCIYT
HWHTEPHETA O MPOXOJAINEM pacciieZloBaHuM, moapasznen 3 Ctareu 20 paccMaTpuBaeT 3TOT BONPOC U 00SA3bIBACT
NOJINHKCABIINE FOCYIAPCTBA BBECTH 3aKOHOATENBCTBO, 00ECIIEUMBAIONIEE COXPAHHOCTh OCBEIOMIECHHOCTH O
IPOBOMMOM paccie0BaHus KOH(PUACHINATLHOM. J]1s MOCTABIMKOB YCIyT 3TO 0OCTOATENLCTBO COYETAETCS C TEM
HPEeUMYILECTBOM, YTO TIOCTABIIMK 0CBOOOK1aeTcs oT 00s3aTenseral473 undopmupopars nosb3opareneii! 474,

KoHBeHIUs 0 KHOEPIPECTyHOCTH Obl1a pa3paboTaHa B HEIAX COBEPHICHCTBOBAHMS M TaPMOHH3AIIUH
3aKOHOJIATENHCTBA B OTHOIEHHH BOIPOCOB, CBSA3AHHBIX ¢ KHOEpIpecTynHOCTI0 475, B 3TOM KOHTEKCTe BaKHO
NOIYEPKHYTh, YTO Ha ocHOBe TekcTa CTathy 21 KOHBEHIMM, 5TO MON0KEHHE IPUMEHSETCS HE B OTHOIIEHHH
TIPECTYIUIEHUH, CBA3AHHBIX ¢ KHOEPIIPECTYITHOCThIO, HO JIF060T0 MpecTyreHus. OTHOCHTENBHO TOTo (haKTa, uTo
HCIIOIb30BAaHKE JIEKTPOHHBIX CPEJCTB CBSA3U MOKET MMETh OTHOLIEHHE He TOIBKO K CIy4asM KHOeprnpecTyIIeHH i,
IPUMEHEHHE STOTO HOJIOKEHHUS BHE KMOEPIIPECTYILIEHUH MOKET ObITh MOJIE3HBIMU B PAMKax paccieoBanus. Uro,
HanpuMmep, NO3BOJIUT OPraHaM OXpaHbl PABOTOPSIKA UCIOJIB30BATh JaHHbIE O TpaUKe, CO31aBaEMBblii B X0/1e
00MeHa SIEeKTPOHHOM MOYTOH MeX Ty NPecTyHUKAMH [ HOArOTOBKM TPaJMIIMOHHOr0 npecTyrienus. [loamyHkT 3
CraTbu 14 MO3BOIISET CTOPOHAM JIENaTh OFOBOPKM U OTPaHMYEHMS IIPUMEHEHHUS JAHHOTO HOJIOKEHHUS K HEKOTOPHIM
npectynnenuam 476,

TumnoBoii 3axkoH CoapyKecTBa 0 KOMIBLIOTEPAX U KOMIBIOTEPHBIX MPECTYIJIEHUSIX
AHanoruyHblii noaxon umeercs u B TunoBom 3akone Conpyxectsa ot 2002 romal477,

1) Ecnu oguyep noauyuu ycmanosus, 4mo OauHbie O mpaguke, C6A3aHHble C ONpedeNeHHbIM
coeOuHeHuem, OeliCmeUmenrbHoO HeoOX00UMbl 8 YelsxX Y20l08HO20 PACCAeO08aHUS, oduyep RoaUYul
Modicem  nymem  HANPAGIEHUS NUCLMEHHOZ0 Y8eOOMIEeHUs. Jauyy, Nnoo YNpagieHuem KOmopozo
Haxooamcs maxue 0auHvle, NOMpPedOBams OM MO0 IUYa:

a) cobupame iU 3anUCHIBAMb OAHHbIE 0 MPAauKe, CEA3AHHbIE C YKAZAHHBIM COCOUHEHUEM 8 MmedeHUe
onpeoenieHHo2o nepuood; u

b) paspewums u 0Ka3v8aMb HOMOUWb YKA3AHHOMY Oduyepy noauyuy 6 coope u 3anucu OaHHLIX.

2) Ecau credosamensy ycmanosun Ha ocHose [ungopmayuu nod npucaeoi] [nucbMenHo20 nOKA3aHus
noo npucseou], umo cywecmeyrom oeticmeumenvHvle OCHO8aHUs [nodo3pesams] [noaazams], umo
OanHble 0 mpapure OeUcCmeUmenbHo HeobX00UMblL 8 YEIIX Y20I06H020 PACCAO08AHUS, Cle008Amelb
[modcem] [Oondwcen] ynoanomouums oguyepa noauyuu cooupamev Ui 3aRUCLIBAMb OAHHbBIE O
mpaguxe, céazanHbvle C YKA3AHHLIM COCOUHEHUEeM 8 meueHue onpedesieHHo20 nepuoodda nocpeocmaom
NpUMEHEHUS, MEeXHUYEeCKUX CPeoCme.

1472 This advantage is also relevant for remote forensic investigations. See below: Chapter 6.2.12.

173 Such obligation might be legal or contractual.

1474 Explanatory Report to the Convention on Cybercrime, No. 226.

1475 Regarding the key intention see Explanatory Report on the Convention on Cybercrime No. 16: “The Convention aims principally at
(1) harmonising the domestic criminal substantive law elements of offences and connected provisions in the area of cyber-crime (2)
providing for domestic criminal procedural law powers necessary for the investigation and prosecution of such offences as well as
other offences committed by means of a computer system or evidence in relation to which is in electronic form (3) setting up a fast
and effective regime of international co-operation.”

1476 The drafters of the convention point out that the signatory states should limit the use of the right to make reservations in this context:
Explanatory Report to the Convention on Cybercrime, No. 213.

Regarding the possibilities of making reservations see Art. 42 Convention on Cybercrime:

Article 42

By a written notification addressed to the Secretary General of the Council of Europe, any State may, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, declare that it avails itself of the reservation(s) provided for in Article 4, paragraph 2,
Article 6, paragraph 3, Article 9, paragraph 4, Article 10, paragraph 3, Article 11, paragraph 3, Article 14, paragraph 3, Article 22, paragraph 2,
Article 29, paragraph 4, and Article 41, paragraph 1. No other reservation may be made.

477 “Model Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http:/www.cpsu.org.uk/downloads/2002CLMM .pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.
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6.2.10  IlepexBaT JaHHBIX O COAeP:KAHUU
KonBenuusi 0 knéeprpecTynHocTH

IMomumo Toro (hakra, uro crpykrypa Crateu 21 mogobua Cratee 20, OHa pacCMaTPUBACT JaHHEBIC O COJCPIKAHHH.
Bo3moXHOCTE IIepexBaTta mporeccoB 00MeHa TaHHBIX O COIEPKaHUU MOXKET OBITh BaJKHA B TEX CIydasx, KOrna
OpraHbl OXpaHbI MPABOMOPSIKA YXKE 3HAIOT, KTO COOOIIAIOTCS MEXIY COOOH MapTHEPHI, HO HE UMEIOT HUKAKOH
uHpOpMaIyH o TrIre oOMeHnBaeMoi nHpopmaru. Ctaths 21 1aeT UM BO3MOKHOCTB 3aIUCHIBATH JAHHBIC
COEJIMHEHHS M aHATM3UPOBaTh coslepkanne!478. Dro BrirowaeT (ailiibl, 3arpy’kaeMble ¢ BEO-CTPAHHIL HIIH CHCTEMBI
COBMECTHOTO JOCTYyIIA K (paiimaM, OTIIPaBICHHYIO MU MTOTYICHHYIO IPECTYITHIKOM 3JIEKTPOHHYIO ITOUYTY U
pa3roBOpHI B Yare.

Cmamus 21 — Ilepexeam oannvlx 0 cooeprcanuu

1 Kaoicoas Cmopona npunHumaem 3aKOHOOAmeibHble U UHble Mepbl 8 OMHOUEHUU PAOd CEPbe3HblX
npasoHapyuieHul, noonescauux Keanuguxayuu 6 coomeemcmeuu c HOpMAaMu
BHYMPULOCYOAPCMBEHHO20 NPaAsd, Heobxooumbvle O Moo, Yymoobwbl Hadeiums ee KOMNemeHmHble
Opeanvl NOTHOMOYUSIMU:

a) cobupamv uiu 3aNUCLIBAMb C NPUMEHEHUeM MEeXHUYeCKUx cpedcme Ha meppumopuu 3mou
CmopoHul, u

b) 0b6s3amb nocmaswiuka yciye 6 npedeﬂax UMEIWUXCAL Y HecO MEXHUYECKUX B803MOJICHOCIELL:

i) cobupamv unu 3anuUcvLIBamb ¢ UCHOTL30BAHUEM MEXHUYECKUX CPeOCme HA Meppumopuu 3moi
Cmoponbl, unu

4 Ionnomouuss u npoyedypvl, YNOMAHYmMble 6 HACMOAWEN cmambve, YCMAHAGIUBAIOMC 8
coomeemcmeuu ¢ noaoxcenusmu Cmameii 14 u 15..

B otimume ot ciaydas naHHbBIX 0 Tpaduke, KOHBEHIUS 0 KHOSPIPECTYITHOCTH HE JACT ONPEACICHUS JAHHBIM O
conepkanun. Kak yka3zaHO B HCIIOJIB3YEeMOM TEPMUHE " TaHHBIC O COJEPKAHUM'"', TO OTHOCUTCS K COACPIKAHHIO
COOOIIEeHHS.

[Ipumeps! JaHHBIX O COACPKAHHUU B PACCIICIOBAaHHU KHOSPIPECTYILICHUH, BKITFOYAIOT:
®  IpeaMeT JIEKTPOHHOM MOYTEHI;
® cojepkaHUe BeO-caiiTa, KOTOPBIA OBUT OTKPHIT MOI03PEBAEMBIM;
® coxaepxanue pazrosopa VolP.

OL[HOI\/'I M3 Hau0oJIee BaXKHBIX TpYI[HOCTeI\/'I JJIsL paCCHCHOBaHHﬁ, OCHOBaHHEIX Ha CTaThe 21, SABJIACTCSA UCIIOJIb30BAHUC

TCXHOJIOTHH HII/I(prBaHI/IFI1479. Kax yxKe HOI[pOGHO 00BACHEHO BBIIIC, UCITOJIB30BAHUEC TEXHOJIOIMH HII/I(l)pOBaHI/Ifl

1478 One possibility to prevent law enforcement agencies to analyse the content exchanged between two suspects is the use of encryption technology.
Regarding the functioning of encryption procedures see: Singh; The Code Book: The Science of Secrecy from Ancient Egypt to Quantum
Cryptography, 2006; D’Agapeyen, Codes and Ciphers — A History of Cryptography, 2006; An Overview of the History of Cryptology, available at:
http://www.cse-cst.gc.ca/documents/about-cse/museum.pdf.

1479 Regarding the impact of encryption technology on computer forensic and criminal investigations see: See Huebner/Bem/Bem, Computer Forensics —
Past, Present And Future, No.6, available at: http://www.scm.uws.edu.au/compsci/computerforensics/
Publications/Computer_Forensics_Past_Present_Future.pdf. Regarding legal solutions designed to address this challenge see below: Chapter 6.2.11.
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MO3KET MO3BOJIMTh MPECTYMHUKAM 3alUIIATh TIEPeaBaeMoe CoIep/KaHue TaKUM 00pa3oM, KOTOpBIH jieaeT
HEBO3MOYHBIM TI0JTy4eHHEe OPraHAMHU OXPaHbl MPABONOPAIKA JOCTyNa K HeMy. Eciu skepTBa 3amudpopana
coJiepkaHue, KOTOPOe OHa Iepe/iana MPecTyHHUKAaM, OHU MOTYT TOJIBKO TEPEXBATUTH 3aIIM(POBaHHOE COOOMLIEHHUE,
HO He MPOaHAIM3UPOBATh cojlepkaHue. bes 10cTyna K KiIouy, KOTOPbIii GbLT HCHOIB30BaH s U POBAHHUS
(aiinos, BO3MOKHOCTb AeMU(YPOBKU MOXKET 3aHATh OUEHb AnuTensHoe Bpems! 480,

TumnoBoii 3axkoH CoapykecTBa 0 KOMIIBIOTEPAX U KOMIILIOTEPHBIX MPeCTYMIEHHIX
AHaJOrMYHBIN OAXO0l UMEETCs U B TUIIOBOM 3akoHe Conpyxectsa 2002 romal48l,
Ilepexeam 3neKmpoHHBIX COOOULEHUTL

18 1) Ecmu [cnedoseamenv] [cyovs] ycmawnosun Ha ocHose [unpopmayuu nod npucsaeoii]
[nucomennoco  nokazamua  NOO  NPUCALON],  uMO  Cywecmeyiom — pasyMHble  OCHOBAHUSA
[nooospesamy ] [nonacams], umo codepiicanue 21eKMPOHHBIX COOOUJeHUL OelicmBUMETbHO mpebyemcs
8 Yensax paccied08anus npecmynienus, ciedosamens [mooicem] [Oondicen]:

a) obs13ameb NOCMABWUKA YCye UHMePHem, YbU YCayeu OOCHynHul 6 [nocmanosnsiowell cmpane] ¢
NPUMEHEHUEeM MeXHUYECKUX Ccpeocme, cobupamv wid 3aRUCLIGAMb, UWIU  PA3peuiums Uil
€00elicmeo8ams KOMHEMEHMHbIM OP2AHAM 6 COOpe UMU 3aNUCU OAHHBIX O COOEPAHCAHUU, CBA3AHHBIX C
KOHKDEMHbIMU NEPEOAHHbIMU COOOUWEHUAMU NOCPEOCMBY KOMIBIOMEPHOU CUCIEMbL; UL

b) paspewums ogpuyepy noauyuu cooupams Uil 3aNUCHIEAMb OAHHbIE C NPUMEHEHUEM MEXHUYECKUX
cpeocma.

6.2.11 IIpaBuiia, cBsI3aHHBbIE C TeXHOJIOTHell N ppoBaHUS

Kak omucaHo BbIle, NPECTYMHUKY TAK)Ke MOTYT HPENsATCTBOBATh aHAIN3Y JaHHBIX O COIEP/KAHUH, UCTIONb3YS
TEXHONOTHIO MK (ppoBaHUs. JIOCTYIHBI Pa3IMYHblE IPOrPAMMHBIE IPOIYKTHI, KOTOPBIE MO3BOJISIOT HOJIB30BATENAM

3 (HEKTUBHO 3aMUTUTH (BB, 4 TAKKE MPOLECCH MEPeNadn JAHHBIX OT HECAHKIIMOHUPOBAHHOTO J0cTymal482,
Ecnu nozio3peBaeMble HCIIONB30BANK ONpe/eeHHbIE TTPOrPaMMHBIE IPOAYKTHI U CJIEICTBEHHBIE OPraHbl HE HMEIOT
JI0CTyNa K KJII04Y, KOTOPhI HCIOIB30BajICs 4To0b! 3amuppoBaTh (ailiibl, Heo6XoauMas eI POBKA MOKET 3aHATH
JnTenbHOE Bpems 1483,

Hcnonb30BaHue MPECTYMHUKAMHU TEXHOJIOTHHI U(POBAHHUS SBIISETCS TIPOOIEMOIt TSl OPraHOB OXPaHbI
npasonopsakal 484, CymecTByroT pasnuuHble HAMOHAIBHBIE M MEXyHAPOIHBIE MOAX0bI! 485 K penienuo
npo6aemb1 480, 13-3a pasiM4HbIX OLEHOK ONACHOCTH OT yIPO3bl TEXHOJIOTUH MH(POBAHHS 110 CUX TIOP HET IMMPOKO
HPU3HAHHOTO MEXYHAPOIHOTO MOAX0/a K PEIEHHIO 9TOro Bonpoca. Hauboee pacipoCcTpaHEHHbIE PELIECHHUS:

1480 Sehneier, Applied Cryptography, Page 185.

1481 «\odel Law on Computer and Computer Related Crime”, LMM(02)17; The Model Law is available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf. For more information see: Bourne, 2002 Commonwealth Law Ministers Meeting: Policy Brief,
page 9, available at: http:/www.cpsu.org.uk/downloads/2002CLMM .pdf.; Angers, Combating Cyber-Crime: National Legislation as a pre-requisite
to International Cooperation in: Savona, Crime and Technology: New Frontiers for Regulation, Law Enforcement and Research, 2004, page 39 et
seq.; United Nations Conference on Trade and Development, Information Economy Report 2005, UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6,
page 233, available at: http://www.unctad.org/en/docs/sdteecb20051ch6_en.pdf.

82 1TU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 49, available at:

http://www.itu.int/osg/csd/cybersecurity/gca/global _strategic_report/index.html.

1483 Schneier, Applied Cryptography, Page 185.

1484 Regarding practical approaches to recover encrypted evidence see: Casey Practical Approaches to Recovering Encrypted Digital Evidence,
International Journal of Digital Evidence, Vol. 1, Issue 3, available at:

1485 The issue is for example addressed by Recommendation No. R (95) of the Committee of Ministers to Member States Concerning Problems of
Criminal Procedure Law Connected with information, 11 September 1995: “14. Measures should be considered to minimise the negative effects of
the use of cryptography on the investigation of criminal offenses, without affecting its legitimate use more than is strictly necessary.” and the G8 in
the 1997 Meeting in Denver: “To counter, inter alia, the use of strong encryption by terrorists, we have endorsed acceleration of consultations and
adoption of the OECD guidelines for cryptography policy and invited all states to develop national policies on encryption, including key,
management, which may allow, consistent with these guidelines. Lawful government access to prevent and investigate acts of terrorism and to find a
mechanism to cooperate internationally in implementing such policies.

1486 For more information see Koops, The Crypto Controversy. A Key Conflict in the Information Society, Chapter 5.
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® B paMKax yroJIoBHBIX pacciieIoBaHHI OpraHbl OXpaHbl IPaBOMOPAIKA JOJKHBI ObITh YIIOJIHOMOYEHbI
B3JI0MaTh MU(POBaHUE, eCliH ecTh HeoOxoaumocTs! 487, Bes Takoro paspenieHus Uy HATHYUS
BO3MOKHOCTH BBIITyCKa MOPSAIKA IPOU3BOJCTBA, OPTaHbl pacciaeloBaHus MOTYT OKa3aTbCs HE B COCTOSTHUU
cobparb HEOOXOAUMBIE J0Ka3aTeNbCcTBA. Kpome Toro, mim, Kak BapHaHT, CIIEIOBATEISIM MOXKET ObITh
paspelieHo UCIOIb30BaTh KITFOUEBOE MPOrpaMMHOE 00eCTIeYeHHE, YTOOBI IEPEXBATUTH 3aIU()POBAHHBIN

daiin ans B3noma muppopanms 1488,

e [IpaBuna, KOTOpbIE OIPAaHMYMBAIOT 3PPEKTHBHOCTH NPOrPAMMHOIO 0becedeH s 1Is IH(POBAHHS 10
CPEICTBY OrpaHUYeH s JTHHBI Kiroual 489, BosMokHOCTB ciiefioBaTeneil B31oMaTh Kilo4 B TeUEHHE
Pa3syMHOIO Nepro/ia BPEMEHH 3aBHMCHUT OT CTENEHU orpaHndenus. [[pOTUBHUKYI TaKOTO PELICHHUS OMacaroTCs,
YTO OrpaHMYEeHHs CMOTYT B3JIOMaTh IIM(POBAHUE HE TONBKO MO3BOIUTH CIIEI0BATENAM, HO M IIIHOHAM,
KOTOpBIE MBITAIOTCA MONYYUTh A0CTYII K 3amudpoBaHHoi nenoBoii uadopmamuu!499, Kpome toro,
OrpaHUYEHHE TOJNBKO MOMENIAET MPECTYHHUKY HCIOIb30BaTh KPUNTOCTONKOE MU(POBAHUE, ECIU TAKUE
IPOIrPaMMHbIE HHCTPYMEHTHI He OyIyT JOCTYIHBL. DTO B IIEPBYIO 0YEPE/b JOJKHBI IOTPe6OBATH BCe
ME/LyHapOIHbIE CTAHAAPTHI, YTOOBI TIPEJOTBPATUTH MPOM3BOAUTENS HPOLYKTOB KPUITOCTORKOTO
K poBaHys NpearaTh CBOE MPOrpaMMHOE OOeCIeYeH e B CTPaHaX, He UMEFOIMX Ha JIesKalluX
OrpaHHYEHHil B OTHOMICHUH JUTUHBI KITto4a. B mo60M cydae, NPeCTYMHUKH MOTIIH Obl OTHOCHTEJBHO JIETKO
CO3/1aBaTh CBOE COOCTBEHHOE MPOrPaMMHOE 0OecreueHue s U POBaHHUs, KOTOPOE HE OrPaHUUMBAET
JUTMHY KJTIOYa.

e O0s3aTeNbCTBO CO3aHUS CUCTEMBI ICTIOHUPOBAHHBIX KITFOUEH WITH MPOICYP PACKPBITHS KITF0Ua JUIs
HPOYKTOB KpUNTOCTOMKOro mudposanus! 49!, Peanusanus Takux npaBuil MO3BOJIUT MOIb30BATENSIM
MPOJIOJKATH UCIIONIB30BATh TEXHOJIOIHIO KPUIITOCTOHKOTO MU(POBAHUS, HO M TTO3BOJIUT CIICIOBATEIISIM
MOJYYHUTh JOCTYI K COOTBETCTBYIOIMM JIAHHBIM, 3aCTABHB II0JIb30BATEINS IPEIOCTABUTh KIIFOY
YIIOJIHOMOYCHHBIM OpPraHaM, TeM CaMbIM COXPaHHB KITIOU, PEIOCTABUB €TI0 CIEIOBATEISM MIPH
HeobxoaumocTh! 492, [IpOTHBHMKK TAKOTO PEIEHHUS ONACAKOTCS, YTO PECTYITHUKH CMOTYT MOJIYYHTh JOCTYII
K 3aTpeOOBaHHBIM KIIF0OYaM U BMECTE C 3TUM JenmmdpoBath cekpeTHyro nHpopmarmoo. Kpome Toro,
MPECTYITHUKHA MOTJIA Obl CPABHUTEIHHO JIETKO 000MTH NpaBUJIa IyTeM pa3paboTKU cOOCTBEHHOTO
MPOTPaMMHOT0 00ECIIeYeHUs TS IU(PPOBAHUS, KOTOPOE HE TPeOyeT MPEIOCTABICHHS KITF0Ya BIACTSIM.

e JIpyruM Mojxo/0M SIBISETCS MOPSIOK Mpou3BoacTBal 493, D1oT TepMun onuckIBaeT 06s3aTeNbCTBA MO
PACKPBITHIO KITFOYa, HCIIOJIB3yEeMOro s i poBaHus JaHHBIX. Peanu3arus JaHHOTO HHCTPYMEHTA
obcyxaanack B TedeHue Berpeun B Jlensepe I'pynnbl BockMu B 1997 roay!494. Psn ctpan BBenu Takue

obs3atenbeTBal495. OHUM M3 PUMEPOB OCYIECTBIEHHUS JaHHOTO MO/IX0/1a HA HAIIHOHAILHOM YPOBHE

187 The need for such authorisation if for example mentioned in principle 6 of the 1997 Guidelines for Cryptography Policy: “National cryptography
policies may allow lawful access to plaintext, or cryptographic keys, of encrypted data. These policies must respect the other principles contained in
the guidelines to the greatest extent possible.”

1438 This topic was discussed in the decision of the United States District Court of New Jersey in the case United States v. Scarfo. The District Court
decided that the federal wiretapping law and the Fourth Amendment allow the law enforcement agencies to make use of a software to record the key
strokes on the suspects computer (key logger) in order to intercept a passphrase to an encrypted file (if the system does not operate while the
computer is communicating with other computers) See http://www.epic.org/crypto/scarfo/opinion.html

1489 Export limitations for encryption software that is able process strong keys are not designed to facilitate the work of law enforcement agencies in the
country. The intention of such regulations is to prevent the availability of the technology outside the country. For detailed information on import and
export restrictions with regard to encryption technology see http://rechten.uvt.nl/koops/cryptolaw/index.htm.

1490 The limitation of the import of such powerful software is even characterised as “misguided and harsh to the privacy rights of all citizens”. See for
example: The Walsh Report - Review of Policy relating to Encryption Technologies 1.1.16 available at:
http://www.efa.org.au/Issues/Crypto/Walsh/walsh.htm

1991 See: Lewis, Encryption Again, available at: http:/www.csis.org/media/csis/pubs/011001_encryption_again.pdf.

1492 The key escrow system was promoted by the United States Government and implemented in France for a period of in 1996. For more information
see Cryptography and Liberty 2000 — An International Survey of Encryption Policy. Available at:
http://www2.epic.org/reports/crypto2000/overview.html#Headingd

1493 See: Diehl, Crypto Legislation, Datenschutz und Datensicherheit, 2008, page 243 et seq.

1494 «To counter, inter alia, the use of strong encryption by terrorists, we have endorsed acceleration of consultations and adoption of the OECD
guidelines for cryptography policy and invited all states to develop national policies on encryption, including key, management. which may allow,
consistent with these guidelines. lawful government access to prevent and investigate acts of terrorism and to find a mechanism to cooperate
internationally in implementing such policies.”, http://www.g7.utoronto.ca/summit/1997denver/formin.htm.

1493 See for example: Antigua and Barbuda, Computer Misuse Bill 2006, Art. 25, available at: http:/www.laws.gov.ag/bills/2006/computer-misuse-bill-
2006.pdf; Australia, Cybercrime Act, Art. 12, available at: http:/scaleplus.law.gov.au/html/comact/11/6458/pdf/1610f2001.pdf; Belgium, Wet van
28 november 2000 inzake informaticacriminaliteit, Art. 9 and Code of Criminal Procedure, Art. 88, available at:
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aBnsercs pasaen 69 3akona 06 nHpopMaMoHHbIX TexHonoruax Uumuu 2000 roaal4%. Onuum us npumepos
TAaKoTo 003aTeNbCTBA ABNIAETCA pasaen 49 3aKoHa 0 IPAaBOBOM PETYIMPOBAHKH CIIEICTBEHHBIX

nonHoMouni, npuHATHIM B 2000 rogy B CoeqMHEHHOM KOpOJ‘IeBCTBel497Z
Pazoen 49
1) Hacmosawuii pazden kacaemces Kakou-1ubo 3auuyeHHol ungopmayuu, Komopas

a) CMaHo8UMCS WAL MOJNCEm CMams COOCMBEHHOCMbIO KAKO20-TUO0 4eli08eKd nymem NpumMeHeHus
KAKUX-1U60 3aKOHHbIX NPAB HA U3bAMUE, YOEPHCUBAHUE, NPOCMOMP, HOUCK UIU UHOE BMEUAmMeNbCME0 8
OOKYMeHMbL Ui OPYeYr0 COOCMBEHHOCb,

b) CMAHOBUMCS UL MOJICem CMamb COOCMBEHHOCMbIO KAK020-IUD0 4eloseKd nymem npumeHeHus
KaKux-aubo 3aKOHHbIX npae Ha nepexean CeA3U,

C) CMAHOBUMCS UMU MOJCEM CMAmb COOCMEEHHOCMbIO KAK020-MUbO Yelo8eKd nymem NPUMEeHeHus
Kakux-mbo npas, Npe0OCMABNeHHbIX pa3peulenuem 8 coomeemcmeuu ¢ pazoeiom 22 3) uiu 8
coomeemcmeuu ¢ Yacmoio I, 1ubo 6 pesyromame npedocmasienus y8e0OMACHUsL 8 COOMEEMCMBUL C
paszoenom 22 4);

d) cmanosumces unu modcem cmamov COOCMBEHHOCMbIO KAKO20-TUbO 4enoseka 6 pesynvmame moeo,
umo ona 6vlaa NPedoCMasneHa U PAacKkpblmd O COBePUIeHUs KAKUX-TUOO 3AKOHHBIX Oeticeut
(He3asucumo om mozo, ObLIO AU FMO Pe3YTbMAMOM 3aNPoca UNU Hem);

e) moowcem KakuMu-HUOyOb Opyeumu 3aKOHHbIMU CPEOCMBAMU, He B0GIEKAIOWUMY NpPUMEHEHUe
3AKOHHLIX NpPAG, 606IEKAMb 60 GIAAOEHUE KAKUMU-TUOO UHMELIEKMYATbHbIMU VCAyeamu NOAUYUIo,
MAMODICHIO U AKYUZHYIO CTYICOY UNU BLINOTHAMb OCUCMBUS, CXOCUE C 808eHeHUEM K GIAOEHUIO KAKUX-
AUOO dMUX YCIY2 NOAUYUU, MAMONCHU U AKYUSHOU CILYyIHCObI.

2) Ecau kaxoe-HubyOv auyo ¢ cOOMEEemcmeyouum paspeueHuem, coeidcHo nepeunio 2, cuumaem c
0oCmamouHbIMU OCHOBAHUAMU

a) umo Ko K 3auueHHOU uH@opmayuy Haxoo0umcs y Kako2o-iubo auya,

b) umo Hanoxcenue mpebosanus PAcKPLIMUsL UHGOPMAYUU 6 OMHOUEHUU 3AUWUUIEHHOU UHpOpMayuu
i), HeobxoOumo no npuuuHe, nonaoaroulelt 8 noopasoen 3), unu ii), Heobxooumo Osi obecneueHus
3auumol dPHeKMuUeHO20 NPUMEHEHUS ULU HAONEHCAUe20 UCTIONHEHUsT KAKUM-TUO0 20CY0apCmEeHHbIM
OP2AHOM KAK020-TUO0 3aKOHHO20 NPAsa Uil 3aKOHHbIX 0053aHHOCm L,

http://staatsbladclip.zita.be/staatsblad/wetten/2001/02/03/wet-2001009035.html; France, Loi pour la confiance dans 1‘économie numérique, Section
4, Artikel 37, available at: http:/www legifrance.gouv.fr/

affichTexte.do;jsessionid=B78 A2A8ED919529E3B420C082708C031.tpdjo12v_3?cidTexte=JORFTEXT000000801 164&date Texte=20080823;
United Kingdom, Regulation of Investigatory Powers Act 2000, Art. 49, available at: http://www.opsi.gov.uk/acts/acts2000/ukpga_20000023_en_1;
India, The Information Technology Act, 2000, Art. 69, available at: http://www legalserviceindia.com/cyber/itact.html; Irland, Electronic Commerce
Act, 2000, Art. 27, available at: http://www.irlgov.ie/bills28/acts/2000/a2700.pdf; Malaysia, Communications and Multimedia Act, Section 249,
available at: http://www.msc.com.my/cyberlaws/act_communications.asp; Morocco, Loi relative a 'echange electronique de donnees juridiques,
Chapter. II1, available at: http://droitmaroc.wordpress.com/2008/01/29/10i-n%C2%B0-53-05-relative-a-lechange-electronique-de-donnees-
juridiques-integrale/; Netherlands, Wet op de inlichtingen en veiligheidsdiensten 2002, Art. 89, available at

http://www legalserviceindia.com/cyber/itacthtml; South Africa, Regulation of Interception of Communications and Provisions of Communications-
Related Information Act, Art. 21, available at: http://www.info.gov.za/gazette/acts/2002/a70-02.pdf; Trinidad and Tobago, The Computer Misuse Bill
2000, Art. 16, available at: http://www.ttcsweb.org/articles/computer-laws/computer-misuse-act-2000/compbill.pdf.

149 An example can be found in Sec. 69 of the Indian Information Technology Act 2000: “Directions of Controller to a subscriber to extend facilities to
decrypt information.(1) If the Controller is satisfied that it is necessary or expedient so to do in the interest of the sovereignty or integrity of India, the
security of the State, friendly relations with foreign Stales or public order or for preventing incitement to the commission of any cognizable offence,
for reasons to be recorded in writing, by order, direct any agency of the Government to intercept any information transmitted through any computer
resource. (2) The subscriber or any person in-charge of the computer resource shall, when called upon by any agency which has been directed under
sub-section (1), extend all facilities and technical assistance to decrypt the information.” For more information about the Indian Information
Technology Act 2000 see Duggal, India’s Information Technology Act 2000, available under:
http://unpan1.un.org/intradoc/groups/public/documents/apcity/unpan002090.pdf

197 For general information on the Act see: Brown/Gladman, The Regulation of Investigatory Powers Bill - Technically inept:
ineffective against criminals while undermining the privacy, safety and security of honest citizens and businesses, available at:
http://www.fipr.org/rip/RIPcountermeasures.htm; Ward, Campaigners hit by decryption law, BBC News, 20.11.2007, available at:
http://newsvote.bbc.co.uk/mpapps/pagetools/print/news.bbc.co.uk/2/hi/technology/7102180.stm; ABA International Guide to
Combating Cybercrime, page 32.
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C) Ymo HAlodcerHue maxkozco mpe6oeaﬁuﬂ COpA3MEPHO C mem, 4eco CmpemuiucCo oocmuyb nymem eco
HAJIOMHCEHUA, U

d) umo Hem 000CHOBAHHOU NONBL3LI 0N KAKO20-IUOO YA C COOMBEMCMEYIOWUM pA3peuleHuem
NOTYUUMb NPABO BIAOCHUS 3aUWUeHHOU uHpopmayuell 6 00cmynHol gopme Oe3 npedocmasierus
Y8eOOMAEHUs 8 COOMBEMCMBUU C HACMOAWUM PA30EIOM, JUYA C IMUM pa3peuteHuem, KOmopulil
MOdicem nymem Y8eOOMACHUs: Tuyd, KOMOpomy OH 008epsien NOAYHUNb 60 GA0CHUe KI0Y, HAOICUMb
mpebosarue 0 packpelmuu 3auUnjeHHOU UHOOPMAaYULL.

3) Ilo ycnosusm Oannoco noopasoena Oisi PACKpbIMus Kakou-1ubo 3auuueHHou uHgopmayuu
Heobxo0umo mpebosanue 0 packpblmuu UHGOpMAyUY, eciu 3mo HeodX0OUMo

a) 6 uHmepecax HayUoHAIbHOU 6e30NaACHOCMI;
b) Ons npedomepaweHus unu 8blA6AEHUsL NPECIYNAEHUS, UTU
¢) 6 unmepecax sKoHoMuuecko2o onazococmosnus Coedunennoeo Koponescmsa.

4) B coomgemcmeuu ¢ HACMOsWUM pazoenom yeedomienue, Haiazaioujee mpebosanue 0 packpulmuu
Kakou-mubo 3auuiyeHHol unpopmayuu

a) 001ICHO Oblmb COENAHO 8 NUCOMEHHOU opme Uy (eciu He 8 NUCLMEHHOU (opme) OONIHCHO Obimb
COenaHo 8 makou opme, KOMOPAs NOKANCEM 3ANUCH O TNOM, YMO OHO NOTYYEHO;

b) oondrcro onucvlgamo 3auuiyeHHYI0 UHPOPpMAYUIo, K KOMOPOIL UMeen OMHOueHUe Y8e0oMIeHUe,

€) 00MICHO nepeducIumsb 80NPoChl, exodsawue ¢ noopasoen 2)b)i) unu i), co ccvlikoll HA BbIOAHHOE
yeeoomeHue;

d) 00JIICHO YKaszvlieanv aOJZJfCHOCWlb, 36aHUe UTIU NOJIOJCEeHUe mOo20 iuya, Komopoe e2o 6bl()6l]l0,'

€) O0NIHCHO YKaA3bI8aMb OO0JHCHOCHb, 36aHUE UIU NOJONMCEHUe Mo20 Iuyd, KOMY 6 COOMEEmMCmeEUl ¢
nepeunem 2, npedoCmasneHo ysedomieHue uau (eciu auyo, evloaiowee y8eoOMIeHUe UMENO NPaso
svidasams e20 6e3 paspeuienus 0pye020 4en08eKd), HeoOXo0UMO U3L0ACUMb 0OCMOAMENbCMEd, Npu
KOMOPbIX BO3HUKILO MO NPABO;

f) 00JIIICHO yKasvleanib 6pemMs, 6 mevyerue Komopozo OQ0JIIICHO OBIMb BbINOJIHEHO yee()oMJzeHue; u

g) 00IcHO codepoicamb mom (akm, umo packpwimue mpedyemcs 6 COOMEEMCmMaUL C Y8eOOMICHUEM,
6 hopme u 8 nopsoke, 8 KOMOPOM OHO OOJIICHO DbIMb NPOU3BEOEHO, A MAKICE CPOK, YCMAHOGNEHHbIN
05 3a0ay nyHKma f), O0JINCHO ONpedeisimb CPOK GbINOJHEHUSL, KOMOPBLU SGIAEMC L PA3YMHbIM NPU 6CeX
00CmoAmMenLCmaax.

I[.]'IFI obecreueHus TOro, YTOOBI JMno, 00s13aHHOC PACKPBITH KJIFOY B IPHUKA3HOM IOPAAKE, BBIIIOJIHUIIO IIPHUKA3 U

JIEWCTBUTEIHHO MPEIOCTAaBIIIO HACTOSAIMH Ki1t04, 3akoH CoennHeHnHoro KoponeBcTBa 0 mpaBoOBOM PETyJINPOBAHUH

CIICACTBCHHBIX HO.]'IHOMO‘II/II\/'I, HpI/IHSITI)II\/'I B 2000 roay, COACPIKUT IMOJIOKEHNUE, KOTOPOEC KBaHI/I(l)I/IIII/IpyeT

HEBBINIOJIHCHUE TAKOT'O IpUKa3a KaK IMPECTYIJICHUE.

Paszoen 53

1) Jluyo, xomopomy 6 pazdene 49 npeovsasieHo yeeOOMaeHUe, AGNAEMCS BUHOSBHbIM 8 COBEPUICHUU
npecmynienusl, eciu nocie HAnpasieHust Y8eOOMIeHUs. OH CO3HAMENbHO He UCHOJHUIL PACKPbIMUE 6
CcOOMeemcmeull ¢ Y8eOOMICHUEM.

2) Hpu caywanusx npomus Kaxoeo-iubo Iuya 3d coepuieHue Npecmynienuss 6 COOMEEemcmseul ¢
OaHHBIM pa30enom, ecau 6yoem 0OKA3AHO, YMO AUYo 001a0an0 KIOHOM K KAKOU-IUO0 3auUeHHOl
ungopmayuu 8 meyenue KaKoeo-1mubo epemeHu neped mem, KAk emy Obli0 6bIOAHO Y8eOOMIeHUe U3
pazoena 49, smo auyo OONHCHO 8 YENAX IMO20 PACCIeO08AHUSA NO-NPENCHEMY UMemb dMOM KoY 8
PACNOPSANCEHUU HA NPOMSIICEHUU 8PeMEHU, NOKA He 00KA3AHO, YO KoY He Oblll 6 €20 61a0eHul Nocie
8pYUeHUs YBeOOMIIeHUA U 00 MOMEHmMA, K020d OHO ObLI0 00A3AHO €20 PACKPbIMb.
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3) B yejisx HacmoAueco pwdeﬂa yenoeex 00aicer Oblmb 834m, C mem umoowl nokasambu, 4nmo OH He
61aoei KIo4om K 3aWuW€HHOL7 qu)opMauuu 6 medeHue onpedeﬂeﬁﬁoeo e8pemMeru, eciu

a) npedcmaeﬂeﬁo 0ocmamoyroe KOau4ecmeo d)aKWlOG, umooObl NOOHAMb 60NpocC nO ONMHOUWIEHUIO K
amomy; u

b) obpamnoe ne noomeepocoaemcs Hu OOHUM PA3YMHBIM 008000M.

4) Ha crywanusx npomug 1006020 auya 3a npecmynierue, Co2iacHo OGHHOMY pazoeny, 00JdHCHA Oblmb
3awuma O 4enogexd, Ymoovl HOKa3amb,

a) 4mo OelicmseumenbHo OH He Mo2 CO8epuums mpebdyemoe packpblmue Hd OCHOBAHUU 8blOAHHOZ0
yeedomnenus pazoena 49 00 konya mpebdyemozo epemeru, YKa3aHHo20 8 3MoM Y8eOOMACHUU; U

b) umo packpvimue NPOU3OULIO 6 CKOPOM SPEeMEHU NOCAe MO20 6PeMEHU, KOMOopoe CYUMALOCH
00CmamourbiM OJisl 020 PACKPbINUSL.

5) Jluyo, eunosHoe 6 cogepuieHuu NPeCcmynieHus, Co2NACHO OAHHOMY PA30ery HOOAEHCUM,

a) 6 cnyuae 0OBUHUMENLHO2O 3AKNIOUEHUS, OCYHCOEHUI0 HA CPOK, He Npesvlularoyuti 08yx Jiem, uiu
HAL0ACEHUIO Wmpagha, unu npUMeHenuro 000ux HaKa3aHul;

b) npu obsunumenvHoM 3axniOueHUU 6e€3 YUACMUL NPUCAIICHBIX OCYIHCOEHUI0 HA CPOK, He
NPesbIUAroOWUll Wecmu Mecayes Ul HATOHCEHUIO wmpaga, uiu npUMeHeHuio 060ux HaKa3aHull.

3aKoH 0 MPABOBOM PETYJIUPOBAHUHY CIIEICTBEHHBIX NoTHOMOUHUH 2006 roaa 00s3bIBaCT 110103PEBAEMOTO B

COBEPILICHNH MPECTYIUICHHS, TOAJCPKUBATE PA0OTY OPraHOB OXPaHBI IpaBoNoOpsiaKa. CymiecTBYIOT TPH OCHOBHEIC

HpOGJ’IeMLI, CBA3aHHBIC C OTHUM IIOJIOKCHUCM

O6HIafI 03a00YEHHOCTh CBSI3aHA C TEM Q)aKTOM, YTO 0053aTCIIHLCTBO BEACT K NOTCHUHUAJIbBHOMY KOH(l)J'II/IKTy C
OCHOBOIIOJIAararouMH IpaBaMu oAg03p€Ba€MoOro B OTHOIECHUN CaMOIr'o 066511498. Bwmecto TOTO, YTOOBI
OCTaBUTb PACCIICA0OBAHUEC KOMIICTCHTHBIM OpraHaMm, nog03pe€BacMomMy HCOGXOHI/IMO AKTHUBHO MOAACPKHNBATDH
paccii€egoBaHueC. CunbHas 3aliura OT CaMoro ce0s BO MHOTHX CTpaHaXx BBI3BIBACT B HACTOALICC BPEMS
BOIIpOC, B Kakoi MEpE TAKOC PEryJIMpOBaHUuC UMECT BO3MOXKHOCTb CTaTb MOJACIIbIO PCHICHUS r[p06neM,
CBSI3aHHBIX C TEXHOJIOTHEH HII/I(prBaHI/ISI.

E1e oHa mpo6iiema cBsi3ana ¢ TeM (paKTOM, 4TO TIOTEPAHHBIN K04 MOKET HPUBECTH K YTOJOBHOMY
paccieoBanuio. HecMOTps Ha TO, YTO yroJI0BHas OTBETCTBEHHOCTD MPEIOJIATaET, YTO MPECTYITHUK
CO3HATEJIBLHO OTKA3BIBAETCS PACKPBITH YTPAYEHHBIH KIIIOY, 5TO BOBJIEKAET JIIO/IEH, HCTIOIB3YIONIUX KIHOY
K ppoBaHus, B HEHYKHBIE yTOJIOBHBIE ITporecchl. Ho 0co6eHHo pasaen 53 MOANyHKT 2 TeOPETUIECKH
HPENATCTBYET OpeMEHH JoKa3biBaHms ! 499,

1498 Regarding the discussion about the protection against self-incrimination under the United States law see for example: Clemens, No Computer
Exception to the Constitution: The First Amendment Protects Against Compelled Production of an Encrypted Document or Private key, UCLA
Journal of Law and Technology, Vol. 8, Issuel, 2004; Sergienko, Self Incrimination and Cryptographic Keys, Richmond Journal of Law &
Technology, 1996, available at: http://www.richmond.edu/jolt/v2il/sergienko.html; O’Neil, Encryption and the First Amendment, Virginia Journal of
Law and Technology, Vol. 2, 1997, available at: http://www.vjolt.net/vol2/issue/vol2_art1.pdf; Fraser, The Use of Encrypted, Coded and Secret
Communication is an “Ancient Liberty”” Protected by the United States Constitution, Virginia Journal of Law and Technology, Vol. 2, 1997,
available at: http://www.vjolt.net/vol2/issue/vol2_art2.pdf; Park, Protecting the Core Values of the First Amendment in an age of New Technology:
Scientific Expression vs. National Security, Virginia Journal of Law and Technology, Vol. 2, 1997, available at:
http://www.vjolt.net/vol2/issue/vol2_art3.pdf; Hearing before the Subcommittee on the Constitution, Federalism, and Property Rights of the
Committee on the Judiciary, United States Senate, 150 Congress, Second Session on Examining the Use of Encryption, available at:
http://www loc.gov/law/find/hearings/pdf/00139296461 .pdf.

Regarding the discussion in Europe about self-incrimination, in particular with regard to the European Convention on Human Right (ECHR) see
Moules, The Privilege against self-incrimination and the real evidence, The Cambridge Law Journal, 66, page 528 et seq.; Mahoney, The Right to a
Fair Trail in Criminal Matters under Art. 6 ECHR, Judicial Studies Institute Journal, 2004, page 107 et seq.; Birdling, Self-incrimination goes to
Strasbourg: O’Halloran and Francis vs. United Kingdom, International Journal of Evidence and Proof, Vol. 12, Issue 1, 2008, page 58 et seq.;
Commission of the European Communities, Green Paper on the Presumption of Innocence, COM (2006) 174, page 7, available at: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2006:0174:FIN:EN:PDF.

1499 In this context see as well: Walker, Encryption, and the Regulation of Investigatory Powers Act 2000, available at:
http://www bileta.ac.uk/01papers/walker.html.
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e  CyIecTBYIOT TEXHHYECKHE PEIICHHS, KOTOPHIE MO3BOJISIOT MPECTYITHUKAM 00XOUTh 00sI3aTEIECTBO
PACKPBITHSI KITFOYa, UCIIOJIE3yeMOTo sl u(poBaHus JaHHBIX. OJHAM U3 MPUMEPOB TOTO, KAKUM 00pa3oM
MPECTYITHUK MOXET 000HTH 0053aTEIECTBO SIBIISETCS HCIOIB30BAHUE IPOTPAMMHOTO O0ECIICUeHHS IS

1K ppoBaHKs, OCHOBAHHOTO HA MPHHIMIIE "JIOCTOBEPHOTO OTPHIaHUs Bo3MOKHOCTH" 1500,
6.2.12  IIporpammHuoe obecrieueHHe yAaJeHHON Cy1e0HO IKCIIEPTU3BI

Kak nosicHeHO BEIIIIe, TTOUCK JOKa3aTeIbCTBA Ha KOMITBIOTEPE MOA03PEBAEMOro TpedyeT (U3NIECKOro TOCTYIa K
COOTBETCTBYIOIIEMY 000pYJOBaHHIO — KOMIIBIOTEPHON CUCTEME M BHEITHEMY 3aIIOMHHAIOIIEMY YCTPOUCTBY. JTa
MPOIIEypa B LIEIIOM COMIPOBOXKAACTCS HEOOXOMUMOCTBIO OTYUSHHS JOCTYIIA B KBAPTHPY, JOM HIH Orc
mojo3peBaeMoro. B aTom cirydae mogo3peBaeMslii OyIeT OCBEIOMIICH O MPOJODKAIOIIEMCS PACCICIOBAHUH B TOT
MOMEHT, KOT/Ia CJIE/IOBaTeN HavaIu poBeaenus nouckals0l, Dra unpopmanms MoKeT MPUBECTH K M3MEHEHHUIO B
nosenennn 302, Eciiu npecTynHuK, HaNMpUMep, Hanaal Ha HECKOJIBLKO KOMITBIOTEPHBIX CHCTEM, YTOOBI TECTHPOBATH
CBOH BO3MOXKHOCTH B IIPAKTHYECKHX IEIISAX JJIS TOJITOTOBKU rOpa3o OoJiee KPYMHBIX CEpHid HAMaAeHU B Oy IyneM
BMECTE C APYTrUMHU IIPECTYNHUKAMU, TO IIPOLEAYypa [IOMCKa Melllaja CIe10BaTessiM yCTaHOBUTb APYTUX
II0J103PEBAEMBIX, TaK KaK BEPOSATHO, YTO IIPECTYITHUK IPEKPATUT C HUMHU CBS3b.

Yro0Obl H36€XaTh 0OHAPYKEHUS TIPOIOJDKAIONINXCS PACCIIEJOBAHHM, OPraHbl OXPaHbl IIPABONOPSIKA TPEOYIOT
MHCTPYMEHT, KOTOPBIH Pa3peliaeT UM MOJTYYHTh JOCTYI K KOMITBIOTEPHBIM JaHHBIM, XPAHSIIMM PAacUeThl
T0/I03PEBAEMOT0, KOTOPBIE MOTJIM TAiiHO MCIIOJIB30BATHCS TIOA0OHO TeNe(pOHHOMY HAGIIONEHHIO LISl MOHUTOPHHIA
TenepoHHbIX 380HK0B! 03, Takoil HHCTPYMEHT 03BOJIUI GBI OPraHaM OXPaHbI IIPABONOPSIKA MOTYUHTh yAaTeHHbIH
JIOCTYII K KOMIBIOTEPY MOI03PEBAEMOTO U MCKaTh MH(OpManuio. B HacTosmIee Bpems BONpoc, HEOOX0JMMBI JIU
TaKhe UHCTPYMEHTHI MJIU HET, MHTeHCHBHO obcyskaanca! 304, Vike B noknanax 2001 roga ormevanock, uto GBP
Coenunennpix ltaToB pa3paboTano KiIaBUATYPHBIA MIIMOH, KAK HHCTPYMEHT JIJISl pacClieZIOBaHUH, CBA3aHHBIX C
HWHTEPHETOM T10]] Ha3BaHWEM "BOJIIICOHBIH (1)0Hap5"1505. B 2007 rogy ObuIH OITyOIUKOBAHBI IOKJIA/BI, YTO OPraHaMu
oxpanbl mpaBonopska B Coemunennpix LltaTax nCnosb30Banoch IPOrpaMMHOE 00€CTIEUEHHE IS OTCIIEKMBAHHUS
HPECTYNHHUKOB, KOTOPBIE UCTIOJIB3YIOT CPECTBA AHOHUMHOM cBa3n! 990, B noknasax ObUIM CCHUIKM Ha OpJep Ha
HpaBo 00ObICKA, IJIe UCIIONb30BaHHE MHCTPyMeHTa, HasbiBaeMoro CIPAV1307 Gpino 3atpe6osano! 598, Tlocne Toro,

1300 Regarding possibilities to circumvent the obligations see Ward, Campaigners hit by decryption law, BBC News, 20.11.2007, available at:
http:/mewsvote.bbc.co.uk/mpapps/pagetools/print/news.bbc.co.uk/2/hi/technology/7102180.stm.

1301 A detailed overview about the elements of search procedures as well as the challenges of carrying them ot is provided by the ABA International
Guide to Combating Cybercrime, 123 et seq. For more information on Computer-related Search and Seizure see: Winick, Searches and Seizures of
Computers and Computer Data, Harvard Journal of Law & Technology, 1994, Vol. 8, page 75 et seqq.; Rhoden, Challenging searches and seizures
of computers at home or in the office: From a reasonable expectation of privacy to fruit of the poisonous tree and beyond, American Journal of
Criminal Law, 2002, 107 et seqq.

1502 Regarding the threat that the suspect could manipulate or delete evidence and the related obligation to keep information about an on going
investigation based on Art. 20 confidential see above: Chapter 6.2.9.

1503 There are disadvantages related to remote investigations. Apart from the fact that direct access enables the law enforcement agencies to examine the
physical condition of storage media physical access to a computer system it is the only way to ensure that the files on the suspects computer are not
modified during the investigation. Regarding the importance of protecting the integrity of the examined computer system see: Meyers/Rogers,
Computer Forensics: The Need for Standardization and Certification, page 6, available at:
http://www.utica.edu/academic/institutes/ecii/publications/articles/ AOB7F5 1 C-D8F9-AODO-7F387126198F12F6.pdf.

1304 Regarding the plans of German law enforcement agencies to develop a software to remotely access a suspects computer and perform search
procedures see: Blau, Debate rages over German government spyware plan, 05.09.2007, Computerworld Security, available at:
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleld=9034459; Broache, Germany wants to sic spyware on
terror suspects, 31.08.2007, CNet News, available at: http://www.news.com/8301-10784_3-9769886-7.html.

1395 See: Siegfried/Siedsma/Countryman/Hosmer, Examining the Encryption Threat, International Journal of Digital Evidence, Vol. 2, Issue 3, available
at: https://www.utica.edu/academic/institutes/ecii/publications/articles’ AOBOC4A4-9660-B26E-12521C098684EF12.pdf ; Woo/So, The Case for
Magic Lantern: September 11 Highlights the Need for Increased Surveillance, Harvard Journal of Law & Technology, Vol. 15, No. 2, 2002, page
521 et seq., available at: http://jolt.law.harvard.edu/articles/pdf/v15/1 SHarvJLTech521.pdf; Spyware: Background and Policy issues for Congress,
CRS Report for congress, 2007, RL32706, page 3, available at: http://assets.opencrs.com/rpts/RL32706_20070926.pdf; Green, FBI Magic Lantern
reality check, The Register, 03.12.2001, available at: http://www.theregister.co.uk/2001/12/03/fbi_magic_lantern_reality_check/; Salkever, A Dark
Side to the FBI’s Magic Lantern, Business Week, 27.11.200, available at:
http://www businessweek.com/bwdaily/dnflash/nov2001/nf20011127_5011.htm; Sullivan, FBI software cracks encryption wall, 2001, available at:
http://www.criminology.fsu.edu/book/FBI%20software%20cracks%20encryption%20wall.htm; Abreu, FBI confirms “Magic Lantern” project
exists, 2001, available at: http://www.si.umich.edu/~rfrost/courses/SI1 10/readings/Privacy/Magic_Lantern.pdf.

1396 See: McCullagh; FBI remotely installs spyware to trace bomb threat, News.com, 18.07.2007, available at: http:/www.news.com/8301-10784_3-
9746451-7.html; Popa, FBI Fights against terrorists with computer viruses, 19.07.2007, available at: http:/news.softpedia.com/newsPDF/FBI-
Fights-Against-Terrorists-With-Computer-Viruses-60417.pdf; Secret online search warrant: FBI uses CIPAV for the first time, Heise News,
19.07.2007, available at: http://www.heise-security.co.uk/news/92950.

1307 Computer and Intemet Protocol Address Verifier.

1308 A copy of the search warrant is available at: http:/blog.wired.com/27bstroke6/files/timberline_affidavit.pdf. Regarding the result of the search see:
http://www.politechbot.com/docs/fbi.cipav.sanders.search.warrant.071607.pdf; For more information about CIPAV see: Keizer, What we know
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kak MenepanbHblii cya [ epMaHuK MOCTAHOBHII, YTO CYIIECTBYIOLIEE YTOJOBHO-MPOLECCYATBHOE TIPABO HE MO3BOJIAET
CJIe/I0BaTENSAM MCIO0JIb30BaTh IPOIPAMMHOE 0OecIIedeH e YAAICHHON CyneOHOM SKCIePTH3BI ISl TAHHOTO TIOMCKa
JIAHHBIX B KOMIBIOTEPE MO03PEBAEMOr0, HAYANACh IUCKYCCHS O HEOOXOMMOCTH BHECTH MONPABKH B
CYIIECTBYIOIIHE 3aKOHbI B 3T0i 06mactu! 599, B xoze auckyccun 6bi1a ony0iIMKoBaHa HHPOPMALHs, 4TO OPraHbl
pacciieIoBaHus HE3aKOHHO MCTIONB30BAIM MPOrPAMMHOE 00ECTIEYEHHE YAAIEHHOMN Cy1eOHON SKCIIEPTH3BI B XO/IE
napsl paccieaosanuii! 310,

O6c¢yxaamice 21! paznuunble KOHIENIMK "IPOrPaAMMHOTO 00€CTIEUEHHUs YIaIEHHOM CyneOHOM sKCnepTushl” 1
0c0o0eHHO ero Bo3MoxKHbIe GyHKIUHU. C TEOPETHIECKON TOUKH 3PSHUS MPOrPAMMHOE 00ECIICUCHUE MOXKET UMETh
cienyromue GyHKINU:

e OyHKIW MOUCKA — 3Ta (YYHKIUS MO3BOJIMUT OPraHaM OXPaHbI MPABOIIOPSIKA HCKATh HE3aKOHHOE
coJepKaHue M cobuparh MHpOpMauIo o (paiiiax, XpaHamuxcs B Komnbiotepe! 312,

e 3amucH — CIeAOBATEIN CMOTYT 3aMCHIBATh TAaHHBIE, KOTOPBIE 00pa0aThIBAIOTCS B KOMIIBIOTEPHOM CHCTEME
MoJI03peBaeMoro 0e3 IMOCTOSIHHOTO XpaHeHus. Eciu momo3peBaeMelil, HaIpUMep, UCTIONB3yeT yeayru VolP
JUTSL yCTAHOBIICHUSI CBSI3H C IPYTHMH IOJI03PEBaEMBIMHU, COJIEPIKaHUE pa3roBopa, B 00IIeM, He
coxpanurcs!d13, Tlporpammuoe obecrieueHue yiaaeHHON Cy1e0HOM SKCIIEPTH3BI CMOXKET 3aIicaTh
00OpabaThIBaeMbIe JaHHBIC, YTOOBI COXPAHUTH MX JIJIS CJCIOBATEICH.

e KiaBmaTypHOTro MIMHOHA — €CJIM IPOrPaMMHOE 00ECIIeUeHHE YAaTeHHO! Cy1eOHON SKCIIEPTH3BI COACPKHUT
MOJyJIb, KOTOPBIN 3aIIMCHIBAET HaXKaTHUs KJIaBUATyphl, ’TOT MOAYJIb MOKET UCIIOIb30BaThCA AJ1s 3aIIUCH
napoJiei, KOTOpbIi 110103peBaEMblii HCIIOIB3YET s IHMppoBanus Qaiinos!d14,

e  Unentudukanuu — 3Ta GYHKIHS TO3BOIUT JOKA3aTh CIEI0BATEISIM, YTO IOA03PEBACMEBIi y4acTBOBANI B
YTOJIOBHOM MPECTYIUIEHUH, J1aXKe €CJIM OH UCTOJIb30BaJl YCIYTH aHOHUMHOM CBSI3U, KOTOPbIE MEIIAIOT
CJIE/IOBATEINSIM BBIIBUTH MPECTYITHUKA, OTCIIEKHUBAIOIIETO HCTIONb3yeMble IP-ampecaldls,

®  AKTHBallMM BHEIIHUX YCTPOHCTB — MOKET ObITh MCIIONB30BAHO YIaJeHHOE MPOrpaMMHOe 0OecTieueH e Ist
BKJIIOUEHMS BeO-KaMepbl MM MUKpO(oHa KoMHaTe HaOmoaenus 310,

HeCMOTpSI Ha TO, YTO BO3MOXKHBIC ITPOTrPpaMMHBIC (byHKHI/II/I, KOTOpPbIC ITPEACTABIICHbI, 6yL(CT OYCHb ITIOJIC3HBI JJId
CHCHOBaTeHeﬁ, BAXXHO yKa3aTb HA TO, YTO CYHICCTBYCT LBl pAa IpaBOBBIX, a TAKIKE TEXHUYCCKUX prL[HOCTeﬁ,
CBs3aHHBIX C MCITOJIB30BAHUEM TAKOI'O IIPOTrpaMMHOI0 obecneuenus. C TEXHHYECKON TOYKH 3pCHUA, TOJIKHBI OBITH
MPUHATBI BO BHUMAHUEC CJIICAYHONINUEC ACIICKThI:

(now) about the FBI's CIPAV spyware, Computerworld, 31.07.2007, available at:
http://www.computerworld.com.au/index.php/id;1605169326;fp;16;fpid;0; Secret Search Warrant: FBI uses CIPAYV fort he first time, Heise Security
News, 19.07.2007, available at: http://www.heise-online.co.uk/security/Secret-online-search-warrant-FBI-uses-CIPAV-for-the-first-time--
/news/92950; Poulsen, FBI's Secret Spyware Tracks Down Teed Who Teen Makes Bomb Threats, Wired, 18.07.2007, available at:
http://www.wired.com/politics/law/news/2007/07/fbi_spyware; Leyden, FBI sought approval to use spyware against terror suspects, The Register,
08.02.2008, available at: http://www.theregister.co.uk/2008/02/08/tbi_spyware_ploy_app/; McCullagh, FBI remotely installs spyware to trace bomb
threat, ZDNet, 18.07.2007, available at: http:/news.zdnet.com/2100-1009_22-6197405.html; Popa, FBI Fights against terrorists with computer
viruses, 19.07.2007, available at: http://news.softpedia.com/newsPDF/FBI-Fights-Against-Terrorists-With-Computer-Viruses-60417 .pdf.

1309 Regarding the discussion in Germany see: The German government is recruiting hackers, Forum for Incident Response and Security Teams,
02.12.2007, available at: http://www.first.org/newsroom/globalsecurity/179436.html; Germany to bug terrorists” computers, The Sydney Morning
Herald, 18.11.2007, available at: http://www.smh.com.au/news/World/Germany-to-bug-terrorists-computers/2007/11/18/1195321576891 .html;
Leyden, Germany seeks malware 'specialists” to bug terrorists, The Register, 21.11.2007, available at:
http://www theregister.co.uk/2007/11/21/germany_vxer_hire_plan/; Berlin’s Trojan, Debate Erupts over Computer Spying, Spiegel Online
International, 30.08.2007, available at: http://www.spiegel.de/international/germany/0,1518,502955,00.html

1310 See: Tagesspiegel, Die Ermittler sufen mit, 8.12.2006, available at: http:/www.tagesspiegel.de/politik/;art771,1989104.

1511 For an overview see Gercke, Secret Online Search, Computer und Recht 2007, page246 et seq.

1512 The search function was in the focus of the decision of the German Supreme Court in 2007. See: Online police searches found illegal in Germany,
14.02.2007, available at: http://www.edri.org/edrigram/number5.3/online-searches.

1513 Regarding investigations involving VoIP see: Bellovin and others, Security Implications of Applying the Communications Assistance to Law
Enforcement Act to Voice over IP, available at http://www.itaa.org/news/docs/CALEAV OIPreport.pdf; Simon/Slay, Voice over IP: Forensic
Computing Implications, 2006, available at: http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/forensics/Simon%20Slay%20-
%20V oice%200ver%20IP-%20Forensic%20Computing%20Implications.pdf.

1514 This is the focus of the FBI software “magic lantern”. See: Woo/So, The Case for Magic Lantern: September 11 Highlights the Need
for Increased Surveillance, Harvard Journal of Law & Technology, Vol. 15, No. 2, 2002, page 521 et seq., available at:
http://jolt.law.harvard.edu/articles/pdf/v15/15HarvILTech521.pdf; Spyware: Background and Policy issues for Congress, CRS
Report for congress, 2007, RL32706, page 3, available at: http://assets.opencrs.com/rpts/RL32706_20070926.pdf; See also: ITU
Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 49, available at:
http://www.itu.int/osg/csd/cybersecurity/gca/global_strategic_report/index.html.

1315 This is the focus of the US investigation software CIPAV. Regarding the functions of the software see the search warrant, available at:
http://blog.wired.com/27bstroke6/files/timberline_affidavit.pdf.

1516 Regarding this functions see: Gercke, Secret Online Search, Computer und Recht 2007, page 246 et seq.
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®  TpymHOCTH, CBSI3AHHBIE C POLIECCOM YCTAHOBKH, — IPOIPAMMHOE 0OECTIEYEHHE JTOJDKHO ObITh YCTAHOBJIEHO HA
KOMITBIOTEPHYIO CUCTEMY TIOI03PEBAEMOT0. PacipocTpaHeH e BpeI0HOCHOIO POrPAMMHOTO 00ECTICUEHH S
JIOKA3BIBAET, YTO YCTAHOBKA [IPOrPAMMHOIO 00ECTIEYEHHs HA KOMITHEOTE T0JIB30BATENS MHTEPHETA (€3 ero
paspelenust HeBO3MOXKHO. Ho riaBHast pasHuI[a MEKIy BUPYCOM M IPOTPAMMHBIM 00ECTIEYEHHEM Y IATIEHHON
CyeOHOM DKCTIEPTH3bI (PAKTUUECKH 3aKITFOUAETCS B TOM, YTO POTrPAMMHOE 0OECTIEUEHHE YIAIEHHOMN Cy1e0HOM
SKCTIEPTH3bI HEOOXOMMO YCTAHOBUTh Ha KOHKPETHYHO KOMITBIOTEPHYIO CHCTEMY (KOMITBIOTED ITOZI03PEBAEMOTO),
B TO BPEM31 KaK KOMITLFOTEPHBIN BUPYC CTPEMUTCS 3aPa3UTh CTONBKO KOMITBIOTEPOB, HACKOJBKO 3TO BO3MOKHO,
03 HALIEIMBAHKS HA KOHKPETHYIO KOMITBIOTEPHYIO chcTeMy. CyIIECTBYET HECKOJIBKO CIIOCOOO0B, KaK
IPOrPaMMHOE 00ECTIEYEHHE MOYKET OBITH MEPEIAHO HA KOMITHEOTED M0/103peBaeMoro. Hampumep, ycraHoBka ¢
(pu3MUECKNM TOCTYIIOM K KOMITBIOTEPHOM CHCTEME; pa3MELIEHHE TIPOrPAMMHOTO 0OECTIEYEH s Ha BEO-caiiTe utst
CKAuMBAHKSL; JIOCTYII OHJIANH K KOMITBEOTEPHOM CHCTEME B 06XO0J1 MEp GE30MACHOCTH, & TAKIKE IPOrPAMMHOE
0becTiedeHre, CKPBITOE B TIOTOKE JIAHHBIX, CO3/IABAEMBIX B XO/IE JIEATENBHOCTH B HHTEPHETE, 3TO JIIIb
HECKOMBKO IpuMepoB 317, TIoCKONBKy 3aIMTHBIMK MEPAMH, TAKUMH Kak CPEJICTBA OOHAPYKEHHS BUPYCOB
OpaHIMay3pbl, OCHAIIEHO OOJBIIMHCTBO KOMITBIOTEPOB, LISl CIIEOBATENEH HAPSLY CO BCEMU METOJIAMU
Y/IAJIEHHOMN YCTAHOBKH CYILECTBYET U Psi| TpyAHOCTEd 18,

e TIpeumymiecTBO (PU3UIECKOro JOCTYTIA — IPOBOAUTCS bl psill AHAIIU30B, HAIPUMeEp, (pU3KMYECKas IPOBEpKa
cpencTBa 00pabOTKU JaHHBIX, TpeOyeT AocTymna k obopymaoBanuio. Kpome Toro, mporpamMmmHoe obecrieueHue
y/IaleHHOM Cy1e0HOM FKCIIEPTU3BI TIO3BOJIKIIO ObI CIIEIOBATENSM TOIBKO aHATU3MPOBATH KOMITHFOTEPHBIE
CHCTEMBI, TIOIK/TIOYEHHbIE K HHTepHeTY 31, Bosee Toro, o4eHs TpyIHO COXPaHUTh LIENOCTHOCTh KOMIbIOTEPHOM
cucTeMsl 1oj103peBaemMoro 520, B oTHOIIEHHH THX aCTIEKTOB MPOrPAMMHOE 00ECTIEYEHHNE YAATEHHOM Cy1e0HO
SKCTIEPTH3BI, B LIEJIOM, HE CMOKET 3aMEHHTH (PU3HHUECKUH OCMOTP KOMITLIOTEPHOM CHCTEMBI MOJI03PEBAEMOTO.

Kpome Toro, nieper BbIOIHEHNEM JAHHOT'O TOJIOKEHHUS] HEOOXOIMMO MPUHATH BO BHUMAHKE PsA/I PABOBBIX aCTIEKTOB,
KOTOpBIE MTO3BOJISIT CJIEIOBATEISIM YCTAHOBUTE IPOTPAMMHOE 00ECTICUCHNE YIATICHHOH CyIe0HOM SKCTIepTI3EL. | apanTry,
YCTaHOBJICHHBIE B YTOJIOBHO-IIPOLIECCYaAIbHBIX KOJIEKCaX, TAIOKE Kak M KOHCTUTYLIMM MHOTUX CTpaH, OrpaHUYMBatOT
MOTCHIMATBHBIC (DYHKIMH TaKOTO IPOrPaMMHOTO 00ecTieUeHus. B TononHeHne K HalOHATBHBIM acTleKTaM YCTaHOBKA
MPOTPaMMHOTO 00€CTICIEHHSI YIATIeHHOH CyIe0HOM AKCIIEPTH3bI MOTYT HapyIIaTh IIPUHITAI HAITMOHATIEHOTO
cyBepenuteral 52!, Ecin mporpaMMHOe 0GeCTIEYEHHE YCTAHOBIIEHO Ha HOYTOYK, KOTOPBIN BBIBE3EH M3 CTPAHBI TIOCIIE
TpoIIecca YCTAaHOBKH, TIPOrPaMMHOE 00€eCTIedeHNE MOYKET JaTh CIICI0BATEISIM BO3MOKHOCTD OCYIIIECTBISITH YTOJIOBHOE
paccrieJoBaHue Ha TEPPUTOPHU HHOCTPAHHOTO TOCYIAPCTBa O€3 COOTBETCTBYIOIIETO Pa3pEIeHHs] KOMIICTCHTHBIX OPTraHOB.

6.2.13 TpeGoBaHue aBTOPU3ALUH

[IpecTyHUKK MOTYT PUHUMATH OTPE/IETEHHBIE MEPBI, YTOOBI OCJIOKHUTE PaccieI0oBanue. B qononuenue k
HCTIOJIB30BaHMIO POrPaMMHOTO 00ECTIEYEH s, KOTOPOE MO3BOJISET MCIIOJIB30BaTh AHOHUMHYIO CBSI3b1 922,
UIEHTH(DMKALIMSA MOXKET OKa3aThCsl CII0MKHOM, €CIM MOI03PEBAEMBIi1 HCTIONB3yeT OOIIENOCTYITHBIA TEPMUHAT BBIXO/IA B
MHTEPHET WM OTKPBITHIE GECTIPOBOHBIE ceTH. OTpaHUYEHKs Ha IIPOM3BOICTBO MPOrPAMMHOIO 00ECTIEYEHHSI, KOTOPOE
TIO3BOJISIET MOJIB30BATENIO CKPBITH €r0/ee OOHAPYKEHHE U CIENIATh IOCTYITHBIM OOIIEIOCTYITHBIA TEPMHHAI BHIXO/IA B
MHTEPHET, KOTOPbIii He TPeOYeT NAEHTH(HUKALIHI, MOKET IIO3BOJIMTH OPraHaM OXPaHbl PABONOPsIIKa POBOUTE
paccnenoBanus 6onee d3dexrrBHO. [TpuMepoM Takoro moaxo/1a K OrpaHAYSHUIO UCTIONB30BAHUS O0IIEIOCTYITHBIX
TEPMHUHAIIOB JIJIsl COBEPILEHHS YTOJIOBHBIX PECTYILIeHHH, sBnsercs Crathst 71523 uranbsnckoi Jlupektusbn 1441524,

1517 Regarding the possible ways for an infection of a computer system by a spyware see: The spying game: how spyware threatens corporate security,
Sophos white paper, 2005, available at: http://www.cehs.usu.edu/facultyandstaft/security/sophos-spyware-wpus.pdf.

1518 With regard to the efficiency of virus scanners and protection measures implemented in the operating systems it is likely that the functioning of a remote
forensic software would require the cooperation of software companies. If software companies agree to prevent a detection of the remote forensic software
this could go along with serious risks for the computer security. For more information see Gercke, Computer und Recht 2007, page 249.

1519 1f the offender stores illegal content on an external storage device that is not connected to a computer system the investigators will in general not be

able to identify the content if they do just have access to the computer system via a remote forensic software.

520 With regard to the importance of maintaining the integrity during a forensic investigation see Hosmer, Providing the Integrity of Digital Evidence
with Time, International Journal of Digital Evidence, Vol. 1, Issue 1, available at:
https://www.utica.edu/academic/institutes/ecii/publications/articles/9C4AEBC25-B4 A3-6584-C38C511467A6B862.pdf; Casey, Error, Uncertainty,
and Loss in Digital Evidence, International Journal of Digital Evidence, Vol. 1, Issue 2, available at:
https://www.utica.edu/academic/institutes/ecii/publications/articles/ AO472DF7-ADC9-7TFDE-C80B5SE5B306A85C4 pdf.

1321 National Sovereignity is a fundamental principle in International Law. See Roth, State Sovereignity, International Legality, and Moral Disagreement,

2005, page 1, available at: http://www.law.uga.edu/intl/roth.pdf.

1322 Gee above: Chapter 3.2.12.

1523 Based on Att. 7 “anyone running an establishment open to the public or any kind of private association where devices or terminals, which can be
used for electmic data transmission or other communications, are made available to the public, to customers or members” is obliged to require a
licensce by local authorities and identify persons using the service. For more information see: Hosse, Italy: Obligatory Monitoring of Internet Access
Points, Computer und Recht International, 2006, page 94 et seq

1
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KoTopas ObL1a peodpasopana B 3akoH B 2005 roay (Legge Ne 155/20051525). D10 yenoBue BbIHYX)IAET 1060r0, KTO
HaMepeBaeTCs PEJOCTaBUTh OOIIECTBEHHBII JOCTYI B MHTEPHET (HanpuMep, HHTepHeT-Kade Win
yHuBepcuTeThl! 26) monatk 3asBKy Ha aBTOpH3amuio. KpoMe Toro, 4enoBek 00s13aH 3aIpOCUThL TPeOOBaHHUE K
uAeHTH(UKAINH OT ero/ee KIMEeHTOB JI0 MPEAOCTABICHUS UM JTOCTYIA K UCIIOJIb30BaHUIO YCIYTH. B CBsI3H ¢ TeM
(baKkToM, YTO YaCTHOE JIMIIO, YCTAHABIIMBAIOIICE OECIPOBOHYIO TOUKY JOCTYIIA, KAK MPABHUJIO, HE OXBAYE€HO 3THM
0053aTeILCTBOM, MOXKET OBITh BO3MOYKHOCTD JIOBOJILHO JISTKO 000MTH HaOIOICHNE, €CITH TTPECTYITHUKU HCTIOIB3YIOT
HE3AIMILECHHBIE YACTHBIE CETH, C TEM YTOOBI CKPBITh CBOIO JTHYHOCTH! 927,

MO>KHO YCOMHHUTBCS B TOM, OIPaB/IbIBACT JIM CTENIEHb YIIYULIeHUs paccieloBaHUi OrpaHUYEHuUE IOCTYTa B
HUHTEPHET U yCIyraM aHOHUMHOM CBs3U. becriaTHbIM 10CTyl B MHTEPHET CEro/iHs IPU3HAaH B KaUe€CTBE BayKHOTO
acIieKTa TaKkoro, Kak MpaBo Ha CBOOOTHBIN JOCTYI K HHPOPMAIIHU, KOTOPOE 3allIUIIASTC KOHCTUTYIIHEH B psIe
cTpaH. BrioiHe BeposATHO, YTO TpeOOBaHMS K MICHTU(GHUKANUY OyIyT BIHITH Ha UCIIOIH30BAHUE HHTEPHETA, TAK KaK
MOJIB30BATENH OYAYT Beeraa OOSThCS, YTO MX HCIIONIB30BAHNE HHTEPHETA ITpocMaTpuBaetcs. Jlaxe Toraa, korma
MOJIb30BATENH 3HAIOT, YTO UX JIEHCTBHS 3aKOHHBI, 3TO BCE €I11e MOXKET MOBJIUATH HA X B3aUMOJCHCTBHUE U
ucnonb3oBanue! 928, B 1o ke Bpemsl, IPECTYITHUKH, KOTOPBIE XOTST IPEAOTBPATUTH HAEHTH(PUKALMIO MOTYT JIETKO
o0oiit mponenypy naentudukamun. OHA MOTYT, HAIIPUMEP, UCIIONIF30BATh TEIe()OHHBIE KapTHI IPEIOIUIATHI,
KYIUICHHBIC 3 TPaHUIICH, KOTOpPBIC HE TPEOYIOT HACHTU(DHUKALINY JUIS TOCTYIA B UHTEPHET.

6.3 Mescoynapoonoe compyonuuecmeo
6.3.1 Beenenne

Bce Gobliee 9UCI0 KMOEPIPECTYILIEHUH UIMEIOT MEXKIyHAPOAHbIA MaciuTa6!92%. Kak oTMeuasnock BhIlIe, OfHA U3
IPUYHH 3TOTO SBIEHHUS 3aKIFOUAETCS B TOM, YTO CYIIECTBYET OYEHb Majlas HEOOXOAUMOCTh (PU3HYECKOTO
HPUCYTCTBMS JIMIA, COBEPIIMBILETO MPECTYILIEHHE B MecTe, TJie TpeocTapisiercs yeiyrals30, Kak ciencrsue,
IPECTYITHUKY, B OOILEM CITydae, He JOJKHBI IPUCYTCTBOBATH TaM, TJIe HAXOAMTCA kepTBa. B 001eM, paccieioBanus
KMOEPIPECTYIIIEHNH POBUTAIOTCS C HEOOXOAMMOCTBIO MEXTYHAPOIHOTO coTpyanudecTBal 3!, Onaum u3
KIJIFOUEBBIX TPeOOBaHUI CIIeI0BATENEH B TPAHCHAIIMOHAIBHBIX PACCIIEN0OBAHUAX SBIISETCS HEMEUIEHHAS PEAKIIAS
KOJIIETr B CTPaHE HAXOXKAeHUs npecTynHukald32, OcoGeHHo, Koraa 3T0 OTHOCUTCS K IPOOIeMe OTCYTCTBHS
TpaJMIMOHHBIX HHCTPYMEHTOB B3aMMOIIOMOIIH, B GOJIBIIMHCTBE CITy4aeB BHIIOJIHUTE TPEOOBAHHS B OTHOIIEHUH
CKOPOCTH pacciienioBanuii B uatepHete! 533, KonpeHuus o KubeprnpecTynHocTH yiesseT Bee 6ojiee BakKHOE 3HAUEHHE
MEXIYHapOJHOMY coTpyaHHUecTBY B CTaThsx ¢ 23 mo 35. JIpyroii moaxon coaepxkutcs B mpoekte CTIHPOPACKOI

KoHBeHIH 234,

1324 Decree 144/2005, 27 July 2005 (“Decreto-legge”). — Urgent measures for combating international terrorism. For more information about the Decree-
Law see for example the article Privacy and data retention policies in selected countries available at
http://www ictregulationtoolkit.org/en/PracticeNote.aspx ?id=2026.

1323 Eor more details see Hosse, Italy: Obligatory Monitoring of Internet Access Points, Computer und Recht International, 2006, page 94 et seq.

1326 Hosse, Ttaly: Obligatory Monitoring of Internet Access Points, Computer und Recht International, 2006, page 95.

1327 Regarding the related challenges see: Kang, “Wireless Network Security — Yet another hurdle in fighting Cybercrime” in Cybercrime & Security,
ITA-2, page 6 et seq.

1528 Biillingen/Gillet/Gries/Hillebrand/Stamm, Situation and Perspectives of Data Retention in an international comparison (Stand und Perspectiven der
Vorratsdatenspeichung im internationalen Vergleich, 2004, page 10, available at:
http://www .bitkom.org/files/documents/Studie_VDS_final lang.pdf.

1329 Regarding the transnational dimension of Cybercrime see: Keyser, The Council of Europe Convention on Cybercrime, Journal of Transnational Law
& Policy, Vol. 12, Nr. 2, page 289, available at: http://www.law.fsu.edu/journals/transnational/vol12_2/keyser.pdf.

Sofaer/Goodman, Cyber Crime and Security — The Transnational Dimension - in Sofaer/Goodman, The Transnational Dimension of Cyber Crime and
Terrorism, 2001, page 1 et seq., available at: http:/media.hoover.org/documents/0817999825_1.pdf;

1330 See above: Chapter 3.2.7.

1331 See Sussmann, The Critical Challenges from International High-Tech and Computer-related Crime at the Millennium, Duke Journal of Comparative
& International Law, 1999, Vol 9, page 451 et seq., available at: http://www.g7.utoronto.ca/scholar/sussmann/duke_article_pdf.pdf.

1332 Gercke, The Slow Wake of a Global Approach against Cybercrime, Computer Law Review International 2006, 141.

153 The need to speed up the process of international cooperation is pointed out in the Explanatory Report. See Explanatory Report to the
Convention on Cybercrime, No. 256: “Computer data is highly volatile. By a few keystrokes or by operation of automatic programs,
it may be deleted, rendering it impossible to trace a crime to its perpetrator or destroying critical proof of guilt. Some forms of
computer data are stored for only short periods of time before being deleted. In other cases, significant harm to persons or property
may take place if evidence is not gathered rapidly. In such urgent cases, not only the request, but the response as well should be
made in an expedited manner. The objective of Paragraph 3 is therefore to facilitate acceleration of the process of obtaining mutual
assistance so that critical information or evidence is not lost because it has been deleted before a request for assistance could be
prepared, transmitted and responded to.*

1334 See below: Chapter 6.3.9.
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6.3.2 OO01mme NPUHUMIIBI MEKIYHAPOJIHOI0 COTPYIHHYECTBA

Cratbs 23 KoHBeHIMH 0 KHOSPIIPECTYITHOCTH OTIPEACISIET TP OCHOBHBIEC IPUHIIAIA, Kacarolrecs
MEXIyHapOJHOI'O COTPYAHUYECTBA B PAacCiIeIOBaHUU KUOEPIPECTYIICHUM CPelu €€ UICHOB.

Cmamwsn 23 — Obugue npunyunsl, KACAOWUECA MEHCOYHAPOOHO20 COMPYOHULECMEA

Cmoponvt compyonuuaiom opye ¢ OpyeoM 8 COOMEEMCMEUU C NOJONCEHUSIMU HACOSWell 21aebl, d
maxoice nymem NPUMEHEHUs. COOMBEMCMBYIOWUX MEHCOYHAPOOHBIX OOKYMEHMO8 0 MeHCOYHAPOOHOM
compyoHuyecmee no Y20i06HbIM 0elaM, 002080PEHHOCMAM, OOCMUSHYMbIM HA OCHO8e eOUHO0OPA3HO20
UL 83AUMO00S3LIBAIOWE20 3AKOHOOAMENbCMEA U GHYMPEHHUX 3AKOHO8 8 MAKCUMATILHO B803MONCHOU
cmeneHu 8 Yeusix MNpoGeoeHUsi pAcCcie008anull Ui pazoupamenbcme, KACAIOUUXCsl VeOJ0GHbIX
npecmynieHull, Ces3aHHbIX C KOMNbIOMEPHbIMU CUCIEMAMU U OAHHBIMU, UTU OJIsL COOPA 6 INeKMPOHHOU
opme dokazamenbcme y20i08HO20 NPECMYNJIeHUSL.

Bo-nepBhIX, MpeArnonaraeTcs, YT0 YYaCTHUKU 00ECIIEYNBAIOT HAUOO0IIEe MIUPOKOE COTPYAHUIECTBO B 00IaCTH
MEXIIYHAPOJHOT'O PACCIICIOBAHUSA. DTO 0053aTEILCTBO OTPAKAET BAKHOCTh MEKAYHAPOIHOTO COTPYTHUYESCTBA B
paccienoBanun kubepnpectymwieanid. Kpome toro, Ctathst 23 oTMedaeT, 4To 0OIIHe MPHHIUITEI IPUMEHAMBI HE
TOJIBKO B PacciieIOBaHUH KHOEPIPECTYILUICHHUH, a B JIFOOBIX pacciIeIOBaHUIX ¢ HEOOXOAUMOCTBIO cOOpa
JTIOKA3aTeNILCTB B 3JICKTPOHHOU (hopMe. DTO BKIIFOYAST pacciieZIoBaHUe KHOSPIIPECTYILICHHUM, a TAK)KE pacClieZIOBaHUs
B TPAJAUIMOHHBIX cIydasx. Eciu mompo3peBaeMblil B yOUKHCTBE UCIIONB30BAJ YCIYTY IEKTPOHHOHN MOYTHI 32
py6exxom, Ctatbs 23 OyaeT MPUMEHSATHCS B OTHOIIICHUH PACCIICAOBaHUH, CBA3aHHBIX C JAHHBIMH, XPaHUMBIMH
HOCTaBIIMKOM yCIIyr XxocTuHral 335, Tperuii mpuHIMN 0TMEUaeT, 4TO MONOKEHHUS, KACAIOMIUECS MEXKTYHAPOIHOTO
COTPYJHHUYECTBA, HE MOAMEHSIOT MOJI0KEHUH MEXIYHAPOJAHBIX COTJIAIEHUH, B TOM, YTO KacaeTcsl B3aUMHOM
MIPABOBOI MOMOIIM U KCTPAAULIUU UM COOTBETCTBYIOIIMX MOJ0KEHUH BHYTPEHHETO 3aKOHOAATENNbCTBA,
KacaroluXcsl MEKIYHApOIHOTo coTpyaHruecTBa. CoctaBurenn KOHBEHIIMY OJYEPKUBAIOT, YTO B3aUMOITOMOIIIb
JIOJDKHA B LIEJIOM OCYIIECTBIISIETCS HA OCHOBE IIPUMEHEHHUSI COOTBETCTBYIOIIUX JOTOBOPOB M aHAIOTUYHBIX
coryameHwuii o B3anmonomomu. Kak cnencreue, KoHBeHHs He HAMEpPEeHa CO3/1aTh OTACIBHBIN OOIIUI pPeKUM
B3aMMOIOMOIIH. TakuM 00pa3oM, TOJILKO B TE€X CIIy4asx, KOT/ia CYIIECTBYIOIINE TOTOBOPHI, 3aKOHBI H MEXaHU3MbI
ellle HEe CO/IePIKaT TaKUX MOJNI0KEeHUH, Kaxkaass CTOpoHa JOKHA CO3/1aTh IPABOBYIO OCHOBY JIJISl OCYIIECTBIICHHE

ME3KTyHapOJHOTO COTPYAHHYECTBA, KaKk HU onpeeneHo B Konseniuu! 530,
6.3.3 IKCTpagunus

DKCTpauILIKs IPaKIaH OCTAETCs OJHON U3 CAMBIX TPYAHBIX aCIIEKTOB MEXIYHAPOHOrO coTpyaHudecTBald3’,
3ampockl 00 IKCTPATUINU OYEHb YaCTO IPUBOIST K KOHQIUKTY MEKIY HEOOXOTUMOCTBIO 3aIIUTHTh TPAXKIAH U
HEOOXOAMMOCTBIO OKa3bIBaTh MOICPKKY IIPOBOJIMMOTO PaccieIoBaHus B 3apyOexHol cTpaHe. CtaThs 24
onpeAenseT MPUHLHUIBI AKCTpaauluu. B otinune ot CtaThu 23 3TO MON0KEHHUE OrPaHUYEHO B OTHOLLIEHUH
MpaBOHApPYIIEHUH, ykazaHHbIX B KOHBEHLINH, U HE MPUMEHSETCS B CIIy4asiX, SIBISIOIIUXCA HE3HAUNTEIbHBIMU
(munreHne cBOOOIBI HA MAKCUMAIIBHBIN CPOK HE MEHEE OJTHOTO ronal338). Bo nzbexanue KOH()JIMKTOB, KOTOPKIC
MOTYT BO3HUKHYTH C y4eToM criocodHoctr CTOpPOH AenaTh oroBopkH, CtaThsi 24 0OCHOBaHA HA IPUHITUIIE JBOWHOM

YTIOJIOBHOM OTBETCTBEHHOCTH 193,

Cmamusn 24 — Ixcmpaouyus

la) Dma cmamos npumensemcs k saxcmpaouyuu medxicoy CmopoHamu 3a yeoiosHvie NpecmynjieHus.,
NpusHaHHvle Maxkogulmu 6 coomeemcemeuu co Cmamwamu 2 no 11 nacmosweti Koneenyuu, npu ycioguu

1333 See Explanatory Report to the Convention on Cybercrime, No. 243. The Member States have the possibility to limit the international cooperation
with regard to certain measures (extradition, real time collection of traffic data and the interception of content data).

1336 [ for example two countries involved in a cybercrime investigation already do have bilateral agreements in place that contain the relevant
instruments, this agreement will remain a valid basis for the international cooperation

1337 Regarding the difficulties related to the dual criminality principle see: Hafen, International Extradition: Issues Arising Under the Dual Criminality
Requirement, Brigham Young University Law Review, 1992, page 191 et seqq., available at: http:/lawreview.byu.edu/archives/1992/1/haf.pdf.

1538 The Explanatory Report clarifies that the determination of the covered offences does not depend on the actual penalty imposed in the

Particular cases. See: Explanatory Report to the Convention on Cybercrime, No. 245.

3% Regarding the dual criminality principle see: Hafen, International Extradition: Issues Arising Under the Dual Criminality Requirement, Brigham
Young University Law Review, 1992, page 191 et seqq., available at: http:/lawreview.byu.edu/archives/1992/1/haf.pdf.
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YUMo OHU SGIAIOMCS HAKA3YeMbIMU 6 COOMEEMCmeUU ¢ 3akonodamenvemeom obeux Cmopown 6 eude
AUeHUsL c860000blL HA CPOK He MeHee 00H020 200a, b0 Ha bojlee cmpozoe HaKa3aHue.

b) B cryuasx pazHulx MUHUMATbHOIX HAKA3AHUL, KOMOpble O0NINCHbL NPUMEHIMbCS 8 COOMBEMCMBUL C
002080PEHHOCIBIO HA OCHOBE €OUHOOOPA3H020 TUOO 83AUMO0DI3BIBAIOULE20 3AKOHOOAMENbCMBA U
0dozosopa o svioaue, exnouas Eeponetickyio kongenyuro 06 sxcmpaouyuu (ETS Ne 24), npumensiemvix
MedxHcoy 08ymaA  unu  6onree  CMOPOHAMU, OOJHCHO NPUMEHAMbCS MUHUMAIbHOEe —HAKA3aHue,
nPedyCMOMPEHHOE 8 PAMKAX MAKO20 CONAMEHUSL UL 002080Pd.

2 Yeonoenvie npagoHapyuwienus, YKasamHvle 8 nHyHkme [ Hacmosweu cmamvl, OOI’CHbL OblMb
BKIIIOUEHbl 8 Kauecmee NpecmynjieHutl, GIeKyWux dKCmpaouyuro, 6 Jadou 002080p o 8vloaue,
3akmouennvil mexcoy Cmoponamu. Cmopouvl 0053yI0Mcsi 6KI0YAMb MAKUe NPABOHAPYWEHUS 6
Kauecmee npecmynieHul, 1eKyuux evioavy, 6 100ou 002080p 0 8bloaye, 3aKIOYAeMblli MeHCOy HUMU.

3 Ecmu Cmopoua, obOycrasnusaowjas 3KCMpaouyuio Haiuyuem 002080pd, NOLyHaem 3anpoc Ha
axempaduyuro om opyeoti Cmopousl, ¢ KOmopoil He umeenm 002080pa 00 IKCMPAOUyul, OHa Modlcem
paccmampusams Hacmosiuylo Konsenyuio 6 kauecmee npagogoil 0CHOGbI O IKCMPAOUYUU 6 CEA3U C
JIHOObLM Y2ONI08HBIM NPECMYNIEHUEM, YIOMAHYMbIM 6 NyHKme 1 nacmosiwel cmamoi.

4 Cmoponwi, He obOycrasausarujue dKCMPAOUyuro HAYuem 002080pd, NPUSHAIOM Mexncoy coboll
V20108HblE NPECIMYNACHUSA, YHOMAHYMble 8 nyHKme 1 nHacmoswel cmambl, 8 Kauecmee npecmynieHul,
BNEKYUUX IKCMPAOUYUTO.

5 Dxempaduyus ocywecmensiemcest ¢ coomo0eHuem YCiosuil, npedyCMompeHHbIX 3aKOHOOAMeNbCMEOM
sanpawueaemoi. CmMopoHbl Ui NPUMEHUMBIMU 002080PAMU 00 IKCMPAOUYUU, GKIIOYAST OCHOBAHUS,
npu komopwix 3anpauiueaemas Cmopora mModicem omKazamo 6 evioaye.

6 Ecnu 6 evloaue 3a coseputenue Y20l06H020 NPECMYNICHUS, YKA3AHHO20 6 nyHKkme 1 nacmoswell
CmMamoil, OMKA3AHO UCKIIOUUMENbHO HA OCHOBAHUU 2PANHCOAHCMBA PA3bICKUBACMO20 TUYA UIU NOMOMY,
umo 3anpawueaeMdas CmMoOpoHa nolazsaem, umMoO OH obnadaem OPUCOUKYUEU 6 OMHOULeHUU
npecmynienus, 3anpawusaemas CmopoHa O0O0NXNCHA nepedamb 0el0 No Npocvbe 3anpauiusaioujeli
Cmopousl c60uUM KOMNEMEHMHbIM Op2aHam OJid yeleli Y20l108H020 Npecied08anus U OO0JHCHA
Cco00WUMb OKOHUAmenvbublll pezyavbmam 3anpawugarowei Cmopone 8 YCmaHoe1eHHOM nopsaoke. dmu
OpP2aHbl NPUHUMAIOM PEUEeHUs. U NPOBOOAM PACCIe008aHUS U CYOeOHble PA3OUpamenbCmed 8 mom Jice
nopsioke, umo u 0Jia 1100020 0pye020 NPecmyniieHus COnOCMaguUMo20 Xapakmepa 8 coOmeemcmeuu ¢
saxonamu smou Cmoponbsi.

7 a) Kaowcoas Cmopona 001dcHa 8 MOMEHM NOORUCAHUS UIU 8 MOMEHM COaYU HA XPAHeHUe C80e20
npasosozo akma pamuurayuy, NPUHAMUS, 0000peHUs UL NPUcoeourHerus coobwums I enepanbHoMmy
cexpemapio Cogema Eeponei nazeéanue u aopec Kaxcooco opeana, OMEEMCMEEHHO20 3d
ocywjecmenenue UnU NOLYHEHUe 3anpoca 00 IKCMpaouyuu uiu npeosapumenbHoM apecme 8
omcymcmeue 002080pa.

b) Tenepanvhviii Cexpemapo Cosema Egponvt dondicen co30amb U Xpanums 0OHOGAEHHYIL peecmp
VHOTHOMOYEHHbIX 0op2anos, HaznaueHnvix Cmoponamu. Kaowcoas Cmopona eapanmupyem, umo
ceedenus, cooepacauyuecst 8 pecucmpe, 6EpHbl 6Ce BPEMs.

6.3.4 OO0mme NPUHIMIIBI B3aHMOIIOMOIIH

OTHOCUTENBEHO B3auMONIoMOITH, CTaThst 25 TOMOTHSET MPUHITUIIBL, W3NI0KeHHbIe B CTaThe 23. OHUM U3 Haubomee
Ba)XXKHBIX MONIOXeHUH CTaThh 25 ABISIETCS MyHKT 3, B KOTOPOM MOIYEPKUBACTCS BAXKHOCTH OBICTPOIT CBSI3U B
paccienoBanun kubepnpectymienuii! 340, Kak ormeuanock panee, psj paccieaoBanuii KubepnpecTyieHuii Ha
HAI[MOHAIBHOM YPOBHE ITPOBAJIMJICS 110 IIPUYMHE TOTO, YTO PACCIICOBAHUS IITH CIIMIIKOM JIOJITO U BAXKHBIC JJAaHHBIC
ObLIM yJaleHbl, IPEK/E Y€M MPOLEAYPHBIMHE MEPAMHU NPEANUCATIN COXPAHUTh X M U3bATH 24!, Paccnenosanus,

1340 §ee Explanatory Report to the Convention on Cybercrime, No. 256: “Computer data is highly volatile. By a few keystrokes or by
operation of automatic programs, it may be deleted, rendering it impossible to trace a crime to its perpetrator or destroying critical
proof of guilt. Some forms of computer data are stored for only short periods of time before being deleted. In other cases, significant
harm to persons or property may take place if evidence is not gathered rapidly. In such urgent cases, not only the request, but the
response as well should be made in an expedited manner. The objective of Paragraph 3 is therefore to facilitate acceleration of the
process of obtaining mutual assistance so that critical information or evidence is not lost because it has been deleted before a request for
assistance could be prepared, transmitted and responded to.*

1341 See above: Chapter 3.2.10.
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KOTOpbIe TpeOYIOT OKa3aHHs B3aMMHOI MPaBOBOI MOMOIIM B IEJIOM 3aHUMAIOT €ellle 6oJIblle BPEMEHHU H3-3a
3aHUMAIOMIKUX BpeMs (OpMabHBIX TPeGOBAHHIA 110 YCTAHOBIIEHHIO CBA3U C OPraHaMU OXPaHbl PABOTIOPSIIKA.
KoHBeHIMs pelaer 3Ty npobiaeMy, MoJ4epKHYB BaKHOCTh CO3JaHHs YCIOBMii /I yCKOPEHHOTO MCIOJIb30BAHMUS
cpesicTB KoMMyHHUKanuu 542,

Cmampsa 25 — O6uwue npunyunsl, Kacaowuecs 63aumMonomouiu

1 Cmoponvl okaszvieaiom opye Opyey 83aUMONOMOUb 8 MAKCUMATLHO B03MONMCHOU CMENeHU 6 yensix
npo6edeHUs] paAcCled08anull U pazoupamenscms, KAcaowuxcsi y2oa08HbIX NPECyNieHull, CEsI3aAHHbIX
C KOMNbIOMEPHBIMU CUCEMAMU U OAHHBIMU, UAU 015 cOOpA 6 IJIEKMPOHHOU opme 0OKAZAmMenbCme
V20lI08HO20 NPECTNYNACHUSL.

2 Kaoicoass Cmopona 001dCHA Makdice RPUHUMAMb MaKue 3aKoHo0amesbhble U UHble Mepbl, KOmopbie
Mocym 6bimb HeoOX00UMbL 0151 BLINOHEHUS 003AMenbCMe, U3N0JIceHHbIX 8 Cmamwsix 27 no 35.

3 Kaoicoass Cmopona modicem, 6 ciyuae upe3sblHaiiHblx 00CmOosmenbcms, coeianms 3anpoc 00 OKa3aHuu
63AUMONOMOUU UTU COCOUHEHUSL C UCHOTIb30BAHUEM CPEOCHI8 YCKOPEHHOU C853U, 8 MOM YUCTe NO (aKcy
WU NO DJIEKMPOHHOU Noume, NPpU YCI08UU, YMo makue cpeocmed 0becnevugarom coomeemcmeyouue
VposHU 6e30nachocmu U aymeHmupurayuy (8 mom Yucie ¢ UCHOIb308AHUEM CPEOCME WUPPOBAHUS, 8
cyuae HeobXo0UMOCmUL), ¢ OPUYUATILHLIM NOOMBEPICOCHUEM, KO20d MO Mpedyemcs 3anpauiuéaemor
Cmoponoii. 3anpawueaemas Cmopora O00NHCHA NPUHAMb U OMEEMUMb HA 3aNPOC, NPOU3BEOEHHDbI
JHOBBIM MAKUM YCKOPEHHbLe CPEOCMEOM KOMMYHUKAYUL.

4 3a uckmoyenuem cayuaes, CHeYudarbHO NPEOYCMOMPEHHbIX 6 CHMAMbsAX HACMOoswel 2iaebl,
63AUMONOMOUWb  OOJICHA — OblMb  NPe0OCMmAsieHd ¢ YY4emom  VCio8ull, — NpeodyCMOMPEeHHbIX
3axkonodamenvcmgom 3anpawugaemor Cmopousl uiu NPpUMEHUMbIMU 002080PAMU O 83AUMONOMOUU,
BKIIOUAST OCHOBAHUS, HA KOMOpbIX 3anpawusaemas CmMOPOHa MOdcem 0mKa3ams 6 COmpyoHuiecmee.
3anpawusaemas Cmopona ne OOMICHA OCYWECMEIMb NPABO OMKA3A 6 OKA3AHUU 83AUMONOMOWU 6
OmHOWeHUU npecmynieHul, ykazanuvix 6 Cmamwsax 2 no 11 monvko Ha mom oCHO8aHUU, YMo Npocvoa
Kacaemcs npecmynjieHust, Komopoe oHa noaazaen Haio208biM nPasoHaApPyUeHUeM.

5 B mex cayuasix, Ko20a 8 COOMEEMCMEUU C NONONCEHUIMU HACMOsUWel 21a6bl 3anpauiuéaemor
Cmopone paspeuieno oKkazbléanmsv 63AUMONOMOWb 8 3AGUCUMOCIU ONM HAAUYUsL OBOUHOU V2OJ08HOU
OMEEeMCMBEHHOCIU, MO YCI08UE CUUMAEMCS BbINOJHEHHbIM, HEe3a8UCUMO ONl MO20, C80U 3AKOHbL
onpedenunu coomeemcmsyioujee OesiHue 6 OAHHYI0 Kame2opuio RpecmynieHull uiu npecmynjienue
onpeoeneHo ¢ noMoubio mepmurnonouu sanpawusaroujeti Cmopousi, eciu oesiHue, iexcauee 8 0CHO8e
npecmynienus, Ol KOMOPO20O 3anpaiusaemcss NOMOWb, S6/IAeMcsl Y2Ol06HbIM HPECMmynIeHUeM 6
COOMBEemMCmsUl ¢ ee 3aKOHAMU.

B pamkax pacciie/l0BaHHs KUOEPIPECTYIUIeH H, OCYIIECTBIAEMbIX Ha HAIMOHALHOM YPOBHE, MOTYT ObITh
0OHApPYKEHbI CBA3U C MPECTYILIEHUAMHU, OTHOCAIIUMUCS K APYToil cTpaHe. B ciyuae opraHoB oXpaHbl
TIpaBONOPS/IKA, HAPUMEDP pacciie0BaHKE IETCKOM TTOPHOrpadum, OHU MOTYT HailTH MH(pOPMAIMIO O HeaopuIax U3
JPYTHX CTPaH, KOTOPbIE yYaCTBOBAJIM B 0OMEHE JIeTcKoi nopHorpadueii! 343, Ctares 26 ycTaHaBIMBaeT HOJIOKEHHS,
KOTOPBIE SABJISIOTCS HEOOXOAUMBIMH JUIs OPIaHOB OXPaHbI IPABONOPSIKA 0 HHPOPMUPOBAHUIO HHOCTPAHHBIX
OpraHoB OXpaHbl IPABOIOPsIKA 6€3 yrpo3bl 1JIs CBOET0 COOCTBEHHOTO paccienoBanus ! 944,

Cmambs 26 — Cnonmannan ungopmayus

1 Jhobas Cmopona modcem, 8 pamkax c80e20 6HYMpeHHe20 3aKoHodamenbcmea U 6es
npeosapumenvHo2o 3anpoca Hanpasums opyeou Cmopore unghopmayuio, NOIYHEeHHYIO 8 PAMKAX CE0E20
COOCMBEHHO20 paccied08anUs, eciu OHA Nojadzdem, Ymo pAcKpvlimue maxoi UH@oOpMayuu modicem
cnocobcmeosamsy  noayuarweln  ungopmayuro  Cmopone 8  030yJicOeHuUU UMU  NPOBe)eHUl
paccne0oganuli  unu - pasoupamenbcme, KACAIOWUXCSA  Y2ONO06HbIX — NPEeCMyNaeHul, HPUSHAHHBIX
maxkosuiMu 8 coomeemcmeuu ¢ Hacmosawel Kouseemyuetl, unu modcem npugecmu K npocvoe o
compyonuuecmee ¢ 3moti CmopoHoU 8 COOMEemMcmeuu ¢ HACmosiel 21agoi.

2 Jlo npedocmasnenus maxou ungopmayuu, npedocmasisiowjas Cmopona moxcem npocums 0 mom,
YUMo MO HOCUNIO KOHPUOCHYUANbHBLI XAPAKMeP U UCROb308AL0Ch MOILKO NPU COOMOOEHUU YCOBUIL.

1342 gee Explanatory Report to the Convention on Cybercrime, No. 256.

1343 This information often leads to successful international investigations. For an overview about large scale international investigations related to child
pormography see: Krone, International Police Operations Against Online Child Pornography, Trends and Issues in Crime and Criminal Justice, No.
296, page 4, available at: http://www.ecpat.se/upl/files/279.pdf

1344 Similar instruments can be found in other Council of Europe Convention. For example Article 10 of the Convention on the Laundering, Search,
Seizure and Confiscation of the Proceeds from Crime and Article 28 of the Criminal Law Convention on Corruption. The Council of Europe
Conventions are available at: http://www.coe.int.
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Ecnu npunumarowas Cmopona e modcem 8blnOIHUMb MAKYIO NPOCOY, OHA QOJICHA Y8e0OMUMb 00
amom npedocmasnsiowylo CmopoHy, Komopas 6 makom ciyuae onpeoeisiem, O0NNCHA U 6 MAKOM
cnyuae ungopmayus bvims npedocmaenena. Ecau npunumarowjasi Cmopona npunumaem uH@opmayuio
¢ cobnooenuem yciosut, OHA 0083aHA BLINOTHUMD UX.

OmxHo 13 Hanboee BaXHBIX mosioxeHnit CtaThu 26 CBA3aHO C KOHPHICHIINATHHOCTEIO HH(pOpMAaLuK. B cBsi3u ¢ TeMm,
YTO PpAJl pacciieZIOBaHUI MOXKET ObITh MIPOBEAEH YCIEIIHO, €CIIH MPECTYMHUK HE 3HAET O MPOUCXOISIIEM
paccienoBanun, CtaThst 26 obecneunBaeT NPeIOCTABISIONIEH CTOPOHE 3aIpoca KOHPHUICHINATEHOCTH B OTHOILICHUN
nepenaBaemMoii nHpopmarmy. Eciin KOHQHICHINATEHOCT HE MOXKET OBITh TapaHTHPOBAHA, TPEI0CTABIIIONIAs
CTOpPOHA MOXKET OTKA3aThCsl OT MHPOPMAIIMOHHOTO TIpoliecca.

6.3.5 IIpoueaypsl, cCBSI3aHHBIE € 3AMPOCAMYU B3aMMHOI MOMOIIM U OTCYTCTBUE MPUMEHUMBIX
MEKITYHAPOIHBIX COrJIanieHuii

Kaxk u Crates 25, CtaThst 27 OCHOBBIBAETCS Ha HJIE€ O TOM, YTO B3aUMHAs IPaBOBast [IOMOIIb JODKHA
OCYIIECTBJIATHCA HAa OCHOBE IPUMEHEHHS COOTBETCTBYIOIIHUX JIOTOBOPOB M aHAJIOTHYHBIX COTJIANICHHM, @ HE CCBUIOK
Tosibko Ha Konennmro. CocraBurenn KOHBEHIIMN PEIIMIIN HE CO3/IaBaTh PEXKUM OTACIBLHON 005A3aTeIbHOM
B3aMMHOI ITPaBOBOii oMo B pamMkax Konsenruu!343. Ecim 1pyrue 10KyMEHTBI yKe HalId CBOE MECTO,

Cratbu 27 1 28 He UMEIOT OTHOLIEHUS K KOHKPETHBIM 3arnpocaM. TONIbKO B Te€X cilydasx, Korjaa Apyrue mpaBuiia He
npumensitorces, Ctatbu 27 1 28 peaycMaTpuBarOT Pl MEXaHU3MOB, KOTOPBIE MOTYT OBITh HCIIOIB30BAHBI JIS
OCYIIECTBJICHHS B3aMMHOM MPAaBOBOI TTOMOIIIH.

HaubGonee BaxxHbIE acHEeKThI, peryaupyemsle CTaTheil 27, BKIIOUAIOT:

e 00s3aTenbCTRA 110 CO3AHMIO HA3HAYEHHBIX KOHTAKTHBIX IIEHTPOB IS 3al[POCOB HA OKA3aHUE B3aHMHON
1paBoBoii momoru! 546;

L4 TpeGOBaHI/Ie Hpi[MOﬁ CBA3HU MEXKAY KOHTAKTHBIMU IIECHTPAMU BO n30eKaHue oo npouenyp511547; u,
L4 CO31aHUC 6a3 JAaHHBIX CO BCEX KOHTAKTHBIX HEHTPOB FeHepaJ'[I)HBIM CCKpETApEM Cosera EBpOHBI.

Kpome Toro, Crates 27 onpenensier orpaHudeHnsi, OTHOCSIIUECS K 3alpocaM Ha okazanue rnomouu. CTopoHa
KoHBeHIIMM MOET O0TKa3aTh B COTPYIHUYECTBE:

® B Cclyyae MOJUTHYECKUX MPECTYIUICHUI; U/ Uiy,

L4 €CJIM OHAa CYUTACT, YTO COTPYAHUICCTBO MOKET HAHECTU ymep6 €€ CYBCpPCHUTCTY, 6€3OHaCHOCTI/I,
OGHICCTBGHHOMy NOopsAAKY WIN APYTUM KU3HCHHO BAXXHBIM UHTCPECAM.

CocraButenu KoHBEeHIMH BUEIN HEOOXOAUMOCTh TOT0, YTOObI CTOPOHBI B HEKOTOPBIX CIIydasX OTKa3ajlhCh OT
COTPYHHYECTBA, C OJIHOM CTOPOHBI, @ C IPYTOl CTOPOHBI OTMETHIIH, YTO CTOPOHBI JIOJKHBI OCYIIECTBIIATH OTKA3 OT
COTPYHHYECTBA C OCTOPOKHOCTHIO BO M30€kKaHHE NPOTHBOPEUHI C M3JI0KEHHBIMY PaHEe MPMHIMIIaMu ! 48,
[T05TOMy 0COGEHHO BaXKHO ONPEETUTh TEPMUH "PyTUe JKU3HEHHO BAXKHBIE MHTEPECH!" B Y3KOM CMBICIIE.
I[MosicHuTeNnbHBIH 10KIa K KOHBEHIIMM 0 KHGEpHIpeCTyMHOCTH ONMPEENSET, YTO 9TO MOKET ObITH B TOM C/IyYae, eclii
COTPYHHYECTBO MOKET IIPUBECTH K PAJMKAIBHBIM TPYAHOCTSAM JUIS 3alpamuBaeMoil croporsi! 349, C Touku 3penus
COoCTaBHTENEH, NPOOIEMBI, CBA3aHHbIE C HEaJeKBATHBEIMU 3aKOHAMH O 3aIllUTe JAHHBIX, HE CUUTAIOTCS IPOOIEMaMu,
MMEIOIINMH KU3HEHHO BaskHOe 3HaueHue!530.

6.3.6 Bpemennbie Mepbl 10 B3aUMHON MOMOIITU

Cratbu 28-33 ABJAIOTCS OTPasKEHUEM MPOIIECcCyanbHbIX JoKyMeHToB KonBeHmu o kubepnpectynnoctu! 31,
KonBeHmus 0 kuOepnpecTynmHOCTH CONEPKUT LEbIH Psifl IPOLECCYANbHBIX JOKYMEHTOB, KOTOPbIE IPU3BaHBI

1343 See Explanatory Report to the Convention on Cybercrime, No. 262.

1346 Regarding the 24/7 network points of contact see below: Chapter 6.3.8.

1347 See Explanatory Report to the Convention on Cybercrime, No. 265: “Initially, direct transmission between such authorities is
speedier and more efficient than transmission through diplomatic channels. In addition, the establishment of an active central
authority serves an important function in ensuring that both incoming and outgoing requests are diligently pursued, that advice is
provided to foreign law enforcement partners on how best to satisty legal requirements in the requested Party, and that particularly
urgent or sensitive requests are dealt with properly.”

1348 See Explanatory Report to the Convention on Cybercrime, No. 268.

1349 See Explanatory Report to the Convention on Cybercrime, No. 269. “Such a situation could arise if, upon balancing the important
interests involved in the particular case (on the one hand, public interests, including the sound administration of justice and, on the
other hand, privacy interests), furnishing the specific data sought by the requesting Party would raise difficulties so fundamental as
to be considered by the requested Party to fall within the essential interests ground of refusal.”

1330 See Explanatory Report to the Convention on Cybercrime, No. 269.

1351 See above: Chapter 6.2.
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yIydIIuTh paccienosanus B Iocynapersax-Unenax 552, Uto kacaeTcs IPUHIIMIIA HALMOHATIBLHOTO CyBepeHuTeTal 553,
9TH UHCTPYMEHTBI MOTYT OBITh HCIIOJB30BaHbI TOJBKO JJISl IIPOBENICHUS pacclieIOBAHUI HA HAIIMOHATILHOM
yposre!334, Eciu cieioBaTen NOHMMAIOT, YTO I0KA3aTeNbCTBA 0JKHbI ObITH COOPAHbI 3a MPEIEIaMu UX
TEPPUTOPHH, OHHU JIOJDKHBI CIEaTh 3alpoc 00 OKa3aHWHU B3aMMHOM MpaBoBoil momoriu. B nonoianenue k Ctarbe 18,
KaKIbIH U3 IOKYyMEHTOB, yCTaHOBIEHHBIX CTaThsiMu 1621, uMeeT cooTBeTCTBYIOIIEE MooxkeHne B Ctarbsix 28-33,
9TO MO3BOJISIET OpPraHaM OXpPaHbl IIPABOMOPSIIKA MPHUMEHSITH IPOLECCYaTbHbBIC JOKYMEHTEHI MO 3aIpOCy HHOCTPAHHOTO
opraHa OXpaHbl MPaBOIMOPSAKA.

COOTBeTCTByIOlHee

IIponeccyajabHbIe JOKYMEHTBI
poueccy oKy noJioskenne ML

Cratbs 16 — OnepatuBHOE 00€CIICUCHHE COXPAHHOCTH XPAHUMOKN Cratbs 29
KOMIbIOTepHOH uH(opmanuu 555

Cratbs 17 — OnepatuBHOE oOecrieueHre COXPAHHOCTH M YaCTUIHOE Crarbs 30
PACKpBITHE JaHHBIX O Tpaduke! >0

Cratba 18 — ITopsagok npoussoacTealds?

Cratbst 19 — [1OMCK U U3BIIEUEHUE XPAHUMBIX KOMIBIOTEPHBIX JaHHbIX 338 Cratpst 31

Cratbs 20 — C60p maHHBIX 0 TpadUKe B PEXKUME PEATHLHOTO BpeMenu! 359 Cratbs 33

Cratbs 21 — IlepexsaT uH(OPMAIMOHHOrO KOHTeHTa! 00 Crarbs 34

6.3.7 TpaHcrpaHUYHBIN JOCTYI K JAHHbIM, COXPAHEHHBLIM B IAMSATH KOMIbIOTEPa
Yy

B 1010/1HEHHE K YHCTOMY OTPAKEHHIO TIPOLIEAYPHBIX TIONOKEHHUH cocTaBuTenn Kouperimu o6cyumm
OOCTOSITENBCTBA, TIPH KOTOPBIX OPraHbl OXPAHBI IIPABOIOPSIKA MOTYT MOJIYYUTh OCTYI K KOMITBFOTEPHBIM JaHHBIM,
KOTOPBIE HE XPAHATCS HA UX TEPPUTOPUH M HE HAXOJSTCS MOJ] KOHTPOIEM KAaKOTrO-TH00 JIUIA HA UX TEPPUTOPHUH.
Cocrapurenn KOHBEHIIMH yIATI0CH JIOTOBOPUTHCS O JBYX CITy4asix, KOT/Ia PACCIIEN0BAHKE JIOJIKHO OBITh MPOBEIEHO
OJIHMM OPTaHOM OXPAaHbI IPABOMOPSIKA 6€3 HEOOXOMMMOCTH B 3aIIPOCE 00 OKA3aHMH B3aMMHOI PABOBOM
nomouu 0!, Nlaneueiiiue cornamenus HeBo3MOXHBI Y02 1 1axe TOCTUTHYTOE PEIICHUE ELIE KPUTUKYETCS

rocyaapctBamu — unenamu Cosera Epporpi 1503,

OTu ABa ciay4as, KOrja opraHbl OXpaHbl IIPaBONOPSIKa MOI'YT IIOJIY4YUTh HOCTYII K JaHHBIM, XPAHAIIMMCS BHE UX
TEPPUTOPHH, CBS3AHBI C:

e 00menoCTyHOM HH(pOpMaIHeit; n/um

®  JJOCTYM C COTJIACHsl yIPABJISIONIETO JIUIIA.

1352 The most important instruments established by the Convention on Cybercrime are: Expedited preservation of stored computer data (Art. 16),
Expedited preservation and partial disclosure of traffic data (Art. 17), Production order (Art. 18), Search and seizure of stored computer data (Axt. 19),
Real-time collection of traffic data (Art. 20), Interception of content data (Art. 21).

1353 National Sovereignty is a fundamental principle in International Law. See Roth, State Sovereignty, International Legality, and Moral Disagreement,
2005, page 1, available at: http://www.law.uga.edu/intl/roth.pdf.

1334 An exemption is Art. 32 Convention on Cybercrime — See below. Regarding the concerns related to this instrument see: Report of
the 2™ Meeting of the Cybercrime Convention Committee, T-CY (2007) 03, page 2: “[...]Russian Federation (had a positive
approach towards the Convention but further consideration would have to be given to Article 32b in particular in the light of
experience gained from the use of this Article).

1333 See above: Chapter 6.2.4.

1336 See above: Chapter 6.2.4.

1357 See above: Chapter 6.2.7.

1338 See above: Chapter 6.2.6.

1339 See above: Chapter 6.2.9.

1360 See above: Chapter 6.2.410.

1361 See Explanatory Report to the Convention on Cybercrime, No. 293.

1362 “The drafters ultimately determined that it was not yet possible to prepare a comprehensive, legally binding regime regulating this area. In part, this
was due to a lack of concrete experience with such situations to date; and, in part, this was due to an understanding that the proper solution often
turned on the precise circumstances of the individual case, thereby making it difficult to formulate general rules.” See Explanatory Report to the
Convention on Cybercrime, No. 293.

1363 See below in this chapter.
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Cmamova 32 — Tpancepanuunulii 00cmyn K OAHHBIM, XPAHAWUMCA 6 NAMAMU KOMRblomepa, ¢
COOMEEmcmeyIoue20 co2nacus Uil K 00uedoCmyntoim 0aHHbim

Cmopona moacem b6e3 coanacus Opyeori CmopoHwl:

a) nonyuame docmyn K 06uedoCmynHoiM (OMKpPbIMOMY UCTOYHUKY) OAHHBIM, XPAHAWUMCS 68 NaAMAMU
KOMNbIOMePA, He3a8UCUMO O UX 2e02paPuUUecKo20 MeCIONOIONCEHUA; UTU

b) nonyuamv uepe3 KOMNBLIOMEPHYIO CUCMEMY HA C80el Meppumopuu OOCMYn K XPAHAWUMCA HA
meppumopuu Opyeou CmopoHbl KOMNbIOMEPHLIM OAHHLIM UAU NoAyuams ux, ecau sma Cmopona
uMeem 3aKoHHoe U 006POBOIbHOE co2nacue TuYa, KOmopoe umeen 3aKOHHbLE NOTHOMOYUS PACKPLIEAMb
amu oannvie smoti Cmopone uepe3 maxyro KOMNbIOMEPHYIO CUCEM).

Jlpyrue cuTyanuu He TOANaAaoT noa Aeiictue CTaThy 32, HO TAKKe He MCKIHOYaroTes 504,

Cratbs 32 oTMEYaeT, 4TO, €CIIH COOTBETCTBYIOIINE TAHHEIC SBIITIOTCS OOIIEOCTYITHBIMI, HHOCTPAHHBIE OPTaHb
OXpaHBI IPABOMOPSIKA HMEIOT IPABO AOCTYMA K 3Tol mH(popManuu. [Ipumepom obmien0cTyTHOH HHpOpMAIIH
siBIsieTcst mH(popMaIus Ha BeO-caiiTax 6e3 KOHTPOJIS AOCTYIa, HanpuMmep napoineit. Ecinu cnenosarensm He Oyner, B
OTIIMYHE OT JIF0OOTO APYTroro MOJIB30BATENS, paspelleH JOCTYII K 3TUM BeO-caiiTam, 3TO MOXKET CEphe3HO 3aTPYAHUTD
ux paboty. Takum o0pa3om, 3Ta repBas CUTyarus, paccMoTpeHHast B Cratbe. 32, IMPOKO pacipocTpaHeHa.

Bropoii cutyanueit, npu KOTOpOi opraHbl OXpaHbl IPAaBONOPSIKA MOTYT MOJIYYHUTh AOCTYH K IaHHBIM, XPaHALIUMCS
Ha KOMITBIOTEpE 3a MpeiesiaMi UX TEPPUTOPHH, SBISIETCS CUTYyallks, KOTAa ClIeI0BATeIH MOMYYHIN 3aKOHHOE U
JTO0OPOBOJIFHOE COTIIACHE JINIA, KOTOPOE MMEET 3aKOHHBIC TIOJIHOMOYHSI PACKPHIBAT TaHHEBIE. DTO pa3perieHue
HOJBEPIIIOCH CypOBOii KpuTHke! 993, CyIlecTByIOT BECKMe apryMeHThI IPOTHB TaKOTo peryiupoBanus. Hanbonee
Ba)KHBIM U3 HUX SBJISAETCS TOT (PAKT, YTO CO3AaHUEM BTOPOTO CIIydasi COCTaBUTENIM KOHBEHIINY HApyIIaroT
JIOTMaTUYIHYIO CTPYKTYPY peXrMa B3auMHOM npaBoBoi momomu. B Cratee 18 cocraButenu KonBeHInm no3Bonuian
paccienoBaHue B MOPSAKE IPEACTABICHHS JaHHBIX. DTOT JOKYMEHT HE MOXET OBITh IPHMEHEH IIPH [IPOBEICHUN
MEXIIYHapOJHBIX paccieloBaHUN, TOCKOJIbKY COOTBETCTBYIOIIEE MOJIOXKEHHUE B ri1aBe 3 KOHBEHIIMU OTCYTCTBYET.
BwMmecTo oTKa3a 0T JOrMaTu4ecKoro CTPyKTYpbI, HO3BOJISIIOIIET0 HHOCTPAHHEBIM CIICOBATENSIM BCTYNIATh B
HEMOCPE/ICTBEHHBIN KOHTAKT C JIMILIOM, OCYILIECTBIISIFOIIUM KOHTPOJIb HaJ JAaHHBIMH, U IPOCUTH O MPEACTAaBICHUN

JIaHHBIX, ABTOPbI MOTJIM ObI MPOCTO BBECTH COOTBETCTBYIOIIHME MoN0xeHus I nasbl 3 Konseniuu! 90,
6.3.8 Cetb cBs3u 24/7

PaccniesioBanus KNOEpIpecTyIIeH i 4acTo TpeOyroT HeMe uieHHol peakuun!3%7. Kak yka3biBanoch BbIIIE, 3TO
0COOEHHO aKTyabHO, KOT/Ia pedb HIET O JaHHBIX O TpaHKe, KOTOPBIC HEOOXOIUMEI [T UIICHTU(UKAIINU
0/103PEBAEMBIX, TIOCKOJILKY OHH YacTO YIAAISAIOTCS B TEYEHUE JOBOJILHO KOPOTKOTO Neprosa Bpemenn! 308, s
YBEJIMUEHHSI CKOPOCTH MEXITyHAPOIHBIX paccienoBannii EBponelickast KOHBEHIUS O KHOSPIPECTYITHOCTH
MOIYEPKHUBAET BAXKHOCTh CO3JJaHUs YCIIOBHUM [T YCUIIEHHOTO UCIIONB30BaHUs CPEACTB KOMMYyHUKauuu B Ctatbe 25.
B nensx panpHeiinero noseieHus 3 OEKTHBHOCTH 3alIPOCOB 00 OKa3aHUU B3aUMOIIOMOIIM COCTABHUTEIN
KOHBCHITUH 00513aJI1 CTOPOHBI HA3HAYNTH KOHTAKTHBIE LICHTPHI IS 3aIIPOCOB 00 0Ka3aHUH B3aMMOIIOMOIIH, KOTOPBIE

JIOCTYIIHBI 6€3 KaKuX-TM00 BpeMeHHbIX orpanuuenuii! 5%, Cocraurenu KoHBEHIIMM OJUEPKHYIIH, YTO CO3/aHUE

1364 See Explanatory Report to the Convention on Cybercrime, No. 293.

1565 Report of the 2™ Meeting of the Cybercrime Convention Committee, T-CY (2007) 03, page 2.

13% In this context it is necessary to point out a difference between Art. 32 and Art. 18. Unlike Aut. 18 Art. 32 does not enable the foreign law
enforcement agency to order the submission of the relevant data. It can only seek for permission.

1357 The need to speed up the process of international cooperation is pointed out in the Explanatory Report. See Explanatory Report to the Convention on
Cybercrime, No. 256: “Computer data is highly volatile. By a few keystrokes or by operation of automatic programs, it may be deleted, rendering it
impossible to trace a crime to its perpetrator or destroying critical proof of guilt. Some forms of computer data are stored for only short periods of
time before being deleted. In other cases, significant harm to persons or property may take place if evidence is not gathered rapidly. In such urgent
cases, not only the request, but the response as well should be made in an expedited manner. The objective of Paragraph 3 is therefore to facilitate
acceleration of the process of obtaining mutual assistance so that critical information or evidence is not lost because it has been deleted before a
request for assistance could be prepared, transmitted and responded to.*

1368 See above: Chapter 6.2.4.

13%9 The availability 24 hours a day and 7 days a week is especially important with regard to international dimension of Cybercrime as requests can
potentially come from any time zone in the world. Regarding the international dimension of Cybercrime and the related challenges see above:
Chapter 3.2.6.
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KOHTAKTHBIX IIECHTPOB ABJIACTCA OAHUM M3 HanOoJee BaKHBIX JOKYMCHTOB, IPEAYCMOTPEHHBIX KOHBGHHHCﬁ 0

kubeprpectynHocTu 570,
Cmampwsn 35 — Cems 24/7

1 Kaoicoas Cmoporna nasHauaem KOHMAKMHuLU yewmp, pabomarowuii 24 uaca 6 cymku cemb OHell 8
Heoeno, 0151 0becneverus OKA3aHUs HEeOMAONCHOU NOMOWU 8 YENsIX PACCIe008aHUll UU CYOeOHbIX
pazbupamenscme Y20106HbIX NPECIYRACHUL, OMHOCAWUXC K KOMNbIOMEPHbIM CUCEMAaM U OAHHBIM,
unu 8 yenax cobopa 00Ka3amenbcms 8 NeKMPOHHOU hopme no y20r08HuIM npecmynieHusm. Taxas
NOMOWb OO0JHCHA BKIIOYAMb COOelicmeue Ui, eciu 3mo O0ONYCKaAemcs 6HYmpu2ocyoapcmeeHHbiM
npasoM Ui NPAKmMuKol, HenocpeoCmEeHHoe NPUMEHEHUe CIeOYIOUUX Mep:

a) OKAa3aHue MexHU4ecKol KOHCYIbMAMUEHOU NOMOWU;
b) obecneuenue coxpannocmu dannvix 6 coomsemcemauu co Cmamosmu 29 u 30;

c) cbop oOoxazamenvcms, npedocmasienue 3AKOHHOU UHGOpMayuu U YCMAHOBNEHUE HAXOICOeHUS
N0003pesaemMblXx.

2a) Konmakmuwiti  yewmp o00nou CmopoHbl  00JICeH  paCnoaazams — 803MOICHOCHAMU — Oisl
onepamuerHo20 0OMeHa COOOWEHUSIMU C KOHMAKMHbIM Yermpom opyeou Cmoponusi.

b) Ecau konmaxmmuwiil yewmp, HasHauyeHuvlll 00HOU u3 CMOpoH, He 6X00um 8 COCmas OpeaHa uiu
opeanos smoti CmopoHbl, YNOTHOMOYEHHBIX OKA3bIGAMb 63AUMONOMOWb U IKCMPAOUYUIO, SHOM
KOHMAKMHbIN YEeHMp NpuHuMdaem mepvl Ol ONePAMUBHOU KOOPOUHAYUU C80ell O0esmeabHOCmU ¢
0esAmenbHOCHbIO MAK020 OP2aAHA UNU OP2AHOB.

3) Kaowcoas Cmopona Oondxcha npunumams mepvl OJii NPeO0OCmasieHus KealuuyuposanHo2o
nepconana u 060pyo08anus ¢ Yyeivio 00je2uums QYHKYUOHUPOSAHUE MAKOU Cemil.

Unes Cetn 24/7 ocHOBaHa Ha CYIIECTBYIOIIEH CETH JJIS1 KPYTIIOCYTOYHBIX KOHTAKTOB ITO MEXKTyHAPOTHOM
HPECTYNHOCTH B cepe BHICOKUX TexHonoruii I'pynmsl BockMu! 57!, TIpu co3nanun koHTakTHBIX HeHTpoB Cetu 24/7
cocraBuTeNid KOHBEHIIMU COCPEOTOYMIIMCH HA PEICHHH IPo0IeM 00phObI ¢ KHOEPITPECTYITHOCTHIO, 0COOCHHO TeX,
KOTOpPBIE MMEIOT OTHOIIEHHE K MPOLECCaM CKOPOCTH 0OMeHa naHHbIMU 372 1 UMEIoT MeXTyHapoHbIH MaciuTa6!d73:
Croponsl KonBeHInu 00s13aHbI CO31aTh TAKUE KOHTAKTHBIC IICHTPEI H 00€CIICYUTh BO3MOKHOCTh X HEMEIJICHHOTO
pearupoBaHusl, Kak 1 OCHOBHBIX ycnyT. Kak ykazeiBaetcst B nognynkte 3 Crateu 34 KonBeHuuu o
KHOEPIPECTYITHOCTH, 3TO BKIIIOUACT MOATOTOBKY M OCHAIIICHHE TIEPCOHANA.

OTHOCHUTEIEHO TPOIlecca CO3/IaHusI KOHTAKTHOTO IIEHTPa U B 0COOCHHOCTH OCHOBOIIONATAIONINX MPUHITUTIOB TAHHOMN
CTPYKTYpbl, KOHBEHIINS TI03BOJISIET MAKCUMAIbHYIO THOKOCTB TOcyjapcTBaM-uwieHaM. KoHBeHIMs He TpeOyeT
CO371aHUsI HOBOTO OpraHa U He ONpeAeNseT, Kakue U3 CYIIECTBYIOIIUX OPraHOB MOTYT WJIU IOJIKHBI ObITh Ha/I€JICHbI
MOJTHOMOYHSIME KOHTAaKTHOTO HeHTpa. CoctaButenu KOHBEHIIMH TaKkKe YKA3bIBAIOT HA TOT (haKT, YTO TOUKH

Ceru 24/7 npenHa3HayeHBbI U OKa3aHUS KaK TEXHHYECKON, TaK ¥ IOPUINYECKOM MOMOIIIH, YTO TMPUBENIET K
pa3IMyYHBIM BapUaHTaM BO3MOKHBIX PEIIEHUH ee OCYILECTBICHUSI.

[MpuMeHHTEeNbHO K pacciieIOBaHHI0 KUOSPIPECTYIJICHHH YCTAHOBKA KOHTAKTHBIX IIEHTPOB UMEET JIBE OCHOBHbBIC
¢byskn. OHM BKITIOYAKOT B Ce0s1:

1570 See Explanatory Report to the Convention on Cybercrime, No. 298.

1571 Regarding the activities of the G8 in the fight against Cybercrime see above: Chapter 5.1.1 . For more information on the 24/7 Network see: See
Sussmann, The Critical Challenges from International High-Tech and Computer-related Crime at the Millennium, Duke Journal of Comparative &
International Law, 1999, Vol 9, page 484, available at: http://www.g7.utoronto.ca/scholar/sussmann/duke_article_pdf.pdf.

1572 See above: Chapter 3.2.10.

1573 See above: Chapter 3.2.6.
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L4 YCKOPCHU: CBA3U B PE3YJIbTATEC NPEAOCTABIICHNUA CIUHOT'O KOHTAKTHOI'O ICHTPA; U

®  YCKOPEHUS PacClIeIOBaHUM IIPH MPEIOCTABICHIH KOHTAKTHOMY LEHTPY (PYHKIIMH BHIBOJIa OCHOBHBIX IIPAB
pacciieioBaHusl.

Coueranne ABYX (bYHKIII/II\/'I SABJIACTCA IMIOTCHIMAIOM IJIA HpI/IGHI/I)I(eHI/IFI CKOPOCTU MEKAYHAPOAHBIX paCCJ’IeI{OBaHI/Iﬁ K
YPOBHIO, JOCTUTAEMOMY B paMKaX HAlIMOHAJIbHbIX paCCHeI[OBaHHﬁ.

Cratbs 32 KoHBeHIMH 0 KHOSPIIPECTYITHOCTH OTIPEACISIET MUHIMAIBHO HEOOXOIUMBIE TIOKA3aTENH y3J1a CETH.
[MoMHUMO TeXHUYECKOW TTOMOIIY U MPEIOCTABICHUS MPaBOBON HH(MOPMAIIH, OCHOBHBIE 33]]a9l KOHTAKTHOT'O ITyHKTa
BKJTIOYAIOT:

®  COXpaHCHHE JaHHBIX;
e cOop M0Ka3aTeNbCTB; U,
®  OmpeJeeHrne MECTOITOJIOKEHHS MTO103PEBACMBbIX.

B sTOM KOHTEKCTE ellle pa3 BaXHO NOAUEPKHYTh, YT0 KOHBEHLIMS HE onpeaessieT, Kakoi opraH JOKeH OTBeYaTh 3a
9KCIUTyaTalluio0 KOHTAKTHOTO IeHTpa 24/7. ECIM KOHTaKTHBIM IIEHTPOM YIPAaBISET OJMH OpraH, 00Ja atonuii
KOMIIETEHIIUEN B LENAX COXpaHeHHs JaHHbIX 974, a HHOCTpaHHBI KOHTAKTHBIA LIEHTP 3aMPOCKIT TAKUE JaHHBIE, 5Ta
Mepa MOXKET ObITh HEME/JICHHO BBIMOJIHEHA MECTHBIM KOHTAKTHBIM IIEHTPOM. ECiIM KOHTaKTHBIN LIEHTP HAXOIUTCS B
BEJICHUH OpPTraHa, KOTOPBINA HE SBIISIETCS CaMOCTOSTEILHO KOMIIETEHTHBIM B LIEJSIX COXPaHSHUS JaHHBIX, BAYKHO
9T00BI KOHTAKTHBIM [IEHTP UMEET BO3MOXKHOCTh Cpa3y OOpaTHTHCS B KOMIIETEHTHBIC OPTaHbl I 00eCIICYEHHS TOTO,

4TOOBI HEMELIEHHOTO OCYILIECTBIEHHS 3TOU Mepbi!d 75,

Ha 2-m coBemannn xomutera KoHBEeHITNH 0 KHOEPIPECTYITHOCTH OBIUTO YETKO YKa3aHO, UTO yIacTHe B paboTe ceTu

cBs3u 24/7 He Tpebyer noanucanus u patuduxanuu Konsenuu! 370,
6.3.9 Me:xayHapoaHoe cOTPYIHHYecTBO B IIpoekTe CTIH(OPACKOIl KOHBEHIUH

Cocraburenu [Tpoekra CTondopackoii konsenuuu ! d77 npu3HaIM BaXKHOCTh MEKIYHAPOIHOTO aCleKTa
KHOEPIPECTYITHOCTH U CBSI3aHHBIE C ATHM IPOOJIeMbl. B 1essax penieHns dTiux mpooieM OHU BKITFOYHIN KOHKPETHBIC
TIOJIOKEHUSI, KOTOPBIE CBSI3aHBI C MEKyHAPOIHBIM COTPYAHINYECTBOM. [107105K€HNS 0XBATHIBAIOT CIEAYIOIINE TEMBI:

¢  Crarps 6 — B3anmHas npaBoBasi TOMOIIIb,

e  Crarbst 7 — DKCTpauLus,

e  Crarss 8 — [IpecnenoBanmue,

e  Cratbs 9 — [IpeaBapurenbHble CpeCTBA CYNCOHOM 3aIIUTHI,

e  Cratps 10 — [IpaBa oO6BHUHSIEMOTO,

e Cratbs 11 — CoTpymHHYECTBO B IPAaBOOXPaHUTEIBHOU cdepe.

Takoif moxo MoKa3bIBaeT psJl CXOJCTB C MOAX0A0M, NPUHATHIM B KoHBeHIIMM 0 kuOeprpecTynHocTd. OCHOBHOE
pasnuune 3aKIII0YaeTCs B TOM, YTO IpaBuia, mpeaycMoTpeHHbsle KonBeHnuein o kubeprnpecTynHocTy 0ojee CTporue,
Ooutee cI0XKHBIE 1 O0JIee TOYHO ONpeAeIeHsl To cpaBHeHHIO ¢ [Ipoextom CTanadopackoil konBeHn. Kak
oT™MeTwiH coctaButenu [Ipoekra CTOHPOPICKOI KOHBEHIHMH, TI0X01 K KOHBEHIIMN 0 KHOSPIIPECTYITHOCTH SBIISIETCS
OoJiee MPaKTUIHBIM H, CJIEIOBATEIIFHO, IMEET HEKOTOPHIC SIBHBIC IPEUMYIIECTBA C TOUKH 3pEHUS (PaKTUIESCKOTO

1574 Regarding the question which authorities should be authorised to order the preservation of data see above: Chapter 6.2.4.

1575 Explanatory Rc:,gort to the Convention on Cybercrime, No. 301.

1576 Report of the 2™ Meeting of the Cybercrime Convention Committee, T-CY (2007) 03, page 5 (35).

1577 The Stanford Draft International Convention (CISAC) was developed as a follow up to a conference hosted in Stanford University in the United
States in 1999. The text of the Convention is published in: The Transnational Dimension of Cyber Crime and Terror, page 249 et seq., available at:
http://media.hoover.org/documents/0817999825_249.pdf; For more information see: Goodmar/Brenner, The Emerging Consensus on Criminal
Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1, 2002, page 70, available at:
http://www lawtechjournal.conv/articles/2002/03_020625_goodmanbrenner.pdf; Sofaer, Toward an International Convention on Cyber in
Seymour/Goodman, The Transnational Dimension of Cyber Crime and Terror, page 225, available at:
http://media.hoover.org/documents/0817999825_221.pdf; ABA Intemnational Guide to Combating Cybercrime, 2002, page 78.
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npumenenus! 578, Cocrapurenu [Tpoekra CToHPOPACKON KOHBEHIIUMH PELININ NPUIEPKUBATHLCS IPYTOro NOAX0/a,
KaK OHH IIPEJICKa3bIBANIN, YTO BHEAPCHNE HOBBIX TEXHOJIOTHH MOXET IIPHUBECTH K HEKOTOPBIM TPYIHOCTSIM.

B PE3YIbTATE OHU JINIIb OIIPEACTININ HEKOTOPBIC 06HII/Ie HWHCTPYKIIUH, HC ONIpEACIIIA UX B ﬂaﬂLHeﬁHIeM1579.

6.4 OmeemcmeeHHOCHb NOCMAGUIUKOE YCYy2 UHMEPHema
6.4.1 BBenenue

CoBepienye KMOepIpecTyILICHUs aBTOMATUYECKH BOBJIEKAET sl JIIOeH U IPeANpUATHiA, ke eI IPECTyHUK
JIeHCTBOBAJ OJIMH. M3-3a CTPYKTYpBI CETH MHTEPHET I NIepeadu MPOCTOM AIIEKTPOHHON MOYTHI TpedyeTcs
00CIy)KUBaHUE HECKOJIBKUX TOcTaBIMKoB! 580, B nomonneHune k 31eKTPOHHOI 110UTe MepeaarolHii TOCTaBIMK
IPUBJIEKAET HOCTABIIMKOB YCIIYT IOCTYIA, a TAKKE MapIIPyTH3aTOPhl, KOTOPhIE IEPEAIOT SIEKTPOHHYIO TIOUTY
nosyyaTemo. OTHOCUTENBHO 3arpy3Ku (PUILMOB, COAEPKAIILYIO ETCKYIO MOPHOrpa(uIo, CUTyalus aHAJOTUYHA.
IIporecc 3arpy3ku BOBJIEKaeT MOCTaBIIMKA HH(QOPMALIMK, KOTOPbIH 3arpyskajl KapTUHKM, HAIPUMEp Ha BeO-caiT
HOCTaBIHMKA YCIYT XOCTHUHTA, KOTOPBIii IIPEI0CTaBIsAI MECTO ISl XpaHeHUs nHpOpMaluK Ha Beb-caiiTe,
MapIIPYTH3aTOPbl, KOTOPbIE HATIPABIISUIN (pailibl MOJB30BATEII0 M, HAKOHEL, HOCTABIIUKA YCIYT H0CTYIIa,
HPeIOCTABIISIONIErO T0J1b30BATENIO JOCTYI B MHTEPHET.

M3-3a 3TOM PHYACTHOCTH PA3HBIX CTOPOH, MOCTABIIMKHM YCIYT HHTEPHETA C TEX MOP OKA3aIUCh B IIEHTPE BHUMAHHS
YTOJIOBHBIX PAcCieI0BAHUM, HATPABJICHHBIX POTUB IIPECTYITHUKOB, UCIIONB3YIOIMX YCIYTH MOCTABIIMKOB € HEIbI0
coBepuieHus npectymuenns! 98!, Onnoli u3 rIaBHBIX MPHYUH TAKOTO Pa3BUTHS COOBITUI MOCITYKMII TOT (DaKT, YTO
JaKe eCIIM MPECTYITHHUK JIEHCTBYET U3-3a PyOeka, IOCTABIIMKH, HAXOIAIMECS B TIPeIesiaX HAMOHATBHBIX MPAHHI]
SABJIAFOTCS MOAXOAMIMM OOBEKTOM TS yTOJIOBHBIX PACCIEN0BAHMN, IPU 3TOM HE HAPYLIAETCs PHHIIAIT
roCYy/IapCTBEHHOTO CyBepenuTeral 282,

Tort dakr, 9T0 KUOEPIPECTYILICHUE, C OTHOW CTOPOHBI, HE MOXKET OBITH COBEPILICHO Oe3 MPHUBICUCHUS IIOCTABIINKOB
YCIIYT, @ ¢ APYTOH CTOPOHEI, YTO 3a4aCTYIO IIOCTABIIMKH HE UMEIOT BOSMOXKHOCTH IPETYIPEKICHHUS ITUX
NPECTYILICHHUIA, TPUBENH K BOIIPOCY, HYKHO JIM OTPaHMYMBATH OTBETCTBEHHOCTH TTOCTABIMKOB YCIyTr HHTEpHeTa 383,
OTBeT Ha JaHHBI BOTIPOC OYEHb BXKEH ISl SKOHOMUYecKoro pazutus uHppactpykrypbl UKT. [TocTaBmmku OymayT
MPEIOCTABIIATH TOJBKO CBOM YCIIYTH, €CITU OHH HE CMOTYT U30€XKaTh YTOJIOBHON OTBETCTBEHHOCTHU B PEIKUME
00Br9HOM paboTsl. KpoMme Toro, K JTaHHOMY BOIIPOCY MMEIOT OOJIBIION HHTEPEC U OPTaHbl OXPaHbI TPABOMIOPSAKA.
PaboTa opraHoB oxpaHsI IPaBOMIOPSIIKA YACTO 3aBUCUT OT COTPYAHUIECTBA, B TOM YHCIIC M TOCTABIIUKOB YCIIyT
HMHTEpHETA. DTO BBI3BIBACT HEKOE OECIIOKOWCTBO, KAK OTPAaHIMYCHHAS! OTBETCTBEHHOCTH OCTABIIUKOB YCIYT
WHTEpHETA 3a JICHCTBHUS, COBEPIICHHBIC MX ITOJI30BATEIISIMH, MOXKET ITOBIHUATH Ha COTPYTHIYECTBO C MOCTABIIUKAMHI
YCIYT HHTEPHETA U MOANCPIKKY paccieIoBaHuN KHOSPIIPECTYIUICHNH, a TakxKe (PaKTHIECKOe MPEayIpEeKICHIE
MPECTYIJICHUS.

6.4.2 IMoaxox Coennnennpix IllITaToB

CyIecTBYIOT pa3InYHbIE ITOIXO0/IbI, ITO3BOJISIONINE COANAHCUPOBATh, C OJIHOM CTOPOHBI, HEOOXOAUMOCTh AKTUBHOT'O
Y4acTHsl MOCTABIIMKOB B paccieI0BaHUAX U MPeNeIbHbBIMA PUCKAMU YTOJIOBHOM OTBETCTBEHHOCTH 3a JeHCTBUA
TPETHHX JIMII, C APYToii cTopoHbl! 284, [IpuMep 3akoHOaTENBLHOro Moaxoaa MoxHo Haitu B 17 U.S.C. m.m. 517 a) u b).

1578 See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism,
2000, available at: http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

1579 See Sofaer/Goodman/Cuellar/Drozdova and others, A Proposal for an International Convention on Cyber Crime and Terrorism,
2000, available at: http://www.iwar.org.uk/law/resources/cybercrime/stanford/cisac-draft.htm.

1380 Regarding the network architecture and the consequences with regard to the involvement of service providers see: Black, Internet
Architecture: An Introduction to IP Protocols, 2000; Zuckerman/McLaughlin, Introduction to Internet Architecture and Institutions,
2003, available at: http://cyber.law.harvard.edu/digitaldemocracy/internetarchitecture.html.

1381 See in this context: Sellers, Legal Update to: Shifting the Burden to Internet Service Providers: The Validity of Subpoena Power
under the Digital Millennium Copyright Act, Oklahoma Journal of Law and Technology, 8a, 2004, available at:
http://www.okjolt.org/pdf/2004okjoltrev8a.pdf.

1382 National Sovereignty is a fundamental principle in International Law. See Roth, State Sovereignty, International Legality, and Moral
Disagreement, 2005, page 1, available at: http://www.law.uga.edu/intl/roth.pdf.

1383 For an introduction into the discussion see: Elkin-Koren, Making Technology Visible: Liability of Internet Service Providers for
Peer-to-Peer Traffic, Journal of Legislation and Public Policy, Volume 9, 2005, page 15 et seq. - available at
http://www.law.nyu.edu/journals/legislation/articles/current_issue/NYL102.pdf

138 n the decision Recording Industry Association Of America v. Charter Communications, Inc. the United States Court of Appeals for
the eighth circuit described (by referring to House Report No. 105-551(I) at 23 (1998)) the function of the United States DMCA by
pointing out the balance. In the opinion of the court the DMCA has “two important priorities: promoting the continued growth and
development of electronic commerce and protecting intellectual property rights.”
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§ 512 Oczpanuuenus omeemcmeeHHOCmU, C6A3AHHBIE C MAMEPUATAMU, OOCHYNHBIMU OHIAIH
a) Cea3b no mMpan3umHoU UUPposoil cemu

Hocmaswux yciyeu me Hecem OMEEMCMBEHHOCMU 34 OEHENCHOe 803MeWeHUue Wik, 3ad UCKIIOYeHUuem
cayuaes, npedyCMOMpeHHbIX 6 noonyhkme (j), 3a HazHawenHoe nocobue unu opyeue cyoebHvie
63bICKAHUA, 34 HAPYUlEHUe ABMOPCKUX Npag NO NpUduHe nepeoavu, 6bINOJIHEHHOU NOCMABUIUKOM,
Mapupymusayuu Uiy npeooCmasieHu CoeOuHeHus, 3a nepeoayy uepes CUcmeMmy UL Cemb
Mamepuanos, KOHMPOIUPYEMbIX WU OIKCHIVAMUPYEMbIX UM ULU HOCMABWUKOM YCIyeU, uiu 3d
HPOMENCYMOYHOE UMU  BPEMEHHOe XpPAHeHue 3mo20 Mmamepuald 6 Xxode makol nepeoayl,
Mapuipymuzayuu uny npedocmasienue coeOuHeHul, ecu

]) nepedaua mamepuaia npousoulia no uruyuamuee uiu  YKA3aHuro Jauya, He A6CIANUWUMCA
nocmaswyukom yciyeu,;

2) nepedaua, mapuipymuzayus, npeoocmasieHue COeOUHeHUll UIU XpPaAHeHue OCYUecCmeiaencsl
NOCMABWUKOM YCIIYeU N0 CPeOCmEY dA8MOMAMUYECK020 MEXHUYeCKo2o npoyecca 06e3 copmupogKu
mMamepuana;

3) nocmaswux ycayeu He @vlbupaem noxyuamenel Mamepuand, 3d UCKIIOYEHUeM  Clyydes
aA8MoOMamuyecKko20 omeema Ha npocvoy 0py2020 auyd;

4) nocmaswukom yciyeu ne cOeiana Hi 00HA KONUS MaAMepuand 8 Xo0e mako2o NPoMelNCymo4Ho20 Uil
BPDEMEHHO20 XPAHEHUS, NOO0EPIHCUBACMO20 CUCMEMOU UL CeMmblo 6 MAKOM 6ude, KaK 00bluHOe
OmMKpbImoe XpaneHue 015 J00bIX OPY2UX OHCUOAIOWUX NOTyYamenel, Ul He cOelanHa HU 0OHA Konus
Mamepuana 6 cucmeme Wil cemu 8 Uuoe 0ObIYHO20 OMKPLIMO20 OOCHMYNA OACUOAIOWUX NOSYyUAmeell
3a 0oneull nepuoo, Ko20a OOnyCmuma HeoOXo0UMOCmy Ofsl Nepeoayu, MAapuipymu3ayuu Ui
npeoocmasienus COeOUHeHull; u

5) mamepuan nepedaicst uepes CUCEMY Ul CeMb 6e3 USMEHEHUsL €20 COOEPIHCAHUSL.
b) Cucmema kymuposanus

1) Ozpanuuenue omeemcmeennocmu. Ilocmaswux yciyau e Hecem OmEemcmeeHHOCMU 30 0CHeICHOe
803MewjeHye unl, 3a UCKIIOYeHueM CIyiaes, npeoyCMOMPEeHHbIX 8 NOOnyHKkme (j), 3a Ha3HaueHHoe
nocobue unu opyaue cyoebHvle 83bICKAHUSA, 34 HApYUleHUe d8mopCcKux npae no npuuume nepeoavu,
BbINOIHEHHOU NOCMABUWUKOM, MAPWPYMUIAYUY UL NPEOO0CMABIeHUY COeOUHEHU, 3a nepeoayy yepes
cucmemy uiu cemov MAmMepuanos, KOHMPOIUPYEMbIX UAU IKCHAYAMUPYEeMbIX UM UIU HNOCMASUUKOM
yenyeu, 8 cryyae Ko2oa

A) mamepuan 0ocmyner OHIAUH OPY2OMY TUYY, He AGNAIOUEMYCS NOCMABUWUKOM YCIIY2U,

B) mamepuan nepedan om nuya, yKazaHHo20 8 NOONYHKmMe A) 6 HaAnpasieHuu Opy2020 auya, yepes
cucmemy Uy cems uyy, OMAUYHOMY O JUYd, YKA3aAHHO20 8 NOONYHKme A); u

C) xpanenue ocyuecmsisiemcs nocpeocmeom asmomMamuiecko20 8biNOJIHeHUs MEXHUYECK020 npoyeccd
€ Yenvlo CO30aHUs Mamepuana 00CMynHo2o OJid NOAb308ameeli CUCeMbl Uil cemu, KOmopwvie nocje
mo2o, Kaxk 3mo mamepuan 6Oyoem nepedan, 8 COOMBEMCMEUU C Onucanuem noonapazpaga B),
3anpocum O00CmMyn K MAamepuany om auyd, ONUCAHHO20 6 noonapazpage A), eciu GbINOAHANOMCA
VC08US, YCMAaHOo8IeH Hble 8 napazpage 2).

Jannoe nonoxxenne ocHoBaHo Ha DMCA (3akoH 0 3aluTe aBTOPCKHUX MPaB B IHU(POBYIO 3MOXY), KOTOPHIHA ObLIT
noanucan B 1998 rony!385. Bnaronaps cosnanuio pexuma "6e3onacHoii raanu", 3akon DMCA uckimodaer
OTBETCTBEHHOCTB MOCTABIMKOB OMPE/ENEHHBIX yYCIIyT 32 HApyIIEHHE aBTOPCKUX TIPaB TPEThbUMHM JniiamMu >80, B ero

1385 Regarding the History of the DMCA and the Pre-DMCA case law in the United States see: Ciske, For Now, ISPs must stand and deliver: An analysis
of In re Recording Industry Association of America vs. Verizon Internet Services, Virginia Journal of Law and Technology, Vol. 8,
2003, available at: http://www.vjolt.net/vol8/issue2/v8i2_a09-Ciske.pdf; Salow, Liability Immunity for Internet Service Providers —
How is it working?, Journal of Technology Law and Policy, Vol. 6, Issue 1, 2001, available at:
http://grove.ufl.edu/~techlaw/vol6/issuel/pearlman.html.

1386 Regarding the DMCA impact on the liability of Internet Service Provider see: Unni, Internet Service Provider's Liability for
Copyright Infringement - How to Clear the Misty Indian Perspective, 8 RICH. J.L. & TECH. 13, 2001 - available at:
http://www.richmond.edu/jolt/v8i2/article1.html; Manekshaw, Liability of ISPs: Immunity from Liability under the Digital
Millennium Copyright Act and the Communications Decency Act, Computer Law Review and Technology Journal, Vol. 10, 2005,
page 101 et seqq., available at: http://www.smu.edu/csr/articles/2005/Fall/SMC103.pdf; Elkin-Koren, Making Technology Visible:
Liability of Internet Service Providers for Peer-to-Peer Traffic, Journal of Legislation and Public Policy, Volume 9, 2005, page 15 et
seq. , available at http://www.law.nyu.edu/journals/legislation/articles/current_issue/NYL102.pdf; Schwartz, Thinking outside the
Pandora’s box: Why the DMCA is unconstitutional under Article I, § 8 of the United States Constitution, Journal of Technology
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COZIEPIKAHMH, TIPEK/IE BCETO, BAXKHO BBIIBUHYTH Ha IEPBbII IUIaH TOT (GAaKT, 4TO HE HA BCEX MOCTABLIMKOB
pacnipoctpansiercst [anHoe orpanndenne! 387, OrpanuueHHas OTBETCTBEHHOCTh PACTIPOCTPAHSETCS TOJIBKO Ha
nocTaBuMKOB yeuyr 388 u nocrasumkos yeiyr kamuposanus! 389, Kpome Toro, BakHO OTMETUTD, 4TO
OTBETCTBEHHOCTD CBSI3aHA C OMPEIETIEHHbIME TpeboBaHusMU. UTO KAacaeTest IIOCTABIIMKOB YCIYT, TO TPEGOBAHMUS
TaKue:

® rnepeAaya MaTepuana MPOU30LLIA 10 UHULIUATUBE UM YKA3aHUIO JIULA, HE SBJISIOIIUMCS IOCTABLIIMKOM
YCIIyTH;

L4 nepeaada rnmpon3onuia rnmpu rnoMomu aBTOMaTUH4CCKOro TCXHMYCCKOro mponecca 0e3 0T60pa Marepuralia
MOCTABIIUKOM YCJIIYTH;

L4 MOCTAaBIIUK YCIIYT'U HE BI)IGI/IpaeT nonyaneﬂeﬁ Marepuala;

®  HY O/IHA KONHUA MaTepuala, CAeJaHHOIO IOCTaBILUKOM YCIIYTH B X0J1€ TAKOI'O IPOMEKYTOUHOTO HUIIH
BPEMEHHOTO XpaHEHUs, HE COXPAHIETCS B CHCTEME MM CETH TAKUM 00pa3oM, Kakoil 0OBIYHO TOCTYIICH HU
JUIS KOTO, KPOME O’KMAAIOLIUX NOTydaTeleH.

I[pyl"Oﬁ IIpuUMEp OFpaHI/I‘IeHHOI\/'I OTBETCTBEHHOCTH MMOCTABIINKOB YCJIYI' MHTEPHETA MOXKXHO HalTU B

47 U.S.C. § 230 ¢), koTopblif ocHOBBIBaeTCs Ha AKTe 0 coOmoaeHun npunuuuii B CMH1590:
§ 230 3awguma c yenvio 610KUPOBKU U NPOBEPKA OCKOPOUMENbHOZ0 Mamepuana

¢) 3awuma ona evinoamnenus oaoxuposxku "{oopuix Camapumsn' u npogepka 0CKOpOUMenIbHO20
Mamepuana

1) Bosoeiticmsue na uzoamens uiu nOCMAasuuKka

Hu o00onoco nocmaswuxa unu noavsosamens uHmMepaKmueHoIMU KOMABIOMEPHBIMU YCIY2AMU Helb3A
paccmampugams Kak uzoamens Uiy NOCMASWUKA T000U UuHGopmayuu, npedoCcmasieHHol Opyeum
HOCTABUWUKOM, UMEIOUWUM UHDOPMAYUIO.

2) I pasicoanckas omeemcmeeHHOCHb

Hu ooun nocmaswux Uil noab3o6ameilb UHmMepaKkmueHbvlX KOMNbIOMEPHbIX YCilye He odoJicen Hecmu

omeemcmeeHHOCnb 6 pe3)ibmame

A) 06020 Oeticmaus, 000POBOILHO 0SPAHUYNUBAIOUe20 OOCIYN K UMEIOWEeMYCa Mamepuaty, Komopbuli
NOCMASWUK UYL NOAb308AMENb CHUMAIOM HEeNPUCMOUNBIM, DA36PAMHBIM, NOXOMIUGHIM, 2SDSA3HbIM,
UPEIMEPHO  JICeCMOKUM, OCKOPOUMENbHLIM, ULU NO OpYeuM HNPUYUHAM, HEe3AGUCUMO Om  MO2o,
3auUWEeHbl MU MAMEPUAbl KOHCIMUMYYUOHHO uiu Hem; uiu B) mo6oeo npeonpunsmozo Oeticmeust,
darowezo npaso uiu npeodoCmAsiIsIIoue20 NOCMASWUKY YCiye UHQOPMAYUOHHO20 KOHMEHMA UlU

Opyaum auya MexHu4eckux cpeocms 0ZpaHuyeHus 0OCmyna K Mamepuany, OnucCaHHomy 6 napazpage
1).

O6a moaxoja, uznoxenubix B 17 U.S.C. § 517 a), Taxke xak u 47 U.S.C. § 230 c), BMecTe o0paliaroT BHUIMaHHE Ha
OTBETCTBEHHOCTh B OTHOIIEHUH CIIEHUANIBHBIX IPYII IOCTABIIMKOB U CHelHalIbHBIX o0nacTeil 3akoHa. [ToaTomy
OCTaBIIAsCs YacTh TJIABbI JACT KPaTKHid 0030p 3aKOHOIATEIILHOTO TI01X0/1a 0T J{upekTrBbl EBpOMelckoro cor3a mo
3JIEKTPOHHOM TOPTOBIIE.

Law and Policy, Vol. 10, Issue 1, available at: http://grove.ufl.edu/~techlaw/vol10/issuel/schwartz.html.

1387 Regarding the application of the DMCA to Search Engines see: Walker, Application of the DMCA Safe Harbor Provisions to Search Engines,
Virginia Journal of Law and Technology, Vol. 9, 2004, available at: http://www.vjolt.net/vol9/issuel/v9il_a02-Walker.pdf.

1588 17 U.S.C. § 512(a)

1589 17 U.S.C. § 512(b)

139 Regarding the Communication Decency Act see: Manekshaw, Liability of ISPs: Immunity from Liability under the Digital
Millennium Copyright Act and the Communications Decency Act, Computer Law Review and Technology Journal, Vol. 10, 2005,
page 101 et seqq., available at: http://www.smu.edu/csr/articles/2005/Fall/SMC103.pdf;
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6.4.3 JupextuBa EBponeiickoro coro3a no 3J1eKTpPOHHOMH TOProsJie

[IprMepOM 3aKOHOAATENLHOTO HOAXO0/A, YTOOBI PEryIMPOBATh OTBETCTBEHHOCTh MOCTABIIMKOB YCIIyT HHTEPHETA,
apiserca Jupexktusa EBporeiickoro coro3a 1o 31eKTpoHHoit Toprosiue! 31, CronknyBimch ¢ npobnemamu,
KacalolMMHCs MEXKIyHapOIHOTO UCTIONb30BAHMUS HHTEPHETA, CO3/1aTel JIMpeKTHBbI pa3paboTaii MpaBoBble
CTaH/IaPThl, KOTOPBIE 00ECIEUNBAIOT MIOCTABIIUKY 3aKOHOJATENLHYI0 OCHOBY JUIS KOMILIEKCHOTO Pa3BUTHS
MH(OPMALIHOHHOTO OOLIECTBA, IIPH STOM MOIEPKUBAs KOMILIEKCHOE SKOHOMUYIECKOE Pa3BHTHUE, TAK e KaK U
paboTy opraHoB oXpaHbl IpaBonopsakal 992, Perynmiposanue 0THOCHTEILHO OTBETCTBEHHOCTH OCHOBAHO Ha
TIPMHIIUIIE TEPEXOAIIEH HaIeKHOCTH.

JIMpEeKTHBA CONEPKUT PSiJl MOJIOKEHUH, KOTOPBIE OrPAHMYMBAIOT OTBETCTBEHHOCT HEKOTOPBIX MOCTABIIMKOB Y93,
OrpaHn4eHus CBA3aHbl ¢ Pa3IMYHBIMU KATETOPHAMH TIPEAOCTABIIAEMBIX TOCTABIIMKOM yciryri394, Bo Becex apyrux
CJIy4asx OTBETCTBEHHOCTb He 00s3aTeIbHO UCKIIIOUEHA, U, €CJIM OHA OTPaHUYEHA IPYTHMMHU MOJOXKEHHUSIMU, YEIOBEK
IIOJIHOCTBIO OTBETCTBEHEH. MoTuBalusa JIMpEKTUBBI COCTOUT B OIPaHUUYEHUM OTBETCTBEHHOCTH B TEX CIIydasiX, KOraa
MOCTaBUIMK UMEET JIUIIb OrPAaHUYECHHBIE BO3MOXKHOCTH MPENI0TBpalleHus NpecTyrieHus. [IpuunHbl OrpaHu4eHHBIX
BO3MOKHOCTEH MOT'YT OBITh TEXHHUECKOTO XapakTepa. MapiipyTu3aTopbl, HaIpuMep, 03 CYIECTBEHHOM MOTepU
CKOPOCTH HE CIIOCOOHBI OT(GMIBTPOBHIBATH IPOXOSIIIE Yepe3 HUX JaHHBIC U €]Ba JIU CIIOCOOHBI IPEIOTBPATUTD
MpolLecchl 0OMeHa JaHHBIMU. [10CTaBIIUKHN YCIIyT XOCTHUHIA MOTYT YIaJIUTh JaHHBIE, €CITU OHU U3BELEHBI O
MIPECTYMHOU aesTenbHOCTH. OHAKO KaK U MapLIpyTHU3aTOPhl, KPYIHbBIE MOCTABIIMKH YCIYT XOCTHHIA HE MOTYT
KOHTPOJIUPOBATh BCE JAHHBIE, XpaHSALLMECS Ha UX CEPBEPAX.

Tak kak He Bceraa yJaeTcs KOHTPOJIUPOBATh aKTUBHOCTb IPECTYMHON AESTEeIbHOCTH, OTBETCTBEHHOCTD
MOCTABUIMKOB YCIYT XOCTUHTA U TIOCTABIIMKOB YCIYT AOCTyMa oTinyaercsa. OTHOCUTENBHO TOT0, YTO HEOOXOIUMO
y49ecTb (PaKTHIECKYIO OTBETCTBEHHOCTD, OanaHc /IMpeKTHBEI OCHOBAH Ha TEKYIMX TEXHUYECKUX CTaHmapTax. Ha
JTAaHHBIH MOMEHT HET JOCTYITHBIX HHCTPYMEHTOB, KOTOPBIC MOTJIH OBl aBTOMAaTHYECKU OOHAPYKUBATh HEU3BECTHEIC
nopHorpaduueckue n3odpaxenus. Eciu B 3T0i 00J1aCTH IPOJOIDKUTCS TEXHUIECKOE pa3BUTHE, B OyAyIeM
HE0OXO0aMMO OYAET OIICHUTH TEXHIHYECKYIO BOZMOKHOCTD IIOCTABIIIMKOB, OTKOPPEKTUPOBATH CHCTEMY.

6.4.4 OTBeTCTBEHHOCTH NOCTABIIMKOB YCJIYT 10cTyna B uHTepHeT (JupexTtuBa EBponeiickoro cor3sa)

Cratbu 12-15 onpenensroT cTeneHb OrpaHHYEHUs OTBETCTBEHHOCTH PAa3IMYHBIX MOCTaBIIMKOB. Ha ocHOBaHumM
Cratbu 12, OTBETCTBEHHOCTH ITOCTABIIUKOB JOCTYIIA M OTIEPATOPOB, OCYIIECTBISIIONINX MapIIPyTH3AIHIO,
MOJIHOCTBIO UCKITIOUAETCs], €CJIM OHU COOTBETCTBYIOT TPEM YCIOBUSM, H3JI0keHHBIM B Ctatbe 12. Kak cnencrsue,
MOCTABIIUK YCIYT JOCTYIA B IIEJIOM HE HECET OTBETCTBEHHOCTH 32 YTOJIOBHBIE IPECTYIUICHHSI, COBEPIIEHHEIE €r0
MOJIB30BaTESIMH. Takoe HOIHOE OCBOOOXKICHHE OT OTBETCTBEHHOCTH HE OCBOOOYK/IaET MOCTABIINKA OT O0OSM3aHHOCTH
10 TIPEJOTBPAIEHHUIO NalIbHEMIINX MPECTYIUIEHHH 10 PACOPSHKEHHIO Cy/la WK aJMHUHHCTPATUBHOro opranal>®.

Cmamosa 12 — ""Qucmouit kanan''

1 B cayuae npedocmasnenusi ycayeu uUH@GOPMAYUOHHO2O 0OWecmed, cocmoswel u3 nepeoavu no
cemu ces13u uHopmayuu, npedoCmasierHol noayvamenem ycayeu ui npedocmasienue 00Cmyna K
cemu Cesa3u, 20Cy0apCmea-ieHvl OOJJNCHbL 2APAHMUPOSAMb, HMO NOCMASWUK YCIyeU He Hecem
OMEEMCMBEHHOCMU 30 NEPEOaHHYI0 UHDOPMAYUIO, NPU YCLOBUU YO NOCIAGUIUK:

a) He onpedenun nepedauy;
b) He svibusan noryyamens nepedavu; u

¢) He 8bIOUPAT UTU USMEHSLT UHQOPMAYUIO, COOePACAUYIOCs 8 nepedade.

1391 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society
services, in particular electronic commerce, in the Internal Market ('Directive on electronic commerce') Official Journal L 178,
17/07/2000 P. 0001 — 0016. For a comparative law analysis of the United States and European Union E-Commerce Regulations
(including the EU E-Commerce Directive) see: Pappas, Comparative U.S. & EU Approaches To E-Commerce Regulation:
Jurisdiction, Electronic Contracts, Electronic Signatures And Taxation, Denver Journal of International Law and Policy, Vol 31,
2003, pae 325 et seqq., available at: http://www.law.du.edu/ilj/online_issues_folder/pappas.7.15.03.pdf

1592 See Lindholm/Maennel, Computer Law Review International 2000, 65.

193 Art. 12— Art. 15 EU E-Commerce Directive.

139 With the number of different services covered the E-Commerce Directive aims for a broader regulation than 17 U.S.C. § 517(a). Regarding 17
U.S.C. § 517(a) see above:

1395 See Art. 12 paragraph 3 E-Commerce Directive.
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2 Ilpoyeccvl nepedauu u npedocmasienue O0OCMYNd, YHROMsHymbvle 6 HyHKkme 1, exmouarom
ABMOMAMUYECKoe, NPOMENCYMOUHOE U 6PEMEHHOEe XpaHeHue UHPOPMayuu, NepeOaHHOU MAaKUM
06paszom, 4mobwvl 3aHAMb MeCmo npu nepeoave 8 cemu C6A3u, U 3Ma UHDOPMAYUS He COXPAHUNACH
meueHue HeKOMoOpPo20 NeEpUood, KOmopwvlil Obll 0ablLe, YeM 8peMs, pa3yMHO mpedyemoe 011 nepeoail.

3 Hacmoswas cmambs He @nusem HA 803MOICHOCMU Ol CYOd UM AOMUHUCMPAMUBHO20 OP2aAHA 8
coomeemcmsuy ¢ 3AKOHOOAMENbHLIMU — CUCEMAMU  20CY0apCME-4eH08, mpedyowux, 4mooul
NOCMABWUK YCIY2U NPEKPamuil Uil npedomepamu HapyueHue.

Brot noaxox conoctasum ¢ 17 U.S.C. § 517 a)15%. O6a nonosxenus HaleneHbl Ha ONIPEEIeHHE OTBETCTBEHHOCTH
MOCTABUIMKOB YCIYT U ONPEAETSAIOT CBSI3b OrPAaHUUEHHON OTBETCTBEHHOCTHU C aHATIOTUYHBIMU TPeOOBaHUAMU.
['maBHBIM OoTHMUKEM (DAKTHUYECKH SIBIISIETCS TO, UTO npuitoskeHue Crateu 12 Jlupextusl EBponeiickoro corosa mo
3JIEKTPOHHOM TOPToOBIIE, HE OrPAaHUYMBAET HAPYILLIEHHUS aBTOPCKUX MPAB, HO UCKJII0YaeT OTBETCTBEHHOCTH B
OTHOIICHUH KaKOTO-THO0 IPECTYIUICHUSL.

6.4.5 OTBeTCTBEHHOCTH 3a K3upoBanue ([upexkruBa EBponeiickoro corw3sa)

TepMmuH "K3MIMpPOBaHUE ", HCIOIB3YEMBIH B JAHHOM KOHTEKCTE, OIUCHIBAET XPAaHEHHUE MOMYJISPHBIX BeO-CaiTOB Ha
MECTHBIX HOCHUTEJISIX TAKHM 00Pa30M, YTOOBI YMEHBIIUTh MPOITYCKHYIO CITIOCOOHOCTD U ClIENAaTh JOCTYI K IaHHBIM
oonee >ddextuBHbM! 7. OHUM U3 METOI0B, MCHIONB3YEMBIX IS CHUKEHHUS POITYCKHOMN CIOCOOHOCTH SABJIAETCS
yCTaHOBKa NPOKCH-cepBepoB 398, B 5ToM ciryuae mpokcH-cepBep MOKET 06CITy)KMBATHCS 6€3 KOHTAKTUPOBAHHS C
YCTaHOBJICHHBIM CEPBEPOM (JJOMEHHOE UMS BBEICHO IOJIb30BATENIEM) ITyTEM U3BJICUEHHUS COXPAHEHHOI'O KOHTEKCTa B
MECTHOM HOCHTENIe U3 Mpenbiaymiero 3amnpoca. CoctaBuTen JJupeKTHBBI IPU3HAN SKOHOMUYECKYIO BYKHOCTb
KJIIMPOBAHMS M PEIIMIIN UCKITIOYUTHh OTBETCTBEHHOCTD 32 aBTOMATUYECKOE BPEMEHHOE XPAaHEHHE, €CITH IMOCTABIINK
cobmronaet ycioBus, onpeaeneHubie Ctatbeit 13. OaHUM U3 YCIOBUH SIBIIAETCS TO, YTO IOCTABILUK COOIONAET
MMOBCEMECTHO MPU3HAHHBIC CTAHAPTHI OTHOCHTEILHO OOHOBJICHUS HH(POPMAIINH.

Cmamwsn 13 - "K>wuposanue'

1 B cryuae npedocmagnenus yciyeu uH@OPpMAYUOHHO20 00uecmed, cocmosiyell u3 nepedadu no cemu
cesa3U  uHOpMayuy, NPeOOCMAGIeHHOU Noaydamenem Yciyeu, 20CYOapCmea-4ieHvl  OO0JINCHbL
2apaHmuposams, 4mo NOCMASWUK YCIyeU He Hecem OmGeMmCmEeHHOCMU 3d d8MOMAmuyecKoe,
NPOMENCYMOYHOE U BPEMEHHOe XPAaHeHue MaKol unpopmayuu, npedCmasieHiol 0. eOUHCMBEHHOU
yenu, coeramv 6oaee 3Ppekmusnoll danvHeliuyo nepedaiy uHpopmayuy K noIyyamensim yciyeu no
€20 3anpocy, npu YCio8ul Ymo:

a) NOCMAasWUK He U3MeHsiem UHGOPMayuio;
b) nocmaswux cobmodaem yciogust 0ocmyna K UuH@Gopmayuu;

c) nocmaswux cobnodaem nNpPaAsuid  OOHOGNEHUs. UHGOPMAYUU, YCMAHOGIEHHbIE 6 PAMKAX
Nn0BCEMeCMHO20 NPUSHAHUSL U UCNOJIb308AHUSL 8 NPOMBIULIEHHOCTU,

d) npoeaddep He Hapyutaem 3aKOHHOe NnpumMeHnernue mexnojiocuu, Komopdas npusHana noecemecnto u
ucnoavzyemcs 6 npOoOMblULIEHHOCMU, 0bHo8I5Iem OanHble 6 ucnwzwyemozl ur@opﬂmuuu; u

€) nocmasuux oelicmayem OonepamueHo mozod, Ko20d oH NOAYYUL pakmuyeckue OaHHble 0 MOM, Yo K
unopmayuu, Komopas XpaHumcsi y He20, HeoOX00UMO YOanumv UiU 3anpemumv OOCHIYH, UMO

15% The provision was implemented by the DMCA (Digital Millennium Copyright Act). Regarding the DMCA impact on the liability of Internet Service
Provider see: Unni, Internet Service Provider's Liability for Copyright Infringement - How to Clear the Misty Indian Perspective, 8 RICH. J.L. &
TECH. 13,2001 - available at: http://www.richmond.edu/jolt/v8i2/article1.html; Manekshaw, Liability of ISPs: Immunity from Liability under the
Digital Millennium Copyright Act and the Communications Decency Act, Computer Law Review and Technology Journal, Vol. 10, 2005, page 101
et seqq., available at: http://www.smu.edu/cst/articles/2005/Fall/SMC103.pdf; Elkin-Koren, Making Technology Visible: Liability of Internet Service
Providers for Peer-to-Peer Traffic, Journal of Legislation and Public Policy, Volume 9, 2005, page 15 et seq. - available at
http://www law.nyu.edu/journals/legislation/articles/current_issue/NYL102.pdf

1397 With regard to the traditional caching as well as active caching see: Naumenko, Benefits of Active Caching in the WWW, available at:
http:/lcawww.epfl.ch/Publications/Naumenko/Naumenko99.pdf.

139 For more information on Proxy Servers see: Luotonen, Web Proxy Servers, 1997.
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ungopmayua Ovlia yoanewa u3 cemu, Ui OOCMYR K Hell NOBPENCOeH, Ul Hmo Ccy0 Uil
AOMUHUCTIPATNUBHBLIL OP2AH NPEeONUCAll ee YOaleHue Ul nepemeljeHue.

2 Hacmwlmaﬂ cmamusi He 6ausem Ha 803MONCHOCU OIS cyaa uiau athmucmpamueHoeo opearna 6
coomeemcmeuyu ¢ 3aKOHOOAMENbHbIMU — CUCTEMAMU zocy()apcme-wzeHoe, mpe6yi0mux, umoowl
nocmaswuk yciryeu npekpamuii uiu npeéomepamuﬂ Hapyuernue.

Cratps 13 Qupextussl EBporeiickoro coro3a 1o 371eKTPOHHON TOPTOBJIE SIBISIETCS IPYTUM IIPUMEPOM CXOJICTBA
Mexny OesaneisaiuoHHol cTpykTypoit CoenuaeHHbIX LlITaToB M eBponeiickoro noaxona. [Toaxon EBpomnetickoro
coroza conocrasuM ¢ 17 U.S.C. § 517 b)1599, O6a nonosxkenus HaueneHbl Ha ONPEAENCHUE OTBETCTBEHHOCTH
MOCTABUIMKOB YCIYT K3IIMUPOBAHUS U ONPENEIISAIOT CBA3b OTPAHUYEHHOIN OTBETCTBEHHOCTH C aHAJIOTUYHBIMU
TpeGoBanusaMU. UTO KacaeTcst OTBETCTBEHHOCTH MOCTABIIMKOB yeyr 000, riapHbIM oTiiumMem pakTHUeCcKH SBISETCS
10, uTo npunoxenue Crateu 13 J{upextuBbl EBponeiickoro coro3a mo 3JIeKTPOHHOM TOPToBII€ HE OTPAHUYNBAET
HapyllleHUe aBTOPCKUX MPaB, HO UCKIIIOYAaeT OTBETCTBEHHOCTh B OTHOLLIEHUH KaKOT0-JIMOO MPECTYIICHUS.

6.4.6 OTBeTCTBEHHOCTH NMOCTABIIMKOB ycayr XxocTuHra (Jupexrusa EBponeiickoro coio3sa)

B 0cOGEHHOCTH B CBSA3U C HE3AKOHHBIM COJIEPKAHMEM TTOCTABIIUK YCIYT XOCTHHIA BBITIONHSET BAKHYIO (QYHKIIHIO
TP COBEPLIEHHH MPECTyIIeH s, [IpecTyIHUKN, KOTOPbIE CO3JA0T HE3aKOHHOE COJIepKaHue, JIOCTYIHOE OHJIANH, B
OCHOBHOM HE XPaHST €ro Ha CBOUX cepBepax. BOMbIIMHCTBO BeO-CaiiTOB XpaHATCsA Ha CepBEpax, KOTOPhIE C/IeIaHbl
JIOCTYTTHBIMHU TIOCTABIMKAMH YCIyT XOCTHHTA. Kak/IbIii, KTO 3aX0U€T 3aMyCTUTh Be6-CTPaHHIly MOKET apeHI0BaTh
eMKOCTb y MOCTaBIMKA YCIyT XOCTHHIA U XPaHHTh TaM BeO-caiit. HekoTopble MOCTABIMKM Ja%e YaCTO CAMM
PYKOBOJAT OpraHu3alueii 3arpy3ku cBo0oiHoro sed-npocrpanctsalo0l,

BrisiBeHre HE3aKOHHOTO COJIEP>KaHUS SIBIISIETCSI BBI3OBOM TSI POBaiiiepa yCIayr XOCTHHTa. PydHOI monck
HE3aKOHHOT'O COJICpKaHUS Ha OOJIBIIIOM KOJMYECTBE BEO-CaliTOB OyIeT HEBO3MOXKEH, OCOOCHHO IS MOIYJISIPHBIX
MOCTABIIUKOB CO MHO>KECTBOM BE0-CalTOB.

B pesynbrare cocraButeny JJMPeKTUBBI PENIMIIM OTPAHNYHMTH OTBETCTBEHHOCTD MOCTABIIMKOB YCIYT XOCTHHTA.
OJIHAKO B OTJIMYHUE OT MOCTABIIMKA YCIYT IOCTYIIA, OTBETCTBEHHOCTh MOCTABIIMKA YCIYT XOCTUHTA HE UCKITKOYAETCS.
JI0 TEX TOp MOKa MOCTABIIKK YCIYT XOCTHHIA HE MMEET PEATbHBIX CBEIEHHUI O HE3AKOHHOMW JESTENLHOCTH WU
HE3aKOHHOM COJIEPYKAHIH, XPAHSIIMMCS Ha €T0 CEPBEPE, TO OH HE HECET OTBETCTBEHHOCTH. [IpenonoKenue, 4To
HE3aKOHHOE COJIEPIKAHUE MOTJIO OBITH COXPAHEHO HA CEPBEPAX, 3/1ECh HE CUMTAETCS SKBUBAIIEHTHBIM PEATBHON
OCBEIOMJIEHHOCTH O Ipolieme. Eciiu MOCTaBIIMK MOITy4aeT KOHKPETHYO HH()OPMAILIMIO O HE3aKOHHOM
JIEATENHHOCTH MM HE3AKOHHOM COJIEPKAHUH, TO OH MOYKET M30€KATh OTBETCTBEHHOCTH TOJIBKO B CITy4ae, ECIIU OH
HEMEJUIEHHO YIAIUT He3aKOHHYI0 uH(popMmanuio! 992, HecriocoGHOCTh HEMEITIEHHO PEarupoBaTh MPUBEAET K
OTBETCTBEHHOCTH MOCTABIIUKA YCIIyr XxocTunral 003,

Cmamosa 14 — Xocmune

1 B cnyuae npedocmasnenust yciyau uHQOpMayUoHHO20 06uecmed, cocmosiueli U3 Xpanenus ungopmayuu,
NpeooCmagieHHOU noyuamenem Yciyeu, 20Cy0apcmea-uieHsbl O0MICHbL 2APAHMUPOBAMb, YMO, NOCMAGIUK
yenyeu He Hecem OmeemcmeeHHOCIU 3a UHPOPMAYUIo, XPAHAWYIOCA HA cepeepe, NPU YC08UU Ymo:

a) nocmaswux axmuuecku He 0C8e0OMIEH O He3aKOHHOU 0essmelbHOCMU UU UHGOpMAYUYU U, Ymo
Kacaemcesi x#canod Ha ONACHOCMb, eMy He U36eCHHbl (PaKmul Ul YCI06Us, KAKASl UMEem sl He3aKOHHAS
unpopmayus, unu KaKue co8epuIaromcst He3aKOHHbLe 0etiCeUst; Uil

139 The provision was implemented by the DMCA (Digital Millennium Copyright Act). Regarding the DMCA impact on the liability of Internet Service
Provider see: Unni, Internet Service Provider's Liability for Copyright Infringement - How to Clear the Misty Indian Perspective, 8 RICH. J.L.. &
TECH. 13, 2001 - available at: http://www.richmond.edu/jolt/v8i2/article].html; Manekshaw, Liability of ISPs: Immunity from Liability under the
Digital Millennium Copyright Act and the Communications Decency Act, Computer Law Review and Technology Journal, Vol. 10, 2005, page 101
et seqq. , available at: http://www.smu.edu/cst/articles/2005/Fall/SMC103.pdf; Elkin-Koren, Making Technology Visible: Liability of Internet
Service Providers for Peer-to-Peer Traffic, Journal of Legislation and Public Policy, Volume 9, 2005, page 15 et seq., available at
http://www law.nyu.edu/journals/legislation/articles/current_issue/NYL102.pdf

1600 See above: Chapter 6.4.4.

160 Regarding the impact of free webspace on criminal investigations see: Evers, Blogging sites harbouring cybercriminals, CNET News, 26.07.2005,
available at: http://news.zdnet.co.uk/security/0,1000000189,39210633,00.htm.

1602 This procedure is called “notice and takedown”

1603 The hosting provider is quite often in a difficult situation. On the one hand side he needs to react immediately to avoid liability — on the other hand
side he has certain obligations with regard to his customers. If he removes legal information that was just on first sight illegal, this could lead to claims
for indemnity.
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b) nocmaswux nocne noryueHus MAKUx HAHUN UlU c8eOeHUll deticmayem ObICMpPo C Yeavbto YOaIums
uny 3anpemums OOCMyn K uHgpopmayuu.

2 Ilynkm 1 He 00ndcen npUMEeHAmMbCA, Ko20a NOY4amenb YCiyeu 0eiucmeosan noo pyKosoOCHEOM Uil
KOHMPOJieM NOCMABUWUKA.

3 Hacmoswas cmambss He ausem HA 803MOICHOCMU O1A CYOd UMY AOMUHUCMPATNUBHO20 OP2aAHA 8
COOmMEemcmeuy ¢ 3aKOHOOAMENbHLIMU — CUCIEMAMU  20CY0apCme-4eHos, mpedyouux, umobul
NOCMABWUK YCIY2 3AKOHYUTL UMY NPeOOm8pamui Hapyuienue, npu dMOM MO He 3ampazuedem
B03MOJICHOCb OJi 20CYOAPCME-YIEHO8 YCMAHOGACHUS NPOYeOYp, YNPAGIAIOWUX NepeMelyeHuem Ui
3anpewenuem 00CMyna K uHgopmayuu.

CraTbst 14 IpUMEHSIETCS HE TOJILKO /ISt TIOCTABIIMKA, KOTOPbIN OrPAHMYMBAET CBOM YCIyTH aPEH 10N TEXHUUECKOM
MHPPACTPYKTYPHI U5 XpaHEHHs NaHHbIX. [[OMyIISIPHBIE YCIIYTH MHTEPHETA, SBIISIOTCS aKTyalbHOM MIaThopMOi
IpeJIaraeMbIM yciayram xoctunral 004,

6.4.7 Hckiarouenue o0sa3aTeabeTB 10 MoHUTOPUHTY (IupexTBa EBponeiickoro coro3a)

[epen Tem, kak JJupexTrBa OblIa BHEAPEHA, OHA HMENa HEONPEISICHHOCTh B HEKOTOPBIX TOCYIapCTBaX-wICHaX, B
cllydae eCliv MOCTABIIMKY MOABEPraloTes cy1e0HOMY MPEeciieJOBAHUIO 3a HapylIeHHe 00s3aTebCTBa 10
MOHHUTOPUHTY ACATEIFHOCTH TOJb30BaTenell. [IoMuMo BOZMOXKHBIX KOH(MIMKTOB C MPaBHIAMU 3aIUTHI JTAHHBIX U
3alIHTE TAHHBI AIEKTPOCBS3H, TAKOE 00513aTEIBCTBO OYIET 0COOCHHO BBI3BIBATH TPYIHOCTH ISl IIOCTABIIUKOB YCIYT
XOCTHHTa, KOTOPBIC XPAHST THICAYH BeO-caliToB. UTOOBI M30eKaTh TAKUX KOH(MIMKTOB, JIUpeKTHBa UCKITIOYAET
ob1ee 0053aTeIHCTBO 10 MOHUTOPUHTY IepeIaBacMOid WIIM XpaHUMOH HH(DOpMAaIUH.

Cmampsa 15 — Hem ocnosHbIx 00a3amenbcme no MOHUMOPUHZY

1 Tocyoapcmea-unenvt He OYOym HA6A3bI6AMb NOCMABWUKAM OOujee 0053amenbcmeo, npu
npedocmasieHuu yciaye, npedycmompennvix Cmamvamu 12, 13 u 14, umobvl xoumponuposamo
uHopmayuro, Komopyio oHu nepeoarom Uiu Xpamam, Hu obwee 00A3amenbemeo AKMUEHO UCKAMb
gaxmel uny 06cMoAMeNbCMBd, ceUOemenbCmayIouie 0 He3aKOHHOU 0esmeIbHOCU.

2 Tocyoapcmea-unenvl — mo2ym — YCMAHAGIUEAMb  00SA3AMENbCMEA  NOCMABUWUKAM — VCILye
ungopmayuonnoco  obwecmea  yciye — He3aMeOIUMENbHO — UHQGOPMUPOBAMb  KOMNEMEHMHble
20Cy0apcmeenHble Op2anbl 0 AKOObl HE3AKOHHLIX NPeONPUHAMbIX OeliCmeusx Ui uxHgopmayuu,
npedoCmAasieHHOU NOJYUAMEIM UX YCAYeU, Wik 0053amelbCmed cooduams 6 KOMNEeMeHmMHbLe OP2aAHbl,
no ux npocvbe, UHGOPMAYUIO, NO3GONAIOWYIO UOSHMUPDUYUPOBAMb NOAyYamenel ux Yciye, ¢
KOMOPbIMU OHU XPAHAM CO2TAUEHUSL.

6.4.8 OtBercrBeHHOCTH 3a runepccbliku (ECC ABerpun)

l'unepccbuiky UrparoT BasKHYIO poib B HHTEpHETE. OHU MO3BOJIAIOT IOCTABILUKY FMIIEPCCHUIKY HAIIPAaBUTh
MOJIH30BAaTENs] KOHKPETHOH HH(POPMAIMH, TOCTYITHOH OHIaliH. BMeCTO TOro 4To0BI MPOCTO MpeyIaraTh TEXHUYECKHE
noapoOHOCTH O TOM, KaK HH(pOpMays MOXKET OBITh JOCTYIHA (HAIIPUMEp, IIyTEM IPEIOCTaBICHHS JOMEHHOTO
HUMEHU CcaiiTa, TIe HH(pOopMaIs MPeToCTaBIAETCS), HONb30BATEIh MOXKET HAMIPSIMYIO TOTYYUTh JOCTYII K
HHPOPMAINH, HAKaB Ha aKTHBHYIO CCBUIKY. [ MITepCcChUIKa JaeT KOMaHAy Uil BeO-Opay3epa OTKPBITh
YCTaHOBJIEHHBIH aipeC UHTEPHET.

B pamkax coctaBnennoi JupextrBel EBpomnelickoro cor3a HHTEHCUBHO 00CYX1aTach HEOOXOIUMOCTD CO3IaHuUs
npasun no runepccbuikam! 005, Cocraureny pelmmim He 00A3bIBATH FOCY1aPCTBA-YWIEHBI COTIACOBBIBATH CBOH
3aKOHBI, KACAFOIUECs] OTBETCTBEHHOCTH 33 TUIIEPCCHUTKH. BMECTO 3TOr0 OHM OCYIIECTBUIIN MOBTOPHOE 0OCYKICHHE
MIPOLEAYPHI JUTst 0OecriedeH s TOro, YToObI OblIa MPUHSITA BO BHUMaHUE HEOOXOAMMOCTh B TIPEJIOKECHUSX,
KaCaroLIUXCS OTBETCTBEHHOCTH MOCTABIIMKOB THIIEPCCHLIOK U MECTOIOJI0KEH S HHCTPYMEHTAIBHBIX yciryr!1006, JTo

1604 By enabling their customers to offer products they provide the necessary storage capacity for the required information.

1805 Spindler, Multimedia und Recht 1999, page 204.

1696 Art, 21 — Re-examination
1. Before 17 July 2003, and thereafter every two years, the Commission shall submit to the European Parliament, the Council and the
Economic and Social Committee a report on the application of this Directive, accompanied, where necessary, by proposals for
adapting it to legal, technical and economic developments in the field of information society services, in particular with respect to
crime prevention, the protection of minors, consumer protection and to the proper functioning of the internal market.
2. In examining the need for an adaptation of this Directive, the report shall in particular analyse the need for proposals concerning
the liability of providers of hyperlinks and location tool services, ‘notice and take down’ procedures and the attribution of liability
following the taking down of content. The report shall also analyse the need for additional conditions for the exemption from
liability, provided for in Articles 12 and 13, in the light of technical developments, and the possibility of applying the internal market
principles to unsolicited commercial communications by electronic mail.
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TeX IOp MOKa MOJIOKEHHE 00 OTBETCTBEHHOCTH 32 THIIEPCCHUIKH He OyAeT B OyayIeM n3MeHeHo, I ocymapcTsa-
YieHbl MOTYT CBOOOHO pa3padaThiBaTh HalMoHaNbHbIE petenus 007, Hekotopsie cTpanbl EBponeiickoro corosa
PELINIM PACCMOTPETH OTBETCTBEHHOCT MOCTABIIMKOB 32 TUIIEPCCHUIKU B CIIEMATbLHOM T0s10KeHnu ! ©08, D11 cTpanst
OCHOBBIBAJIM OTBETCTBEHHOCTh TIOCTABILIMKOB TUIIEPCCHIIOK HA TEX JK€ MPUHIMIIAX, YTO PeAyCMaTPUBAET JUPEKTUBA
B OTHOLIEHUH OTBETCTBEHHOCTH MOCTABIIMKOB YCIyr XocTHHral®0®, D10T moaxox ABiseTcs 10ruueckuM CieacTBHEM
AHAJOTMYHOM CUTYaIlMH MOCTABIIMKA YCIYT XOCTUHTA M TIOCTABIINKA THIEPCCHUIOK. B 000X CIydasx MOCTaBIIUKH
KOHTPOJIMPYIOT HE3aKOHHOE COJIEPKaHUE WITH, TT0 KpaiHeH Mepe, CCBUIKY Ha 3TO COZEpKaHHe.

ITpumep Pasznen 17 ECC Asctpuu!610:
Pazoen 17 ECC (Aécmpus) — OmeemcmeeHHOCHmb 3d 2UNEPCCLIKU

1) Hocmaswux, obecneuusarowuti 0ocmyn K uHpopmayuu, npeooCmAasieHHOU MpemvUuM JTUYOM
HOCPedCmeomM npedoCmasneHus INEeKMPOHHOU C8:A3U, He Hecem OMBEeMCMEEeHHOCU 34 UHPOPMAYUIO
ecnu oH

1 He umeem ghaxmuueckux OAHHBIX O HE3AKOHHOU OesTMETbHOCMU UMY UHGOPMAYUL, U 8 CTIYYAe UCKA O
go3MeujeHuU yuepoa 3a Mo HUYe20 He U36eCMHO O (PaKmax unu 00CMOoAMenbCmeax, U3 Komopblx
Cc1e008an0 Obl, YMo NOCMABWUK YCIAYeU COBepuan OelUCmeus uiu npedocmasiial UHGOpMayuo
He3aKOHHO; U

2 nocne nonyueHus maxKux OAHHbIX Ul C8e0eHUll, CM02 DLICIMPO NPEKPAMUMb INEKMPOHHYIO CE43b.
6.4.9 OTBETCTBEHHOCTH MOUCKOBBLIX MALIIUH

[TocTaBIIMKY MOWCKOBBIX MAIIMH IIPEIAraloT YCIYTH MONUCKA TT0 HAXOXKACHHIO HHTEPECYIOMINX JOKYMEHTOB,
00TaJafoNINX ONpeNeIeHHBIME KpuTepusMuy. [lorckoBast MamiHa OyeT UCKaTh COOTBETCTBYIOIINE TOKYMEHTBI,
KOTOPBIE COOTBETCTBYIOT KPUTECPHSIM, BBEICHHBIM TI0JIb30BaTeIeM. [10nCKOBBIE MallIMHbBI HTPAIOT BAKHYIO POJIB B
YCHELHOM pa3BUTUU UHTepHeTa. CoaepxaHue, ClIeIaHHOE JOCTYITHBIM Ha BeO-calfTe, HO He IIEPEUHCIIEHHOE B
WHJIEKCE MOMCKOBOM MaIlliHE, MOTYT OBITh JIOCTYITHO TOJIEKO B TOM CIIy4ae, €CJIH JIUIO, KEJIAFOIIee TOIYIUTh JOCTYII
K Hemy, 3HaeT nonHblid URL-anpec. Introna/Nissenbaum yka3pIBaeT Ha TO, 4TO "0€3 0c000TO MpeyBeInUeHUS MOKHO

CKa3aThb, YTO CYIIECTBOBAHUEC 3aKIIFOYACTCA B TOM, YTOOBI OBITH MHACKCHUPOBAHHBIM B ITOMCKOBBIX MaHII/IHaX”1611.

Kak u B ciyuae ¢ runepccsuikamu Jupextusa EBpornieiickoro coro3a He COAepKUT CTaHJApTOB, KOTOPbIE
OTIPEIEIISIOT OTBETCTBEHHOCTD OIIEPAaTOPOB IMMOUCKOBBIX MalMH. TakuMm 00pa3oM, HEKOTOpbIe cTpanbl EBporeiickoro
CO103a IIPUHSIIN PELIeHHEe PaCCMOTPETh OTBETCTBEHHOCTD MOCTABIIMKOB MOUCKOBBIX MALINH B CHIELIMAJILHOM
nosoxenun!%12, B oranume oT runepechUIoK PEryJanpoOBaHUe HE BO BCEX CTPAHAX OCHOBBIBAETCS HA OJIHUX M TEX JKE

npunnunax! 13, Ucnanusa!014 u Mopryranus ocHOBBIBAIOTCS HA CBOMX IIPABUJIAX, KACAIOIMXCS OTBETCTBEHHOCTH

107 Freytag, Computer und Recht 2000, page 604; Spindler, Multimedia und Recht 2002, page 497.

1608 Aystria, Spain and Portugal. See Report of the application of the Directive on electronic commerce — COM (2003) 702, page 7.

1609 See report of the application of the Directive on electronic commerce — COM (2003) 702, page 15.

1610 § 17 - Ausschluss der Verantwortlichkeit bei Links
(1) Ein Diensteanbieter, der mittels eines elektronischen Verweises einen Zugang zu fremden Informationen eroftnet, ist fiir diese Informationen
nicht verantwortlich, sofern er von einer rechtswidrigen Tatigkeit oder Information keine tatsdchliche Kenntnis hat und sich in Bezug auf
Schadenersatzanspriiche auch keiner Tatsachen oder Umsténde bewusst ist, aus denen eine rechtswidrige Tatigkeit oder Information offensichtlich
wird, oder, sobald er diese Kenntnis oder dieses Bewusstsein erlangt hat, unverziiglich titig wird, um den elektronischen Verweis zu entfernen.

151 Introna/Nissenbaum, Sharping the Web: Why the politics of search engines matters, Page 5. Available at:
http://www.nyu.edu/projects/nissenbaum/papers/searchengines.pdf

1612 Aystria, Spain and Portugal. See report of the application of the Directive on electronic commerce — COM (2003) 702, page 7.

1613 See report of the application of the Directive on electronic commerce — COM (2003) 702, page 15.

1614 L ey de Servicios de la Sociedad de la Informacién y de Comercio Electrénico (LSSICE) - Articulo 17. Responsabilidad de los prestadores de
servicios que faciliten enlaces a conteni-dos o instrumentos de biisqueda (Spain)
1. Los prestadores de servicios de la sociedad de la informacién que faciliten enlaces a otros contenidos o incluyan en los suyos directorios o
instrumentos de bisqueda de contenidos no serdn responsables por la informacion a la que dirijan a los destinatarios de sus servicios, siempre
que:Ja) No tengan conocimiento efectivo de que la actividad o la informacién a la que remiten o recomiendan es ilicita o de que lesiona bienes o
derechos de un tercero susceptibles de indemnizacion, o[ 1b) si lo tienen, actien con diligencia para suprimir o inutilizar el enlace correspondiente.
Se entenderd que el prestador de servicios tiene el conocimiento efectivo a que se refiere la letra a) cuando un érgano competente haya declarado la
ilicitud de los datos, ordenado su retirada o que se imposibilite el acceso a los mismos, o se hubiera declarado la existencia de la lesion, y el prestador
conociera la correspondiente resolucion, sin perjuicio de los procedimientos de deteccion y retirada de contenidos que los prestadores apliquen en
virtud de acuerdos voluntarios y de otros medios de conocimiento efectivo que pudieran establecerse.
2. La exenci6n de responsabilidad establecida en el apartado primero no operara en el supuesto de que el destinatario del servicio actie bajo la
direccion, autoridad o control del prestador que facilite 1a localizacién de esos contenidos.
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OIEepaTopoB MOMCKOBBIX MALIUH B cOOTBETCTBHHU co CTatbeil 14 JIupekTuBsl, B TO BpeMs kak Apctpus 1015
OCHOBBIBAETCS HA OTPAHUYEHUU OTBETCTBEHHOCTH B COOTBETCTBUU co Crarbeit 12.

Pazoen 14 ECC (Aecmpus) — OmeemcmeeHHOCb ONEPAmopo8 HOUCKO8bIX MAULUH

1) locmaswux, komopulii npedocmasisiem NOUCKO8YI0 MAWUHY Ul Opyaue dJeKmpoHHble Cpedcmsd
oA noucka ungopmayuu, npedoCmagieHHyI0 mpemvum JUYOM, He Hecem OMEemCmEeHHOCMU, Npu
VCA0BUU YMO NOCMABUJUK:

1 He onpedenun nepedauy;
2 He svlOUpan noayuamens nepeoavu; u

3 He 6b10UPAN UAU USMEHSL UHOPpMaYUIo, cOOePICAuyIocst 6 nepedaye.

7 ITPABOBBIE CIIPABOYHBIE JIOKYMEHTbI

KouBenmus o kubepnpecTymaoctu 610,

Tunosoii 3akoH CoapyKeCcTBa 0 KOMIIBIOTEPaX M KOMIIbIOTEPHBIX MpecTyIuieHusx 1017

[poekr Ctaudopackoit Konpenruu!©18,

1615 Ausschluss der Verantwortlichkeit bei Suchmaschinen

§ 14. (1) Ein Diensteanbieter, der Nutzern eine Suchmaschine oder andere elektronische Hilfsmittel zur Suche nach fremden Informationen bereitstellt, ist
fiir die abgefragten Informationen nicht verantwortlich, sofern er

1. die Ubermittlung der abgefragten Informationen nicht veranlasst,

2. den Empfinger der abgefragten Informationen nicht auswihlt und

3. die abgefragten Informationen weder auswihlt noch verindert.

(2) Abs. 1 ist nicht anzuwenden, wenn die Person, von der die abgefragten Informationen stammen, dem Diensteanbieter untersteht oder von ihm
beaufsichtigt wird.

1816 Council of Europe Convention on Cybercrime, available at: http://conventions.coe.int/Treaty/EN/Treaties/Html/185 htm

1617 Commonwealth Model Law on Computer and Computer Related Crime, available at:
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BDA109CD2-5204-4FAB-AA77-
86970A639B05%7D_Computer%20Crime.pdf

1618 Draft Stanford Convention, available at: http:/www.stanford.edu/~gwilson/Transnatl. Dimension.Cyber.Crime.2001.p.249.pdf
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