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			A fundamental role of ITU, based on the
guidance of the World Summit on the Information Society (WSIS) and the ITU
Plenipotentiary Conference, is to build confidence and security in the use of
Information and Communication Technologies (ICTs).

At WSIS, Heads of States and world leaders entrusted ITU to be the Facilitator of 
   Action Line C5, "Building confidence and security in the use of ICTs", in response to which ITU launched, in 2007, the 
   Global Cybersecurity Agenda (GCA), as a framework for international cooperation in this area. 
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   Never before have ICTs been so vital to our lives, and to keep our economy and society working, as during the COVID-19 crisis we are living through today.
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							Global cybersecurity index

                                Page Content 3

The Global Cybersecurity Index (GCI) is a project to measure the cybersecurity capabilities of nation states and hence enable informed decisions to foster a global culture of cybersecurity.

Learn more


						 

	
						 					
     		
						
						
						
						
						

           			  

                


             
                       
            



             
              
             

            	
                	                	
	                	 
	
							National CIRT Programme
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The absence of institutional structures to deal with cyber incidents and attacks resulting in fraud or the destruction of information, is a genuine problem in responding to cyber threats.

Learn more
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A clear roadmap agreeable to all stakeholders must be devised to effectively enhance national cybersecurity capacity.
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ITU-T's Study Group 17 is responsible for building confidence and security in the use of Information and Communication Technologies (ICTs). This includes studies of several technologies with regards to cybersecurity.
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							Securing Radiocommunications

							
Page Content 16
 
ITU-R established clear security principles for IMT (3G and 4G) networks. It has also issued recommendations on security issues in network management architecture for digital satellite systems and performance enhancements of transmission control protocol over satellite networks.
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Council 2019 instructed the Secretary-General, in parallel, to submit to the next Council session (1) a report explaining how the ITU is currently utilizing the Global Cybersecurity Agenda (GCA) framework and (2) with the involvement of Member States, appropriate guidelines developed for utilization of the GCA by the ITU for Council's consideration and approval (C19/117, C19/58).
Learn more
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COP has been established as an international collaborative network for action to promote the online protection of children worldwide.
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	Cybersecurity Track at WSIS Forum 2021
8-29 April, 2021




	Open Consultations on the draft Guidelines for utilization of the GCA
23 April 2020 & 1 March 2021





	AI for Good Global Summit
21-25 September 2020, Geneva, Switzerland





	Security@WSIS 2020_Action Line Facilitation Meeting on Action Line C5: Cybersecurity in the era of Quantum Information Technology (QIT): Challenges and Considerations for ICT networks
Geneva, Switzerland





	Security@WSIS 2020_High-Level Dialogue: Trustworthy AI for people centric healthcare
Geneva, Switzerland
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              ITU cybersecurity programme: CIRT framework
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      Building confidence and security in the use
of ICTs
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      More Capacity Building Initiatives: 
   	
         Legislation
	
         Global Partnerships

	
         ITU-D Study Group 2 Question 3/2
	
         ITU-D Study Group 1 Question 22-1/1
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   ITU Resolutions:




		


	

		
			
					
	Plenipotentiary Resolution 130, Bucharest, 2022
Strengthening the role of ITU in building confidence and security in the use of information and communication technologies.






			



		


	

		
			 
   All ITU Resolutions
 

 
 
   UN Resolutions:




		


	

		
			
					
	Resolution 55/63, January 2001
Combating the criminal misuse of information technologies
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	How are governments staying safe? ITU releases its third Global Cybersecurity Index. 
9 July 2019, Geneva, Switzerland




	ITU and Stanford University to launch new partnership supporting pilots of Digital Fiat Currency 
25 June 2019, Geneva, Switzerland




	AI, quantum technologies and new cyber threats – are we prepared?
11 June 2019, Geneva, Switzerland




	How ITU is helping Pacific Island countries build their cybersecurity capacity
16 May 2019, Geneva, Switzerland
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