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1
The World Summit on the Information Society

Marshall McLuhan said over 40 years ago: “The new electronic interdependence recreates the world in the image of a global village.” He said this more than 40 years ago, long before the mobile phone, the Internet and broadband communications fundamentally changed the way the world conducts economic and business practices, runs governments and engages society. 

Yet while the digital revolution has extended the frontiers of the global village, the vast majority of the world still remains disconnected from this unfolding phenomenon. Recognizing this technical and policy challenge required global debate, the International Telecommunication Union (ITU), following a proposal by the Government of Tunisia, resolved at its Plenipotentiary Conference in Minneapolis in 1998 to hold a World Summit on the Information Society (WSIS) and to place this proposal on the agenda of the United Nations. In 2001, the UN formally endorsed the holding of the Summit with the ITU as the lead managerial agency.

The organization of WSIS has placed the ITU at the centre of one of our great challenges of this new millennium: building a global information society, in which information and communication technologies, or “ICTs,” become accessible to all citizens of the world. The outcome of the first phase of the Summit, held in Geneva in December 2003, was the adoption of two documents; a shared vision by world leaders of a global information society called the “Declaration of Principles” and a “Plan of Action,” which starts to put this vision into place ahead of the second phase of the Summit, to be held in Tunisia less than one year from today. 

2
The Evolution of Networks

2.1
Introduction

Like most technology-driven industries, the telecommunication sector has historically been characterized by steady growth punctuated by an occasional leap forward, usually when a new communications technology is introduced. This historical pattern has repeated itself a number of times, beginning with telegraph in the 1840s, the telephone in the 1870s, radio telegraphy or “wireless” in the 1890s, radio broadcasting in the 1920s, television broadcasting in the 1950s, geostationary satellite communications in the 1960s, computer communications in the 1970s, optical communications in the 1980s, and the Internet and mobile communications in the 1990s. For the last 140 years, the ITU has had to rapidly adapt to and embrace all new innovations in communications technologies.

In the latter part of the twentieth century, the almost simultaneous arrival of two major innovations — mobile phones and the Internet — not only changed the face of communications, but also provided fresh impetus for economic growth. In the coming years, a “next generation” Internet under development in the ITU and other standards bodies will provide improved security and on-demand bandwidth with guaranteed quality-of-service for real-time applications, such as video streaming and voice applications. In the future, ubiquitous broadband “dial tone” will be pervasive throughout an interconnected globe.

2.2
The Internet: A Brief History

The Internet was initially conceptualized as a closed military group of networks for global electronic communication. During this period, its research, development and implementation was principally funded by the United States Department of Defense (DOD). In the 1980’s, this small collection of networks, with less than a few hundred host computers, was typically referred to as the “DOD Internet”. 

In the latter half of the 1980’s, the US National Science Foundation (NSF), as well as research and educational institutions in other countries, provided funding to build non-military networks. In 1986, the first NSF backbone network in the United States went live. In early 1990, a number of regional networks originally funded by the NSF began to sell commercial access to the Internet. 

In December 1990, the World Wide Web was unveiled in Geneva, Switzerland: it was to radically change the face of the Internet, making it much more accessible to non-technical users. According to Tim Berners-Lee, the web’s original architect:

“The dream behind the Web is of a common information space, in which we communicate by sharing information. Its universality is essential: the fact that a hypertext link can point to anything, be it personal, local or global, be it draft or highly polished. There was a second part of the dream, too, dependent on the Web being so generally used that it became a realistic mirror (or in fact the primary embodiment) of the ways in which we work and play and socialize...”
 

In early 1991, a number of web servers were set up across Europe and in December 1991, the first web server in the United States appeared at Stanford University. 

Fifteen years ago, prior to the web, the Internet was primarily focused on academic and research use; it was primarily North American-based, not for profit, and used mostly for email and file transfer. After the invention of the Web, during the mid-1990’s, there was significant growth throughout OECD countries and increasing privatization of its backbone. The mid- to late-1990’s witnessed the rise and fall of “dot.com” mania and with it the belief that the Internet was a suitable platform to subsume all existing telecommunication networks and services. 

Today, the Internet has spread to all countries of the world and it is no longer only a developed economy phenomenon. Internet demographics are also changing rapidly. The Asia-Pacific region now has the largest share of Internet and mobile users and leads in advanced Internet technologies, such as broadband access and mobile data. The Republic of Korea and Hong Kong, China, are the top two economies in the world in terms of broadband Internet penetration. In mobile Internet technologies, Japan and the Republic of Korea were the first two nations to launch third generation mobile networks commercially. These accomplishments, combined with a much larger potential for growth, corroborate a view that the global telecommunications epicentre has shifted from North America and Western Europe to the Asia-Pacific region.

2.3
The Internet: The Future and NGN

The technical underpinnings of the Internet have also advanced rapidly. The growing popularity of the Internet and other IP-based networks during the last ten years has driven new requirements for telecommunications capacity and bandwidth, which has driven tremendous innovation in access and transport networks. Some examples include the enabling of new broadband networks
 by leveraging telephone copper wire “last-mile” networks with DSL technologies, the  re-architecturing of television cable networks to support bi-directional IP-based services, and dramatic enhancements in optical networking technologies. As one illustration, during the last five years, based on ITU standards, there has been an increase of over 100 million new broadband users globally. Concurrently, intense standards work is underway at the ITU and in other standards bodies to further the integration and interoperability of IP-based networks with the public switched telephone and mobile networks.

More recently, substantial standards and resource investment are being made by all major operators and equipment manufacturers in what is referred to as Next Generation Networks (NGN). NGN can be seen as a logical progression from separate PSTN- and IP-networks to a unified telecommunications network for electronic communications based on IP. The fundamental difference between NGN and today’s telecom networks is a shift from ‘circuit-switched’ single service networks (focused on voice) to ‘packet-based’ multi-service platforms (of which ‘voice’ is only one of a palette of available services). 

	Box 2.1: Definition of Next Generation Networks

Next Generation Network (NGN): a packet-based network able to provide telecommunication services and able to make use of multiple broadband, QoS-enabled transport technologies and in which service-related functions are independent from underlying transport-related technologies. It offers unrestricted access by users to different service providers. It supports generalized mobility which will allow consistent and ubiquitous provision of services to users.

Source: ITU-T Study Group 13, lead study group on NGN


The transition to NGN makes possible a common network infrastructure for many communication services and applications. This reduces capital and particularly operational costs compared with separate service-dedicated networks. Therefore, it is also a promising platform upon which to build out cost-effective “triple-play” network infrastructures (voice, data, video) in developing economies with limited human and financial resources. 

	Box 2.2: ATIS and NGN Standardization

On December 6 2004, the North America-based Alliance for Telecommunications Industry Solutions (ATIS), announced it has developed a North American framework of requirements for Next Generation Networks (NGN) and will work with other regions through the International Telecommunication Union (ITU) to develop a global definition and set of standards for NGN. 

The ATIS NGN Framework is the first comprehensive set of next-gen requirements delivered internationally from the North American telecommunications industry that meets the business and wide-scale deployment needs of the industry’s leading telecommunications companies in the region. It was produced by the ATIS Technology and Operations Council (TOPS) and is driven by the identified business needs of the North American market. The eventual goal is to produce, to the extent practical, a set of common international NGN standards that allow for the accommodation of regulatory, business and infrastructure requirements.

Source: http://www.atis.org/PRESS/pressreleases2004/120604.htm 


The need for global standards for NGN to provide access to worldwide markets is necessary as operators and equipment manufacturers make their shift to an all IP-based infrastructure. Multi-service networks operating across carriers on a global scale also need harmonized interfaces and protocols, as well as international standardization performed in a transparent, market-driven process. The telecommunications and IT industry is now focusing its efforts on carrying out this activity at the ITU.
  In the coming years, there will be extensive technical developments and deployments of NGNs around the globe (see Boxes 2.2, 2.3, 2.4, 2.5).
	Box 2.3: BT’s NGN in the United Kingdom

In the United Kingdom, British Telecom (BT) set out its plans for its NGN, named 21CN, in early 2004. It will replace all of BT’s existing networks with a single multi-service network. BT’s stated aims for the programme were to reduce cash costs (by £1 billion per annum by 2008/09), improve speed to market for new services, and improve the customer experience. In its announcement, BT also set out several key milestones for its programme: 

· Trials of the new technology are to be initiated during 2004, with next generation voice services being delivered to 1,000 customers by Jan 2005. 

· 99.6% of UK homes and businesses will be connected to a broadband enabled exchange by summer 2005. 

· Subsequent growth in broadband services will be met by a new ‘Multi-Service Access Node’ platform 

· The mass migration of PSTN customers is expected to start in 2006, and reach more than 50% by 2008. 

· Broadband dial tone is expected to be available to most customers in 2009.

Source: BT news release June 9th 2004 


To further advance ITU’s NGN efforts, the recent World Telecommunication Standardization Assembly
 created a new ITU study group focusing on NGN standardization. In addition to taking over the tasks of the former Internet Protocol (IP)-focused Study Group 13, the new Study Group will deal with all questions relating to architecture and frameworks for NGN. New signalling requirements for NGN will be developed in coordination with ITU-T Study Group 11. The new NGN Study Group will be assisted in its work by a joint coordination mechanism set up to coordinate ITU-T core activities in the area of mobility and signalling. NGN efforts will also require ongoing close liaison with ITU-T standards efforts in naming, numbering, addressing and routing (NNAR).

	Box 2.4: Cisco and IP NGN

In December 2004, Cisco made several announcements on its IP Next-Generation Networks (IP NGN) strategy. The Cisco IP NGN architecture is focused around three primary areas of convergence: 

· Network convergence — where disparate networks need to be converged over a more efficient and cost-effective common infrastructure. 

· Service convergence or "triple play on the move" — where increased application and subscriber-level service control intelligence is needed to facilitate the efficient and profitable delivery of voice, video, data and mobility services for wireline and wireless convergence. 

· Application convergence — where a profusion of new capabilities and end-user devices can provide a multitude of new service opportunities for carriers.

Cisco notes in its White Paper on IP NGN that its vision “closely matches the International Telecommunications Union’s (ITU) concept of NGN.”

Source: Cisco: http://newsroom.cisco.com/dlls/2004/prod_120604.html?CMP=ILC-001 and http://www.cisco.com/application/pdf/en/us/guest/netsol/ns301/c654/cdccont_0900aecd801d71ed.pdf.  


	Box 2.5: Korea and NGN

In the Republic of Korea, bolstered by its successes in CDMA and broadband, it is now pushing to be a pioneer in the development and deployment of next-generation networks (NGNs), locally called BcN (Broadband convergence Network).  KT, South Korea’s leading carrier, has focused on NGN for some time. In 2000, the government obliged KT to provide caller identification, local number portability (LNP) and other supplementary services. This required the company to replace all its class 5 circuit switches that did not support SS7 signalling. Instead of simply replacing the switches with newer ones, KT planners, considering the trend towards IP and VoIP, decided to take advantage of the situation to vastly upgrade its network architecture and capabilities by developing and deploying NGN systems. The company also hoped that the move will shift the revenue base of the company from voice to multimedia, and cut network installation and maintenance costs. The South Korean government has also focused its attention on the potential macro-economic benefits of a national NGN infrastructure as highlighted in its national IT 839 strategy. 

Source: Korea: http://www.asiatele.com/ViewArt.cfm?artid=24671&catid=5&subcat=46 and http://www.ipc.go.kr/ipceng/policy/enews_view.jsp?num=2060&fn=&req=&pgno=1 




3
Understanding Cycles of Communications

3.1
Cycles of Technologies

Napoleon once said: “History is the version of past events that people have decided to agree upon.”  When one looks back over history at advancements in telecommunications, there is a tendency to forget about the highs and the lows, the boom-bust cycles, the dubious investment schemes and the sometimes irrational and excessive enthusiasm for new technologies. The price of hindsight is typically great historical simplification.

The Internet is not the first telecommunications medium to come along promising a radical transformation of the methods by which we communicate with each other. For example, the invention of the telegraph was perceived, in many ways, as much more of a revolution than the Internet was in the 1990’s. Although it is hard to believe now, it was a technology that gripped the imagination of the mid-19th century. It was an invention described as the “annihilation of space and time”: that is because, for the first time in history, a communication means was available that was divorced from physical transportation. And it had to be built from scratch. While the Internet has essentially built on top of the global telephone network infrastructure, the physical infrastructure for the telegraph was built from nothing. This required extensive and massive business investments. And just as with the Internet in the 1990’s, there was a great deal of “irrational exuberance”
 and technical and business failure in the technology’s early days.

The Internet is also not the first time a fellowship of amateur trailblazers has led the charge across a new media hinterland. This same cycle was repeated in the early days of wireless or “radio telegraphy,” as it used to be called. Like the Internet craze in the late 1990’s, there was a “radio craze” in the 1920’s that took the United States by storm. Journalists wrote ecstatic articles describing the newest developments in wireless technology. The airwaves were more or less wide open, as professionals had pretty much ignored the mass-market potential of wireless technology, leaving plenty of space for amateur enthusiasts to stake their claims along the bandwidth spectrum. Licensing requirements were issued by the US Department of Commerce for anyone who wanted to set up a transmitter. Once you had your own transmitter, there was a “radio community” of like-minded enthusiasts eager to share their world with you. It was an interactive medium that was user-dominated and user-controlled. 

In the 1920’s, Radio Broadcast magazine was the accepted voice of the “radio community”. It was also the focal point for the articulation of their common values and their interests. Radio Broadcast sought to chronicle the ways in which the advent of a new communications medium promised to alter the face of culture and society permanently. The magazine spoke with as much enthusiasm as today’s Internet community and they passionately debated many of the same questions. They believed in their new technology, and they believed that it should be harnessed to help make the future better than the past. "Will Radio Make the People the Government?" Demanded a headline in a 1924 issue of Radio Broadcast. 

With any new communication technologies, business models take time to evolve. Theories of usage often conflict with reality. For the first 30 years of the telephone, promoters struggled to identify the “killer application” that would promote its wide adoption by homeowners and businesses. The idea, in its early days, that someone would use a telephone to simply chat was basically inconceivable. Mobile SMS or text messaging is yet another “accidental success” that took almost everyone in the mobile industry by surprise. Likewise, Internet pioneers were surprised by the popularity of email and the unanticipated growth of the Web and peer-to-peer networks. 

History demonstrates that the deployment of new telecommunications technologies can be seen as a series of relatively short cycles — typically of one or two decades’ duration — which begins with an invention, continues through early stages of innovation and application (often not for the original purpose intended), and finally is deployed in a method that scales to support broad market acceptance and serious use (see Figure 3.1). The transition of the Internet to the multi-service platform NGN may represent this latter phase in the cycle.

	Figure 3.1: Welcome to the Right Side of the Curve

Market Acceptance of the Internet
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Note: Sourced from “The Transformation of Communications, Commerce & Society”, Stratton Sclavos, Verisign, Progress and Freedom Foundation Aspen Summit — August 2004



3.2
Cycles of Policy and Regulation

For those who know the history of telecommunications, there is little surprise that there are strongly felt debates as to how to address the numerous policy and regulatory issues that often emerge with new communications technologies. “The problems never were as large or as complex as they are right now,” said one of the early pioneers of the telephone in 1910. There is always the eternal struggle between the large and little ideas — between the people who can see what might be and those who only see what is.  For example, when the telephone was introduced into the United Kingdom, the Postmaster General immediately ruled that it was a new species of telegraph and thereby fell under his jurisdiction. 

The telecommunications sector has always had a variety of interest groups who have clashed over its rules. This is the foremost reason that the establishment of independent regulators was seen as a prerequisite to liberalization and privatization in the sector. And what is at stake has gone up considerably: today, a robust national telecommunications infrastructure is much more important than a platform for voice — it is now the fundamental underpinning layer of networked economies and information societies, a key policy objective for almost all governments. Not only are these networks seen as an important determinant of national competitiveness in an increasingly globalized knowledge economy, they are seen as offering new opportunities in areas such as education, health and social advancement.

The deployment of all new communications technologies is inevitably accompanied by a belief that everything has changed and none of the old rules or systems have relevance. In the 1980’s and 1990’s, many — particularly the engineers and academics behind its creation — idealized the Internet as a vast electronic exchange of ideas that should ultimately regulate itself. Many argued that government had no role to play in cyberspace and the dominant culture was one of common accepted norms, free speech, free information and technical coordination with little outside interference. 

As in the 1920’s with radio, today there is passionante debate as to the role of governments in this new media. But even that debate has shifted significantly in the last few years. In the 1990’s, the common question was “should the Internet be regulated?” This now seems somewhat moot, with the extensive level of Internet-related legislation being enacted daily around the world. The Internet has now simply become far too mainstream to be treated any different from the rest of society and the economy. And at least in certain respects, for example, content control, it is now widely accepted that whatever rules apply to conventional media may also be applied to the Internet or sometimes even more restrictive rules (e.g., online gambling in some jurisdictions). 

One should therefore also infer that the concept of the nation state and sovereignty over telecommunications policy and regulation will continue to exist and also serve as the fundamental basis of multilateral cooperation. This model has served well for a number of years and there are a number of reasons for its success. As Elihu Root, the first US Secretary of State and the 1912 Nobel Peace Prize Laureate, said: 

“Thousands of years of differing usages under different conditions forming different customs and special traditions have to each separate race its own body of preconceived ideas, it own ways of looking at life and human conduct, its own views of what is natural and proper and desirable”.  

If we examine current Internet-related legislation, we see that for better or worse, each nation and society will apply its collective wisdom, misconceptions, preferences, prejudices and interest group lobbying to the future rules of the Internet. In particular, as the Internet transitions to an NGN infrastructure on which critical public services are layered, based on national approaches, there will be a transition to policy or regulatory requirements that may be similar or identical to existing rules applied to services offered over current circuit-switched networks. Such examples might include provisions for public safety needs, disability assistance, law enforcement support (in particular, legal interception), competition considerations, fraud prevention, prioritization during emergencies, privacy and data protection, and consumer protection against unwanted intrusions.
4
Internet Governance and WSIS

In the final run up to the first phase of the Summit, the topic of Internet governance was debated extensively by governments and other interested parties. Although there were agreements on some basic principles, there also remain divergent opinions and different, even conflicting, world visions in this area. Even now, there are widely different opinions as to how “Internet governance” should be defined and what are the real issues at stake. The recognition that these issues needed to be further explored gave birth to the idea of the creation of a multi-stakeholder-based Working Group on Internet Governance (WGIG), which would report its findings to the second phase of the Summit. 

There are those who think that “Internet governance” should be treated from a wide perspective and include topics such management of Internet resources, Internet interconnection arrangements and exchange points, spam, cybersecurity, universal access/service, IPRs, privacy, etc. There are others who think that a narrow definition should be taken with regard to management of Internet names and addresses. A brief history of this subject is given below.

4.1
Management of Internet Names and Addresses

During the 1980’s-1990’s, Dr. Jon Postel, a computer scientist at the University of Southern California’s Information Sciences Institute (ISI), maintained a list of network resource parameters. This included a list of available Internet Protocol (IP) addresses and tables that provided correspondence between Internet top-level domains and IP addresses. This activity came to be known as the Internet Assigned Numbers Authority (IANA), a role that became almost synonymous with Dr. Postel himself. 

In 1993, the NSF entered into a cooperative agreement with the company Network Solutions Incorporated (NSI) to handle domain name registrations for the .com, .net and .org top-level domains. With the growing popularity of the Internet, both the NSF and NSI struggled to deal with the astronomical growth and commercialization of the Internet. Finding itself subsidizing commercial registration of domain names, the NSF amended its cooperative agreement with NSI, allowing it to institute a US$ 50 per-year charge for domain name registrations, beginning in September 1995. In the Internet culture of that time, making profits from Internet resource management was considered antithetical to the spirit of the Internet. There was tremendous pressure on Dr. Postel and the NSF to introduce some form of competition into the domain name market. 

After much online discussion, Dr. Postel aligned himself with a proposal from the Internet Society to create an expert group to consider how to introduce competition into the domain name market, as well as solve the growing problem of domain name cyber-squatting. This expert group, called the Internet International Ad Hoc Committee (IAHC), was formed in 1996 and included representatives from the Internet Society, the US government, Internet technical organizations, the International Trademark Association (INTA), the World Intellectual Property Organization (WIPO) and the International Telecommunication Union (ITU). Within a few months, it issued a report suggesting how to administrate generic top level domains (gTLDs) and the outline of a framework for resolving domain name disputes using an alternative dispute resolution method (which was developed by WIPO). The IAHC rejected arguments that the key to fair competition was for different entities to have monopoly control over gTLDs. In doing so, the IAHC split what previously had been considered as combined functions, the wholesale and retail domain name market. Registries would manage the database for a gTLD and multiple registrars would access the registry to sell names to customers. The IAHC did not consider country code Top Level Domains (ccTLDs).

During implementation of the IAHC plan in 1997, the US government announced that it would step into the debate. Running its own consultation process conducted by the US Department of Commerce (DoC), it announced its final plans in early 1998. In accordance with those plans (the White Paper) the Internet Corporation for Assigned Names and Numbers (ICANN), a non-profit corporation, was established under the laws of the State of California, in the United States of America, and a Memorandum of Understanding (MoU) was signed between ICANN and DoC. 

The US government said it wanted to remove its oversight role as soon as possible; that it: “would prefer that this transition be complete before the year 2000. To the extent that the new corporation is established and operationally stable, September 30, 2000 is intended to be, and remains, an ‘outside’ date.” While this transition date has not been met, both ICANN and the US Government have repeatedly reaffirmed their intention to transition away from the current special arrangement with the DoC, in particular no later than 30 September 2006, which is the expiry date of the current MoU between ICANN and DoC.

ICANN has successfully achieved its preliminary goals, which were to increase competition and lower prices for domains under the “.com” top level domain, to introduce a simplified dispute resolution processes for domain names (developed by WIPO), and the addition of some new top-level domains, However, in its initial formulation, ICANN, according to its leaders, has had difficulty achieving its other goals. This led to a reform process that triggered significant debate about its intended governance responsibilities, its regulatory role, legal structure, working methods and the role of governments. Some of that debate is reminiscent of the debates that took place about the IAHC’s plan in 1996-1998.

4.2
The Basis of the ICANN Debate

There are widely divergent opinions about ICANN, which, like any complex organization, has both  supporters and detractors. But what are the real core issues behind the debates? A few of them are identified below:

· A key issue surrounds legitimacy and accountability. The ICANN framework was established in the late 1990’s by a few “early mover” states, and it was intentionally done outside of established national and intergovernmental and diplomatic coordination mechanisms. Since that time, the role of governments, vis-à-vis cyberspace, has evolved significantly and there is ongoing rapid convergence with telecommunications networks and services. This suggests that there will be a need for ongoing engagement with existing national and international telecommunications standards-making, policy and regulatory initiatives and development frameworks. 

· Although its remit is technical coordination, ICANN appears to be involved in some activities that are not primarily technical but rather activities which normally would be the remit of national regulators, governments or intergovernmental organizations (e.g., resource licensing, economic regulation, intellectual property rights, privacy issues).

· While the Internet is generally a very “distributed” system, there are certain aspects that are extremely centralized and are potential control points. In particular, this is the case for the resolution of Internet names and addresses, including country code Top Level Domains (ccTLDs). In this regard, the Internet Domain Name System (DNS) is much more centralized than comparable features of other network technologies, including the telephone network and other parts of IP-based networks. For comparison, the management of the ITU-T E.164 numbering plan is far more distributed than the DNS, even though they are both hierarchical systems. There is no single, central database, switch or computer from which all E.164 country code-related changes are propagated to subsidiary systems — as is the case with the DNS and the root server system. The E.164 architecture avoids a single control point over technical infrastructure, and therefore less of a corresponding impact on national sovereignty. 

· The transition of the Internet to the NGN, in terms of technological, policy and regulatory developments will continue to raise concerns about potential control points in the network. This is related to the still unclear answer to the question of what will be the predominant global addressing scheme in the future for end-point identifiers and subscriber identity: telephone numbers or Internet style addresses? In this regard, ENUM is a good case study of how complex the technological and regulatory intersection of the Internet and PSTN will be. A new resolution on ENUM as well as modification of Resolution 20
 from the recent WTSA reinforces concerns that ITU Member States have on sovereignty over their naming, numbering, addressing and identification resources, and their potential misuse (See Box 4.1).

· ICANN’s incorporation in the USA implicitly means it will always be subject to US law. Some may believe that this introduces an asymmetric role of the US government vis-à-vis other governments. 

	Box 4.1: Cracking Down on Misuse

The rapid growth of VoIP and a highly competitive and liberalized telecommunications environment has resulted in increased misuse of E.164 and E.212 resources. The concerns of ITU Member States over this misuse was reflected at the recent World Telecommunication Standardization Assembly (WTSA) in an update of Resolution 20 which instructed:

the Director of TSB, in close collaboration with Study Group 2, and any other relevant study groups, to follow up on the misuse of any numbering, naming, addressing and identification resources and inform the Council accordingly;

[ITU-T] Study Group 2 to study, urgently, necessary action to ensure that the sovereignty of ITU Member States with regard to country code numbering, naming, addressing and identification plans is fully maintained, as enshrined in Recommendation E.164 and other relevant Recommendations; this shall cover ways and means to address and counter any misuse of any numbering, naming, addressing and identification resources, and of call progress tones and signals, through proper development of a proposed resolution and/or the development and adoption of a Recommendation towards this aim.

Source: http://www.itu.int/ITU-T/wtsa/resolutions04/Res20E.pdf



Put simply, many of the debates on management of Internet resources center around whether the Internet should be loosely coordinated by a private corporation, or more formally overseen; who should coordinate or oversee such functions, and the exact role of different actors, including governments, the private sector and civil society. 

In particular, a topic of key concern to some representatives of civil society appears to be that Internet governance should transcend national boundaries and not be subject to the ultimate authority of nation states. That is, a governance model is envisaged (but not yet articulated clearly) that would be the antithesis of the model embodied in traditional intergovernmental organizations based on the primacy of national sovereignty.

4.3
The Working Group on Internet Governance: Managing Expectations

The first task of the Working Group on Internet Governance (WGIG) is to “develop a working definition of Internet governance”. As previously mentioned, there are differing views as to whether a wide or narrow perspective should be taken. In either case, it would appear prudent to manage expectations as to what the WGIG can realistically accomplish. Even if the WGIG concentrated on what is clearly one of the major issues, namely management of Internet resources and the role of ICANN, the reality is that they now have a little over six months to deliberate and make recommendations on a topic which has been controversial for close to ten years. In this limited timeframe, even recognizing the collective expertise of WGIG members, it is unlikely that the WGIG will be able to accomplish more than highlight a number of issues and actors and suggest that there be better coordination and cooperation across them. 

Much has changed in the Internet environment since 1998 and much will continue to change over the coming years with the ongoing transition to NGNs. Therefore, one of the future challenges will be to maintain a constructive dialogue and continue to move forward after the WGIG delivers its report and after WSIS phase two in Tunis is completed. Arriving at international consensus on the topic of Internet governance will take time and current arrangements should not preclude ongoing technical and multilateral policy developments. In this regard, it is useful to cite Ambassador David Gross’s statement during the recent US Senate hearings on “ICANN Oversight and Security of Internet Root Servers and the Domain Name System (DNS)”:

“Internet governance will be debated and discussed in other multilateral settings over the next few years. These include the International Telecommunication Union’s Plenipotentiary Conference scheduled for 2006 and a possible Treaty-level conference on International Telecommunications Regulations in 2007.”

5
Next Generation Network Policy and Regulation

5.1
The Objectives of Telecommunication Policy and Regulation

The modern day story of the global trends of liberalization, privatization and independent regulators starts about 30 years ago, when AT&T formally agreed to the break-up of the Bell System in the United States. About 15 years ago, around 10 countries had some form of fixed-line competition. A little over 7 years ago, in concluding the WTO Basic Telecoms Agreement, some 70 countries committed to telecoms market liberalization. Today, countries with privatized operators, some degree of competition and independent regulators are in the vast majority of ITU Member States. 

A key objective of telecommunications policy and regulation is to create conditions that attract capital and investment. A country needs a transparent, non-discriminatory regulatory regime. It needs to abide by established technical and business standards and it needs to establish the rule of law. A competent, independent, impartial regulatory agency can lay the foundation for a dynamic competitive market, investment and economic growth. A pro-competitive regulatory regime can provide many benefits for consumers, dramatically lowering prices and opening the door to new services, such as advanced Internet and mobile services. 

There are those who argue that the key objective of regulation is to deal with potential and real abuses of market power. This view of regulation is one of preventing or constraining certain behaviour. The tools commonly used to achieve this objective include unbundling, licensing of new operators, and interconnection regimes. However, there are others who now see a broader role for telecommunications policy and regulation —in a much broader, national macro-economic sense. They see it as a fundamental enabler of networked economies and information societies. 

5.2
Convergence in the Policy and Regulatory Environment

All telecommunications policy makers and regulators are aware that the days when legislation and regulation could assume distinct services running over distinct networks are disappearing fast.
 Before convergence, specific services and networks were not at all closely intertwined. The public switched telephone network was optimized for person-to-person voice communications. Broadcast networks were optimized for one-way delivery of radio or television. The Internet was designed for non-real-time transportation of packets, with no consideration for quality of service. These networks and services are now converging and the bits flowing over the networks are “co-mingling”, to use a term from Nicholas Negroponte.
 When the transportation of bits and services becomes co-mingled and yet is treated with separate or asymmetric policies and regulation, national legislative and regulatory frameworks will need to adopt. 

The rapid growth of broadband platforms, Voice over IP (VoIP) and the transition to NGN will have a major impact on national policies, market regulation and intergovernmental cooperation. Where today's telecom market regulation is primarily focused on voice services and sector-specific policies and regulation
, future approaches and sectoral legal requirements will need to deal with electronic communications in a much broader sense. To cite one approach, the European Union’s telecommunication regulatory framework,
 adopted in March 2002, represents one of the notable attempts to move away from technology-specific and service-specific legislation towards a technology-neutral approach.

As mentioned earlier, as the Internet transitions to an NGN infrastructure, on which critical public services are layered, dependent on differing national policy, legislative and regulatory environments, there will also a consideration of similar or identical rules applied to services offered over current circuit-switched networks. Such examples might include provisions for public safety needs, disability assistance, law enforcement support (in particular, legal interception), competition considerations, fraud prevention, prioritization during emergencies, privacy and data protection, and consumer protection against unwanted intrusions. These requirements in turn assist in identification of areas likely to require international standardisation activity. 

Although sectoral policies and rules need not be the same as in the past, there is a need for an ongoing and forward-looking dialogue on the policy and regulatory impacts of an NGN environment. One of the key issues will be deciding what level of regulation of NGN services is both necessary and reasonable, without stifling innovation. In particular, potential control points in an NGN environment need to be identified, discussed and debated. This dialogue could start with an ITU survey of current and planned national and regional policy proceedings and regulatory requirements on this topic (e.g., see Box 5.1) 
 followed by a workshop in the 2005 timeframe.

	Box 5.1: Ofcom’s Consultation on NGN

Ofcom, the regulator for the UK communications industries recently announced a consultation on BT’s Next Generation Network (NGN) plans, known as ‘21st Century Network’ (21CN), for access and interconnection arrangements. This consultation is one of the first extensive regulatory examinations of the challenges that the transition to NGN will bring. Ofcom notes in its consultation: 

“As set out in this document, BT’s planned move to 21CN raises many questions and issues for these existing regulated products. All of them will have to evolve if they are to be effective as a means of enabling competition in a world of NGNs. However, this is not an argument for remaining with the status quo. Major technology changes, which occur naturally in competitive as well as regulated markets, are always likely to disrupt existing models of competition. Rather, the move to 21CN should also be viewed as creating the first ever opportunity to ensure that access and interconnection to an incumbent’s network supports competition from the outset, thereby creating an environment where regulation can be focused on key bottlenecks and rolled back elsewhere.” 

Source: http://www.ofcom.org.uk/consultations/current/ngn/ngn.pdf?a=87101 




5.3
Naming, Numbering and Addressing in a Converged Environment

Naming, numbering and addressing resources are a critical area of telecommunications. In the telecommunications environment, their management has become a key aspect of national telecommunications policy and regulation. In a networked economy and an information-saturated environment, these resources have now also become public identifiers, with important implications for marketing, visibility, and brands.

Some example of naming, numbering and addressing resources used in telecommunications and the Internet environment include:

· The international telephone numbering plan (ITU-T E.164) 

· International signalling point codes (ITU-T Q.708)

· Mobile Country or Geographical Area Codes (ITU-T E.212)

· The Internet domain name system (DNS), including internationalized domain names (IDN)

· The 32-bit Internet Protocol address (IPv4) and 128-bit addressing scheme (IPv6)

· Identifiers used in Internet inter-domain routing (Autonomous System Numbers)

Naming, numbering and addressing resources need to be managed and maintained in support of deployed infrastructure, but must also address and support future NGNs layered on IP-based networks. In this regard, the rapidly increasing majority of subscribers who are mobile, plus the rapid proliferation of services beyond traditional voice telephony, will require the separation of user identity from terminal identity, as well as from geographic location. Some of the current service assumptions are undergoing fundamental change as telecommunications and the technologies supporting it evolve. With the development of NGN and their associated capabilities, it will be necessary to address new telecommunications services which will require unique numbering, naming and addressing capabilities and that interwork between existing ITU numbering schemes and Internet-based naming, addressing and identifier systems. These capabilities have the potential to be significantly different from those applicable to currently deployed networks, yet it is essential that they interwork fully with legacy environments. 

In a competitive global telecommunications environment, the importance and sensitive nature of naming, numbering and addressing issues often cause their study to be contentious and lengthy. Consequently, the nature of these studies results not only in a large list of issues, but also in the need for significant time for the resolution of each issue. The nature of these studies is not expected to diminish and it is therefore important already to study as soon as possible resources which may face near-term exhaust or which have sensitive regulatory ramifications. There also needs to be consideration of the longer-term goal of convergence between the Internet and NGN in naming and addressing schemes used in international telecommunications networks. 

For example, deployment of Internationalized Domain Names (IDN) needs to be accelerated. If Internet style addresses are to become a predominant global addressing scheme in the future for end point identifiers or subscriber identity (e.g. for VoIP), then they must support all language scripts of the world.

Another key area where there is a need for standardization work is in the interworking between E.164 numbering plan-based networks and IP address-based networks. The development of a solution includes, but is not limited to, the identification of the E.164 resource, the determination of how these resources will be used and administered, the determination of the E.164 addressing scheme required to support this type of interconnection, and the determination of which, if any, E.164 resources will be made available to IP address-based networks. ENUM is one of several possible solutions to bridging PSTN, mobile and IP-based networks (there are others including solutions which could emerge in the marketplace). Currently, ENUM administrative procedures for E.164 country codes and associated ICs for networks and GICs for groups of countries is underway in ITU-T Study Group 2.
 It remains still unclear as to what will be the predominant global addressing scheme in the future for end-point identifiers and subscriber identity: telephone numbers or Internet style addresses?
Another topic that needs to be considered urgently within the NGN framework, particularly for scaling reasons, is the transition to IPv6. There is still extensive debate as to the basic question of how long the IPv4 address pool can last in the face of a rapidly growing network with 10’s of millions of broadband users being added each month and why IPv6 uptake has been so slow. 

IPv6 needs to be accommodated with an alignment of the reference model and functional architecture of ITU’s work on NGN. Specifically, following the decisions at the recent WTSA, studying the impact of IPv6 on an NGN is specifically mandated under the new Question 9 in ITU‑T Study Group 13 (SG13).
 In particular, study items to be considered include, but are not limited to: 

· IPv6 protocol and its mechanisms for the U-plane, C-plane and M-plane flows in alignment with the functional architecture and reference model of NGN 

· IPv6 protocol architectures and functional blocks for possible integration of fixed and wireless/mobile network in NGN 

· Impact of possible use of IPV4 and IPV6 in transitional phases of NGN. 

Specific tasks under the remit of Question 9 include, but are not limited to:

· New draft Recommendations on the use of IPv6 protocol mechanism in NGN. The expected time frame for completion is the middle of 2006. 

· New draft Recommendations on impact of possible use of IPV4 and IPV6 in transitional phases of NGN. The expected time frame for completion is the middle of 2006. 

To conclude, in a converging Internet and NGN world, there will be an ongoing need for close coordination between entities responsible for different naming, numbering and addressing schemes.

5.4
The Changing Public Perception of the Internet and Regulation

The Economist, in reporting on the Internet governance debates at WSIS said: 

“it is a positive sign that countries are discussing how to run the Internet, since it requires global solutions to its problems. Clearly, the old utopian dream that the Internet would undermine the very notion of the nation state belongs in the dustbin of history. The reality is rather more mundane: the sorts of disagreements that characterize other global issues such as trade, the environment and human rights, are now migrating to the network, as the Internet becomes part of the fabric of everyday life.” 

In this regard, the role of nation states was stated clearly in the WSIS Declaration of Principles:

“49 a) Policy authority for Internet-related public policy issues is the sovereign right of States. They have rights and responsibilities for international Internet-related public policy issues;”

It is hard to imagine an equivalent statement being made in the late 1990’s, when some considered the politically correct theme was that no government bodies, either national or international, should have a role to play in setting the rules for cyberspace. 

In general, government shifts in policy positions take place as a function of social, economic, and technical developments and, perhaps most importantly, public perceptions of those developments. As all government policy makers know, timing is of great importance. For example, in the aftermath of the Titanic tragedy, there was a flood of coverage by the press, and a series of investigations by the British and the U.S. Governments. This resulted directly in the passage of the Federal Radio Act of 1912, which marked the first involvement in the regulation of radio by the United States Government. This event also had a profound influence on the future development of radio, emergency communications, and what is now "routine" communications between ships at sea and aircraft in flight.

While there remains the possibility of the equivalent of an “Internet Titanic”, perhaps a large-scale Internet meltdown, what seems more likely is that growing infrastructure vulnerabilities, fraud, spam, phishing, security flaws, and cybercrime, will lead to a slow steady decline and dwindling confidence in the medium by users, unless they are addressed vigourously and rapidly. Some indications of this include:

· The company Sophos say that global spam this year has reached 3 trillion messages, with an estimated cost of USD 131 billion and that volumes have doubled compared to this time last year.

· Spamhaus, who provide an Internet spam blocking service say they block 8 billion pieces of spam each day. They estimate that in December 2004, 80% of all email is spam. 

· According to MessageLabs, a company that sells an anti-spam service, the average global ratio of spam to desired e-mails was 94.5% in July 2004 (compared to 52.8% in March 2004).

· Virus writers, spammers and criminals are coming together. Spam is now the primary method used to distribute viruses or "malware" used to hijack and gain control of thousands of computers. These are called "zombies". A “zombie” computer is a computer containing a hidden software program that enables the machine to be controlled remotely, usually to serve up illegal content and/or send launch spam or attacks on other computer installations without the user’s consent or knowledge. Spamhaus says that approximately 100,000 new computers are being turned into zombies each week. Control of these "zombie armies" or "botnets" is sold on an underground black market in spam tools, virus kits and credit card numbers. 

· The average delay between the exposure of a software vulnerability and its exploitation by virus writers is now down to approximately 5 days.

· "Phishing" attacks are now more numerous, sophisticated and better at fooling victims. Phishing refers to imitations or spoofs of a well known institution (usually a bank or other well-known system such as eBay or PayPal that handles financial payments). MessageLabs intercepted 1.7 million phishing e-mails in the first six months of this year compared to practically zero a year ago. Fake messages and web sites fool the user into divulging private financial data such as account numbers and passwords. Money is then siphoned off by criminals. Spyware key-loggers are now also used to steal passwords and credit card information. Increasingly organised crime appears to be driving such activities. This activity attacks well-known institutions and brands.

· The convergence of spam, virus writers and criminality can be seen as part of a broader cybersecurity problem which is likely to fundamentally threaten the future of internet communications. For example, many of the technical weaknesses which make spam and virus delivery possible are likely to also negatively affect the growth of VoIP communications.

· For developing economies, who do not have the expertise or resources to block viruses and spam, and who have limited bandwidth available, the phenomena above equate to denial of service attacks.

· Perhaps one of the most important statistics is that surveys now clearly show a dropping trust in the Internet as a viable communications medium. Casual Internet users have lost confidence and are 'tuning out' because of fears of identity theft and the constant necessity to update software with the latest vulnerability patches.

Many of the vulnerabilities in today’s Internet relate to its origins in an academic and research environment of mutual trust that was then taken and scaled up rapidly into a public infrastructure. In fact, one of the significant drivers of the extensive standardization work on NGN is dealing with some of these public infrastructure vulnerabilities.

6
The Way Forward

ITU Member States have recently stated that ITU should “use participation in the WSIS preparatory process for promotion of the leading role of the ITU in developing an information society and bridging the digital divide”. This paper has reviewed some of the historical trends in the deployment of new telecommunications networks, the recent transition of the Internet to multi-service NGNs, the changing policy and regulatory environment and how this all intersects with what might be covered under the expression “Internet governance”. 

On the NGN technical agenda, the ITU appears to be fully engaged. However, NGNs also mean a dramatic new wave of major challenges for policy makers and regulators, both nationally and internationally. In response to this, the ITU should begin to build an international dialogue on these issues, the sharing of national experiences and approaches, and assistance in capacity building with developing economies in transitioning to this new paradigm. 

In reality, this is next generation “Internet governance”: the development of an enabling environment that assists governments to “foster a supportive, transparent, pro-competitive and predictable policy, as well as a legal and regulatory framework, which provides the appropriate incentives to investment and community development in the Information Society.”
  What is needed is the development of an overall and enduring architecture based on national policy, legal and regulatory initiatives, with intergovernmental collaboration and capacity building. All efforts should be made toward finding common international technical and policy approaches to NGNs, thereby globally promoting this enabling environment and bringing maximum benefits to society.
____________
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� 	See Chapter 7 in � HYPERLINK "http://www.itu.int/osg/spu/ip/itu-and-activities-related-to-ip-networks-version-1.pdf" ��http://www.itu.int/osg/spu/ip/itu-and-activities-related-to-ip-networks-version-1.pdf� 
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� 	A phrase used by Alan Greenspan in 1996 to describe the overvalued stock market at that time, � HYPERLINK "http://www.federalreserve.gov/boarddocs/speeches/1996/19961205.htm" ��http://www.federalreserve.gov/boarddocs/speeches/1996/19961205.htm� 
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� 	See � HYPERLINK "http://www.state.gov/e/eb/rls/rm/36700.htm" ��http://www.state.gov/e/eb/rls/rm/36700.htm�. During the December 2004 meeting on the International Telecommunication Regulations (ITRs) at the ITU, different viewpoints were expressed as to whether there was a need to consider whether the ITRs should include new provisions vis-à-vis “Internet Governance”. Some felt there needed to be consideration of this while others considered that it was premature to consider ITR provisions given ongoing work in this regard (e.g., UN WGIG) and the lack of agreed definitions, scope, mandates, etc.  


� 	For example, in the past, TV might be delivered by coaxial cable and telephony could only be delivered by twisted copper pair. Today, both physical media can deliver both services.
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� 	In the United States, this is sometimes referred to as ‘silo’ regulation.


� 	See “Regulating for convergence: overview of the EU Regulatory Framework for Electronic Communications, and similar developments in other parts of the world: EU Framework directive”, Allison Birkett, European Commission, at � HYPERLINK "http://www.itu.int/ITU-T/worksem/conreg/presentations/conreg_0504_alison_birkett.zip" ��http://www.itu.int/ITU-T/worksem/conreg/presentations/conreg_0504_alison_birkett.zip� 


� 	Other examples include US FCC 04-36 regulatory framework for IP-Enabled Services, FCC 04-296 CALEA for Broadband Access and Services, US National Security Telecommunications Advisory Committee (NSTAC) NGN NS/EP requirements, ATIS VoIP and NGN security workplans, European Commission studies, Australian Communications Authority (ACA) NGN considerations, APT Regulatory Liaison Group, APEC-TEL discussions. Also see “Regulatory Implications of the Introduction of Next Generation Networks and Other New Developments In Electronic Communications” at � HYPERLINK "http://europa.eu.int/information_society/topics/ecomm/doc/highlights/current_spotlights/ngn_numbering/slides_final_ngn_study_workshop%20_v1_1.ppt" ��http://europa.eu.int/information_society/topics/ecomm/doc/highlights/current_spotlights/ngn_numbering/slides_final_ngn_study_workshop%20_v1_1.ppt� 
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