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The Source of Online Threats to Youth and Children 

As requested at the first meeting of the Council Working Group on Child Online Protection (hereinafter referred as “CWG-CP”) in March 2010, this report provides the sources of threats to address cyberthreats and protect children online. This document is prepared based on ITU’s four sets of guidelines on Child Online Protection and is divided into two sections. Section 1 gives an overview of the potential threats youth and children face when online in general. Section 2 lists the online threats set into few categories, including the potential negative effects on youth and children from use of online technologies.  Online technologies in this report covers a number of areas including, importantly, access to the internet via fixed networks as well as online content and services accessed via mobile phones, game consoles and other new devices. Online usage by children covers not just access to websites but also interactive, peer-to-peer, multi-user applications accessed via different technologies. In order to develop this classification, ITU has collaborated with several international and regional organizations, industries and NGOs.

1.          Overview of the online threats

1.1 The Internet has now been in existence for several decades and the nature of it has changed dramatically since its inception. It is becoming more interactive and a much larger cross-section of society has a presence on the Internet. 
1.2 Youth and children increasingly live out important part of their lives with the assistance of the Internet, and they are very often leading the new Internet technologies as early users. 
1.3 While adults are also exposed to a range of risks and dangers online, youth and children are more often vulnerable when it comes to Internet safety, as they are still developing and learning. This has consequences for their capacity to identify, assess and manage potential risks on the Internet.
1.4 The threats youth and children face online become more complex and multifaceted. In most cases, the nature of the online threats to which they are exposed are not significantly different from the offline ones. Now, it is difficult to draw distinct lines between so-called “Internet/online issues” and “real world/offline problems.” 
1.5 With the arrival of new Internet and mobile technologies, youth and children are vulnerable to a larger variety of threats, which make difficult for parents, educators, industries, or policy-makers to get an accurate picture of online environment and the risks that youth and children face there. 
1.6 There are substantial differences in Internet access and use across the world. Countries also vary considerably in their economic status and cultural values (including attitudes to risk). These factors, among others, affect usage and the conditions under which children make use of online technologies. Understanding the local context of children’s use of online technologies, enabled by evidence-based research, is important in drawing any conclusions regarding online threats.

2.         Classification of the sources of online threats
2.1. There are a number of issues in relation to children’s and young people’s use of the online technologies which are of ongoing concern to parents as well as to governments, politicians and the policy- making community. 
2.2. These concerns can be categorized in a specific set of online threats to youth and children: Content, Contact, Conduct, Commerce, Excessive use, and Societal activities. The table is provided with a non-exhaustive list of potential online threats related to the use of  online technologies. 
	Category
	Online technologies’ potential negative effects on youth and  children
	Examples of threats

	Content
	· Exposure to illegal content.
· Exposure to legal but age inappropriate material.
	· Child Abuse Material (CAM)
· Harmful or problematic content: pornography, very violent or gruesome materials, hate speech, self-harm/suicide content, etc.
· Spam, scam, or phishing attacks

	Contact


	· Exposure to sexual predators, either adults or other legal minors.
	· Sexual solicitation
· Paedophiles
· Messages with sexual innuendos
· Cyberstalking

	
	· Exposure to harmful online communities.
	· Anorexia, self-harm or suicide,  as well as sources of political influence espousing violence, hate, political extremism, etc.

	Conduct


	· Facilitation and promotion of risky sexual interactions between children themselves, including encouraging them to take and post pictures of themselves or others (sexting) which, aside from being harmful, may also be illegal.
· Normal sexual development and experimentation online can sometimes result in the inadvertent production and distribution of CAM, exposing the child and his or her friends to possible legal ramifications.
· Ease with which children may place information about themselves in the public domain, or post pictures, videos or text which might compromise their personal safety or jeopardize a number of career options in the future.
	· Online solicitations, including sexual solicitation

· Internet-initiated offline (sexual) meeting/ relationship
· Statutory sex crime or kidnapping (offline) 

· Online (sexual) harassment

· Sexual abuse 
· Disclosure of personal information
· Post or transmission of self-created images, text, or video


	
	· Exposure to bullying and allowing or promoting an environment in which children and young people are encouraged to bully others. 
	· Cyberbullying (offenders/victims)
· Online harassment

· Threaten, embarrass, or humiliate youth and children
· Physical/psychological assault, depression or substance abuse

	
	· Enticement to commit illegal activities without awareness and acknowledgement.

	· Internet-initiated crimes

· Infringing intellectual property rights over copyright protected files (illegal downloads/file-share)
· Piracy of software, music or movies, e-books, etc.

· Defamation crimes

· Hacking, distributing spyware and viruses

	Commerce


	· Enable to access to or acquisition of age inappropriate goods and services, which they could not typically purchase in person from a shop.

· Exposure to scams, identity thefts, fraud and similar threats which are economic in nature or are rooted in inadequate data protection or privacy laws. 
	· Selling/bposure
























































































































uying illegal products, such as drugs, weapons, etc.

· Selling/buying sexual activities
· Unauthorized payment (stealing parent’s credit card)
· Advertising products prohibited to youth and children
· Advertising without limitations on time and content

	Excessive use


	· Facilitation or promotion of obsessive behaviour or excessive use which may have deleterious effects on children’s and young people’s health or social skills, or both. 

· Games and gaming over the Internet often feature in this type of online behaviour which in some countries is referred to as a form of addiction
.
	· Internet/online game addictions

· Unauthorized payment for buying online game money

· Buying and selling of unauthorized game items or money 
· Isolation from the real world
· Omitting to eat or sleep resulting in physical harm to themselves
· Contact with harmful content in online games
· Excessive cost (high usage charges)

	Societal activities


	· Creation of a new digital divide among youth and  children, both in terms of those who have ready and convenient access to it at home, school and elsewhere, and those who do not; and between those who are confident and proficient users of it and those who are not. This divide threatens to widen or entrench existing patterns of advantage and disadvantage or perhaps create new divides. 

· The potential of the Internet to compound and even magnify the existing vulnerabilities of particular children and young people and add to adversities that they may face in the offline world.
	· Disclosure of personal information

· Post/transmission of self-created images or videos

· Sharing confidential information with others (passwords, pin numbers, etc.)






�Portugal: This is clearly an example of a threat, so it could be either added to the second column, or be deleted, once game addictions are already mentioned.  


�Portugal: the mentioned threat regard only to the second bullet of the first column. In order to be more accurate, we suggest to switch the bullets on the first column.  





