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20 major social networking sites active in Europe, including Facebook, MySpace and Netlog have signed the "Safer Social Networking Principles for the EU
" in 2009. This is a self-regulatory agreement, by which the signatories have recognised their responsibility and identify potential risks on their sites for under 18s, which they aim to limit these risks by a number of specific measures. The European Commission, in particular through the safer internet Programme
, supported the work leading to the signature of this agreement and is closely monitoring this process.
1. EU Social Networking Task Force 
Technology changes fast and so do social networking services. The European Commission supports self-regulation in the area of new technologies as an effective and flexible approach to deal with minors' empowerment and protection online. 
In this context, the European Commission has brokered two major European self-regulatory agreements. In February 2007, leading mobile operators signed the "European Framework for Safer Mobile Use by Younger Teenagers and Children", which describes principles and measures that signatories committed to implement on the national level throughout Europe, to ensure the safety of young mobile users. 
Following the successful initiative, and given the growing popularity of social networks among young people, the Commission convened a Social Networking Task Force in 2008 to discuss the possibility of developing a set of guidelines meant to ensure children's and young people's online safety. The Task Force brought together 18 operators on the European market for under 18s, as well as organizations involved in child welfare and researchers. The Commission acted as a facilitator for bringing together all these stakeholders and contributed to gather input from a wider range of organisations through a public consultation run in summer 2008.
Following a series of meetings throughout 2008, the "Safer Social Networking Principles for the EU" emerged as an industry document aimed at maximizing the benefits of the internet while managing the potential risks to children and young people. 
2. Safer Social Networking Principles for the EU

On Safer Internet Day, 10 February 2009, the 18 industry members of the Social Networking Task Force signed the "The Safer Social Networking Principles for the EU"
 in the presence of Commissioner for Information Society and Media. Two more signatories joined in June 2009. 
Signatories to the Principles include different companies, both in terms of numbers of users and types of services provided. From US-based Facebook or MySpace, which cover a worldwide audience, to mostly national providers such as Tuenti or VZnet Netzwerke. From video sharing platforms, such as Dailymotion or YouTube, to online gaming consoles such as Xbox Live and to blogging sites such as Skyrock or Piczo (see full list of signatories in Annex I). 
The "Safer Social Networking Principles for the EU" cover seven main areas: 

1. awareness raising,

2. age appropriate services, 

3. user empowerment through technologies, 

4. easy-to-use mechanisms to report conduct or content that violates the terms of service,

5. response to notifications of illegal content or conduct; 

6. enable and encourage users to employ a safe approach to personal information and privacy; 

7. assess the means for reviewing illegal or prohibited content/conduct

A series of measures to limit online risks for children and young people related to each of these areas are identified in the Principles. These measures include having minors' profile visible only to their approved list of contacts by default; making minors' profiles non-searchable via common search engines; making privacy options prominent and accessible at all times.

All signatories to the Principles have sent the Commission a self-declaration where they show how they implement these Principles on their services, they are all available online
.
3. Monitoring of the implementation of the Safer Social Networking Principles for the EU
The European Commission is following very closely the implementation of this agreement and a first assessment report
 was published in February 2010. The evaluation was made on the basis of a methodology which relies on 2 main steps:
· Analysis of the self-declarations vs the Safer Social Networking Principles for the EU. Independent experts looked at the way the self-declarations reflect how the providers have adhered to overall aims of each Principles and at the measures listed as implemented in order to reach these aims;
· Testing on site, from a user perspective, of the measures aimed at implementing the Principles. Each expert has set up profiles on the SNS in order to test the measures implemented. Each expert filled in a detailed questionnaire and drafted a report on the main findings, where he concluded on the compliance on the service with the self-declaration. 
The testing on site checked points such as: 

· are minors' profiles visible only to their approved list of contacts by default ?
· are minors' profiles searchable through common search engines ?
· are terms of use and safety information easily accessible and easy to understand by children, teenagers, teachers and parents ?
· is it easy to change privacy settings ?
· is it easy to block other users or delete unwanted content from profiles ?
· is there a link to report content/conduct which violates the terms of use is available at all times and it is easy to understand for young people ? 
· does the report mechanism send a notification of receipt and feedback to the user about the results of the report ?
· is it easy to find and understand information on how to delete/deactivate a profile and is there information provided regarding what happens to the personal data of the user once the profile is deleted ?
The findings of the assessment show that most of these companies have taken action and empowered minors by making it easier to change privacy settings, block users or delete unwanted comments and content. Yet more needs to be done since only 40% of the companies make profiles of under-18 users visible by default only to their approved list of contacts, and only 11 services make minors' profiles non-searchable in common search engines. In addition, only 9 services responded to a request for help sent by the testers. 
The assessment process also showed that all social networking sites signatory to the Principles are on board of this exercise. Some of them have announced that they have implemented or are considering implementing changes on their websites following the individual results of the assessment.

The Commission will continue to support self-regulation, while making sure enforcement is part of the process. In this context, the Commission will follow-up on individual basis with each company where more efforts are needed to fully implement the agreement.
Annex I
List of signatories to the Safer Social Networking Principles for the EU
1. Arto

2. Bebo

3. Dailymotion

4. Facebook

5. Giovani

6. Google (YouTube)
7. Hyves

8. Microsoft Europe (Windows Live and Xbox Live)
9. MySpace 

10. Nasza-klasa
11. Netlog

12. One.lt

13. Piczo

14. Rate

15. Skyrock

16. VZnet Netzwerke (SchulerVZ, StudiVZ, meinVZ)
17. Sulake (Habbo Hotel, IRC Galleria)
18. Tuenti

19. Yahoo! Europe (Yahoo!Flickr, Yahoo!Answers) 
20. ZAP.lu 
� http://ec.europa.eu/information_society/activities/social_networking/docs/sn_principles.pdf


� � HYPERLINK "blocked::http://ec.europa.eu/saferinternet" \o "blocked::http://ec.europa.eu/saferinternet" �http://ec.europa.eu/saferinternet� 


� � HYPERLINK "http://ec.europa.eu/information_society/activities/social_networking/docs/sn_principles.pdf" ��http://ec.europa.eu/information_society/activities/social_networking/docs/sn_principles.pdf�


� � HYPERLINK "http://ec.europa.eu/information_society/activities/social_networking/eu_action/selfreg/index_en.htm" ��http://ec.europa.eu/information_society/activities/social_networking/eu_action/selfreg/index_en.htm� 


�� HYPERLINK "http://ec.europa.eu/information_society/activities/social_networking/eu_action/implementation_princip/index_en.htm#final_report" ��http://ec.europa.eu/information_society/activities/social_networking/eu_action/implementation_princip/index_en.htm#final_report� 





PAGE  
1

