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Social Networking Services and Policies with regard to User-Created Content 

As requested at the first meeting of the Council Working Group on Child Online Protection (hereinafter referred as “CWG-CP”) in March 2010, this report provides a “list of the social networks service providers that have adopted appropriate policies regarding ownership of user created content, including the option of the removal of user created content at the user’s request” (WG-CP/1/16 Rev.1). There are ongoing discussions about precisely which policies may be considered “appropriate” regarding the ownership of user-created content and liability for any user-created content posted. Regardless of the huge population of social networking site users (also called “social networkers”), policies with regard to user-created content (“UCC”) are still a relatively new, tentative and fast-evolving area. 
This report seeks to provide a preliminary overview of general policies developed by social networking services, examining certain emerging issues associated with different social networking sites. It does not aim to provide an exhaustive review – rather, it only considers the specific aspects of ownership of UCC and removal rights, as requested by the first meeting of the CWG-CP. For further consideration, this report also provides a list of social networking sites with individual policies on the ownership of user-created content and options for the removal of user-created content at the user’s request. 
The list of social networking sites provided in this report is not intended to be exhaustive and is limited to some of the better-known and/or active social networking services. Readers should be aware that this report presents short excerpts originating in often lengthy service agreements. For a full and complete understanding of the social networking service providers’ policy, readers are encouraged to refer to the full service agreements quoted.

1.          Overview of the general policies of social networking sites
1.1 Social networking services are web-based facilities where people connect and share information.[footnoteRef:1] Today, people are connecting with likeminded individuals in “group-centred” communities to share ideas, start discussions, swap blogs or comment on fellow networkers’ updates.[footnoteRef:2] Social media are based on users creating, distributing and sharing content - for example by posting personal information or favourite text, music, photos and videos. Some of these services are now very popular – for example, Facebook is estimated to have been accessed by 584 million ‘unique visitors’ in March 2010, equivalent to over a quarter of the global online audience of Internet users.[footnoteRef:3] These are substantial online user bases, giving these services significant power and influence over content recorded, shared and transmitted by many millions of people. [1:  “Social Media for Economists: Part I”, available at: http://caps.fool.com/Blogs/ViewPost.aspx?bpid=340288&#38;t=
01005302436808413080&utm_source=twitterfeed&utm_medium=twitter  (Last visiting on 7 June 2010)]  [2:  Tekelec report on SMS Integration with Twitter and other Social Networks, available at: http://www.tekelec.com/resource-center/?docID=1221&rdid=706 ]  [3:   Comscore, quoted in TechCrunch, 21 April 2010, available at: http://techcrunch.com/2010/04/21/facebook-500-million-visitors-comscore.] 


1.2 Social networking services use Internet and web-based technologies to transform broadcast media monologues (one-to-many) into social media dialogues (many-to-many), often through user-generated content. Over the past decade, social networking capabilities have evolved from simple “Web 1.0” communication tools (such as static websites) into dynamic networking options (including RSS feeds, real-time status updates, interactive “following” and “adding” of friends and easy sharing of sources via URL-shortening services), often with analytical metadata (such as popularity ratings or number of visits). 

1.3 Social networking services are probably best understood as displaying a collection of characteristics, not all of which may be a feature of any one site or service:
- 	User-created, user-generated, user-adapted or user-modified content;
· Personalized networks of contacts, fans, friends or followers;
· Real-time messaging (personal, shared or public) and/or status updates (either shared publicly or within a more restricted user group);
· A notion of presence (e.g. followers or friends may be able to see whether you are online or not or more recently, where you are, and when);
· Easy sharing of content or material, sometimes through automated distribution channels, which makes it easy for messages to become ‘viral’;
· Potentially access to a historical record of content (e.g., comments, sources, preferences and/or location).

1.4 Youth and children have become very actively and creatively engaged with these social networking online activities, particularly as applied to the feature of “Web 2.0.” The features listed in paragraph 1.3 mean that it is easy for users to post and share content on these sites. However, the subsequent control and ability to retract or alter this content may be much more of a challenge. Young people in particular may be more vulnerable to and less aware of guarding against some of the pitfalls and downsides of sharing certain types of information about themselves.

1.5 Social networking sites have raised a broad variety of legal and policy issues, including rights to privacy, authorship/ownership of user-created content, rights and obligations over posted content and/or user data protection. Among these issues, one of the most pressing and widely discussed problems is how to manage user-created or user-generated content. 

1.6 Social networking service providers often publish their policies as “Terms of Use”, “Terms and Conditions” or “Terms of Service” agreements on their websites. In particular, policies governing the respective rights and obligations over individual user’s content may be derived from general principles, which govern their relationship with users or others who interact over their social networking service.

1.7 In the user agreements of certain social networking sites, service providers explicitly renounce ownership rights to user-created content - nevertheless, for these same services, users grant the service provider the right to use their personally-generated content in any way the sites choose. Most service providers retain rights to modify, manipulate and distribute user-created content, especially where content is posted in public within the structure of the site or service. 

1.8 Some service providers have developed proactive moderation policies to protect their users, where they search out inappropriate or illegal content, whereas others will review an individual picture or video only if it is drawn to their attention by a warning or alert from someone who finds it to be objectionable and wants it removed (see the Guidelines for Policy-Makers on COP). Some others also provide policies or procedures to address alleged copyright infringements on their websites.  

1.9 In fact, the very meaning and value of ownership rights over content may be brought into question by posting material in an online environment. Even for those services where users retain clearly defined ownership rights over content, the meaning or value of these ownership rights may be seen to be ambiguous, where the service provider retains the right to make use of that content in any way it sees fit. Where material has been published on the public Internet, and can be modified and adapted by any online user, ownership rights as a whole may be difficult to retain, exercise or enforce. 

1.10 From the perspective of social networking services, the core issue is that such services are keen to promote the sharing of content among users’ networks (their raison d’etre), but they may not wish to be found or made responsible or liable for any illegal or offensive content. Most terms of use agreements posted by social networking service providers include the clauses of “Disclaimer of Warranties” and/or “Limitation of (service provider’s) Liability”, while not many of them provide a complaints procedure for users in the case of UCC abuses. The responsibility of service providers for the content on their sites remains still in question.



2. List of 20 Social Networking Site Cases

This list of social networking sites provided in this report is not intended to be exhaustive and is limited to some of the better-known and/or active social networking services. Readers should be aware that this report presents short excerpts originating in often lengthy service agreements. For a full and complete understanding of the social networking service providers’ policy, readers are encouraged to refer to the full service agreements quoted. 

	
	Sites
	Ownership of UCC
	Removal rights on UCC
	Age 
limit

	1
	Facebook
	· [Users] own all of the content [… the users] post on  Facebook.
· [Users] grant [Facebook] a non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use 
any IP content that [users] post on or in connection with Facebook.
	[Facebook] can remove any content or information [Users] post on Facebook if we believe that it violates this Statement.
	Age 13 

	2
	YouTube
	· For clarity, [users] retain all of [the users] ownership rights in[…] User Submissions. However, 
· [B]y submitting User Submissions to YouTube, [users] hereby grant YouTube a worldwide, non-exclusive, royalty-free, sublicenseable and transferable license to use, reproduce, […] the User Submissions in connection with the YouTube Website and YouTube's (and its successors' and affiliates') business.
	· YouTube does not endorse any User Submission or any opinion, recommendation, or advice expressed therein, and YouTube expressly disclaims any and all liability in connection with User Submissions.
· YouTube reserves the right to remove Content and User Submissions without prior notice.
	Age 13

	3
	Habbo
	· User Content is wholly original with [the user] and [the user] exclusively own the rights to […] User Content.
· [Users] grant to Sulake [Habbo US] the unrestricted, unconditional, unlimited, worldwide, irrevocable, perpetual fully-paid, and royalty-free and license to host, use, […] , sell […] all or any portion of […] User Content and any Collaborative Content.
	Sulake does not control […] the content […] in User Content portions of the Services […] therefore, Sulake specifically disclaims any responsibility with regard thereto.
	Age 13

	4
	My Space
	· MySpace does not claim any ownership rights in the [Content] that [users post] on, through or in connection with the MySpace Service.
· [Users] grant to MySpace a limited license to use, modify […] such Content.
	MySpace may […]delete any Content […] that in the sole judgment of MySpace violates this Agreement or which may be offensive, illegal or violate the rights of any person or entity.
	Age 13

	5
	Orkut
	By submitting, posting or displaying the content [users] give Google a perpetual, irrevocable, worldwide, royalty-free, and non-exclusive license to […]  publish[…] any Content which [users] submit […] on or through, the Services.
	[Users] understand that by using the Services [users] may be exposed to Content that [users] may find offensive, indecent or objectionable and that [users] use the Services at [users’] own risk.
	Legalage


	6
	Friendster
	By [posting] any [Content] on or to the Website, [users] automatically grant [...] to Friendster an irrevocable, perpetual, nonexclusive, fully-paid and worldwide license to use, copy, perform, display and distribute such Content.
	[Users] agree that [Friendster] may review and delete any Content […] in our sole judgment, believe (1) violates this Agreement, (2) might be offensive or illegal or (3) might violate the rights of, harm or threaten the safety of any other Member.
	Age 16

	7
	Vkontakte
	The Administration, the Users of the Site and other content owners have the exclusive rights to all objects distributed on the Site including elements of [the Content].
	The Site Administration can […] delete or relocate any Content […] at their sole discretion for any reason or without a reason, including no restrictions of relocation or deletion of Content that […] has violated these Regulations.
	Appropriate age

	8
	Twitter
	By submitting, posting or displaying Content on or through the Services, [users] grant [Twitter] a worldwide, non-exclusive, royalty-free license (with the right to sublicense) to use, copy, reproduce, process, adapt, modify, publish, transmit, display and distribute such Content in any and all media or distribution methods.
	[Twitter] reserve[s] the right at all times (but will not have an obligation) to remove or refuse to distribute any Content on the Services and to terminate users or reclaim usernames.
	Age 13

	9
	Tagged
	Although Tagged does not claim ownership of content that its [user’s] may provide to Tagged, by providing content to Tagged, [users] automatically grant […] to Tagged a worldwide, irrevocable, perpetual, non-exclusive, and fully sub-licensable, license to use, copy, perform, display, and distribute said content.
	All judgments concerning the applicability of these guidelines shall be at the sole and exclusive discretion of Tagged. Tagged will remove the offending material and alert the member against repeating the offense. 
	Age 13

	10
	Badoo
	Aside from the photos and materials that [users] place on the Website (the "User Content"), all text, graphics, user interfaces, trademarks, logos, sounds and artwork on the Website are owned, controlled or licensed by Badoo, and are protected by copyright, patent and trademark laws, and various other intellectual property rights laws. 
	Badoo reserves the right, at its sole discretion to [… edit] or delete any User Content on this site, if it doesn't comply with the conditions of this Agreement, or is harmful to the Company or any third party.
	Age 18

	11
	Netlog
	When a user enters data that is meant to be viewable to the public, including but not limited to text, pictures, images, drawings or graphics for a profile, guestbook entry, comment entry, a photo description, a review, etcetera, the user grants Netlog an unlimited licence to disseminate, use, process, translate or modify this data.
	If Netlog considers [users’] complaint about content posted by another member to be justified, any offending content will be removed (text, images, information or data).
	-

	12
	MyLife
	By submitting content, [users] automatically agree, or promise, that the owner of such content has expressly agreed that, without any particular time limit, and without the payment of any fees, MyLife.com and anyone they permit may reproduce, display, distribute, and create new works of authorship based on and including the content.
	[MyLife] also reserve the right to remove [photos and user-submitted content] that [MyLife]  find unlawful, harassing, libelous, privacy invading, abusive, threatening, harmful, vulgar, obscene, or otherwise objectionable.
	Age 13

	13
	Classmates.com
	By submitting Content [users] grant [Classmates] a royalty-free, worldwide, non-terminable, non-exclusive license to use, reproduce, modify, […] and promote such Content (in whole or in part) in any medium now known […] for […] commercial, promotional and all other purposes. 
	[Users] can contact [Classmate] Member Care Department to let [Classmate]  know of Content that [the users] find objectionable. […] However, because situations and interpretations vary, [Classmate]  also reserve the right not to take any action. In such cases, [Classmate] may not remove Content that [the users] believe is objectionable or offensive. 
	Age 
18

	14
	Bebo
	· Bebo does not claim any ownership rights in any Materials that [users] submit, post, or display on or through the Bebo Service. 
· By submitting […] any Materials on or through the Bebo Service, [users] hereby grant to Bebo […] a limited license to use, modify, publicly perform, publicly display, reproduce, and distribute such Materials solely in connection with the Bebo Service or the promotion thereof.
	[Bebo] may, but shall have no obligation to, remove or limit access to Materials originating from any Bebo user that [Bebo] determine in [Bebo] sole discretion are unlawful, fraudulent, threatening, libellous, defamatory, obscene or otherwise objectionable, […] or infringes or violates […] these Terms of Service.
	Age 13

	15
	Flickr
	By submitting ideas, suggestions, documents, and/or proposals ("Contributions") to Yahoo![Flickr] through its suggestion […], (e) [users] acknowledge and agree that […] [users’] Contributions automatically become the property of Yahoo! without any obligation of Yahoo! [Flickr] to users; and (f) [users] are not entitled to any compensation or reimbursement of any kind from Yahoo![Flickr] under any circumstances.
	Yahoo![Flickr] and its designees shall have the right (but not the obligation) in their sole discretion to pre-screen, refuse, or remove any Content that is available via the Yahoo! [Flickr] Services.
	Age 18

	16
	WeeWorld
	· With respect to Content [users] elect to post for inclusion in publicly accessible areas of WeeWorld […], [the users] grant WeeWorld the world-wide, royalty free and non-exclusive license to reproduce, modify, adapt, and publish such Content on the Service solely for the purpose of displaying […] and promoting the specific WeeWorld to which such Content was submitted.
· With respect to all other Content [users] elect to post to other publicly accessible areas of the Service, [users] grant WeeWorld the royalty-free, perpetual, irrevocable, non-exclusive, and fully sub-licensable right and license to use […] such Content (in whole or part) worldwide.
	· If [users] believe that any materials on this website infringe [users’] copyright, [the user] may request that they be removed.
· Without limiting the foregoing, WeeWorld and its designees shall have the right to remove any Content that violates the TOS or is otherwise objectionable.
	Age
13

	17
	MyHeritage
	· By posting content on the Website, [users] grant [MyHeritage] a royalty-free, worldwide, perpetual and non-exclusive license to host, copy, post and distribute such content.
· Content posted on family sites is owned by the person who created the content, is under the control of the family site Site manager into which it is submitted, and is hosted by [MyHeritage] under the terms and conditions of this Agreement.
	[MyHeritage] reserve[s] the right, in our sole discretion, to reject, refuse to post or remove any content posted by [users] and/or any family site, or to restrict, suspend, or terminate [users]r access to all or any part of the Website and/or Service at any time, for any or no reason, with or without prior notice, and without any liability, financial or otherwise.
	Age
13

	18
	Viadeo
	Viadeo is licensed to use the intellectual property rights associated with the content provided by [users] for the purpose of communication on the www.viadeo.com site. This license specifically grants Viadeo the right to reproduce, represent, adapt, translate, digitize, use for advertising, commercial or non commercial purposes, to sub-license or surrender any of [user] content.
	Viadeo shall have the sole authority to decide whether to allow or remove content if a campaign does not respect the above principles. Viadeo shall have no liability in respect to any such action or inaction.
	-

	19
	Skyrock
	Users accept that Telefun may use (and refer to) the Content posted by the User in order to ensure the promotion of its Services. Users may not, under any circumstances, claim any remuneration or compensation whatsoever in respect of this authorisation. If Users wish to withdraw this authorisation, it is up to them to close their Personal Account.
	Telefun cannot be held liable for any use that is made of the Services by the Users. In particular, Telefun may under no circumstances be held liable in respect of the Contents posted, placed on line, sent, received or transmitted by the Users or that are present on Third Party Sites.
	Age
12

	20 
	BlackPlanet
	By posting User Content to any part of the Site, [users] automatically grant […] to Company an irrevocable, perpetual, non-exclusive, transferable, fully paid, worldwide license (with the right to sublicense) to use […] such User Content for any purpose, commercial, advertising, or otherwise, on or in connection with the Site or the promotion thereof, to prepare derivative works of, or incorporate into other works, such User Content, and to grant and authorize sublicenses of the foregoing.
	Company has no obligation to monitor […] but reserves the right to edit, refuse to post, delete or remove (without notice) any User Content in its sole discretion, including User Content that in the sole judgment of Company violates these Terms of Use or which might be offensive, illegal, or that might violate the rights, harm, or threaten the safety of others.
	Age
14
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