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Introduction:

Telecom Italia welcomes the opportunity to send a contribution to the first meeting of ITU Council Working Group on Child Online Protection which will be held in Geneva, Switzerland on 17-18 March 2010.

As part of Telecom Italia’s Corporate Social Responsibility activities, Telecom Italia supports international cooperation on cybersecurity and welcomes the ITU’s Global Cybersecurity Agenda. Within this framework, Telecom Italia has been engaged in the development of ITU guidelines and is actively participating in the ITU Child Online Protection (COP) Initiative. 

In accordance with the Italian regulatory framework
, Telecom Italia has developed and is implementing specific measures aimed at addressing abuses and pedopornographic/informatic crimes. 
In this regard, an Abuse Management Process has been put in place, to capture, analyze and respond to such cyber crimes.

Telecom Italia fully supports ITU’s motto to “connect the world and to connect it responsibly”. In this regard Telecom Italia is willing to share the expertise acquired in the development of the Abuse Management Process with all interested parties, especially developing countries, in order to help ITU to assist ITU Member States to protect children online. 
How does the Abuse Management Process work? 
Telecom Italia implemented an organizational framework, the Abuse Management Process, using advanced processes, technologies and resources in order to be fully compliant with the regulatory framework for prevention of pedopornographic material distribution and informatic crimes avoidance.

From the organizational point of view, the Abuse Management coordination has been assigned to the Security Risk Prevention Office which uses the Abuse Desk to manage alarms coming form different internal and external sources.

The Abuse Management main steps are:

· Receive the alarm;

· Analyze the case and identify appropriate actions;

· Notify to Law Enforcement Agencies;

· Close the case.
Telecom Italia implemented a specific informatic framework in order to guarantee an efficient case management in every step of the process and for every single alarm coming from different sources (mail, Abuse forum, etc.). These tools are also used to assist Telecom Italia in case of high volumes of received alarms. 

This framework is able to:
· Maximize efficiency and effectiveness;

· Handle in a homogeneous and integrated way every single alarm using a framework fully compliant to regulatory requirements;

· Ensure high reliability levels in every single step of the process. 

In particular, the informatic tool can automate the alarm acquisition (coming from abuse mailbox, abuse forms, etc.) and the following steps of the abuse process:

· False positives analysis;
· Alarm categorization;
· Alarm prioritization;

· Acquisition of information regarding the abuse source;

· Information organization for Law Enforcement notification;

· Form automatic filling;

· Abuse activity registration and data storage;

· Abuse report creation;

· Libraries creation.

The informatic framework can be fully customized in case of new needs, new requirements or changes in the national regulatory framework.
The tool can also provide the highest information availability for internal users or external authorities (e.g. Law Enforcement Agencies) with a direct and secure access and, because of its flexibility, can be configured efficiently for other needs or processes.
In particular, the tool collects every single alarm and makes a pre-analysis (internal source, external source, type of customer, etc.) based on specific parameters pre-customized within the informatic framework. The alarms are then categorized with pre-assigned priority levels based on a taxonomy referred to national and internal regulatory requirements.
The Abuse Desk represents the point of contact between customers and the company Office in charge of monitoring abuses and inappropriate service usages.

Main duty of the Abuse Desk is to verify the adequacy of each received alarm and to provide the most appropriate strategy to manage each case based on the abuse priority.

For each case marked as “possible crime” (e.g. pedopornographic material distribution, informatic crimes and unauthorized system access, informatic frauds, identity theft, etc.) the Abuse Desk will contact the Company focal point to activate the appropriate Law Enforcement Agency.

The tool can collect abuse main information (e.g. IP, URL, Website name, abuse brief description, etc.) and automatically configure an email to Law Enforcement Agencies.
The infrastructural and organizational framework is aligned to an internal awareness campaign regarding informatic crimes and pedopornographic material distribution prevention.

In particular the awareness campaign has been made continuative, involving, multi-channel, simple and has been distributed using:
· web games;
· short messages on cellular phones or by WebTV, MMS/Videos;
· push of messages from important people to ipods or palms; 

· Multimedia advertising, web based training, security portal, web games, web collaborative (web 2.0);
· web events.













































� The Italian regulatory framework regarding prevention and reaction activities for abuses and pedopornographic/informatic crimes is ruled by the following laws and decrees:


Legislative Decree 70/2003 (Electronic Commerce)


Law 38/2006 (Internet pedopornography and pedopornographic content web filtering)


Legislative Decree 231/01 (Companies civil liabilities and Administrators criminal liabilities)


Law n. 48/2008 (Update in informatic crimes laws)


Legislative Decree  30/2005 (Industrial Property Code)


Legislative Decree 196/2003 (Privacy Code)
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