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Abstract:
1.
The urgency of the problem
Increasing rates of global information society caused by the implementation of several legislative acts, national task programs and grants for the equipping of educational institutions (schools, universities, etc) and hostels with computer means and connecting to the Internet network, set the world community a new challenge - the necessity of organizing of secure access to the information resources of the Internet for pupils and students. It is known that the Internet (in its major part) is practically unregulated and filled with a wide range of information which is placed on various information resources: from scientific magazines to those that are directly promoting violence, contain inappropriate language and / or are openly pornographic. According to the European Commission, more than 44% of children who use the Internet encounter pornographic and other undesirable material. Under these conditions, support of the appropriate cultural level and morality in society is almost an unrealizable task.
2.
World experience in problems solving
Initiated by the International Telecommunication Union, the children protection in online space (Child Online Protection) was named number 1 priority in 2009. There are different views in different parts of the world on the regulation of situations with morality questions, pornographic resources, personal life and data privacy. For example, the five greatest German Internet service providers have signed an agreement to block an access to child pornography. There are state programs of the same direction in the United Kingdom and Canada. A project named Cleanfeed runs in these countries.
Since 2004 active administrative measures taken to ensure secure access for education institutions in France. The state government has introduced centralized content filters to prevent access to sites of fascist direction, as well as porn resources.
In July 2007 in Thailand came into effect a law that allows police to exclude personal computers of individuals who are suspected of distribution of pornographic material. To a certain extent, some countries block content which relates to pornography.
In 2006 in National Assembly of Venezuela passed a law for protection of children from inappropriate content online, which requires providers to remove offensive content from their servers and to provide customers with filtering software for the purpose of self-regulation promotion. In Peru restrictive program is compulsory for all computers of organizations where they can be used by children to access the Internet.
In Ukraine (on the basis of Odessa National Academy of Telecommunications n. a. O. S. Popov) created a system for restricting access to inappropriate Internet content in educational institutions (schools, universities, etc) and hostels. The main advantages of this system is the simplicity of scalability, reliability and adaptive filtering of negative content, significant reducing of the overall http-traffic due to the caching of information (reducing of the exploitation cost for access channels of educational institutions (schools, universities, etc) and student hostels), adjustment to the emergence of new inappropriate resources. Creation of such system allowed free and safe (released from pornography and other negative information) Internet access for students living in hostels, a gratuitous area of Internet access using WiFi technology in the educational institutions, etc.

The specified actions are to solve two priorities – «overcome the digital divide» and «protect children online».

3.
Basic principles of the system functioning
General principles of the proposed system functioning are shown in Fig. 1. The basis of the principle is a setting of own proxy-server that has a database of inappropriate resources in each educational institution or hostel. For the purpose of continuous update, processing of log-files of mentioned servers is centralized; these servers based on the information center with subsequent periodic formation of an updated version of the banned resources database and its sending (automatically) to all proxy-servers introduced.
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Figure 1 General model of the system functioning
At each attempt of gaining an access to any resource, proxy-server checks whether it is included in the list of inappropriate. In the event that this resource is marked in the base of inappropriate - access to it is blocked, and user is provided with correspondent message on the screen (just in browser’s window). This screen also may be used to promote useful (e.g. education or research) Internet resources.
If the requested resource is not presented in the database of banned, access to the resources is provided, but a record about visiting of this resource is fixed in a special log-file.
Software used for creation of the system is freeware and open source, so does not require additional funds for licensing. Such a choice allows the use of adaptive approach to each particular case and introduces the system with minimal changes in the existing infrastructure of organization.
It should also be mentioned that using of the proposed approach allows to replenishing the list of blocked resources constantly and proportionally to the appearance of new resources in the Internet.
4.
Current state of the system 
The system was created in Ukraine at the Odessa National Academy of Telecommunications n. a. O. S. Popov and operated for a year. During this time about 20 objects (4 universities, 2 colleges, 5 schools, 7 hostels and several state organizations) were connected to the system. Recently, together with one of mobile operators a social project started, which involved about 100 of educational institutions (schools, orphanages, etc.) to connect to the system.
Participation in the project for educational institutions is completely voluntary. Odessa National Academy of Telecommunications n. a. O. S. Popov only offers advice for connection to the system, provides free access to databases and ensures its updates on the basis of resources analysis which are requested by the majority of users. Each individual institution is free to dispose the base and block e.g. only pornographic resources having no blocked access to on-line games or restrict access to inappropriate resources during training (or working) time only.
Proposals for a trial segment of the system for restricting access to inappropriate Internet content in schools in the CIS countries were discussed during the CIS Regional Preparatory Meeting for WTDC-10 and are included to the priority program “Cybersecurity and ICT applications”.


Conclusion

The proposed system is to ensure the efficient use of resources of any organization (computers, Internet access channels, etc.) to protect the children, students (or workers) from accidental or special getting to inappropriate information resources and may help to save time and money on implementation and support of own system of restricting access in each institution.
Odessa National Academy of Telecommunications n. a. O.S. Popov – developer of the system and its coordinator, offers any country and any organization (regardless of where it is) to join the project.
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