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Introduction: the Child Online Protection (COP) Initiative
Under the Global Cybersecurity Agenda (GCA) umbrella, the ITU launched the Child Online Protection (COP) Initiative in November 2008. The COP Initiative has been established as an international collaborative network for action to promote the online protection of children and young people worldwide by providing guidance on safe online behavior in conjunction with other UN agencies and partners
. 

The key objectives of the COP Initiative are to:

1. Identify the key risks and vulnerabilities to children and young people in cyberspace; 

2. Create awareness of the risks and issues through multiple channels; 

3. Develop practical tools to help governments, organizations and educators to minimize risk; 

4. Share knowledge and experience while facilitating international strategic partnerships to define and implement concrete Initiatives. 

Need for a Global Strategy 
The COP Initiative draws together an effective package of global, regional and national policies and practices related with education and training, infrastructure and technology, and awareness and communication efforts undergone to increase the protection of children and young people. 
The COP Initiative is based on a multi-stakeholder approach and the belief that every organization - whether online or mobile, educator or legislator, technical expert or industry body - has something to contribute to make Internet a safe environment for everyone. 

This proposed strategy approach aims at emphasizing cooperation and building synergies with existing initiatives and interested stakeholders. This strategy also aims to tackle cybersecurity holistically, avoid the duplication of resources and efforts, and mainstream the COP objectives with the support and participation of the various partners.
Strategy proposal
The following sections include the draft proposal of a strategy for the COP Initiative, grouped into five pillars (legal measures, technical and procedural measures, organizational structures, capacity building and international cooperation).

To simplify the reference of this strategy please refer to Tables 1 (COP Strategy grouped by Pillars) and Table II (COP Strategy in the Matrix of COP Objectives and Pillars). 
	Table 1. COP Strategy grouped by 5 Pillars
1.
Legal Measures
Activity [1.1] Develop a set of key industry-wide commitments.
Activity [1.3.1] Review existing legal frameworks.
Activity [1.3.2] Developing a basic framework for achieving child online safety.
2.
Technical and Procedural Measures
Activity [2.1] Develop a set of key industry-wide commitments.
Activity [2.3] Develop a COP Threat Assessment Global Report.
3.
Organizational Structures
Activity [3.1] Identification of organizational vulnerabilities
Activity [3.2] Define accessible indicators for COP.
Activity [3.3] Develop Toolkit for COP.
4.
Capacity Building
Activity [4.2] Prepare guidelines for parents, guardians, educators and children.
Activity [4.3] Support Countries in the implementation of the COP toolkit.
Activity [4.4.1] Organize strategic events to promote COP activities and tools.
Activity [4.4.2] Create a COP resource base hosted by the ITU
5.
International cooperation
Activity [5.1] Develop a COP Threat Assessment Global Report
Activity [5.2] Call for Action on COP.




Table II. The COP Strategy in the Matrix of COP Objectives and 5 Pillars
	
	
	Five Pillars

	
	COP Objectives (abridged)
	Legal
	Technical and Procedural
	Organizational
	Capacity Building
	Int. Coop.

	1
	Identify the key risks and vulnerabilities; 
	[1.1] and [2.1] Develop a set of key industry-wide commitments
	[3.1] Identification of organizational vulnerabilities
	
	[5.1] Develop COP Threat Assessment Global Report

	2
	Create awareness through multiple channels; 
	
	
	[3.2] Define accessible indicators for COP
	[4.2] Prepare guidelines for educators and children
	[5.2] Call for action on COP

	3
	Develop practical tools for governments, organizations and educators
	[1.3.1] Review existing legal frameworks 
	[2.3] Develop COP Threat Assessment Global Report
	[3.3] Develop toolkit for COP
	[4.3] Support Member States in implementation of COP Toolkit
	[5.3] Develop culture of “Digital Citizenship”

	
	
	[1.3.2] Developing basic framework for child online safety
	
	
	
	

	4
	Share knowledge while facilitating international strategic partnerships 
	
	
	
	[4.4.1] Organize strategic events to promote COP
	[5.4] Establish arrangements for sharing information

	
	
	
	
	
	[4.4.2] Create COP resource base
	


Detailed activities
1. Legal Measures
	COP Key Objective
	Activity
	Description
	Interested Partners
	Suggested Timeframe

	(1) Identify risks and vulnerabilities
	Activity [1.1] Develop a set of key industry-wide commitments.
	· The COP Initiative can serve as an international forum which provides support and expertise in developing recommendations and standards to protect children online. 
	
	

	
	
	· COP Initiative could set up working groups which could serve as a forum to develop, among other tools, guidelines for the industry
 and policy-makers.
	 
	

	
	
	· Through the involvement of all the relevant actors in the ICT industry
 the COP Initiative could promote a set of key industry-wide commitments. 

· Framework-based approaches underpinned by national self-regulatory approaches are more effective in adapting to fast moving technologies and allow for national differences in societal and cultural standards. This activity would include legal and technical measures, thus being related with the second pillar  “Technical and Procedural Measures”(see activity [2.1]).
	
	

	(3) Develop practical tools to minimize risk;
	Activity [1.3.1] Review existing legal frameworks.
	· Review existing legal frameworks to determine that all necessary legal powers exist to protect children online on all Internet-related enabled platforms in each country and assist countries in developing COP legislations. (e.g. toolkit on COP legislation). 
	
	

	
	Activity [1.3.2] Developing a basic framework for achieving child online safety.

	· For an accurate analysis of the existing conditions regarding harmful content to children, and to identify common policy issues in different regions, it is recommended to set up a working group to exchange views and work on the subject matter within the COP Initiative. 

· The working group, which would be formed by concerned countries, will attempt to develop common approaches to policy-making regarding the subject, taking into consideration the diverse needs, social and cultural backgrounds of Member States.
	
	


2. Technical and Procedural Measures
	COP Key Objective
	Activity
	Description
	Interested Partners
	Suggested Timeframe 

	(1) Identify risks and vulnerabilities
	Activity [2.1] Develop a set of key industry-wide commitments. 
	· See activity [1.1]
	
	

	(3) Develop practical tools to minimize risk;
	Activity [2.3] Develop a COP Threat Assessment Global Report.

	· Through the activities and information shared within the COP Initiative, a significant amount of information will be available for all the stakeholders of the Initiative. In order to make this information more valuable a periodic COP Threat Assessment Global Report could be prepared by the ITU and other interested partners to raise global awareness of threats regarding child and young adults’ protection.

· This activity would be related with the fifth pillar, “International cooperation” (see activity [5.1]) and with activity [3.2].
	
	


3. Organizational Structures
	COP Key Objective
	Activity
	Description
	Interested Partners
	Suggested Timeframe 

	(1) Identify risks and vulnerabilities
	Activity [3.1] Identification of organizational vulnerabilities
	· In order to identify areas, gaps and new emerging trends where public organizations may need to be reinforced to ensure the protection of children and young adults, it is suggested to carry out Child Online Protection (COP) Initiative - National Survey 2009 and structures at the national, regional and global levels and analyze the responses.
	
	

	(2) Create awareness
	Activity [3.2] Define accessible indicators for COP.
	· Study and develop indicators for COP by defining an international data set (e.g. types and sources of information, supporting policies, reporting mechanisms ...etc.) which will enable the measurement of ongoing national efforts to protect children online and existing threats. 

· The indicators defined should be easy to measure and understand, representing different kind of legal, technical and organizational risks, as well as the evolution of incidents. 

· The combination of indicators could give an overall indicator that would define the current global, regional and national scenarios regarding COP, defining a reduced number of tiers (e.g., red, orange, yellow and green). High risk tiers would trigger actions by the public and private sector to address the risks that have triggered the indicator and change the risks status, when the threat has disappeared.

· This activity would be related with activities [2.3] and [5.1]

	
	

	(3) Develop practical tools to minimize risk;
	Activity [3.3] Develop Toolkit for COP.
	· Develop a Toolkit with information on how to establish a COP Unit per country. This toolkit would include recommendations such as organizational arrangements to ensure child online safety, development of curricula on Internet and the use of ICTs for schools, among others. 

	 
	


4. Capacity Building
	COP Key Objective
	Activity
	Description
	Interested Partners
	Suggested Timeframe

	(2) Create awareness
	Activity [4.2] Prepare guidelines for parents, guardians, educators and children.
	· With the participation of all the stakeholders in the COP Initiative, a set of guidelines for parents, guardians, educators and children can be prepared to provide each actor with tools to combat specific cyber threats that may target directly children and young adults. 

· Using these guidelines training materials could be prepared and new curricula could be inserted in the education programs of the countries that decide to take part in the COP initiative.
	
	

	(3) Develop practical tools to minimize risk;
	Activity [4.3] Support Countries in the implementation of the COP toolkit.
	· Support countries in the implementation of the recommendations of the COP toolkit. This could include activities of assessment in issues such as strengthening legislation, building law enforcement capacities or public policies to put in charge when COP indicators reach the highest threat levels.

· This activity would use the inputs received from activity [3.1]
	
	

	(4) Share knowledge and facilitate strategic partnerships 
	Activity [4.4.1] Organize strategic events to promote COP activities and tools.
	· Organize strategic events on the issue of child online protection and participate in discussions taking place in international events, conferences, workshops, etc. and develop policy announcements when feasible.
	
	

	
	Activity [4.4.2] Create a COP database of national, regional initiatives to worldwide 
	· It is suggested to develop a global repository with useful and updated information, statistics and tools concerning child online protection. This resource base would be available on-line, free of charge to the public at large. 
	 
	


5. International cooperation
	COP Key Objective
	Activity
	Description
	Interested Partners
	Suggested Timeframe

	(1) Identify risks and vulnerabilities
	Activity [5.1] Develop a COP Threat Assessment Global Report
	· See activities [2.3] and [3.2]
	
	

	(2) Create awareness
	Activity [5.2] Call for Action on COP.
	· In order to strengthen the COP Initiative, it is suggested to promote global public awareness of the issues concerning child online safety. This activity could include the following sub-activities:

· Develop Internet safety messages and materials which reflect local cultural norms and laws and ensure that these are efficiently distributed and appropriately presented to all key targeted audiences. Consider enlisting the aid of the mass media in promoting awareness messages.
	
	

	
	
	· Appointment of Patrons to foster COP issues. The role of the patron, whose involvement will be flexible, will be to: (a) Lend support to the initiative; (b) Build public support for the Initiative; (c) Strengthen awareness for the initiative among the general public as well as political leaders outside the ICT and telecommunications sectors;
	
	

	
	
	· Global Fund-raising Campaign through Goodwill Ambassadors and private sector partners, especially from the ICT sector, to increase a wider audience.
	
	

	
	
	· Liaison with organizations in the United Nations system and other interested parties working on this topic to develop a Resolution which could be then brought to the attention of the UN General Assembly. This activity could include a request to the United Nations Secretary-General to create an inter-agency group on COP through UNGIS.
	
	

	(3) Develop practical tools to minimize risk;
	Activity [5.3] Develop a global culture of “Digital Citizenship
”. 

	· Digital life describes the media world children inhabit 24/7 – online, on mobile devices, or anywhere media is displayed. Due to the appearance of Web 2.0 tools, digital media has become participatory. Users create and share content, turning anything created in this digital environment into instantly viral, scalable, replicable, and viewable content by vast audiences. Although this has given our children with unprecedented powers of communication, making the world more accessible for them, it has also introduced a significant number of risks that have to be taken into consideration.

· Digital Citizenship means that kids appreciate their responsibility for their content as well as their actions when using the Internet, cell phones, and other digital media. All of us need to develop and practice safe, legal and ethical behaviors in the digital media age. 

· This context requires new comprehension and communication skills, as well as new codes of conduct, to ensure that these powerful media and technologies are used responsibly and ethically. Much of the interaction in this digital world happens at a distance, which can diminish the rules of cause and effect, action and consequence. Additionally, much of digital life takes place under the cloak of anonymity, making it easier to participate in unethical and even illegal behaviors.

· With the participation of all the partners in the COP initiative, a definition of “Digital Citizenship” or “netiquette” can be introduced and shared globally, respecting different cultures.
	
	

	(4) Share knowledge and facilitate strategic partnerships
	Activity [5.4] Establish cooperative arrangements for sharing information and mitigating the risks.
	· Establish cooperative arrangements between governments and the private sector/industry for sharing information and developing specific capabilities aimed at mitigating the risks and extending the potential of ICT usage by children.

· For instance, one of the aims could be to develop a Common Code of Conduct for Championing Safety for Children Online. The COP Initiative could provide the platform for such information sharing.
	
	

	
	Develop an online tool for sharing information and best practices 
	· The COP initiative would provide an easy-to-use interface for sharing global information and facilitating cooperation between governments, industry, international organizations and NGOs.

· This tool would also be valuable in unifying research projects and identifying areas that require further research.
	
	


� Refer to � HYPERLINK "http://www.itu.int/osg/csd/cybersecurity/gca/cop/together.html" ��http://www.itu.int/osg/csd/cybersecurity/gca/cop/together.html� for the complete list of organizations that are collaborating with the ITU in the COP Initiative


� An example of study would be to assess the role of technical tools such as filtering programs and child safety software to support awareness initiatives.


� Such as broadcasters, ISPs, Mobile operators and manufactures, among others.


� Digital citizenship can be defined as the norms of behavior with regard to technology use.
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