Accessing ITU’s Wireless Facilities

Purpose:

Gives a brief guideline to ITU’s wireless facilities and troubleshooting tips for wireless.

1. GENERAL

ITU has installed IEEE 802.11a/b/g  wireless LANs in its headquarters’ conference rooms and in CICG conference rooms.  In big meeting rooms we encourage participants to use 802.11a mode because it offers many channels resulting in higher bandwidth per user. The 802.11b/g channels do not offer much bandwidth per user, especially when 802.11b clients are used – hence the use of 802.11b cards is discouraged and  802.11b associations have to be turned off in big meetings so that 802.11g users can work productively.   THUS,  USERS/DELEGATES ARE STRONGLY ADVISED TO COME WITH WIRELESS SYSTEMS THAT USE THE 802.11a FREQUENCIES AND USE THE 802.11a CHANNELS IN ITU AND CICG MEETING ROOMS. The client card must be Wi-Fi compliant, which assures  interoperability between vendors.  
QUICK SETUP GUIDE: Configuration Parameters to Use in ITU
You will need to set a few parameters on your laptop so that your machine can work in ITU environment.  Usually, setting the “ITUdelg” SSID is all that is needed.
1. PLEASE USE 802.11a MODE IF YOUR CARD SUPPORTS IT.  If not, try to use your card in 802.11g mode, thus avoiding 802.11b mode as much as possible.  Please remember that 802.11a mode gives you much more bandwidth per user with much less interference.
2. Set your case-sensitive SSID as “ITUdelg”.

3. If needed, set the Client Name (usually the user’s name or his machine name) required by some drivers.

4. Check that DHCP is enabled for the client so that you will get IP address and other network parameters automatically.
5. THIS IS EXTREMELY IMPORTANT. PLEASE READ THIS. PLEASE MAKE SURE THAT  YOUR LAPTOP IS IN INFRASTRUCTURE MODE OF WIRELESS OPERATION AND NOT IN AD-HOC (OR PEER-TO-PEER) MODE.  You should know how to disable ad-hoc mode (please see a separate section titled Disabling Ad-Hoc (Peer) Mode in Wireless Cards later on in this document). Ad-hoc mode may be blocked within ITU and CICG premises.

Some other considerations:

· Most cards are able to search for the radio channel automatically, but if your card does not support this function, try channels 36, 40, 44, 48, 52, 56, 60, 64  for 802.11a  and channels 1, 6 or 11 for 802.11b/g. You may have to change to another channel if you move to another part of the building.
· If a wired connection is available to you in the meeting room, please use it. Remember to turn off your wireless radio.  By doing so, you free up capacity for other delegates and also save some battery.

· The external LAN, which includes the wireless LAN at ITU, is not meant to be a secured environment, so users should take their own  measures to protect his or her data.  
2. Important Reminders

1. The user is advised to use wireless networks with caution.  It is up to the user to protect his or her own data. Encryption is not used in ITU wireless environment at the moment.
2. For security you should use end-to-end encryption technologies such as VPN technologies  to keep your communications safe.  
3. Personal firewall software, such as ZoneAlarm or Tiny Personal Firewall, combined with anti-virus software, are very helpful to mitigate the spread of malware.  You will need to invest some time learning these tools.

4. The use of wireless access points other than those belonging to ITU is prohibited.  If you have personal access points, please do not use them inside ITU.
5. Please take care that you configure your wireless in Infrastructure Mode, not in Ad-Hoc Mode (also known as Peer-to-Peer Mode).
6. All wireless users must have a good virus scanning program that has up-to-date virus database.  Viruses can easily spread in the wireless network. 

7. You will also need a few spyware detection programs such as Ad-Aware.

8. From applications point of view, wireless connections are good for web browsing  but not so good for big file transfers.

9. Before taking out your external wireless card (or any other PC Card device from its slot), you should first properly stop it.

10. Wireless cards do drain power from your laptop (sometimes quite significantly). So turn off your wireless card when not using the network if you want to save on batteries. 
11. If knowingly or unknowingly your machine is spreading malware, taking up too much bandwidth, becoming a DHCP server, trying to become a fake access point or ad-hoc wireless peer, etc, the IT staff have the right to take your machine off the network until the machine is cleaned of the offending piece of infestation.

12. Use of any non-authorized radio equipment that conflicts/interferes  with 802.11a/b/g frequency channels is prohibited within/near ITU premises. This includes the use of laptops as ad-hoc peers that mostly confuses other users and also interferes with valid channels.

3. Wireless Troubleshooting

Here are a few practical tips to troubleshoot your wireless connection.  
Sometimes, just rebooting your laptop may fix some of the problems.  This is, of course, not the solution all the time, but strange problems such as VPN connections not working have been caused by the user putting his laptop in hibernation mode and not rebooting his machine for a long time.

If you cannot solve your wireless problems, please contact the Service Desk. You may need administrator privilege for some of the fixes, without which Service Desk staff won’t be able to help.
For the more resourceful users, who are able to fix their own problems, here are some hints.
· Make sure that your card is 802.11a/b/g compliant and Wi-Fi Forum certified by visiting the www.wi-fi.com site and choosing Certified Products. Wi-Fi Certified means the card should be interoperable between different vendors products. 

· Make sure you have the latest software driver for the wireless card by visiting the manufacturer’s support site. If not, install the new driver. 

· You should have ITUdelg as your SSID, which is case-sensitive. 

· Check that the client is in "infrastructure" mode and not in "ad-hoc" (peer-to-peer) mode. 
· DHCP for the wireless card should be turned on. Make sure that your IP parameters all come from DHCP server and not from fixed settings - you can display it with the ipconfig /all command. If your IP address looks like 169.254.x.x, please restart your DHCP client. 

· Check the routing table with the netstat -rn command. If you see some strange default routes it may be because of some fixed IP settings and you will have to take off these fixed settings in TCP/IP configuration. 

· Please make sure that you have disabled WEP or WPA encryption. If you have received an IP address but cannot connect, this may be because encryption might have been enabled by mistake. 

· If you are using a multiband wireless card, please do not use "auto" mode, otherwise it may flip from one band to another. It is better to set it to 802.11a only mode in ITU environment.
· If your laptop has Bluetooth enabled then your 802.11b/g card may not work well - please disable Bluetooth. 

· Make sure that your web proxy configuration is set to off or set it to www-proxy.itu.ch:3128. 

· Make sure you do not have a local proxy server running on your machine. Turn IIS service, Web Publishing service off. Microsoft Web Proxy can be turned off from Control Panel.  If you can ping a web server but cannot browse this site, this step should fix this problem. 

· Make sure a local firewall, such as Zone Alarm, is not blocking the connection. 

· Some cards don't work unless a station ID (or Client Name) is set (station ID cannot be blank). 

· There are two ways to manage your wireless connections: (a) Using Windows itself (b) Using wireless client utility that came with the card or third-party utilities like  IBM Access.  If you are using wireless client utility or third-party utilities to configure wireless, you may need to turn Wireless Zero Config service off to avoid conflict. 
4. Disabling Ad-Hoc (Peer) Mode in Wireless Cards

People who have their wireless cards configured in Ad-Hoc mode will not be able to connect to  the wireless LAN – to make matters worse, they will create confusion and instability for other wireless users.  Please configure your card in Infrastructure mode only.

This configuration change maybe slightly different for each card, driver software or client utility software.  However, here is a general procedure that may work for you.

In addition to choosing Infrastructure mode when you are defining wireless profiles or SSID, please follow the following steps to ensure that your card does not accidentally go into Ad-Hoc mode (sometimes also called Peer-to-peer mode).

Step 1:  Disable Ad-Hoc Mode in Card Properties

In Windows XP, use All Programs > Connect To > Show All Connections.  Right mouse-click on your wireless card and select Properties.

In the Wireless Network Connection Properties window,  under Connect using display choose Configure.

In the resulting box, choose Advanced tab, choose Adhoc Demo Mode property (or something similar like that, it depends on the card) and change its value to Disable.
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Step 2: Choose Infrastructure Networks Only Option

This step works only if you are using Windows XP to manage the wireless.

In Windows XP, use All Programs > Connect To > Show All Connections.  Right mouse-click on your wireless card and select Properties.

In the Wireless Network Connection Properties window choose Wireless Networks tab and then the Advanced button.
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Here, choose Access point (infrastructure) networks only radio button.

Step 3: Choose Infrastructure Mode in Client Configuration Utility

If you use a client configuration utility (and not Windows itself to manage your wireless), check for an option in the utility that disables Ad-Hoc mode and forces Infrastructure mode.

If you are using IBM Connections, please modify your profile and check your wireless properties.

5. Buying and Installing Wireless Cards

Buying a Wireless Card

Nowadays, most new laptops come with 802.11a/b/g card built-in.  Only older laptops need an external card.

Before buying a card, you should check Wi-Fi compatibility by looking for the distinctive Wi-Fi CERTIFIED logo on the card or by visiting the http://www.wi-fi.com website and verifying that this card model is compatible.  The Wi-Fi Alliance tests the interoperability of 802.11a/b/g wireless products. Any Wi-Fi certified 802.11a/g wireless card can be used in ITU. PLEASE BUY WIRELESS CARDS OR LAPTOPS THAT SUPPORT 802.11a CHANNELS.
You should look for the card with a logo that looks like the following:
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Please note that all 802.11a/b/g standard compliant cards are not necessarily Wi-Fi compliant, whereas Wi-Fi compliant cards are 802.11a/b/g compliant. 
Installing the Wireless Card Software

To install the wireless card driver, you may need to login with administrator privileges depending on operating system and card purchased.   Please consult the installation instructions that came with your card for details of installation.  Usually you need to install (a) the card driver and (b) optionally, some client utilities to check radio reception levels.

Driver installation is usually quite easy: put the installation CD in the drive, run the setup program and follow the simple instructions provided.
PLEASE USE 802.11a MODE IF YOUR CARD SUPPORTS IT.  If not, try to use your card in 802.11g mode, thus avoiding 802.11b mode as much as possible.  Please remember that 802.11a mode gives you much more bandwidth per user with much less interference.

Please do not use your wireless card in ad-hoc mode.

