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1/ The X.25 Recommendation

Part of the Telecommunication Industry development is based on Packet Switching technologies and standards such as X.25.

This protocol was first defined in the 1976 version of CCITT X.25 Recommendation. It was a rapid success trough the implementation of services by the so called PTTs such as ATT, British Telecom, France Telecom… and device manufacturer such as IBM, Siemens, Bull…

It is a matter of fact that security concerns have been part of the initial protocol specifications and implementations.

For instance, the Calling Party Identity was checked and provided by the network to the Called Party. The identity was provided on the basis of the leased line used by the calling party or by additional mechanisms such as NUI Facility of XID Frame when access was made through the Public Switched Telephone Network.

Even if the X.25 protocol is reliable by design (through the implementation of Virtual Channels) additional security mechanisms have been added with the definition of the so-called Closed User Group (CUG). This facility has been used to set up closed Virtual Private Network to enhance security when needed. For example, many Telco’s have used CUG to secure the administration of their networks.

We could add Incoming Call Forbidden, Outgoing Call Barred, calling party assessment in the Calling Information field… to clearly demonstrate that security has been part of the initial design of the X.25 protocol.

2/ Other Standards promoted by Telco’s

X.25 is a very good example of how Telco’s representatives put forward security in the design of protocols in the 70s and 80s, but it is not the only one.

X.400 series for Messaging, X.500 series for Directory, X.700 for Management … were also designed to take care of security.

Even in the development of mass-market services such as GSM, basic security has been part of the game. With the SIM card and the PIN code, we have a valid Calling Party ID that may even allow secured financial transactions.

Some positive results of secure protocols are amongst others:

· The fire station may get the calling party number, and localization, when a regular telephone call is placed;

· A banking transaction is safe if all security mechanisms of X.25 are activated;

· Spamming is very rare with X.400 services.

Nowadays: Time to Market first and Security afterwards

1/ Simplicity and time to market

Since the 90s, Internet standards became more and more popular in the Telecommunication Industry. The IP protocol was one of the very first. It is based on Packet Switching such as X.25 but in a much simpler mode. No connection, no flow control… and no calling party check. This is why IP address spoofing is a very popular game within the hacker, spammer, or intruder communities.

The spirit for designing such a protocol is “make it simple first and add what is needed afterwards”. Regarding IP, many dramatic enhancements have been made since it was created:

· TCP has been added on the top of IP to achieve flow control, error recovery, data sequencing…

· The Virtual Channel mechanism of X.25 have been introduced in IP with the MPLS protocol in order to achieve better Quality of Service. Also to be sure that an IP Packet from San Francisco to Washington is not going through a switch based in Pyongyang or Damascus. And this really basic security concern the original IP protocol was not taking care of.

· The IPSec standard is more and more popular to achieve ciphering when needed.

It is good to be reactive and add new features to solved identified problems. But when security is concerned, we all now it is far more efficient to be proactive. That means: make security part of the initial design of the protocol.

2/ The WiFi case

Do not be misunderstood and believe that only the pure IP standard community is not pro-active enough. Just pay attention how the WiFi standards have been taking care of security.

Originally some clever people wanted to design protocols to set up wireless communication in a very easy way. And they did it so well that is was very easy for hackers too.

We have to recognize that some security concerns where rapidly made part of the protocols:

· To identity the Network you are connected to, the SSID was defined;

· To check the calling terminal, the MAC address is used;

· To protect the data going “through the air”, ciphering has been introduced with the WEP protocol.

But it was rapidly shown that none of those mechanisms is really efficient. WEP can be broken very easily. MAC address is supposed to be unique but it may be spoofed with basic software. And the SSID is a very good way for the hacker to identify the targeted network.

Of course further additional procedures have been added such as WPA for confidentiality or 802.1X for identification. But threat is still there through rogue Access Points, or scrambling. And many manufacturers are designing proprietary mechanisms and protocols to reach an acceptable level of security.

For Telco’s the negative consequences are:

· Reliable and simple to use services are not easy to provide to their customers;

· Compatibility between equipments is not guaranteed and makes business hard to develop.

And that could have been avoided if security experts had been involved in the initial design of WiFi protocols. Those experts would have conduct a very simple risk analysis based upon the fact that communication is made “through the air” and so accessible to anybody regardless the fact he is a good guy or a bad one. They would have thought about Availability, Confidentiality, Integrity, and Auditability by using any basic methodology there are used with. And they would have put forwards functional requirements that would have been implemented in the standards and protocols.

3/ Voice and Telephony over IP

VoIP and ToIP are very promising standards. New business models will emerge. New services will come merging voice, video, collaborative documents… And the Global Village will really come with cheap, intuitive and natural communication between people.

But before that, are we sure that security is part of the VoIP and ToIP stuff design?

· Are we sure that when placing a VoIP call to the fire station we will rapidly be localized?

· Are we confident that Voice Spam is not going to overflow our Voice Mail Systems?

· Are we sure the calling party is the one is claiming to be?

Those are few questions amongst many we should pay attention when designing protocols to deliver those smart new services.

Future: I have a dream

1/ The Telco’s concern

As a Telco’s representative I have a dream.

My aim is to provide my customers with services that are:

· Priced at a good level (i.e. adequate to the business value); 

· Easy to use for the end user;

· Compatible with as many as possible hardware and software plate-forms;

· And at last but not least CIA-secured:

1. Confidentiality guaranteed when needed for data protection and privacy;

2. Integrity to ensure safe commercial transactions;

3. Available as requested for business, which implies protection against hackers.

Consequently, we need standards that are easy to implement to lower the cost and achieve compatibility between manufacturers.

But we do need standards with security inside and not security added afterwards. We really need to adapt and develop a methodology by which regardless the domain (VoIP, Wireless communication, Directories…) we get safer protocols. Safe mean threats and risks have been identified and mitigation has been included in the basic definition of the protocols and procedures.

2/ Possible approaches

ITU and others standardization bodies should emphasis on security when designing protocols.

Of course, effort should be maintained to develop recommendations on security within the X.800 series and related documents.

Furthermore some methodology should be used when defining new protocols. A kind of Protocol Development Kit could be provided to the concerned Expert Groups. This would include some basic risk analysis method and some basic definition of mechanisms to ensure confidentiality, protection against DoS, identity assessment…

An additional possibility is to include security experts in Groups in charge of defining new protocols or protocol extensions to the existing ones.

Conclusion

As time goes by, the Telecommunication Industry is facing more and more security challenges: Intrusions by hackers, Denial of Services, Data Privacy, Financial Regulations (SOX)…

Consequently, we should pay more and more attention to security when designing protocols to support emerging services such as Voice, Conferencing, Groupware, and Unified Messaging… 

List of Abbreviations

CCITT: Comité consultatif international téléphonique et télégraphique

PTT : Post Telegraph and Telephone

NUI : Network User identification

XID frame : Exchange ID frame

PSTN: Public Switched Telephone Network

CUG: Closed User Group
GSM: Global System for Mobile Communication

SIM card: Subscriber Identity Module card

PIN: Personal Identification Number

IP: Internet Protocol

TCP: Transmission Control Protocol

IPSec: IP Security

WiFi: Wireless Fidelity

SSID: Service Set IDentifier

MAC address: Media Access Control address

WEP: Wired Equivalent Privacy

WPA: Wi-Fi Protected Access

VoIP: Voice over IP

ToIP: Telephony over IP

SOX: Sarbanes-Oxley Act 

DoS attack: Denial-of-Service attack

CIA: Confidentiality, Integrity, and Availability

