&

"
el 'ON@de

Sabine Dolderer, DENIC eG



f— - e
DEI\“ Abstract

e Knhown Facts

® Technical hurdles
® Support hurdles
® Legal issues

e |DN afterwards



e
DEI\“ Facts

* |DNA standard passed in March 2003

® IDN launch under .de took place on 1st March 2004 10:00:00 CET in
coordination with NIC.AT and SWITCH.

* Huge media coverage:
® Over 1,000 press reports
e 20 radio interviews

® 5TV reports (ARD, RTL, n-tv..)
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Dgﬁ Facts

*® A total of 92 new characters: Positivlist on supported characters

- Only digits or letters from Latin-1 Supplement and
Latin Extended-A satisfying character=Nameprep(character)

- No special characters like “€”
* No language tags, no variants, no bundling
® Support of IDN Standards (RFC3490, 3491, 3492)
® Concepts of RFC 3743 do not apply in Germany

® Object of contract is the IDN form, not ACE (e.g. citroén.de,
nestlé.de)

® First Come, First Served

* |ntroduction by means of Big Bang
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nsﬁ Technical hurdles

e |t was not the IDNA standard, but:

* Big bang setup: Only one TCP connection to DENIC mailer per registrar
allowed.

* There was no realtime registration interface back then
* Internationalization of domain name slots in our database, website, DMS..

e Upgrades to software: drivers, fonts, text editors, terminals, browsers, mail
clients..

e Updates drive to bugs, bugs drive to more updates

* Reliable testing of the whole testbed
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nsﬁ Support hurdles

e Before launch:

* How to register IDNs
e \Which characters are allowed

e Chances for an IDN if transliterated domain exists

e After launch:

e How to type characters which aren’t located at the keyboard

e IDNs don’t work as expected, though we tried to circulate
information as much as possible:
http://www.denic.de/en/domains/idns/browser.html

* A technical newsletter reporting on 1st April that all IDNs were
going to be reassigned: http://tinyurl.com/2gna2



oy

e Before launch:

* Registrants sytematically threatening DENIC members to protect their
alleged trade mark rights. They were ignored.

* One registrant filed for an injunction against DENIC because of 2
domains, which “would lose their economical value after IDN launch”.
Injunction got rejected.

e After launch:

® |ncrease of dispute resolution forms



e

Dgﬁ IDN Start

- Between 1. March 10:00:00 Uhr and 3. March 24:00:00 Uhr
we received and processed 625.374 jobs

- 249% were sucessfull
- 69 % were doublets

- 7% were failures
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ngﬁ Analy5|s Most wanted domains

Domain Number of
requests
0 07 40 mobel.de 318
3% 3%1% o1
m2 gluckwunsch.de 303
o3-10 i}
011-20 blcher.de 302
58%  m21-100 borse.de 284
O101- 318
kiche.de 282
buro.de 282
fluge.de 263
kichen.de 257
arzte.de 253
reiseburo.de 240




S — - .
nsﬁ Experiences since then

- Until now 250.000+ registered IDN-domains (+80%o)

- Despite intensive warnings — there were infringements of
name- and trademarkrights

- But many disputes already resolved in the first weeks

- Press results were mainly positiv (besides missing IE support for
IDNs (Over 1,000 press reports, 20 radio interviews, 5 TV reports)

IDN@DE is now on the way to become a common standard



ngﬁ Analysis: ASCII / IDN domains (30.4.2006)

Total:

ASCII:

IDN:

strohbach@denic.de

—

9.826.171
9.533.861 (97,03 %)

292.310 ( 2,97 %)

350000

300000

250000 -

200000 -

150000 4 \

100000 N ——> —

50000 -

0

NN

\ x > > 3 ) » » » » » ©
ISEERN O o Q < P & SN N Q
< N > Q L N G N > Q 2 >
M@ YRS Y E YRS

0 DE Growth without IDN [ DE Growth IDN \

®
&

© DENIC eG

13



nsﬁ Analysis: Characters in DB

IDNs under DE (snapshot 06/18/2005)

1%

42%

@aa
ma
ao
O others
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Oé
mi
Oa
Oe
o)
Og
B¢
mh
LK)
meé
Oeé
Oa
Ha
[ il
Ea
L}
Da
i
Oo
m]

Non-Umlaut character appearances under DE (snapshot
06/18/2005)

All new 92 characters are currently in use.

| is the first non Latin-1character (Turkish) with 33 occurrences.



Evolution of DNS queries for IDNs under DE
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nsﬁ Analysis: DNS queries

d.de.net: DNS queries for IDNs under DE (week -1)

ACE
11%

RACE
3%

. O ACE
Binary, non UTF-8

O Binary, non UTF-8
O Binary, probably UTF-8

Binary, probably
UTF-8
69%

Only from one primary, week mean value, discontinuous
periodical samples, not cleaned statistically
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nsﬁ Analysis: DNS queries

d.de.net: DNS queries for IDNs under DE (week 9)

ACE
20%

RACE
1% O ACE
B RACE
Binary, non UTF-8 O Binary, non UTF-8
Binary, probabl 15% O Binary, probably UTF-8

UTF-8
64%

Only from one primary, week mean value, discontinuous
periodical samples, not cleaned statistically
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nsﬁ Homograph attack

e In February 2005 Shmoo publishes their IDN spoofing proof-of-
concept

e http://www.shmoo.com/idn/homograph.txt
e CENTR and DENIC statements on IDN homograph attacks:
e http://www.centr.org/docs/2005/02/homographs.html
e http://www.denic.de/en/domains/idns/homograph.html
e DENIC IDN character subset does not contain homographs.

e DENIC works together with the expert community (e.g. Unicode
Consortium) to look for solutions and raise awareness of the real
problem.



e
DEhﬁ IDN afterwards

* More than two years after launch

* No danger for the IDN market in Germany, but still growth potential
e Still looking forward more IDNA support in applications

® Cannot send e-mails to my own private IDN with most mail clients yet

® Internationalized e-mail addresses
e After the IRI standardization (RFC 3987), IE7 will support IDNs

* Beta available
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