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At both the national and international levels, there is a growing recognition of the need for a broad range of IT security standards and technical guidelines to support concerns related to the area of cybersecurity. Both governments and the private sector have important roles to play in developing, deploying and promoting such standards.

To optimize security, systems, networks and policies need to be properly designed, implemented and managed.  A major focus of this effort is the specification and adoption of appropriate safeguards and solutions (both technical and non-technical) to avoid or limit potential harm from identified threats and vulnerabilities.  In this area, a substantial number of standards is available or currently under development.

There is also a need to continuously review policies, measures, and procedures to help assure that they meet the evolving challenges posed by threats to IT systems and networks.  Today, there is no internationally recognized Information Security Management System (ISMS) standard, although there are a number of ISMS standards at a national or regional level, and there are international standards that cover certain elements of an ISMS, e.g., process guidelines, procedural guidelines, or catalogues of controls. 

Finally, there is a need to raise awareness of risks to IT systems and networks and of the policies, practices, measures and procedures available to respond to those risks, and to encourage the application of security technologies that are certified according to international standards.

