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After Slammer Worm’s attack in January 2003, Korean government has made various progress to protect and secure the internet, including enacting relevant laws and establishing new internet security centre (KISC: Korea Internet Security Centre) at KISA (Korea Information Security Agency).

In KISA, before Slammer Worm’s attack, most of the countermeasure activities were focused on Anti-Hacking activities including Linux/Unix and Window based Operating Systems.

To protect IP network from incidents and against any worms or DoS type attacks, we need some activities to monitor our network more efficiently, especially:

-
Traffic information in various network points (Gateway, Internet Exchange, Backbone, DNS Server etc)

-
Malicious Traffic Patterns for the specific application port number

-
Analysis for the any malicious code for the preventive countermeasure

-
Information sharing with relevant organizations

With my presentation, the followings are presented:

-
What Korean Government have done for the Secure-Internet

-
What KISC/KISA have done for the countermeasure against Cyber attack

-
Framework for the KISC monitoring system: Today and Tomorrow

-
Proposal for the e-secure world 

