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This presentation will discuss new security threats in telecommunication resulting from the evolution of cellular and other wireless technologies.  Cellular devices, in particular, are becoming general-purpose computing platforms, with high-speed processors, many megabytes of memory, and complete file systems.  Newer devices can also download and store executable programs.  These devices are present in very large numbers, and most are supported by software provided by a small number of manufacturers. These manufacturers' operating systems, now somewhat obscure, are becoming familiar to attackers.

The increasing prevalence of Internet connectivity in wireless networks opens these devices to the same avenues of attack as currently available for non-mobile Internet hosts.  In addition, device mobility complicates the auditing and control of device configurations. The cellular infrastructure could be especially vulnerable to phone-based threats, especially if Internet access is provided via an internal network, logically located inside the carrier's network.

Another important trend is the emergence of Digital Rights Management (DRM), which limits the user's ability to make use of downloaded material. Since users dislike such limitations and will seek to defeat them if possible, DRM can make the device user an adversary of the operator. That is, the user becomes the attacker, opening the system to threats that are very different from the fraud threats seen in the past.

Device manufacturers and operators need to react to these emerging threats by providing trusted execution environments, authentication of downloaded executables, and over-the-air configuration management.  Operators also need to react by installing firewalls, including ingress filtering for all mobile-originated packets, and by developing methods for disabling devices that have been compromised.

