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In the past few years there has been an increase in the number of Infrastructure Security initiatives around the world, in reaction to many and varied security incidents. These have had an impact on Telecommunications. In Europe there will be a new agency looking at some of the issues, and a new group has been set up to co-ordinate these security issues amongst the European Standards Organizations. This is also happening in many other countries individually.

This presentation will look at the some of the challenges that this raises for those of us involved in telecommunications security. In particular, there are different security requirements that have to be tackled to those we have had to deal with in the past. Commercial security has up to now been mostly concerned with preventing fraud, and the protection of information. Standards are now being created that deal with aspects as varied as denial of service, emergency response, prioritization of services, resilience, identification and lawful interception. These standards have to balance the rights to privacy, and also be effective. Those impacted range from Governments, to public emergency services, companies and the individual citizen.

Many of the requirements will require a great deal of work to address, and it is most desirable that they are applicable universally and prioritized, so as ensure that they are cost-effective. We will also need to address issues such as providing sufficient information of the risks and countermeasures to the communities.  As with all security, we will also need to balance presentation of the threats, without divulging specific weaknesses. For example, what does the individual citizen do to protect their home computer, and what is the best way to do this?

The presentation will also explore the standards, give examples of what is already available, and what is being developed. It will also look to the future, and identify possible trends for those of us involved in security standardization.

