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TD 24xx (WP 2/17)

SECURITY COMPENDIUM
PART 2 - approved ITU-T security definitions
This Part provides a list of security-related terms, acronyms and definitions, explicitly defined in a “Terms and definitions” or “Abbreviations” clause of, or implicitly defined in the text of approved ITU-T Recommendations.

It is completed with a set of appendices:

Appendix 1, List of Recommendations referred to in the table of terms and definitions

Appendix 2, List of terms and definitions referred to in ITU-T security-related Recommendations, but defined in referred non ITU-T documents (and therefore viewed as complement to the approved and security-related ITU-T terms and definitions)

Appendix 3, List of non-ITU-T documents referred to in ITU-T security-related Recommendations

Appendix 4, Alternative sources for security terms and definitions

[Compiled by SG17, Lead Study Group on Telecommunication Security, March 2005]
List of security-related terms, acronyms and definitions
	Term
	Definition
	Reference

	access control
	1. The prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized manner

2. Limiting the flow of information from the resources of a system only to authorized persons, programs, processes or other system resources on a network.
	3.3.1/X.800 

3(1)/J.170

	access control certificate
	A security certificate that contains ACI. 
	3.4.1/X.812

	Access Control Decision Function (ADF)
	A specialized function that makes access control decisions by applying access control policy rules to an access request, ADI (of initiators, targets, access requests, or that retained from prior decisions), and the context in which the access request is made.
	3.4.3/X.812

	Access Control Decision Information (ADI)
	The portion (possibly all) of the ACI made available to the ADF in making a particular access control decision.
	3.4.2/X.812

	Access Control En​forcement Function (AEF)
	A specialized function that is part of the access path between an initiator and a target on each access request and enforces the decision made by the ADF.
	3.4.4/X.812

	access control function
	The access control function prevents unauthorized interactions with an object. It includes both an access control decision function and an access control enforcement function. Within the context of access control, objects fulfill the roles of either target or initiator. The function requires access control information about the target, the initiator and the interaction. The initiator requests an interaction with the target from the access control function. The action control decision function decides whether access is permitted or denied on the basis of the access control information and the decision is enforced by the access control enforcement function. NOTE – The access control decision function and the access control enforcement function can be provided by the object which has the role of target, or by other objects.
	15.2/X.903

	Access Control Information (ACI)
	Any information used for access control purposes, including contextual information.
	3.4.5/X.812

	access control list
	A list of entities, together with their access rights, which are authorized to have access to a resource.
	3.3.2/X.800

	access control policy
	The set of rules that define the conditions under which an access may take place.
	3.4.6/X.812

	access control policy rules
	Security policy rules concerning the provision of the access control service.
	3.4.7/X.812

	access control service
	The access control service provides means to ensure that resources are accessed by subjects only in an authorized manner. Resources concerned may be the physical system, the system software, applications and data. The access control service can be defined and implemented at different levels of granularity in the TMN: at agent level, object level or attribute level. The limitations of access are laid out in access control information: the means to determine which entities are authorized to have access; what kind of access is allowed (reading, writing, modifying, creating, deleting).
	6.1.2.2/M.3016

	access control token
	A security token that contains ACI.
	3.4.8/X.812

	access management
	This element of service enables a UA and an MTA to establish access to one another and to manage information associated with access establishment. The element of service permits the UA and MTA to identify and validate the identity of the other. It provides a capability for the UA to specify its O/R address and to maintain access security. When access security is achieved through passwords, these passwords can be periodically updated. NOTE – A more secure form of access management is provided by the element of service Secure Access Management.
	B.1/X.400

	Access Node
	As used in this document, an Access Node is a layer two termination device that terminates the network end of the CM connection. It is technology specific. In J.112 Annex A it is called the INA while in Annex B it is the CMTS
	3(2)/J.170

	access request
	The operations and operands that form part of an attempted access.
	3.4.9/X.812

	access threats
	The prime security threats to MHS, when an invalid user access into the system. If invalid users can be prevented from using the system, the subsequent security threat to the system is greatly reduced.
	15.2.1/X.400

	accidental threats
	Threats that exist with no premeditated intent. Examples of realized accidental threats include system malfunctions, operational blunders and software bugs.
	A.2.4.1/X.800

	accountability
	The property that ensures that the actions of an entity may be traced uniquely to the entity.
	3.3.3/X.800

	ACI

	Access Control Information
	4/X.500

	active threat
	The threat of a deliberate unauthorized alteration of information contained in the system, or change to the state of the system. Note - Examples of security-relevant active threats may be: modification of messages, replay of messages, insertion of spurious messages, masquerading as an authorized entity, denial of service, malicious change to the routing tables of a system by an unauthorized user.
	3.3.4/X.800, A.2.4.4/X.800

	ADDMD
	Administration Directory Management Domain
	4/X.500

	adjudicator 
	Entity who arbitrates disputes that may arise as a result of repudiated events or actions i.e. who evaluates the evidence and determines whether or not the disputed action or event occurred. Adjudication can only be provided effectively if the parties to the dispute accept the authority of the adjudicator
	Introduction + 5.1/X.813

	AES
	Advanced Encryption Standard
	4.1(31)/J.170

	AH
	Authentication header is an IPSec security protocol that provides message integrity for complete IP packets, including the IP header.
	4.1(32)/J.170

	alarm processor
	A function which generates an appropriate action in response to a security alarm and generates a security audit message. 
	3.5.1/X.816

	algorithm
	A mathematical process which can be used for the scrambling and descrambling of a data stream.
	3.1/J.93

	anti-expansion
	A method to inhibit the expansion of user data due to compression encoding.
	3.1/X.272

	application context
	an explicitly identified set of application-service-elements, related options and any other necessary information for the interworking of application-entities on an application association.
	6.1/X.217

	application-association
	A cooperative relationship among application-entity invocations which enables the communication of information and the coordination of their joint operation for an instance of communication. This relationship may be formed by the transfer of application-protocol-control-information using the presentation service.
	3.5.1/X.217

	APS 
	Automatic Protection Switch 
	4/G.873.1

	APS channel
	Automatic Protection Switch (APS) Channel is used to carry information between the two ends of a linear protection group to coordinate the head end bridge with the tail end selector for 1:n protection, and to coordinate the selectors in both directions in the case of bidirectional protection.
	6.6/X.902

	ASD
	Application-Specific Data. An application-specific field in the IPSec header that along with the destination IP address provides a unique number for each SA.
	4.1(33)/J.170

	ASN.1
	Abstract Syntax Notation One
	full X-series of Recs.

	ASN.1 character set
	The set of characters, specified in clause 10, used in the ASN.1 notation.
	3.8.3/X.680

	ASN.1 encoding rules
	Rules which specify the representation during transfer of the values of ASN.1 types. Encoding rules also enable the values to be recovered from the representation, given knowledge of the type. Note - For the purpose of specifying encoding rules, the various referenced type (and value) notations, which can provide alternative notations for built-in types (and values), are not relevant.
	3.8.23/X.680

	ASN.1 specification
	A collection of one or more ASN.1 modules.
	3.8.4/X.680

	association
	see application-association
	3.5.1/X.217

	association security state
	Security state relating to a security association.
	3.8(1)/X.803 

	asymmetric authentication method
	A method of authentication, in which not all authentication information is shared by both entities.
	3.1/X.811

	asymmetric cryptographic algorithm
	An algorithm for performing encipherment or the corresponding decipherment in which the keys used for encipherment and decipherment differ. Note  - With some asymmetric cryptographic algorithms, decipherment of ciphertext or the generation of a digital signature requires the use of more than one private key.
	3.3.1/X.810

	attack
	The activities undertaken to bypass or exploit deficiencies in a system's security mechanisms. By a direct attack on a system they exploit deficiencies in the underlying algorithms, principles, or properties of a security mechanism. Indirect attacks are performed when they bypass the mechanism, or when they make the system use the mechanism incorrectly.
	3.4/H.235

	attribute
	In the context of message handling, an information item, a component of an attribute list, that describes a user or distribution list and that can also locate it in relation to the physical or organizational structure of MHS (or the network underlying it).
	A.7/X.400

	Attribute Authority (AA)
	1. An authority which assigns privileges by issuing attribute certificates.

2. An entity trusted by one or more entities to create and sign attribute certificates. Note - a CA may also be an AA
	3.3.2/X.509

3/X.842

	Attribute Authority Revocation List (AARL)
	A revocation list containing a list of references to attribute certificates issued to AAs that are no longer considered valid by the issuing authority.
	3.3.3/X.509

	attribute certificate
	A data structure, digitally signed by an Attribute Authority, that binds some attribute values with identification information about its holder.
	3.3.1/X.509

	Attribute Certificate Revocation List (ACRL)
	A revocation list containing a list of references to attribute certificates that are no longer considered valid by the issuing authority.
	3.3.4/X.509

	attribute type
	An identifier that denotes a class of information (e.g. personal names). It is a part of an attribute.
	A.9/X.400

	attribute value
	An instance of the class of information an attribute type denotes (e.g. a particular personal name). It is a part of an attribute.
	A.10/X.400

	Audio Server
	An Audio Server plays informational announcements in IPCablecom network. Media announcements are needed for communications that do not complete and to provide enhanced information services to the user. The component parts of Audio Server services are Media Players and Media Player Controllers. 
	3(3)/J.170

	audit
	See security audit
	3.3.5/X.800

	audit analyser
	A function that checks a security audit trail in order to produce, if appropriate, security alarms and security audit messages. 
	3.5.3/X.816

	audit archiver
	A function that archives a part of the security audit trail. 
	3.5.4/X.816

	audit authority
	The manager responsible for defining those aspects of a security policy applicable to conducting a security audit. 
	3.5.2/X.816

	audit dispatcher
	A function which transfers parts, or the whole, of a distributed security audit trail to the audit trail collector function. 
	3.5.5/X.816

	audit provider
	A function that provides security audit trail records according to some criteria. 
	3.5.8/X.816

	audit recorder
	A function that generates security audit records and stores them in a security audit trail. 
	3.5.7/X.816

	audit trail
	See security audit trail.
	3.3.6/X.800

	audit trail collector
	A function that gathers records from a distributed audit trail into a security audit trail. 
	3.5.9/X.816

	audit trail examiner
	A function that builds security reports out of one or more security audit trails. 
	3.5.6/X.816

	authenticated identity
	A distinguishing identifier of a principal that has been assured through authentication.
	3.2/X.811

	authentication
	1. The process of corroborating an identity. Note -- See principal and verifier and the two distinguished form of authentication (data origin auth. + entity auth.). Authentication can be unilateral or mutual. Unilateral authentication provides assurance of the identity of only one principal. Mutual authentication provides assurance of the identities of both principals.

2. The provision of assurance of the claimed identity of an entity. 
3. See data origin authentication, and peer entity authentication. Note - In Rec. X.800 the term “authentication” is not used in connection with data integrity; the term “data integrity” is used instead.

4. The corroboration of the identity of objects relevant to the establishment of an association. For example, these can include the AEs, APs, and the human users of applications. NOTE – This term has been defined to make it clear that a wider scope of authentication is being addressed than is covered by peer-entity authentication in CCITT Rec. X.800.

5. The process of verifying the claimed identity of an entity to another entity.

6. The process intended to allow the system to check with certainty the identification of a party.
	Int.,5.1,5.2.4 /X.811

3.3/X.811

3.3.7/X.800

3.5.9/X.217

3(4) /J.170

3.2/J.93

	authentication certificate
	A security certificate that is guaranteed by an authentication authority and that may be used to assure the identity of an entity.
	3.4/X.811

	authentication entities
	See: claimant, principal, trusted third party and verifier. 
	5.1.2/X.811

	authentication exchange
	1. A mechanism intended to ensure the identity of an entity by means of information exchange.

2. A sequence of one or more transfers of exchange authentication information for the purposes of performing an authentication.
	3.3.9/X.800

3.5/X.811   

	authentication exchange security element
	Element designed to authenticate, possibly mutually, the identity of an MTS user to an MTA, an MTA to an MTA, an MTA to an MTS-user, an MS to a UA, or a UA to an MS; based on the exchange or use of secret data, either passwords, asymmetrically encrypted tokens, or symmetrically encrypted tokens. The result of the exchange is corroboration of the identity of the other party, and, optionally, the transfer of confidential data. Such an authentication is only valid for the instant that it is made and the continuing validity of the authenticated identity depends on whether the exchange of confidential data, or some other mechanism, is used to establish a secure communication path. This security element uses the Initiator Credentials argument and the Responder Credentials result of the MTS-bind, MS‑bind, and MTA-bind services. The transferred credentials are either passwords or tokens. Where passwords are used for authentication, these may be either simple passwords or protected passwords.
	10.3.1.1/X.402

	authentication facility
	An optional FRCP (Frame Relay Compression and Privacy Protocol) facility used to authenticate two devices based on a preselected authentication protocol. If desired, the implementation must perform the initial authentication before invoking the encryption, secure data compression or data compression facilities. The authentication is peer to peer, both the peers must authenticate each other before bidirectional traffic can flow across the connection.
	9/X.272

	authentication function


	1. The authentication function provides assurance of the claimed identity of an object. In the context of authentication, objects fulfil one or more of the following roles: principal; claimant; trusted third party. Authentication requires use of exchange authentication information. NOTES  1  Any identifiable object in an ODP system can be the principal for authentication, including both objects that model people and those that model computer systems. 2  The object initiating an authentication is not necessarily the claimant. There are two forms of authentication: peer entity authentication, providing corroboration of the identity of a principal within the context of a communication relationship; data origin authentication, providing corroboration of the identity of the principal responsible for a specific data unit. In an authentication involving two objects, either or both objects can have the role of claimant. Where both objects have the role of claimant the style of authentication is known as mutual authentication. Exchange authentication information is passed from the initiating object to the responding object and further exchange authentication information may then be passed in the reverse direction. Additional exchanges may also take place: different authentication mechanisms require different numbers of exchanges. Peer entity authentication always involves interaction with the claimant. Data origin authentication need not involve interaction with the claimant. A claimant supports operations to acquire information needed for an instance of authentication and to generate exchange authentication information. A verifier supports operations to acquire information needed for an instance of authentication, and to verify received exchange authentication information and/or to generate it. Information may be exchanged with an authentication server and either the claimant or the verifier (or both) either prior to or during authentication exchanges. The authentication function may use the key management function.

2. The AuF (AuF = authentication function) is the security functional entity in the home domain that maintains security relationship with the subscribed mobile users and the subscribed mobile terminals. -- Among further tasks not described in this Recommendation, the AuF shall accomplish at least the following tasks: a) Evaluate incoming AuthenticationRequest messages from a visited domain, check the authenticity and integrity of such messages, and particularly, the AuF shall authenticate the mobile user and optionally also the mobile terminal (MT) if provided and desired. b) Upon successful authentication of the mobile user/terminal, the AuF shall decide upon granting authorization. Exactly how the AuF would achieve this decision is outside the scope of this Recommendation, but some policy database or certain access rules might be appropriate. c) Further on, the AuF shall support and assist the visited domain in the key management task; specifically, the AuF shall authenticate a received Diffie-Hellman half-key and GKID from the visited domain using the corresponding user shared secret. d) Finally, the AuF shall respond back to the visited domain about the security authorization decision taken, with the authenticated value Diffie-Hellman half-key and GKID included. e) The AuF could be thought of as a security module - potentially physically separate from other functional entities - with specific security functionality such as protected key storage, cryptographic algorithm and mechanism support, secured administration and maintenance access, reliability, etc. However, this Recommendation does not assume presence of any such feature in the AuF. Rather, the AuF may also well be co-located with other H.323 functional entities  in the home domain such as in the border element, in the gatekeeper, in a mobility routing proxy (MRP) or in any other appropriate entity. The concept of the AuF leaves it open on whether it would be best implemented in hardware, in software, or in a combination of both.

3. An application-function within an application-entity invocation that processes and exchanges authentication-values with a peer authentication-function.
	15.4/X.903

3/H.530 + 4.1/H.530
3.5.10/X.217

	authentication information (AI)
	1. Information used to establish the validity of a claimed identity.

2. Information used for authentication purposes. Note- types of AI are: exchange AI, claim AI, verification AI
	3.3.8/X.800

3.6/X.811

	authentication initiator
	The entity that starts an authentication exchange.
	3.7/X.811

	authentication-mechanism
	1. The specification of a specific set of authentication-function rules for defining, processing, and transferring authentication-values.

2. An authentication-mechanism is a particular specification of the processing to be performed by a pair of application functions for authentication. This specification contains the rules for creating, sending, receiving and processing information needed for authentication. Annex B of  X.227 is an example, it defines the authentication of the sending AEI based on its AE title and its password, where the password is contained in the Authentication-value parameter. An authentication-mechanism may be part of an ASE that provides security facilities to its service-user.
	3.5.12/X.217

6.2.1.2/X.217

	authentication-mechanism name
	An authentication-mechanism name is used to specify a particular authentication-mechanism. For example, the name of the authentication-mechanism specified in X.227 Annex B, is assigned (i.e. registered) in that annex. The value has the data type of an OBJECT IDENTIFIER. An authentication-mechanism name may also be used to specify a more general security mechanism that includes an authentication-mechanism. An example of a general security mechanism is an ASE that provides security facilities to its service-user). Authentication-mechanism names and general security mechanism names are subject to registration within OSI (see 12/X.227). An authentication-mechanism may be part of an ASE that provides security facilities to its service-user and in this situation, the authentication-mechanism name identifies the ASE.
	6.2.1.3/X.217

	authentication security elements
	Elements to support authentication and integrity security services: Authentication Exchange Security Element, Data Origin Authentication Security Elements, Proof of Submission Security Element, Proof of Delivery Security Element.
	10.3.1/X.402

	authentication service
	The authentication service delivers proof that the identity of an object or subject has indeed the identity it claims to have. Depending on the type of actor and on the purpose of identification, the following kinds of authentication may be required: user authentication, peer entity authentication, data origin authentication. Examples of mechanisms used to implement the authentication service are passwords and Personal Identification Numbers (PINs) (simple authentication) and cryptographic-based methods (strong authentication).
	6.1.2.1/M.3016

	authentication table
	A set of entries which is directly accessible by the verifier. The path used to access the table has integrity protection, and additionally, for symmetric mechanisms, confidentiality protection. 
	6.1.2/X.811

	authentication token (token)
	Information conveyed during a strong authentication exchange, which can be used to authenticate its sender.
	3.3.5/X.509

	authentication value
	1.
The output from an authentication-function to be transferred to a peer ACSE serviceuser for input to the peer’s authentication-function.

2.
An authentication-value consists of information used by a pair of authentication-functions to perform authentication. It can consist of information such as, credentials, a time-stamp, a digital signature, etc. It can also identify the type and/or name of object to be authenticated (AE, human user, etc.). An authentication-mechanism may be part of an ASE that provides security facilities to its service-user and in this situation, the authentication-mechanism name identifies the ASE and the authentication-value is an APDU of the ASE.
	3.5.11/X.217 

6.2.1.4/X.217

	authenticity
	1. The ability to ensure that the given information is without modification or forgery and was in fact produced by the entity who claims to have given the information.

2. The property that the claimed data source can be verified to the satisfaction of the recipient.
	3(5)/J.170 

3.8/T.411

	authority
	An entity, responsible for the issuance of certificates. Two types are defined in this Specification; certification authority which issues public-key certificates and attribute authority which issues attribute certificates.
	3.3.6/X.509

	authority certificate
	A certificate issued to an authority (e.g. either to a certification authority or to an attribute authority).
	3.3.7/X.509

	authorization
	1. The granting of rights, which includes the granting of access based on access rights. Note: this definition implies the rights to perform some activity (such as to access data); and that they have been granted to some process, entity, or human agent.

2. The granting of permission on the basis of authenticated identification.

3. The act of giving access to a service or device if one has the permission to have the access
	3.3.10, A.2.5/X.800

3.3/H.235

3(6)/J.170

	authorization coding
	A digital word which describes the personality or service access capability of the subscriber decoder unit. NOTE – This code word, which is based on the service access authorized by the billing system, determines which keys are distributed to each customer, and is required at the subscriber decoder to authorize the descrambling of any specific program.
	3.3/J.93

	authorization time indication
	This element of service enables the originator to indicate to the recipient UA the date and time at which a message was formally authorized. Depending upon local requirements, this date and time stamp may vary from the date and time when the message was submitted to the MTS. This element of service may be used to augment the Authorizing Users Indication Element of service (see B.6) to provide supplementary information about the authorizing event.
	B.5/X.400

	authorized behaviour
	The performance of those activities for which rights have been granted (and not revoked).
	A.2.5/X.800

	authorizing users indication
	This element of service allows the originator to indicate to the recipient the names of the one or more persons who authorized the sending of the message. For example, an individual can authorize a particular action which is subsequently communicated to those concerned by another person such as a secretary. The former person is said to authorize its sending while the latter person is the one who sent the message (originator). This does not imply signature-level authorization.
	B.6/X.400

	availability
	The property of being accessible and useable upon demand by an authorized entity.
	3.3.11/X.800

	base CRL
	A CRL that is used as the foundation in the generation of a dCRL.
	3.3.8/X.509

	body part authentication and integrity
	This element of service allows the originator of the message to provide the recipient with the means by which the recipient can verify that particular body parts of the message have not been modified and that their origin can be authenticated (i.e. a signature).
	B.23/X.400

	body part encryption
	This element of service allows the originator to indicate to the recipient that a particular body part of the IP-message being sent has been encrypted. Encryption can be used to prevent unauthorized inspection or modification of the body part. This element of service can be used by the recipient to determine that some body part(s) of the IP-message must be decrypted. The encrypted body part may retain the body part type information, or may be sent in a messaging-system independent format in which there is no information about the type of the information which has been encrypted.
	B.24/X.400

	border element (BE)
	 special mobility functional entity, may be a home border element, a visited border element, or other.
	3 + 4/H.530

	BPI+
	Baseline Privacy Interface Plus is the security portion of the J.112 standard that runs on the MAC layer.
	4.1(34)/J.170

	CA
	Certification Authority.  A trusted organization that accepts certificate applications from entities, authenticates applications, issues certificates and maintains status information about certificates.
	4.1(36) /J.170

	CA
	Call Agent. The part of the CMS that maintains the communication state, and controls the line side of the communication.
	4.1(37) /J.170

	CA-certificate
	A certificate for one CA issued by another CA.
	3.3.9/X.509

	capability
	A token used as an identifier for a resource such that possession of the token confers access rights for the resource.
	3.3.12/X.800

	CBC
	Cipher-block chaining mode is an option in block ciphers that combine (XOR) the previous block of ciphertext with the current block of plaintext before encrypting that block of the message.
	4.1(35) /J.170

	certificate
	1. A set of security-relevant data issued by a security authority or trusted third party, together with security information which is used to provide the integrity and data origin authentication services for the data (security certificate -- X.810). In this Recommendation the term refers to "public key" certificates which are values that represent an owners public key (and other optional information) as verified and signed by a trusted authority in an unforgeable format.

2. The shorter term "certificate" is also used (in this document) to denote "public key certificate".
3. See also public key certificate: in Recommendations X.509, H.235. J.170 
	3.5/H.235

3/X.843

	certificate directory
	A directory containing a well defined (sub)set of public key certificates. This directory can contain certificates from different Certification Authorities.
	non ITU – non X.509

	certificate management services 
	All services needed for the maintenance of the lifecycle of certificates, including registration, certification, distribution, and revocation of certificates.
	3.1/X.843

	certificate policy
	A named set of rules that indicates the applicability of a certificate to a particular community and/or class of application with common security requirements. For example, a particular certificate policy might indicate applicability of a type of certificate to the authentication of electronic data interchange transactions for the trading of goods within a given price range.
	3.3.10/X.509

	Certificate Revocation List (CRL)
	1. A signed list indicating a set of certificates that are no longer considered valid by the certificate issuer. In addition to the generic term CRL, some specific CRL types are defined for CRLs that cover particular scopes.

2. A CRL includes the serial numbers of certificates that have been revoked (for example, because the key has been compromised or because the subject is no longer with the company) and whose validity period has not yet expired.
	3.3.11/X.509

5/Q.817

	certificate serial number
	An integer value, unique within the issuing authority, which is unambiguously associated with a certificate issued by that CA.
	3.3.13/X.509

	certificate user
	An entity that needs to know, with certainty, the public key of another entity.
	3.3.12/X.509

	certificate validation
	The process of ensuring that a certificate was valid at a given time, including possibly the construction and processing of a certification path, and ensuring that all certificates in that path were valid (i.e. were not expired or revoked) at that given time.
	3.3.15/X.509

	certificate-using system
	An implementation of those functions defined in this Directory Specification that are used by a certificate-user.
	3.3.14/X.509

	certification (of a TTP)
	The procedure by which an independent party gives assurance that a product, process or service conforms to specified requirements. The certification process consists mainly of a document review and a technical evaluation by an impartial certification body. Such a conformity certification of a TTP will give assurance that the security claimed by a TTP is in fact provided. Entities using TTP services therefore can use such security TTP confor​mance certifications as a basis for determining the level of trust they can place on a TTP.
	5.4.6.2/X.842

	Certification Authority (CA)
	1. An authority trusted by one or more users to create and assign public-key certificates. Optionally the certification authority may create the users’ keys.

2. An entity that is trusted (in the context of a security policy) to create security certificates containing one or more classes of security-relevant data.

3. (In the TMN environment) An Authority (the CA) produces public key certificates for all the TMN entities that need to  have secure communications, as well as for any external entities that need to communicate securely with TMN entities. A CA also issues certificates to CAs outside the TMN. The CA issues Certificate Revocation Lists (CRLs)  as necessary. The term CA is also used to refer to an organization (rather than a device) that issues certificates as a service, usually for a fee.
	3.3.16/X.509

3.3.2/X.810

5/Q.817

	Certification Authority Revocation List (CARL)
	A revocation list containing a list of public-key certificates issued to certification authorities, that are no longer considered valid by the certificate issuer.
	3.3.17/X.509

	certification path
	An ordered sequence of certificates of objects in the DIT which, together with the public key of the initial object in the path, can be processed to obtain that of the final object in the path.
	3.3.18/X.509

	certification service
	The service of creating and assigning certificates performed by a CA and described in X.509 
	3.2/X.843

	challenge
	A time variant parameter generated by a verifier.
	3.8/X.811

	change credentials security element
	Element to allow the credentials of an MTS-user or an MTA to be updated. The security element is provided by the MTS Change Credentials service.
	10.3.7.1/X.402

	change credentials security service
	Service to enable one entity in the MHS to change the credentials concerning it held by another entity in the MHS. It may be provided using the Change Credentials security element.
	10.2.7.1/X.402

	channel
	An information transfer path
	3.3.13/X.800

	cipher
	1. A cryptographic algorithm, a mathematical transform.

2. An algorithm that transforms data between plaintext and ciphertext.
	3.6/H.235

3(7)/J.170

	ciphersuite
	A set which must contain both an encryption algorithm and a message authentication algorithm (e.g. a MAC or an HMAC). In general, it may also contain a key management algorithm, which does not apply in the context of IPCablecom.
	3(8)/J.170 

	ciphertext
	Data produced through the use of encipherment. The semantic content of the resulting data is not available. Note -  Ciphertext may itself be input to encipherment, such that super-enciphered output is produced.
	3.3.14/X.800

	claim authentication information  (claim AI)
	Information used by a claimant to generate exchange AI needed to authenticate a principal.
	3.9/X.811

	claimant
	An entity which is or represents a principal for the purposes of authentication. A claimant includes the functions necessary for engaging in authentication exchanges on behalf of a principal.
	3.10/X.811

	clearance
	Initiator-bound ACI that can be compared with security labels of targets.
	3.4.13/X.812

	cleartext
	Intelligible data, the semantic content of which is available.
	3.3.15/X.800

	CM
	Cable Modem
	4.1(38) /J.170

	CMS
	Cryptographic Message Syntax
	4.1(39) /J.170

	CMS
	Call Management Server. Controls the audio connections. Also called a Call Agent in MGCP/SGCP terminology. This is one example of an Application Server.
	4.1(40) /J.170

	compartmentalization
	As defined in ISO/IEC DIS 2382-8  Note - Security policies provide for the compart​mentalization of data into groupings that are to be protected and handled in the same way. The security policy defines the protection to be applied to each compartment.
	3.1, 6.1.1/X.841

	compliance
	1. The relation between two specifications, A and B, that holds when specification A makes requirements which are all fulfilled by specification B (when B complies with A).

2. Requirements for the necessary consistency of one member of the family of ODP standards with another (such as the RM-ODP) are established during the standardization process. Adherence to these requirements is called compliance. If a specification is compliant, directly or indirectly, with some other standards, then the propositions which are true in those standards are also true in a conformant implementation of the specification.
	9.2/X.901

15.1/X.902

	compromised evidence
	Evidence that was, at one time, satisfactory but which no longer has the confidence of the Trusted Third Party or adjudicator.
	3.4.1/X.813

	Conditional Access system (CA):
	The complete system for ensuring that cable services are accessible only to those who are entitled to receive them, and that the ordering of such services is not subject to modification or repudiation.
	3.4/J.93

	conditionally trusted entity
	An entity that is trusted in the context of a security policy, but which cannot violate the security policy without being detected.
	3.3.3/X.810

	confidentiality
	1. The property that information is not made available or disclosed to unauthorized individuals, entities, or processes.

2. The property that prevents disclosure of information to unauthorized individuals, entities, or processes

3. A way to ensure that information is not disclosed to any one other then the intended parties. Information is encrypted to provide confidentiality. Also known as privacy.
	3.3.16/X.800

3.7/H.235

3(9)/J.170

	confidentiality function
	The confidentiality function prevents the unauthorized disclosure of information. The confidentiality function includes the functions hide and reveal. In the context of confidentiality, objects fulfil either or both of the following roles: confidentiality-protected information originator; confidentiality-protected information recipient. Confidentiality-protected information is passed from originator to recipient. A confidentiality-protected information originator supports an interface providing the hide function. A confidentiality-protected information recipient supports an interface providing the reveal function. The confidentiality function may use the key management function..
	15.6/X.903

	confidentiality service
	The confidentiality service provides protection against unauthorized disclosure of exchanged data. The following kinds of confidentiality services are distinguished: selective field confidentiality; connection confidentiality; data flow confidentiality.
	6.1.2.3/M.3016

	confidentiality-protected-data
	Data within a confidentiality-protected-environment. Note - A confidentiality-protected environment may also protect some (or all) of the attributes of the confidentiality-protected data. 
	3.4.2/X.814

	confidentiality-protected-environment
	An environment which prevents unauthorized information disclosure either by preventing unauthorized data inspection or by preventing unauthorized derivation of sensitive information through data inspection. Sensitive informa​tion may include some or all of the data attributes (e.g. value, size, or existence). 
	3.4.1/X.814

	confidentiality-protected-information
	Information all of whose concrete encodings (i.e. data) are confidentiality protected. 
	3.4.3/X.814

	conformance
	1. The relation between a specification and a real implementation, such as an example of a product. It holds when specific requirements in the specification (the conformance requirements) are met by the implementation.

2. Conformance relates an implementation to a standard. Any proposition that is true in the specification must be true in its implementation.
	9.2/X.901

15.1/X.902

	conformance assessment
	The process through which the relation between a specification and a real implementation is determined. Conformance assessment is the determination of the relationships either by testing (conformance) or by specification checking (compliance, refinement verification, consistency checking and internal consistency checking).Conformance of a real implementation is not always assessed against the “lowest level” (i.e. implementation) specification in a product’s development process. It is possible for a “higher level” specification to be used (for example, the one whose refinement resulted in the implementation specification).
	9.2/X.901

	conformance statement
	A conformance statement is a statement that identifies conformance points of a specification and the behaviour which must be satisfied at these points. Conformance statements will only occur in standards which are intended to constrain some feature of a real implementation, so that there exists, in principle, the possibility of testing.
	15.1/X.902

	connection confidentiality
	A security service to provide confidentiality of all (N)-user-data on an (N)-connection.
	5.2.3.1/X.800

	connection confidentiality security service
	Service not provided by the MHS, however, data for the invocation of such a security service in underlying layers may be provided as a result of using the Authentication Exchange security element to provide the Peer Entity Authentication security service.
	10.2.3.1/X.402

	connection integrity security service
	Service not provided by the MHS, however, data for the invocation of such a security service in underlying layers may be provided as a result of using the Authentication Exchange security element to provide the Peer Entity Authentication security service.
	10.2.4.1/X.402

	connection integrity with recovery
	A security service to provide the integrity of all (N)-user-data on an (N)-connection and to detect any modification, insertion, deletion or replay of any data within an entire SDU sequence (with recovery attempted).
	5.2.4.1/X.800

	connection integrity without recovery
	A security service to provide the integrity of all (N)-user-data on an (N)-connection and to detect any modification, insertion, deletion or replay of any data within an entire SDU sequence (with no recovery attempted).
	5.2.4.2/X.800

	connectionless confidentiality
	A security service to provide confidentiality of all (N)-user-data in a single connectionless (N)-SDU. 
	5.2.3.2/X.800

	connectionless integrity
	A security service provided by the (N)-layer to provide integrity assurance to the requesting (N + 1)-entity, i.e. to provide the integrity of a single connectionless SDU and may take the form of determination of whether a received SDU has been modified. Additionally, a limited form of detection of replay may be provided.
	5.2.4.4/X.800

	consistency
	The relation between two specifications that holds when it is possible for at least one example of a product to exist that can conform to both of the specifications.
	9.2/X.901

	content confidentiality
	1. Prevents the unauthorized disclosure of the content of a message to a party other than the intended recipient.

2. This element of service allows the originator of a message to protect the content of the message from disclosure to recipients other than the intended recipient(s). Content Confidentiality is on a per-message basis, and can use either an asymmetric or a symmetric encryption technique.
	15.4.8/X.400

B.26/X.400

	content confidentiality security element
	Element to provide assurance that the content of the message is protected from eavesdropping during transmission by use of an encipherment security element. The security element operates such that only the recipient and sender of the message know the plaintext message content. The specification of the encipherment algorithm, the key used, and any other initialising data are conveyed using the Message Argument Confidentiality and the Message Argument Integrity security elements. The algorithm and key are then used to encipher or decipher the message contents. The Content Confidentiality security element uses the Content Confidentiality Algorithm Identifier, which is an argument of the Message Submission, Message Transfer, and Message Delivery services.
	10.3.3.1/X.402

	content confidentiality security service
	Service to provide assurance that the content of a message is only known to the sender and recipient of a message by the combined use of the Content Confidentiality and the Message Argument Confidentiality security elements, while the Message Argument security element can carry the secret key used with the Content Confidentiality security element to encipher the message content. Using these security elements the service is provided from MTS-user to MTS-user, with the message content being unintelligible to MTAs.
	10.2.3.2/X.402

	content integrity
	1. Enables the recipient to verify that the original content of a message has not been modified.

2. This element of service allows the originator of the message to provide to the recipient of the message a means by which the recipient can verify that the content of the message has not been modified. Content Integrity is on a per-recipient basis, and can use either an asymmetric or a symmetric encryption technique.
	15.4.7/X.400

B.27/X.400

	content integrity check
	This argument is the result of the application of the cryptographic algorithms and key, sent in the message envelope to the content of a message. The Content Integrity Check is an argument of the Message Submission, Message Transfer, and Message Delivery services.
	10.3.4.1/X.402

	content integrity security element
	Element to provide protection for the content of a message against modification during transmission. This security element operates by use of one or more cryptographic algorithms. The specification of the algorithm(s), the key(s) used, and any other initialising data are conveyed using the Message Argument Confidentiality and the Message Argument Integrity security elements. The result of the application of the algorithms and key is the Content Integrity Check, which is sent in the message envelope. The security element is only available to the recipient(s) of the message as it operates on the plaintext message contents. If the Content Integrity Check is protected using the Message Argument Integrity security element then, depending on the prevailing security policy, it may be used to help provide the Non-repudiation of Origin security service. 
	10.3.4.1/X.402

	content integrity security service
	Service to provide for the integrity of the contents of a single message in the form of enabling the determination of whether the message content has been modified. This security service does not enable the detection of message replay, which is provided by the Message Sequence Integrity security service. The Content Integrity security service can be provided in different ways. The Content Integrity security element together with the Message Argument Integrity security element and, in some cases, the Message Argument Confidentiality security element can be used to provide the security service to a message recipient, where the Content Integrity security element is used to compute a Content Integrity Check as a function of the entire message content. A secret key, if required, can be confidentially sent to the message recipient using the Message Argument Confidentiality security element. The Content Integrity Check is protected against change using the Message Argument Integrity security element. The integrity of any confidential message arguments is provided using the Message Argument Confidentiality security element. The Message Origin Authentication security element can also be used to provide this security service.
	10.2.4.2/X.402

	content type
	1. In the context of message handling, an identifier, on a message envelope, that identifies the type (i.e. syntax and semantics) of the message content. This identifier enables the MTS to determine the message’s deliverability to particular users, and enables UAs and MSs to interpret and process the content.

2. An argument of the Message Submission, Message Transfer, and Message Delivery services and means that the content is itself a message (envelope and content). When delivered to the recipient named on the outer envelope, the outer envelope is removed and the content is deciphered, if needed, resulting in an Inner Envelope and its content. The information contained in the Inner Envelope is used to transfer the content of the Inner Envelope to the recipients named on the Inner Envelope.
	A.16/X.400

+ 8.1/X.402

10.3.8/X.402

	contextual information
	Information about or derived from the context in which an access request is made (e.g. time of day).
	3.4.14/X.812

	conversion
	In the context of message handling, a transmittal event in which an MTA transforms parts of a message’s content from one encoded information type to another, or alters a probe so it appears that the described messages were so modified. This event increases the likelihood that an information object can be delivered or affirmed by tailoring it to its immediate recipients. Distinguished conversion are: explicit conversion and implicit conversion
	A.17/X.400 + 9.4.6/X.402

	conversion prohibition
	This element of service enables an originating UA to instruct the MTS that implicit encoded information type conversion(s) shall not be performed for a particular submitted message.
	B.29/X.400

	conversion prohibition in case of loss of information
	This element of service enables an originating UA to instruct the MTS that encoded information type conversion(s) shall not be performed for a particular submitted message if such conversion(s) would result in loss of information. Loss of information is discussed in detail in Recommendation X.408. Should this and the Conversion Prohibition Element of Service both be selected, the latter shall take precedence. NOTE – This element of service will not protect against possible loss of information in certain cases where the recipient is using an I/O device whose capabilities are unknown to the MTA.
	B.30/X.400

	Coordinated Universal Time (UTC)
	The time scale maintained by the Bureau International de l'Heure (International Time Bureau) that forms the basis of a coordinated dissemination of standard frequencies and time signals. Note 1 - The source of this definition is Recommendation 460-2 of the Consultative Committee on International Radio (CCIR). CCIR has also defined the acronym for Coordinated Universal Time as UTC. Note 2 - UTC and Greenwich Mean Time are two alternative time standards which for most practical purposes determine the same time.
	3.8.17/X.680

	counter-signature
	Digital signature appended to a data unit which has already been signed by a different entity (e.g. a TTP).
	3.4.2/X.813

	credential
	In this Recommendation, a credential [such as HMACZZ(GKID) or HMACZZ(W)] is understood as some piece of data to which the AuF cryptographically has applied its shared secret ZZ that it shares with the mobile user. The credential is transferred to prove authorization and timeliness in the authorization check.
	4.2/H.530

	credentials
	Data that is transferred to establish the claimed identity of an entity
	3.3.17/X.800

	CRL distribution point
	A directory entry or other distribution source for CRLs; a CRL distributed through a CRL distribution point may contain revocation entries for only a subset of the full set of certificates issued by one CA or may contain revocation entries for multiple CAs.
	3.3.19/X.509

	cryptanalysis
	1. analysis of a cryptographic system and/or its inputs and outputs to derive confidential variables and/or sensitive data including cleartext.

2. The process of recovering the plaintext of a message or the encryption key without access to the key.

3. The science of recovering the plaintext of a message without access to the key (to the electronic key in electronic cryptographic systems).
	3.3.18/X.800

3(10) /J.170

3.5/J.93

	cryptographic algorithm
	Mathematical function that computes a result from one or several input values.
	3.8/H.235

	cryptographic chaining
	A mode of use of a cryptographic algorithm in which the transformation performed by the algorithm depends on the values of previous inputs or outputs.
	3.3.4/X.810

	cryptographic checkvalue
	Information which is derived by performing a cryptographic transformation (see cryptography) on the data unit. Note - The derivation of the checkvalue may be performed in one or more steps and is a result of a mathematical function of the key and a data unit. It is usually used to check the integrity of a data unit.
	3.3.19/X.800

	cryptographic duty cycle
	The maximum secure capacity of a cryptographic process, based on the total number of bits that can be securely encrypted before it becomes advisable to change the key
	3.6/J.93

	cryptographic system, cryptosystem
	1. A collection of transformations from plain text into ciphertext and vice versa, the particular transformation(s) to be used being selected by keys. The transformations are normally defined by a mathematical algorithm.

2. A cryptosystem is simply an algorithm that can convert input data into something unrecognizable (encryption), and convert the unrecognizable data back to its original form (decryption). RSA encryption techniques are described in X.509.
	3.3.20/X.509

3.6/Q.815

	cryptography
	The discipline which embodies principles, means, and methods for the transformation of data in order to hide its information content, prevent its undetected modification and/or prevent its unauthorized use. Note – Cryptography determines the methods used in encipherment and decipherment. An attack on a cryptographic principle, means, or method is cryptanalysis.
	3.3.20/X.800

	DAP
	Directory Access Protocol
	4/X.500

	data
	The representation forms of information dealt with by information systems and users thereof.
	3.2.6/X.902

	data compression  function
	An entity that performs the data compression encoding, decoding, error detection, synchronization and negotiation.
	3.3/X.272

	data compression  function definition
	A specification that describes the format and procedures used by a data compression function to transport user data and control primitives.
	3.4/X.272

	data compression context
	A  vocabulary  and  other information for error detection and synchronization, created and maintained by peers to encode/decode user data.
	3.2/X.272

	data compression facility
	An optional FRCP (Frame Relay Compression and Privacy Protocol) facility responsible for enabling and initiating data compression algorithms on both ends of the link and negotiated between peer devices. The mode and algorithms are selected independently for each direction of a virtual connection. The FRCP control protocol provides the following services for data compression: encapsulation, negotiation and synchronization (including: detection of loss of synchronization, resynchronization, anti-expansion protection, encoding of user data into compressed user data and decoding of compressed user data into uncompressed user data).
	11/X.272

	data confidentiality
	This service can be used to provide for protection of data from unauthorized disclosure. The data confidentiality service is supported by the authentication framework. It can be used to protect against data interception.
	3.3.21/X.509

	data confidentiality security elements
	Elements, based on the use of encipherment, concerned with the provision of confidentiality of data passed from one MHS entity to another: Content Confidentiality Security Element and Message Argument Confidentiality Security Element.
	10.3.3/X.402

	data confidentiality security services
	Services to provide for the protection of data against unauthorised disclosure.
	10.2.3/X.402

	data integrity
	The property that data has not been altered or destroyed in an unauthorized manner.
	3.3.21/X.800

	data integrity security elements
	Elements provided to support the provision of data integrity, data authentication, and non-repudiation services: Content Integrity Security Element, Message Argument Integrity Security Element and Message Sequence Integrity Security Element. 
	10.3.4/X.402

	data integrity security services
	Services provided to counter active threats to the MHS: Connection Integrity Security Service, Content Integrity Security Service, Message Sequence Integrity Security Service,
	10.2.4/X.402

	data origin authentication
	1. The corroboration that the source of data received is as claimed.

2. The corroboration of the identity of the principal that is responsible for a specific data unit. Note - When using data origin authentication, it is also necessary to have adequate assurance that the data has not been modified (e.g by integrity).
3. Establishing the proof of identity responsible for a specific data unit.
	3.3.22/X.800

5.1/X.811

6.2.1.2/M.3016

	data origin authentication security elements
	Elements designed to support data origin authentication services, although they may also be used to support certain data integrity services.
	10.3.1.2/X.402

	data origin authentication security services
	Services to provide corroboration of the origin of a message, probe, or report to all concerned entities (i.e., MTAs or recipient MTS-users). These security services cannot protect against duplication of messages, probes, or reports.
	10.2.1.1/X.402

	data-store threats
	An MHS has a number of data stores within it that must be protected from the following threats: modification of routing information or preplay.
	15.2.4/X.400

	decipherment
	The reversal of a corresponding reversible encipherment.
	3.3.23/X.800

	decoder
	An entity that decompresses user data.
	3.5/X.272

	decryption
	See decipherment.
	3.3.24/X.800

	decryption function
	A logical function used to decrypt the Encrypted Session Words, with the help of a key.
	3/J.96 Amd 1

	delegation
	Conveyance of privilege from one entity that holds such privilege, to another entity.
	3.3.22/X.509

	delegation path
	An ordered sequence of certificates which, together with authentication of a privilege asserter's identity can be processed to verify the authenticity of a privilege asserter's privilege.
	3.3.23/X.509

	Delivery Authority role
	The role, in which a TTP interacts with the intended recipient of data and attempts to release the data to the recipient. It then provides evidence that the data was delivered, that the data was not delivered, or that delivery was attempted but that no confirmation of receipt was received. In the last case, the evidence user cannot determine whether the data was received by the intended recipient or not.
	5.2/X.813

	delivery time stamp indication
	This element of service enables the MTS to indicate to a recipient UA the date and time at which the MTS delivered a message. In the case of physical delivery, this element of service indicates the date and time at which the PDAU has taken responsibility for printing and further delivery of the physical message.
	B.40/X.400

	delta-CRL (dCRL)
	A partial revocation list that only contains entries for certificates that have had their revocation status changed since the issuance of the referenced base CRL.
	3.3.24/X.509

	denial of service
	1. The prevention of authorized access to resources or the delaying of time-critical operations.

2. In the context of message handling, when an entity fails to perform its function or prevents other entities from performing their functions, which may be a denial of access, a denial of communications, a deliberate suppression of messages to a particular recipient, a fabrication of extra traffic, an MTA was caused to fail or operate incorrectly, an MTS was caused to deny a service to other users. Denial of service threats include the following: denial of communications, MTA failure, MTS flooding.

3. This occurs when an entity fails to perform its function or prevents other entities from performing their functions. This may include denial of access to TMN and denial of communication by flooding the TMN. In a shared network, this threat can be recognized as a fabrication of extra traffic that floods the network, preventing others from using the network by delaying the traffic of others.
	3.3.25/X.800

D.4/X.402

5/M.3016

	dependability constraints
	Constraints covering aspects of availability, reliability, maintainability, security and safety (e.g. mean time between failures).
	11.2.3/X.902

	DES
	Data Encryption Standard
	4.1(41) /J.170

	descrambling
	1. The restoration of the characteristics of a vision/sound/data signal in order to allow reception in a clear form. This restoration is a specified process under the control of the conditional access system (receiving end).

2. The process of reversing the scrambling function (see "scrambling") to yield usable pictures, sound, and data services
	3.2/J.96

3.7/J.93

	DHCP
	Dynamic Host Configuration Protocol
	4.1(42) /J.170

	DIB
	Directory Information Base
	4/X.500

	digital fingerprint
	A characteristic of a data item, such as a cryptographic checkvalue or the result of performing a one-way hash function on the data, that is sufficiently peculiar to the data item that it is computationally infeasible to find another data item that will possess the same characteristics.
	3.3.5/X.810

	digital signature
	1. Data appended to, or a cryptographic transformation (see cryptography) of a data unit that allows a recipient of the data unit to prove the source and integrity of the data unit and protect against forgery e.g. by the recipient.

2. A cryptographic transformation of a data unit that allows a recipient of the data unit to prove the origin and integrity of the data unit and protect the sender and the recipient of the data unit against forgery by third parties, and the sender against forgery by the recipient. Note - Digital signatures may be used by end entities (see below) for the purposes of authentication, of data integrity, and of non-repudiation of creation of data. The usage for non repudiation of creation of data is the most important one for legally binding digital signatures. [ISO/IEC 9798-1.]
	3.3.26/X.800

3.3/X.843

	direct attack
	An attack on a system based on deficiencies in the underlying algo​rithms, principles, or properties of a security mechanism. 
	3.4.8/X.814

	directly trusted CA
	A directly trusted CA is a CA whose public key has been obtained and is being stored by an end entity in a secure, trusted manner, and whose public key is accepted by that end entity in the context of one or more applications.
	3.4/X.843

	directly trusted CA key
	A directly trusted CA key is a public key of a directly trusted CA. It has been obtained and is being stored by an end entity in a secure, trusted manner. It is used to verify certificates without being itself verified by means of a certificate created by another CA. Note - If for example the CAs of several organizations cross-certify each other (see Annex A) the directly trusted CA for an entity may be the CA of the entity's organization. Directly trusted CAs and directly trusted CA keys may vary from entity to entity. An entity may regard several CAs as directly trusted CAs.
	3.5/X.843

	Directory
	A collection of open systems cooperating to provide directory services.
	A.22/X.400, 3.5.1/X.500

	Directory Authentication Exchange (One-way)
	A security exchange based on the authentication exchange used in the Directory protocol (X.511) for either simple or strong unilateral entity authentication, where credentials data item is used as defined in the Directory protocol, and the associated semantics are used as defined in Rec. X.509. This security exchange involves a single SEI transferred from claimant to verifier.
	C.1/X.830

	Directory Authentication Exchange (Two-way)
	A security exchange based on the authentication exchange used in the Directory protocol (X.511) for either simple or strong mutual entity authentication, where credentials data item is used as defined in the Directory protocol, and the associated semantics are used as defined in X.509. This security exchange involves two security exchange items, the first transferred from initiator to responder. If no error is detected after the first transfer, the responderCredentials SEI is transferred from responder to initiator.
	C.2/X.830

	directory information base (DIB)
	The set of information managed by the Directory.
	3.5.2/X.500

	directory service
	A service to search and retrieve information from a catalogue of well defined objects, which may contain information about certificates, telephone numbers, access conditions, addresses etc. An example is provided by a directory service conforming to the X.500. 
	3.6/X.843

	DISP
	Directory Information Shadowing Protocol
	4/X.500

	disrupt
	A service procedure is disrupted by another service procedure if the second service results in service primitives not being used as specified for the procedure of the first service.
	3.5.15/X.217 

	distinguishing identifier
	1. Data that uniquely identifies an entity.

2. Data that unambiguously distinguishes an entity (the principal) in the authentication process. Rec. X.811 requires that such an identifier be unambiguous at least within a security domain. Note - examples of distinguishing identifiers: directory names (X.509), network addresses (X.213), object identifiers (X.208).
	3.3.6/X.810

3.11, 5.1.1/ X.811

	DIT
	Directory Information Tree
	4/X.500

	DMD
	Directory Management Domain
	4/X.500

	DNS
	Domain Name Server
	4.1(43) /J.170

	DOCSIS
	Data-Over-Cable Service Interface Specification
	4.1(45) /J.170

	DOP
	Directory Operational Binding Management Protocol
	4/X.500

	double enveloping technique
	Additional protection may be provided to a complete message, including the envelope parameters, by the ability to specify that the content of a message is itself a complete message, i.e., a Double Enveloping Technique is available though the use of the Content Type argument which makes it possible to specify that the content of a message is an Inner Envelope. 
	10.3.8/X.402

	downstream
	The direction from the headend toward the subscriber location.
	3(11)/J.170 

	DQoS
	Dynamic Quality of Service
	4.1(46) /J.170

	DSA
	Directory System Agent

	4/X.500

	DSCP
	DiffServ Code Point. A field in every IP packet that identifies the DiffServ Per Hop Behavior. In IP version 4, the TOS byte is redefined to be the DSCP. In IP version 6, the Traffic Class octet is used as the DSCP. See Annex C.
	4.1(44) /J.170

	DSP
	Directory System Protocol
	4/X.500

	DTMF
	Dual-tone Multi Frequency (tones)
	4.1(47) /J.170

	DUA
	Directory User Agent
	4/X.500

	eavesdropping
	A breach of confidentiality by monitoring communication.
	5/M.3016

	electronic data interchange (EDI)
	The exchange of documents in standardized electronic form, between organizations, in an automated manner, directly from a computer application in one organization to an application in another.
	3.3/Q.815

	electronic key
	The term for data signals which are used to control the descrambling process in subscriber decoders. NOTE – There are at least three types of electronic keys: those used for television signal streams, those used for protecting control system operations, and those used for the distribution of electronic keys on the cable system. See also "authorization coding" which is also effectively a key.
	3.8/J.93

	encipherment
	1. The cryptographic transformation of data (see cryptography) to produce ciphertext. Note - Encipherment may be irreversible, in which case the corresponding decipherment process cannot feasibly be performed.

2. Encipherment (encryption) is the process of making data unreadable to unauthorized entities by applying a cryptographic algorithm (an encryption algorithm). Decipherment (decryption) is the reverse operation by which the ciphertext is transformed to the plaintext.
	3.3.27/X.800

3.9/H.235

	encoded information type (EIT)
	In the context of message handling, an identifier, on a message envelope, that identifies one type of encoded information represented in the message content. It identifies the medium and format (e.g. T.51 text, group 3 facsimile) on an individual portion of the content.
	A.33/X.400

	encoder
	An entity that compresses user data.
	3.6/X.272

	encoding
	The bit-pattern resulting from the application of a set of encoding rules to a value of a specific abstract syntax.
	3.8.22/X.680

	encoding for encryption and hashing
	Each MTS parameter being passed to encryption or hashing algorithms shall be encoded using ASN.1 encoding rules specified for the purpose of that encryption or hashing. NOTES 1 – It cannot be assumed that the encoding of MTS parameters used in the Submission, Transfer or Delivery steps will use the encoding rules specified in the algorithm identifier. 2 – In the case of the content, it is only the encoding of the content octets into the Octet String to which the encoding rules specified in the algorithm identifier should be applied, not the encoding of the content protocol (which remains unaltered).
	10.3.9/X.402

	encryption
	1. See encipherment.

2. A method used to translate information in plaintext into ciphertext.

3. The process of scrambling signals to avoid unauthorized access.
	3.3.28/X.800

3(12)/J.170

3.9/J.93

	encryption facility
	An optional FRCP (Frame Relay Compression and Privacy Protocol) facility responsible for enabling and initiating data encryption algorithms on both ends of the link and negotiated between peer devices. The mode and algorithms are selected independently for each direction of a virtual connection. Each peer device has an initial key to be used for encryption. Encryption negotiation must be completed successfully before allowing transfer of data. Once negotiated all data frames exchanged on a virtual connection must be encrypted.
	10/X.272

	end entity
	A certificate subject that uses its private key for purposes other than signing certificates or an entity that is a relying party.
	3.3.25/X.509

	End-entity Attribute Certificate Revocation List (EARL)
	A revocation list containing a list of attribute certificates issued to holders, that are not also AAs, that are no longer considered valid by the certificate issuer.
	3.3.26/X.509

	End-entity Public-key Certificate Revocation List (EPRL)
	A revocation list containing a list of public-key certificates issued to subjects, that are not also CAs, that are no longer considered valid by the certificate issuer.
	3.3.27/X.509

	endpoint
	A Terminal, Gateway or MCU.
	3(13)/J.170 

	end-to-end encipherment
	Encipherment of data within or at the source end system, with the corresponding decipherment occurring only within or at the destination end system. (See also link-by-link encipherment.)
	3.3.29/X.800

	entity
	1. A human being, an organisation, a hardware component or a piece of software.

2. Any concrete or abstract thing of interest. While in general the word entity can be used to refer to anything, in the context of modelling it is reserved to refer to things in the universe of discourse being modelled.
	3/X.842

6.1/X.902

	entity authentication
	corroboration of the identity of a principal, within the context of a communication relationship. Note -- The principal’s authenticated identity is assured only when this service is invoked. Assurance of continuity of authentication can be obtained by methods described in §.5.2.7/ X.811
	5.1/X.811

	environmental variables
	Those aspects of policy required for an authorization decision, that are not contained within static structures, but are available through some local means to a privilege verifier (e.g. time of day or current account balance).
	3.3.28/X.509

	ESP
	IPSec Encapsulating Security 
	4.1(48) /J.170

	event discriminator
	A function which provides initial analysis of a security-related event and, if appropriate, generates a security audit and/or an alarm. 
	3.5.10/X.816

	Event Message
	Message capturing a single portion of a connection.
	3(14)/J.170 

	evidence
	Information that, either by itself or when used in conjunction with other information, may be used to resolve a dispute. Note - Particular forms of evidence are digital signatures, secure envelopes and security tokens. Digital signatures are used with public key techniques while secure envelopes and security tokens are used with secret key techniques.
	3.4.3,7.13/X.813

	Evidence Generation role
	The role, in which a TTP cooperates with a Non-repudiation service requester to generate the evidence.
	5.2/X.813

	evidence generator
	An entity that produces non-repudiation evidence. Note - This entity may be the non-repudiation service requester, the originator, the recipient or multiple parties working in conjunction (e.g. a signer and co-signer).
	3.4.4/X.813

	Evidence Recording role
	The role, in which a TTP records evidence that can later be retrieved by an evidence user or an adjudicator.
	5.2/X.813

	evidence subject
	The entity whose involvement in an event or action is established by evidence.
	3.4.5/X.813

	evidence user
	An entity that uses non-repudiation evidence.
	3.4.6/X.813

	Evidence Verification role
	The role, in which a TTP verifies evidence at the request of an entity.
	5.2/X.813

	evidence verifier
	An entity that verifies Non-repudiation evidence
	3.4.7/X.813

	exchange authen​ti​cation information (exchange AI)
	Information exchanged between a claimant and a verifier during the process of authenticating a principal.
	3.12/X.811

	externally-established security association
	A security association which is established independently of instances of its use, and which has a globally-unique identifier enabling it to be referenced at the time of use. 
	3.8.3/X.830

	false
	One of the distinguished values of the boolean type (see "true").
	3.8.38/X.680

	forgery
	An entity fabricates information and claims that such information was received from another entity or sent to another entity
	5/M.3016

	FQDN
	Fully Qualified Domain Name. Refer to IETF RFC 821 for details.
	4.1(49) /J.170

	full CRL
	A complete revocation list that contains entries for all certificates that have been revoked for the given scope.
	3.3.29/X.509

	gateway
	Devices bridging between the IPCablecom IP Voice Communication world and the PSTN. Examples are the Media Gateway which provides the bearer circuit interfaces to the PSTN and transcodes the media stream, and the Signalling Gateway which sends and receives circuit switched network signalling to the edge of the IPCablecom network.
	3(15)/J.170

	Generic SIO Class
	 An SIO Class in which the data types for one or more of the components are not fully specified.
	3.2/X.841

	hash function
	1. A (mathematical) function which maps values from a large (possibly very large) domain into a smaller range. A “good” hash function is such that the results of applying the function to a (large) set of values in the domain will be evenly distributed (and apparently at random) over the range.

2. A (mathematical) function that maps values from a (possibly very) large set of values into a smaller range of values
	3.3.30/X.509

3.3.7/X.810

	header
	Protocol control information located at the beginning of a protocol data unit.
	3(16)/J.170

	hide
	An operation that applies confidentiality protection to unprotected data or additional confidentiality protection to already protected data. 
	3.4.4/X.814

	hiding confidentiality information
	Information that is used to perform the hide operation. 
	3.4.6/X.814

	history buffer
	The type of vocabulary used for data compression.
	3.7/X.272

	HMAC
	Hashed Message Authentication Code. A message authentication algorithm, based on either SHA-1 or MD5 hash and defined in RFC 2104.
	4.1(50) /J.170

	holder
	An entity to whom some privilege has been delegated either directly from the Source of Authority or indirectly through another Attribute Authority.
	3.3.31/X.509

	home border element (H-BE)
	This is a border element (BE, defined as special mobility functional entity) placed within the home domain.
	4.3/H.530

	host
	A device with generalized functionality where modules containing specialized functionality can be connected.
	3.11/J.93

	identification
	A process to identify the UPT user or the UPT service provider
	1.3.4/F.851

	identity-based security policy
	A security policy based on the identities and/or attributes of users, a group of users, or entities acting on behalf of the users and the resources/objects being accessed.
	3.3.30/X.800

	IKE
	Internet Key Exchange is a key management mechanism used to negotiate and derive keys for SAs in IPSec.
	4.1(51) /J.170

	IKE– 
	A notation defined to refer to the use of IKE with pre-shared keys for authentication.
	4.1(52) /J.170

	indirect attack
	An attack on a system which is not based on the deficiencies of a particular security mechanism (e.g. attacks which bypass the mechanism, or attacks which depend on the system using the mechanism incorrectly). 
	3.4.9/X.814

	indirect CRL (iCRL)
	A revocation list that at least contains revocation information about certificates issued by authorities other than that which issued this CRL.
	3.3.32/X.509

	information
	Any kind of knowledge, that is exchangeable amongst users, about things, facts, concepts and so on, in a universe of discourse.Although information will necessarily have a representation form to make it communicable, it is the interpretation of this representation (the meaning) that is relevant in the first place.
	3.2.5/X.902

	Information Object
	1. As defined in X.681.

2. An instance of some information object class, being composed of a set of fields which conform to the field specifications of the class.  NOTE - For example, one specific instance of the information object class OPERATION (mentioned in the example in 3.4.9) might be invertMatrix, which has an &ArgumentType field containing the type Matrix, a &ResultType field also containing the type Matrix, and an &operationCode field containing the value 7 (see example in §.10.13/X.681).
	3.3/X.841

3.4.8/X.681

	Information Object Class
	1. As defined in X.681.

2. A set of fields, forming a template for the definition of a potentially unbounded collection of information objects, the instances of the class. Note - For example, an information object class OPERATION might be defined to correspond to the “operation” concept of Remote Operations (ROS). Each of the various named field specifications would then correspond to some aspect which can vary from one operation instance to another. Thus, there could be &ArgumentType, &ResultType, and &operationCode fields, the first two specifying type fields and the third specifying a value field.
	3.4/X.841

3.4.9/X.681

	initial encoding rules
	The ASN.1 encoding rules used to generate an unprotected bit string from a value of an ASN.1 type, when that value is to be protected using a security transformation. 
	3.8.4/X.830

	initiator
	1. An entity (e.g. human user or computer-based entity) that attempts to access other entities.

2. The entity that generates confidentiality-protected data either for transmission or for storage.
	3.4.15/X.812

E.1.1/X.814

	In-line TTP
	An On-line TTP which acts as an intermediary in all interactions. Note - When two or more entities belong to different security domains and do not use the same security mechanisms, these entities are unable to operate direct, secure exchanges and an in-line TTP is needed, because a TTP positioned directly in the communication path between the entities can facilitate secure exchanges between these entities
	5.2/X.813 + 4.2.1/X.842

	integrity
	1. See data integrity.

2. The property that data has not been altered in an unauthorized manner.

3. A way to ensure that information is not modified except by those who are authorized to do so.

4. The ability of a function to withstand being usurped for unauthorized use, or modified to yield unauthorized results.
	3.3.31/X.800

3.10/H.235

3(17)/J.170

3.12/J.93

	integrity function
	The integrity function detects and/or prevents the unauthorized creation, alteration or deletion of data. The integrity function includes the all following functions: shield; validate; unshield. In the context of integrity, objects fulfil one or more of the following roles: integrity-protected data originator; integrity-protected data recipient. Integrity-protected data is passed from originator to recipient. An integrity-protected data originator supports an interface providing the shield function. An integrity-protected data recipient supports an interface providing the validate or unshield functions. The integrity function may use the key management function.
	15.5/X.903

	integrity service
	The integrity service provides means to ensure the correctness of exchanged data, protecting against modifi​cation, deletion, creation (insertion) and replay of exchanged data. The following kinds of integrity services are distinguished: selective field integrity; connection integrity without recovery; connection integrity with recovery.
	6.1.2.4/M.3016

	integrity-protected channel
	A communications channel to which an integrity service has been applied. (See connection integrity and connectionless integrity.)
	3.5.1/X.815

	integrity-protected data
	Data and all relevant attributes within an integrity-protected environment. 
	3.5.3/X.815

	integrity-protected environment
	An environment in which unauthorized data alterations (including creation and deletion) are prevented or detectable. 
	3.5.2/X.815

	intentional threats
	Threats that may range from casual examination using easily available monitoring tools to sophisticated attacks using special system knowledge. An intentional threat, if realized, may be considered to be an “attack”.
	A.2.4.2/X.800

	inter-message threats
	Inter-message threats arise from unauthorized agents who are external to the message communication, and can manifest themselves in the following ways: masquerade, message modification, replay, or traffic analysis.
	15.2.2/X.400

	Interface
	An abstraction of the behaviour of an object that consists of a subset of the interactions of that object together with a set of constraints on when they may occur. Each interaction of an object belongs to a unique interface. Thus, the interfaces of an object form a partition of the interactions of that object. NOTES  1  An interface constitutes the part of an object behaviour that is obtained by considering only the interactions of that interface and by hiding all other interactions. Hiding interactions of other interfaces will generally introduce non-determinism as far as the interface being considered is concerned.  2  The phrase “an interface between objects” is used to refer to the binding (see 13.4.2) between interfaces of the objects concerned.
	8.4/X.902

	interoperable function
	A decryption function that shall be embedded in all units.
	3/J.96 Amd 1

	intra-message threats
	Intra-message threats are those performed by the actual message communication participants themselves, and can manifest themselves in the following ways: repudiation of messages, and security level violation.
	15.2.3/X.400

	intrusion resistance
	The ability of a hardware object to deny physical, electrical, or irradiation-based access to internal functionality by unauthorized parties.
	3.13/J.93

	IP-message identification
	This element of service enables co-operating IPM UAs to convey a globally unique identifier for each IP-message sent or received. The IP-message identifier is composed of an O/R name of the originator and an identifier that is unique with respect to that name. IPM UAs and users use this identifier to refer to a previously sent or received IP-message (for example, in receipt notifications). (IP = Interpersonal, IPM = Interpersonal Messaging)
	B.59/X.400

	IP-message security labelling
	This element of service augments the Message Security Labelling service (see B.67/X.400) by allowing the originator of an IP-message to convey to all recipients an indication of the security classification of the IP-message content, or optionally, of the component heading and body parts of an IP-message. This service enables the implementation of security policies in which the security labels associated with local objects (e.g. files) derived from component parts of the IP-message may be assigned values provided by the originating IPM user. The integrity of the IP-message Security Labelling may be provided by the Content Integrity or Body Part Authentication and Integrity security service, and confidentiality of the IP-message Security Labelling may be provided by the Content Confidentiality security service. Authentication of the originator of the IP-message Security Labelling may be provided by the Message Origin Authentication service or the Body Part Authentication and Integrity service. NOTES  1 – Unless both end systems have mutual trust in each end system’s ability to process and separate information based on security labels, this label should not be used to implement mandatory access control.  2 – The meaning of the term "security classification" in this context is relative to the specific security policy in force.
	B.60/X.400

	IPSec
	Internet Protocol Security.
	4.1(53) /J.170

	ISTP
	Internet Signaling Transport Protocol
	4.1(54) /J.170

	IVR
	Interactive Voice Response System
	4.1(55) /J.170

	KDC
	Key Distribution Center
	4.1(56) /J.170

	Kerberos
	A secret-key network authentication protocol that uses a choice of cryptographic algorithms for encryption and a centralized key database for authentication.
	3(18)/J.170 

	key
	1. A sequence of symbols that controls the operations of encipherment and decipherment.

2. A mathematical value input into the selected cryptographic algorithm.
	3.3.32/X.800

3(19)/J.170

	key agreement
	A method for negotiating a key value on-line without transferring the key, even in an encrypted form, e.g. the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement mechanisms).
	3.3.33/X.509

	Key Certification role
	the role, in which a TTP provides Non-repudiation certificates related to an evidence generator in order to assure the validity of a public key to be used for Non-repudiation purposes.
	5.2/X.813

	Key Distribution role
	The role, in which a TTP provides keys to the evidence generators and/or the evidence verifiers. It may also place constraints on the use of the keys, in particular when symmetrical techniques are used.
	5.2/X.813

	key distribution service
	The service of distributing keys securely to authorized entities performed by a Key Distribution Center and described in ISO/IEC 11770-1.
	3.7/X.843

	Key Exchange
	The swapping of public keys between entities to be used to encrypt communication between the entities.
	3(20)/J.170 

	key management
	1. The generation, storage, distribution, deletion, archiving and application of keys in accordance with a security policy.

2. In conformance with Key Management standard ISO/IEC 11770-1, key management relies on the basic services of generation, registration, certification, distribution, installation, storage, derivation, archiving, revocation, deregistration and destruction of keys and possibly access control, auditing, authentication, cryptographic and time stamping services.
3. The process of distributing shared symmetric keys needed to run a security protocol.
	3.3.33/X.800

7.3/X.842

3.(21)/J.170

	key management function
	The key management function provides facilities for the management of cryptographic keys and includes all of the following elements: key generation; key registration; key certification; key deregistration; key distribution; key storage; key archiving; key deletion. Within the context of key management, objects can have one or more of the following roles: certification authority; key distribution centre; key translation centre. A certification authority is a trusted third party which creates and assigns certificates as defined in ISO/IEC 11770-1. A key distribution centre provides means to establish key management information securely between objects authorized to obtain it. A key translation centre is a specific form of key distribution centre which establishes key management information between objects in different security domains.
	15.8/X.903

	leakage of information
	When information was acquired by an unauthorized party by monitoring transmissions, by unauthorized access to information stored in any MHS entity, or by masquerade, that might result from impersonation and misuse of the MTS or through causing an MTA to operate incorrectly. Leakage of information threats include the following: loss of confidentiality; loss of anonymity; misappropriation of messages; traffic analysis.

	D.6/X.402

	link-by-link encipherment
	The individual application of encipherment to data on each link of a communications system. (See also end-to-end encipherment.) Note - The implication of link-by-link encipherment is that data will be in clear text form in relay entities.
	3.3.34/X.800

	log
	A log is a repository for records: it is the OSI abstraction of logging resources in real open systems. Records contain the information that is logged. For the purpose of many management functions, it is necessary to be able to preserve information about events that have occurred or operations that have been performed or attempted by – or on – various resources. Furthermore, when such information is retrieved from a log, the manager must be able to determine whether any records were lost or whether the characteristics of the records stored in the log were modified at any time.
	6.1.2.6.1/M.3016

	loss or corruption of information
	The integrity of data transferred is compromised by unauthorized deletion, insertion, modification, re-ordering, replay or delay
	5/M.3016

	MAC
	Message Authentication Code. A fixed-length data item that is sent together with a message to ensure integrity, also known as a MIC.
	4.1(57) /J.170

	MAC
	Media Access Control. It is a sublayer of the Data Link Layer. It normally runs directly over the physical layer.
	4.1(58) /J.170

	management centre
	An organization controlling or managing the conditional access system.
	3/J.96 Amd 1

	manipulation detection
	A mechanism which is used to detect whether a data unit has been modified (either accidentally or intentionally).
	3.3.35/X.800

	masquerade
	1. The pretence by an entity to be a different entity. Note -- For instance, an authorized entity with few privileges may use a masquerade to obtain extra privileges by impersonating an entity that has those privileges. Types include replay, relay and compromise of claim AI.
2. User, who does not have proof of whom he is talking to can be easily misled by an impostor into revealing sensitive information.

3. an entity successfully pretends to be a different entity: an unauthorized MTS-user may impersonate another to gain unauthorized access to MTS facilities or to act to the detriment of the valid user, e.g., to discard his messages; an MTS-user may impersonate another user and so falsely acknowledge receipt of a message by the "valid" recipient; a message may be put into the MTS by a user falsely claiming the identity of another user. An MTS-user, MS, or MTA may masquerade as another MTS-user, MS, or MTA. Masquerade threats include: impersonation and misuse of the MTS; falsely acknowledge receipt; falsely claim to originate a message; impersonation of an MTA to an MTS-user; impersonation of an MTA to another MTA.
	3.3.36/X.800, A.2.5.1/X.800

5.2.1 /X.811

15.2.2/X.400

D.1/X.402

	MD5
	Message Digest 5.
	4.1(59) /J.170

	media stream
	A media stream can be of type audio, video or data or a combination of any of them. Media stream data conveys user or application data (payload) but no control data.
	3.12/H.235

	message argument confidentiality security element
	Element to provide for the confidentiality, integrity, and, if required, the irrevocability of recipient data associated with a message. Specifically, this data will comprise any cryptographic keys and related data that is necessary for the confidentiality and integrity security elements to function properly, if these optional security elements are invoked. The security element operates by means of the Message Token. The data to be protected by the Message Argument Confidentiality security element constitutes the Encrypted Data within the Message Token. The Encrypted Data within the Message Token is unintelligible to all MTAs. The Message Token is an argument of the Message Submission, Message Transfer, and Message Delivery services.
	10.3.3.2/X.402

	message argument integrity security element
	Element to provide for the integrity, and, if required, the irrevocability of certain arguments associated with a message. Specifically, these arguments may comprise any selection of the Content Confidentiality Algorithm Identifier, the Content Integrity Check, the Message Security Label, the Proof of Delivery Request, and the Message Sequence Number. The security element operates by means of the Message Token. The data to be protected by the Message Argument Integrity security element constitutes the signed-data within the Message Token. The Message Token is an argument of the Message Submission, Message Transfer, and Message Delivery services.
	10.3.4.2/X.402

	message authentication code (MAC)
	A cryptographic checkvalue that is used to provide data origin authentication and data integrity.
	3.4.8/X.813

	message flow confidentiality
	1. Allows the originator of a message to conceal the message flow through MHS.
2. This element of service allows the originator of the message to protect information which might be derived from observation of the message flow. NOTE – Only a limited form of this is supported.
	15.4.9/X.400

B.64/X.400

	message flow confidentiality security service
	Service to provide for the protection of information which might be derived from observation of message flow. Only a limited form of this security service is provided by the MHS. The Double Enveloping Technique enables a complete message to become the content of another message. This could be used to hide addressing information from certain parts of the MTS. Used in conjunction with traffic padding this could be used to provide message flow confidentiality. Other elements of this service are routing control or pseudonyms.
	10.2.3.3/X.402

	message identification
	This element of service enables the MTS to provide a UA with a unique identifier for each message or probe submitted or delivered by the MTS. UAs and the MTS use this identifier to refer to a previously submitted message in connection with Elements of Service such as Delivery and Non-delivery Notification.
	B.65/X.400

	message modification
	A genuine message which has been modified by an unauthorized agent while it was transferred through the system can mislead the message recipient.
	15.2.2/X.400

	message origin authentication
	1. Enables the recipient, or any MTA through which the message passes, to authenticate the identity of the originator of a message.
2. This element of service allows the originator of a message to provide to the recipient(s) of the message, and any MTA through which the message is transferred, a means by which the origin of the message can be authenticated (i.e. a signature). Message Origin Authentication can be provided to the recipient(s) of the message, and any MTA through which the message is transferred, on a per-message basis using an asymmetric encryption technique, or can be provided only to the recipient(s) of the message, on a per-recipient basis using either an asymmetric or a symmetric encryption technique.
	15.4.1/X.400

B.66/X.400

	message origin authentication security element
	Element to enable anyone who receives or transfers message to authenticate the identity of the MTS-user that originated the message. This may mean the provision of the Message Origin Authentication or the Non-repudiation of Origin security service. The security element involves transmitting, as part of the message, a Message Origin Authentication Check, computed as a function of the message content, the message Content Identifier, and the Message Security Label. If the Content Confidentiality security service is also required, the Message Origin Authentication Check is computed as a function of the enciphered rather than the unenciphered message content. By operating on the message content as conveyed in the overall message (i.e., after the optional Content Confidentiality security element), any MHS entity can check the overall message integrity without the need to see the plaintext message content. However, if the Content Confidentiality security service is used, the Message Origin Authentication security element cannot be used to provide the Non-repudiation of Origin security service. The security element uses the Message Origin Authentication Check, which is one of the arguments of the Message Submission, Message Transfer, and Message Delivery services.
	10.3.1.2.1/X.402

	message origin authentication security service
	Service to enable the corroboration of the source of a message can be provided, depending on the prevailing security policy, by using either the Message Origin Authentication security element to provide the security service to any of the parties concerned, or the Message Argument Integrity security element to provide the security service to MTS-users. 
	10.2.1.1.1/X.402

	message security label
	A message argument as specified in the prevailing security policy for use by intermediate MTAs and protected by the Message Argument Integrity or the Message Origin Authentication security element or Message Argument Confidentiality security element. Message Security Label may be an originator-recipient argument different from the Message Security Label in the message envelope.
	10.3.6.1/X.402

	message security label security element
	Messages may be labelled with data as specified in the prevailing security policy. The Message Security Label is available for use by intermediate MTAs as part of the overall security policy of the system. A Message Security Label may be sent as a message argument, and may be protected by the Message Argument Integrity or the Message Origin Authentication security element, in the same manner as other message arguments. Alternatively, if both confidentiality and integrity are required, the Message Security Label may be protected using the Message Argument Confidentiality security element. In this case the Message Security Label so protected is an originator-recipient argument, and may differ from the Message Security Label in the message envelope.
	10.3.6.1/X.402

	message security labelling
	This element of service allows the originator of a message (or probe) to associate with the message (and any reports on the message or probe) an indication of the sensitivity of the message (a security label). The message security label may be used by the MTS and the recipient(s) of the message to determine the handling of the message in line with the security policy in force.
	B.67/X.400

	message security labelling security service
	Services to allow Security Labels to be associated with all entities in the MHS, i.e., MTAs and MTS-users. In conjunction with the Security Context security service it enables the implementation of security policies defining which parts of the MHS may handle messages with specified associated Security Labels. This security service is provided by the Message Security Label security element. The integrity and confidentiality of the label are provided by the Message Argument Integrity and the Message Argument Confidentiality security elements.
	10.2.6/X.402

	message sequence integrity
	1. Allows the originator to provide to a recipient proof that the sequence of messages has been preserved.
2. This element of service allows the originator of the message to provide to a recipient of the message a means by which the recipient can verify that the sequence of messages from the originator to the recipient has been preserved (without message loss, re-ordering, or replay). Message Sequence Integrity is on a per-recipient basis, and can use either an asymmetric or a symmetric encryption technique.
	15.4.10/X.400

B.68/X.400

	message sequence integrity security element
	Element to provide protection for the sender and recipient of a message against receipt of messages in the wrong order, or duplicated messages. A Message Sequence Number is associated with an individual message. This number identifies the position of a message in a sequence from one originator to one recipient. Therefore each originator-recipient pair requiring to use this security element will have to maintain a distinct sequence of message numbers. This security element does not provide for initialisation or synchronisation of Message Sequence Numbers.
	10.3.4.3/X.402

	message sequence integrity security service
	Services to protects the originator and recipient of a sequence of messages against re-ordering of the sequence. In doing so it protects against replay of messages. This security service may be provided using a combination of the Message Sequence Integrity and the Message Argument Integrity security elements, where the former provides a sequence number to each message, which may be protected against change by use of the latter. Simultaneous confidentiality and integrity of the Message Sequence Number may be provided by use of the Message Argument Confidentiality security element. These security elements provide the service for communication from MTS-user to MTS-user, and not to the intermediate MTAs.
	10.2.4.3/X.402

	message sequence number
	This number, associated with an individual message, identifies the position of the message in a sequence of messages from one originator to one recipient. Each originator-recipient pair will have to maintain a distinct sequence of message numbers.
	10.3.4.3/X.402

	message sequencing
	When part or all of a message is repeated, time-shifted, or reordered, e.g. to exploit the authentication information in a valid message and resequence or time-shift valid messages. Although it is impossible to prevent replay with the MHS security services, it can be detected and the effects of the threat eliminated. Message sequencing include: replay of messages; reordering of messages; pre-play of messages; delay of messages.
	D.2/X.402

	message store threat
	See MHS-security threat, inter-message threat, intra-message threat and data-store threat.
	X.400 series

	message token
	An argument of the Message Submission, Message Transfer, and Message Delivery services,  used to provide message argument integrity security element and security service.
	10.3.4.2/X.402

	MG
	Media gateway.
	4.1(60) /J.170

	MGC
	Media Gateway Controller.
	4.1(61) /J.170

	MGCP
	Media Gateway Control Protocol. 
	4.1(62) /J.170

	MHS arguments
	The security context, content type, security labels, originator-recipient arguments, content confidentiality algorithm identifier, content integrity check, message security label, proof of delivery request, message sequence number, proof of delivery, proof of submission, message token, message submission result, message submission identifier, proof of submission request, 
	X.402

	MHS-security threat
	Access threats, inter-message threats, intra-message threats or data-store threats.
	15.2/X.400

	MIB
	Management Information Base
	4.1(63) /J.170

	mobility routing proxy (MRP)
	The MRP is an optional functional entity that acts as an intermediate functional entity, terminating the security association of a hop-by-hop link.
	4.4/H.530

	modification of information
	Occur to any aspect of the message, e.g., its labelling, content, attributes, recipient, or originator, when information for an intended recipient, routing information, and other management data is lost or modified without detection. Corruption of routing or other management information, stored in MTAs or used by them, may cause the MTS to lose messages or otherwise operate incorrectly. Modification of messages, destruction of messages, Corruption of routing and other management information.
	D.3/X.402

	modification of routing information
	Unauthorized modification of the directory’s contents could lead to messages being misrouted or even lost while unauthorized modification to the deferred delivery data store or the hold for delivery data store could mislead or confuse the intended recipient.
	15.2.4/X.400

	module
	1. One or more instances of the use of the ASN.1 notation for type, value, etc., encapsulated using the ASN.1 module notation (see clause 12/X.680).

2. A small device, not working by itself, designed to run specialized tasks in association with a host
	3.8.42/X.680

3.14/J.93

	Monitoring role
	The role, in which a TTP monitors the action or the event and is trusted to provide evidence about what was monitored.
	5.2/X.813

	MS- register security element
	An element to allow the establishment of the MS-user’s permissible security labels. This security element is provided by the MS-Register service. The MS-Register service enables an MS-user to change arguments held by the MS relating to the retrieval of messages to that MS-user.
	10.3.2.3/X.402

	MSB
	Most Significant Bit
	4.1(64) /J.170

	MS-Register security service
	Service to enable the establishment of the security label which are permissible for the MS-user.
	10.2.7.1/X.402

	MTA
	Media Terminal Adapter. 
	4.1(65) /J.170

	MUST
	The term MUST or MUST NOT is used as a convention in the present Recommendation to denote an absolutely mandatory aspect of the specification.
	3(24)/J.170 

	mutual authentication
	The assurance of the identities of both principals.
	5.2.4/X.811

	naming authority
	An authority responsible for the allocation of names.
	A.66/X.400

	NCS
	Network Call Signaling
	4.1(66) /J.170

	non-delivery
	In the context of message handling, a transmittal event in which an MTA determines that the MTS cannot deliver a message to one or more of its immediate recipients, or cannot deliver a report to the originator of its subject message or probe.
	A.68/X.400

	non-registered access
	In the context of message handling services, access to the service through publicly available telecommunications means by users who have neither been explicitly registered by the service provider, nor been allocated an O/R address.
	A.69/X.400

	non-repudiation
	1. The ability to prevent a sender from denying later that he or she sent a message or performed an action.

2. Protection from denial by one of the entities involved in a communication of having participated in all or part of the communication.

3. A process by which the sender of a message (e.g. a request on a pay-per-view) cannot deny having sent the message
	3(22)/J.170 

3.13/H.235

3.15/J.93

	non-repudiation function
	The non-repudiation function prevents the denial by one object involved in an interaction of having participated in all or part of the interaction. In the context of non-repudiation, objects fulfil one or more of the following roles: (non-repudiable data) originator; (non-repudiable data) recipient; evidence generator; evidence user; evidence verifier; non-repudiation service requester; notary; adjudicator. The non-repudiation function makes use of non-repudiation evidence. In non-repudiation with proof of origin, the originator has the role of non-repudiation evidence generator for the origination interaction and includes this evidence in an acknowledgement of participation in the interaction. The recipient has the role of evidence user and uses the services of an evidence verifier (which may be itself) to gain confidence in the adequacy of the evidence. In non-repudiation with proof of delivery, the recipient has the role of non-repudiation evidence generator for the delivery interaction and includes this evidence in an acknowledgement of participation in the interaction. The originator has the role of evidence user and uses the services of an evidence verifier (which may be itself) to gain confidence in the adequacy of the evidence. A notary provides functions required by the originator and/or recipient. These may include notarization, time stamping, monitoring, certification, certificate generation, signature generation, signature verification and delivery as identified in  X.813.  In the event of a dispute, an adjudicator collects information and evidence from the disputing parties (and optionally from notaries) and applies a resolution function as described in  X.813. The non-repudiation function may use the key management function.
	15.7/X.903

	non-repudiation of content originated
	This element of service allows an originating VM-UA to provide a recipient VM-UA an irrevocable proof as to the authenticity and integrity of the content of the message as it was submitted into the MHS environment. The corresponding proof data can be supplied in two ways depending on the security policy in force: a) by using the non-repudiation of origin security service applied to the original message; or b) by using a notarization mechanism. Note – At this time, use of a notarization mechanism requires bilateral agreements, protocol is not provided.
	G.1/F.440

	non-repudiation of content received
	1. This element of service enables a recipient of an IP-message to provide an irrevocable proof that the original IP-message content was received by the recipient. This service provides irrevocable proof of the integrity of the content received and irrevocable proof of the authenticity of the recipient of the IP-message. This service fulfils the same function as the Proof of Content Received Element of Service, but in a manner which cannot be repudiated. The corresponding irrevocable proof can be supplied in various ways depending on the security policy in force. The originator of the IP-notification always uses the Non-repudiation of Origin Element of Service when sending the IP-notification in response to the IP-message. One way of providing the irrevocable proof is to incorporate the following in the IP-notification: A verified copy of the IP-message originator’s Non-repudiation of Origin arguments (when present in the IP-message and verified by the recipient of the IP-message). A verified copy of the complete IP-message content, if the IP-message originator’s "Non-repudiation of Origin" arguments are not present in the IP-message. NOTE – As an alternative to invoking this element of service, equivalent security may be achieved by the use of a notarization mechanism, which requires bilateral agreement outside the scope of this Recommendation. The recipient is required to fulfill the request for this element of service only when the UA is subject to a security policy which mandates the support of this element of service.

2. This element of service allows an originating VM-UA to get from a recipient VM-UA an irrevocable proof that the original subject message content was received by the recipient VM-UA and the subject voice message was accepted, forwarded or refused. This service provides irrevocable proof as to the authenticity of the recipient of the message and irrevocable proof as to the integrity of the content of the message. It will protect against any attempt by the recipient(s) to subsequently deny having received the message content. Note 1 – This service is stronger than the Proof of Content Received service. The corresponding proof data can be supplied in two ways depending on the security policy in force: a) by returning a Non-repudiation of Origin of the voice notification which incorporates the following: aa) the originator’s Non-repudiation of Origin security arguments (if present); or ab) the complete original message content, if the originators Non-repudiation of Origin arguments are not present; b) by using a notarization mechanism. Note 2– At this time, use of a notarization mechanism requires bilateral agreements, protocol is not provided.
	B.74/X.400

G.2/F.440

	non-repudiation of content received request
	This element of service enables an originating VM-UA to request a recipient VM-UA to provide it with an irrevocable proof that the original subject message content was received by means of a receipt or non-receipt notification. Note – This element of service requires the “receipt notification request indication or non-receipt notification request indication” to also be requested of this recipient.
	G.3/F.440

	non-repudiation of creation
	Protection against an entity's false denial of having created the content of a message (i.e., being responsible for the content of a message)
	3.8/X.843

	non-repudiation of delivery
	1. Provides the originator of a message with proof of delivery of the message which will protect against any attempt by the recipient(s) to falsely deny receiving the message of its content.
2. This element of service allows the originator of a message to obtain from the recipient(s) of the message irrevocable proof that the message was delivered to the recipient(s). This will protect against any attempt by the recipient(s) to subsequently deny receiving the message or its content. Non-repudiation of Delivery is provided to the originator of a message on a per-recipient basis using asymmetric encryption techniques.
	15.4.12/X.400

B.75/X.400



	non-repudiation of delivery security service
	Service to provide the originator of the message with irrevocable proof that the message was delivered to its originally specified recipient(s) by using the Proof of Delivery security element in much the same way as that security element is used to support the (weaker) Proof of Delivery security service.
	10.2.5.3/X.402

	non-repudiation of IP-notification
	This element of service provides the recipient of an IP-notification with irrevocable proof of the identity of the originator of the IP-notification and with proof that the corresponding IP-message was received by the recipient. This protects against any attempt by the recipient to deny subsequently that the IP-message was received or that the IP-notification was returned to the originator of the IP-message. This element of service fulfils the same service as Proof of IP-notification but in a manner which cannot be repudiated. This element of service is used only in conjunction with Non-repudiation of Origin Element of Service applied to the IP-notification. The corresponding irrevocable proof can be supplied in various ways depending on the security policy in force. One way of providing the irrevocable proof is by means of the MTS-user to MTS-user Data Origin Authentication Security Services defined in §.10.2.1.1.1/X.402 applied to the IP-notification, when the security service has non-repudiation properties. The recipient is required to fulfil the request for this element of service only when the UA is subject to a security policy which mandates the support of this element of service.
	B.76/X.400

	non-repudiation of origin
	1. Provides the recipient(s) of a message with proof of origin of the message and its content which will protect against any attempt by the originator to falsely deny sending the message or its content.
2. This element of service allows the originator of a message to provide the recipient(s) of the message irrevocable proof of the origin of the message and the integrity of its content. This will protect against any attempt by the originator to subsequently revoke the message or its content. Non-repudiation of Origin is provided to the recipient(s) of a message on a per-message basis using asymmetric encryption techniques.
	15.4.11/X.400

B.77/X.400

	non-repudiation of origin security service
	Service to provide the recipient(s) of a message with irrevocable proof of the origin of the message, its content, and its associated Message Security Label. The non-repudiation of origin security service can be provided in different ways. The Content Integrity security element together with the Message Argument Integrity security element and, in some cases, the Message Argument Confidentiality security element can be used to provide the security service to a message recipient, where the Content Integrity security element is used to compute a Content Integrity Check as a function of the entire message content. A secret key, if required, can be confidentially sent to the message recipient using the Message Argument Confidentiality security element. The Content Integrity Check and, if required, the Message Security Label are protected against change and/or repudiation using the Message Argument Integrity security element. Any confidential message arguments are protected against change and/or repudiation using the Message Argument Confidentiality security element. If the Content Confidentiality security service is not required, the Message Origin Authentication security element may also be used as a basis for this security service. In this case the security service may be provided to all elements of the MHS.
	10.2.5.1/X.402

	non-repudiation of submission
	1. Provides the originator of a message with proof of submission of the message, which will protect against any attempt by the MTS to falsely deny that the message was submitted for delivery to the originally specified recipient(s).
2. This element of service allows the originator of a message to obtain irrevocable proof that a message was submitted to the MTS for delivery to the originally specified recipient(s). This will protect against any attempt by the MTS to subsequently deny that the message was submitted for delivery to the originally specified recipient(s). Non-repudiation of Submission is provided to the originator of a message on a per-message basis, and uses an asymmetric encryption technique.
	15.4.13/X.400

B.78/X.400

	non-repudiation of submission security service
	Service to provide the originator of the message with irrevocable proof that the message was submitted to the MTS for delivery to the originally specified recipient(s) by using the Proof of Submission security element in much the same way as that security element is used to support the (weaker) Proof of Submission security service.
	10.2.5.2/X.402

	non-repudiation of voice notification
	This element of service provides the originator of a message with irrevocable proof that the subject message was received by the VM-UA and the subject voice message was accepted, forwarded, refused or that certain requested elements of service were not available to the recipient even though the message was accepted. This shall protect against any attempt by the recipient VM-UA to deny subsequently that the message was received and that the subject voice message was not accepted as indicated. This element of service provides the originator with irrevocable proof of the proof-of-voice message-notification. Such proof may be provided by means of the Non-repudiation of Origin security service, defined in §.10.2.5.1/X.402, being applied to the notification. Note – This service is stronger than the Proof of Voice Notification service.
	G.4/F.440

	non-repudiation of voice notification request
	This element of service, used in conjunction with non-receipt notification request indication or receipt notification request indication or voice messaging-service status request notification, enables an originating VM-UA to request the responding VM-UA to provide it with irrevocable proof of origin of the Voice notification Note – This element of service supersedes the proof of voice notification request and assumes that a request for at least one of the three voice messaging notifications is always present.
	G.5/F.440

	non-repudiation security elements
	There are no specific Non-repudiation security elements defined in ITU‑T Rec. X.411. The non‑repudiation services may be provided using a combination of other security elements.
	10.3.5/X.402

	non-repudiation security services
	Services to provide irrevocable proof to a third party after the message has been submitted, sent, or delivered, that the submission, sending, or receipt did occur as claimed. Note that for this to function correctly, the security policy must explicitly cover the management of asymmetric keys for the purpose of non-repudiation services if asymmetric algorithms are being used.
	10.2.5/X.402

	non-repudiation service requester
	An entity that requests that non repudiation evidence be generated for a particular event or action.
	3.4.9/X.813

	non-repudiation services
	The non-repudiation services provide means to prove that exchange of data actually took place. It comes in two forms: non-repudiation: proof of origin; non-repudiation: proof of delivery.
	6.1.2.5/M.3016

	non-repudiation with proof of delivery
	A security service to provide proof of delivery of data. This will protect against any subsequent attempt by the recipient to falsely deny receiving the data or its contents.
	5.2.5.2/X.800

	non-repudiation with proof of delivery service
	Non-repudiation service which protects against a recipient’s false denial of having received a message or its contents. Either the originator or the transfer agents may use the evidence collected by this service.
	Annex C/X.813

	non-repudiation with proof of origin
	A security service to provide proof of the origin of data. This will protect against any attempt by the sender to falsely deny sending the data or its contents.
	5.2.5.1/X.800

	non-repudiation with proof of origin service
	Non-repudiation service which protects against a sender’s false denial of sending the message or its contents. Either the recipient or the transfer agents may use the evidence collected by this service.
	Annex C/X.813

	non-repudiation with proof of submission service
	Non-repudiation service which is used to protect against a transfer agent’s false denial of having accepted a message for transmission (either from the originator or from another transfer agent). The originator or other transfer agents may use the evidence collected by this service.
	Annex C/X.813

	non-repudiation with proof of transfer service
	Non-repudiation service which is used to protect against a transfer agent’s false denial of having accepted responsibility for delivering a message. This service is used when more than one transfer agent is involved in the delivery of a message. When the transfer agent which first accepted the message passes it on to a second transfer agent, the second transfer agent may provide the first with evidence that it has accepted responsibility for the message. When more than two transfer agents are involved, this service may also be used between the second and the third agent, and so on.
	Annex C/X.813

	non-repudiation with proof of transport service
	Non-repudiation service which is used to protect against a transfer agent’s false denial of having transmitted a message (either to the recipient or to another transfer agent). The originator is the user of the evidence collected by this service.
	Annex C/X.813

	normal mode
	The mode of ACSE operation that results in the transfer of ACSE semantics, using the presentation-service.
	3.5.13/X.217 

	notarization
	The registration of data with a trusted third party that allows the later assurance of the accuracy of its characteristics such as content, origin, time and delivery.
	3.3.37/X.800

	notary
	A Trusted Third Party with whom data is registered so that later assurance of the accuracy of the characteristics of the data can be provided.
	3.4.10/X.813

	notary role
	The role, in which a TTP provides assurance about the proper​ties of the data (such as its integrity, origin, time or destination) that are communicated between two or more entities and that have been previously registered with the TTP.
	5.2/X.813

	NSAP
	Network Service Access Point
	4/X.500

	numeric user identifier
	Standard attribute of an O/R address as a unique sequence of numeric information for identifying a user.
	A.71/X.400

	O/R address
	In the context of message handling, an attribute list that distinguishes one user or DL from another and identifies the user’s point of access to MHS or the distribution list’s expansion point.
	A.72/X.400

	O/R name
	In the context of message handling, an information object by means of which a user can be designated as the originator, or a user or distribution list designated as a potential recipient of a message or probe. An O/R name distinguishes one user or distribution list from another and can also identify its point of access to MHS.
	A.73/X.400

	object
	1. A well-defined piece of information, definition, or specification which requires a name in order to identify its use in an instance of communication.

2. A model of an entity. An object is characterized by its behaviour and, dually, by its state. An object is distinct from any other object. An object is encapsulated, i.e. any change in its state can only occur as a result of an internal action or as a result of an interaction with its environment. An object interacts with its environment at its interaction points. An object is informally said to perform functions and offer services (an object which makes a function available is said to offer a service). An object can perform more than one function. A function can be performed by the cooperation of several objects.
	3.8.44/X.680

8.1/X.902

	Object Identifier (OID)
	1. As defined in X.680.

2. A value (distinguishable from all other such values) which is associated with an object.
	3.5/X.841

3.8.46/X.680

	object method
	An action that can be invoked on a resource (e.g. a file system may have read, write and execute object methods).
	3.3.34/X.509

	ODP functions
	ODP functions defined in X.903 are: management functions, coordination functions, event notification function, checkpointing and recovery function, deactivation and reactivation function, group function, replication function, migration function),  engineering interface reference tracking function,  transaction function), repository functions, storage function, information organization function, relocation function, type repository function, trading function), security functions 
	11/X.903

	off-line authentication certificate
	An authentication certificate binding a distinguishing identifier to verification AI, which may be available to all entities.
	3.13/X.811

	Off-line TTP
	Trusted Third Party (TTP) which supports Non-repudiation service without being actively involved in each use of the service. Note -. The Off-line TTP does not interact directly with the entities during the process of secure exchanges between the entities. Instead data generated previously by the TTP is used by the entities.
	5.2/X.813 + 4.2.3/X.842

	OID
	Object Identification
	4.1(67) /J.170

	one-way function
	1. A (mathematical) function f which is easy to compute, but which for a general value y in the range, it is computationally difficult to find a value x in the domain such that f(x) = y. There may be a few values y for which finding x is not computationally difficult.

2. A (mathematical) function that is easy to compute but, when knowing a result, it is com​putationally infeasible to find any of the values that may have been supplied to obtain it.
	3.3.35/X.509

3.3.8/X.810

	one-way hash
	A mathematical process or algorithm whereby a variable length message is changed into a fixed length digital word, such that it is very difficult to calculate the original message from the word, and also very difficult to find a second message with the same word.
	3.16/J.93

	one-way hash function
	A (mathematical) function that is both a one-way function and a hash function.
	3.3.9/X.810

	on-line authentication certificate
	An authentication certificate for use in an authentication exchange, obtained directly by the claimant from the authority who guarantees it.
	3.14/X.811

	On-line TTP
	Trusted Third Party (TTP) which is actively involved in the generation or verification of evidence. Note - When one or both entities request an on-line TTP to provide or register security-related information, the on-line TTP is involved in all first time secure exchanges between the entities, however, the TTP is not required for follow-up exchanges and is not positioned in the communication path between the entities.
	5.2/X.813 + 4.2.2/X.842

	open systems interconnection
	An architecture for computer communication which provides a number of terms which are used in this Recommendation | International Standard preceded by the abbreviation "OSI". NOTE – The meaning of such terms can be obtained from the ITU-T Rec. X.200 series and equivalent ISO/IEC Standards if needed. The terms are only applicable if ASN.1 is used in an OSI environment.
	3.6.50/X.680

	origin authentication security services
	Services to provide for the authentication of the identity of communicating peer entities and sources of data.see Data Origin Authentication Security Services
	10.2.1/X.402

	originator
	In the context of data transfer, an entity that originates the data in an action that is subject to a non-repudiation service.
	3.4.11/X.813

	OSI
	Open Systems Interconnection
	full X-series of Recs.

	OSS
	Operations Systems Support. The back-office software used for configuration, performance, fault, accounting, and security management.
	4.1(68) /J.170

	other threats
	Threats other than masquerade, message sequencing, modification of information, denial of service, leakage of information or repudiation: threats that relate to security labelling, e.g., routing through a node that cannot be trusted with information of particular value, or where systems use different labelling policies; threats to enforce a security policy based on logical separation using security labels; threat when an MTS-user may originate a message and assign it a label for which it is not cleared; threat when an MTS-user or MTA set up or accept an association with a security context for which it does not have clearance. Other Threats include: originator not cleared for message label (inappropriate submit), MTA/MTS-user not cleared for context, misrouting, differing labelling policies.
	D.7/X.402

	passive threat
	The threat of unauthorized disclosure of information without changing the state of the system.
	3.3.38/X.800

	passive threats
	Threats which, if realized, would not result in any modification to any information contained in the system(s) and where neither the operation nor the state of the system is changed. The use of passive wire tapping to observe information being transmitted over a communications line is a realization of a passive threat.
	A.2.4.3/X.800

	password
	1. Confidential authentication information, usually composed of a string of characters.

2. Referring to a user-entered password string. -- This Recommendation uses the term password when a user-entered password string is meant. The password in this Recommendation is understood to be the assigned security key, which the mobile user shares with his or her home domain. This user password and derived user shared secret shall be applied for the purpose of user authentication.
	3.3.39/X.800

3/H.530 + 4.5/H.530

	peer entity authentication security service
	Service to provide for use at the establishment of a connection by the use of the Authentication Exchange security element, the confirmation of the identity of the connecting entity and provides confidence, at the time of usage only, that an entity is not attempting a masquerade or an unauthorised replay of a previous connection.
	10.2.2.1/X.402

	peer-entity authentication
	1. The corroboration that a peer entity in an association is the one claimed.

2. Establishing the proof of the identity of the peer entity during a communication relationship.
	3.3.40/X.800

6.2.1.2/M.3016

	personal security environment (PSE)
	Secure local storage for an entity's private key, the directly trusted CA key and possibly other data. Depending on the security policy of the entity or the system requirements this may be e. g. a cryptographically protected file or a tamper resistant hardware token.
	3.9/X.843

	personalization service
	The service of storing cryptographic information (especially private keys) to a PSE. Note -The organizational and physical security measures for a service like this are not in the scope of this document. For organizational measures refer to ITU-T Rec. X.842 Guidelines on the use and management of Trusted Third Party services
	3.10/X.843

	physical security
	The measures used to provide physical protection of resources against deliberate and accidental threats.
	3.3.41/X.800

	PKCROSS
	Utilizes PKINIT for establishing the inter-realm keys and associated inter-realm policies to be applied in issuing cross-realm service tickets between realms and domains in support of Intradomain and Interdomain CMS-to-CMS signaling (CMSS).
	4.1(71) /J.170

	PKCS
	Public Key Cryptography Standards
	4.1(69) /J.170

	PKI 
	Public Key Infrastructure. A process for issuing public key certificates, which includes standards, Certification Authorities, communication between authorities and protocols for managing certification processes. 
	4.1(70) /J.170

	policy
	See security policy.
	3.3.42/X.800

	policy mapping
	Recognizing that, when a CA in one domain certifies a CA in another domain, a particular certificate policy in the second domain may be considered by the authority of the first domain to be equivalent (but not necessarily identical in all respects) to a particular certificate policy in the first domain.
	3.3.36/X.509

	PRDMD
	Private Directory Management Domain
	4/X.500

	preplay
	An unauthorized agent could make a copy of a deferred delivery message and send this copy to the intended recipient while the original was still being held for delivery in the MTA. This could fool the message recipient into replying to the message originator before the originator was expecting a reply or simply mislead or confuse the original intended message recipient.
	15.2.4/X.400

	presentation-context-bound security association
	A security association which is established in conjunction with the establishment of a protecting presentation context, and which applies to all presentation data values sent in one direction in that protecting presentation context; attributes of the security association are indicated explicitly along with the encoding of the first presentation data value in the protecting presentation context. 
	3.8.1/X.830

	principal
	1. An entity whose identity can be authenticated.

2. An entity represented by a claimant which has a specific communications relationship with the verifier (entity authentication), or the entity  that is the source of a data item available to the verifier (data origin authentication). Note - A principal has one or more distinguishing identifiers associated with it. Authentication services can be used by entities to verify purported identities of principals. A principal’s identity which has been so verified is called an authenticated identity.
	3.15/X.811

5.1,5.1.1 /X.811

	privacy
	1. The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed. Note - Because this term relates to the right of individuals, it cannot be very precise and its use should be avoided except as a motivation for requiring security.

2. A mode of communication in which only the explicitly enabled parties can interpret the communication. This is typically achieved by encryption and shared key(s) for the cipher.

3. A way to ensure that information is not disclosed to any one other than the intended parties. Information is usually encrypted to provide confidentiality. Also known as confidentiality.

4. The act of acquiring unauthorized access to programs, usually for the purpose of reselling such access for unauthorized reception
	3.3.43/X.800

3.14/H.235

3(23)/J.170

3.18/J.93

	private channel
	For this Recommendation, a private channel is one that is a result of prior negotiation on a secure channel. In this context it may be used to handle media streams.
	3.15/H.235

	private key; secret key (deprecated)
	1. (In a public key cryptosystem) that key of a user’s key pair which is known only by that user. 

2. A key that is used with an asymmetric cryptographic algorithm and whose possession is restricted (usually to only one entity).

3. The key used in public key cryptography that belongs to an individual entity and must be kept secret.
	3.3.37/X.509 

3.3.10/X.810

3(24)/J.170

	privilege
	An attribute or property assigned to an entity by an authority.
	3.3.38/X.509

	privilege asserter
	A privilege holder using their attribute certificate or public-key certificate to assert privilege.
	3.3.39/X.509

	Privilege Management Infrastructure (PMI)
	The infrastructure able to support the management of privileges in support of a compre​hensive authorization service and in relationship with a Public Key Infra​structure.
	3.3.40/X.509

	privilege policy
	The policy that outlines conditions for privilege verifiers to provide/perform sensitive services to/for qualified privilege asserters. Privilege policy relates attributes associated with the service as well as attributes associated with privilege asserters.
	3.3.41/X.509

	privilege verifier
	An entity verifying certificates against a privilege policy.
	3.3.42/X.509

	privileged recipient
	A recipient of a document that in addition to being an intended recipient, has the right to perform certain security-related operations intended for that particular recipient, such as to interpret specified enciphered parts of the document, and to perform integrity and authenticity checks on specified parts of the document.
	3.164/T.411

	probe origin authentication
	1. Enables any MTA through which the probe passes to authenticate the origin of the probe.
2. This element of service allows the originator of a probe to provide to any MTA through which the probe is transferred a means to authenticate the origin of the probe (i.e. a signature). Probe Origin Authentication is on a per-probe basis, and uses an asymmetric encryption technique.
	15.4.3/X.400

B.93/X.400

	probe origin authentication security element
	Element to enable any MTA to authenticate the identity of the MTS-user which originated a probe. This security element uses the Probe Origin Authentication Check, which is one of the arguments of the Probe Submission service.
	10.3.1.2.2/X.402

	probe origin authentication security service
	Service to enable the corroboration of the source of a probe can be provided by using the Probe Origin Authentication security element to provide the security service to any of the MTAs through which the probe is transferred. 
	10.2.1.1.2/X.402

	proof of content received
	1. This element of service enables a recipient of an IP-message to provide proof that the original IP-message content was received by the recipient. This service provides proof of the integrity of the content received and proof of the authenticity of the recipient of the IP-message. This element of service is used only in conjunction with Content Integrity or Message Origin Authentication Elements of Service applied to the subject IP-notification. The corresponding proof can be supplied in various ways depending on the security policy in force. The originator of the IP-notification always uses the Content Integrity or Message Origin Authentication Elements of Service when sending the receipt IP-notification in response to the IP-message. One way of providing the proof is to incorporate the following in the IP-notification:  A verified copy of the IP-message originator’s Content Integrity or Message Origin Authentication arguments (when present in the IP-message and verified by the recipient of the IP-message).  A verified copy of the complete original IP-message content, if the IP-message originator’s Content Integrity or Message Origin Authentication arguments are not present in the IP-message. The recipient is required to fulfil the request for this element of service only when the UA is subject to a security policy which mandates the support of this element of service. NOTES  1 – The Message Origin Authentication Element of Service may be provided on a per-message basis using the Message-origin-authentication-check or on a per-recipient basis using the Message-token as defined in X.411.  2 – The Content Integrity Element of Service may be conveyed in several places on the message envelope. The Content-integrity-check can be stand-alone security argument in the message envelope and/or attributes of the Message-token as defined in X.411.

2. This element of service allows an originating VM-UA to get from a recipient VM-UA proof that the original subject message content was received by the recipient VM-UA and that the subject voice message was accepted, forwarded or refused. The corresponding proof is obtained by returning a proof of origin of the voice message notification which incorporates the originator’s message origin authentication and/or content integrity arguments, if present, or the complete original message content otherwise.
	B.94/X.400

G.6/F.440


	proof of content received request
	This element of service allows an originating VM-UA to request the recipient VM-UA to provide it with proof that the original subject message content was received by use of voice messaging receipt or non-receipt notification. Note – This element of service requires the “receipt notification request indication or non-receipt notification request indication” to also be requested of this recipient.
	G.7/F.440

	proof of delivery
	1. Enables the originator of a message to authenticate the delivered message and its content, and the identity of the recipient(s).
2. This element of service allows the originator of a message to obtain from the recipient(s) of the message the means to authenticate the identity of the recipient(s) and the delivered message and content. Message recipient authentication is provided to the originator of a message on a per-recipient basis using either symmetric or asymmetric encryption techniques.
	15.4.4/X.400

B.95/X.400



	proof of delivery security element
	Element to provide the originator of a message with the means to establish that a message was delivered to the destination by the MHS. The security element is made up of a number of arguments. The message originator includes a Proof of Delivery Request with the submitted message, and this request is delivered to each recipient with the message. A recipient may then compute the Proof of Delivery as a function of a number of arguments associated with the message. The proof of delivery is returned by the MTS to the message originator, as part of a report on the results of the original Message Submission. The Proof of Delivery can be used to support the Proof of Delivery security service. Depending on the security policy in force, it may also be able to support the (stronger) Non-repudiation of Delivery security service. The Proof of Delivery Request is an argument of the Message Submission, Message Transfer, and Message Delivery services. The Proof of Delivery is both one of the results of the Message Delivery service and one of the arguments of the Report Transfer and Report Delivery services.
	10.3.1.4/X.402

	proof of delivery security service
	Service to enable the originator of a message to obtain corroboration that it has been delivered by the MTS to its intended recipient(s) by using the Proof of Delivery security element.
	10.2.1.3/X.402

	proof of IP-notification
	This element of service provides the originator of an IP-message with proof that the IP-message was received by its recipient, and that the recipient was the originator of the received IP-notification. This protects against any attempt by the recipient IPM UA to deny subsequently that the IP-message was received and that the IP-notification was returned to the originator. This element of service is used only in conjunction with Content Integrity and/or the Message Origin Authentication Elements of Service applied to the IP-notification. The corresponding proof can be supplied in various ways depending on the security policy in force. One way of providing the proof is by means of the MTS-user to MTS-user Data Origin Authentication Security Services, defined in §.10.2.1.1.1/X.402, applied to the IP-notification. The recipient is required to fulfil the request for this element of service only when the UA is subject to a security policy which mandates the support of this element of service.
	B.96/X.400

	proof of submission
	1. Enables the originator of a message to authenticate that the message was submitted to the MTS for delivery to the originally specified recipient(s).
2. This element of service allows the originator of a message to obtain from the MTS the means to authenticate that the message was submitted for delivery to the originally intended recipient. Message submission authentication is provided on a per-message basis, and can use symmetric or asymmetric encryption techniques.
	15.4.5/X.400

B.97/X.400



	proof of submission security element
	Element to provide the originator of a message with the means to establish that a message was accepted by the MHS for transmission, made up of two arguments: a request for Proof of Submission, sent with a message at submission time, and the Proof of Submission, returned to the MTS-user as part of the Message Submission results. The Proof of Submission is generated by the MTS, and is computed as a function of all the arguments of the submitted message, the Message Submission Identifier, and the Message Submission Time. The Proof of Submission argument can be used to support the Proof of Submission security service. Depending on the security policy in force, it may also be able to support the (stronger) Non-repudiation of Submission security service. The Proof of Submission Request is an argument of the Message Submission service. The Proof of Submission is one of the results of the Message Submission service. 
	10.3.1.3/X.402

	proof of submission security service
	Service to enable the originator of a message to obtain corroboration that it has been received by the MTS for delivery to the originally specified recipient(s) by using the Proof of Submission security element.
	10.2.1.2/X.402

	proof of voice notification
	This element of service allows an originator of a message to obtain the means to corroborate that the subject message was received by the recipient VM-UA and that the voice message was accepted, forwarded or refused. Such corroboration is provided by means of the MTA user-to-message transfer system-user “Message Origin Authentication” security service defined in Recommendation § 10.2.1.1.1/X.402, being applied to the voice messaging notification.
	G.8/F.440

	proof of voice notification request
	This element of service, used in conjunction with non-receipt notification request indication or receipt notification request indication or voice messaging service status request notification, enables an originating VM-UA to request the responding VM-UA to provide it with a corroboration of the source voice notification. Note – This element of service requires the “voice messaging notification request” to also be present.
	G.9/F.440

	protecting presentation context
	A presentation context that associates a protecting transfer syntax with an abstract syntax.
	3.8(2)/X.803

+ 3.8.5/X.830

	protecting transfer syntax
	1. A transfer syntax based on encoding/decoding processes that employ a security transformation.

2. A transfer syntax which employs a security transformation. Note - A protecting transfer syntax is a context-sensitive.
	3.8(3)/X.803

3.8.6/X.830 + 5/X.833

	protection communication channel
	This is a control channel for exchanging configuration information between head end and tail end about a protection group. It is not defined in this version of the Recommendation. 
	3.7/G.873.1

	protection group
	The collection of Head End and Tail End functions, 1 to n Normal Traffic signals, optionally an Extra Traffic signal, 1 to n Working transport Entities, and a single protection entity that are used to provide extra reliability for the transport of Normal Traffic signals. 
	3.8/G.873.1

	protection mapping
	A specification which relates a protection requirement, identified by name in an abstract syntax specification, to a specific security transformation to be used to satisfy that requirement.
	3.8.7/X.830

	proxy
	A facility that indirectly provides some service or acts as a representative in delivering information there by eliminating a host from having to support the services themselves.
	3(25)/J.170 

	PSTN
	Public Switched Telephone Network
	4.1(72) /J.170

	public key
	1. (In a public key cryptosystem) that key of a user’s key pair which is publicly known.

2. A key that is used with an asymmetric cryptographic algorithm and that can be made publicly available.

3. The key used in public key cryptography that belongs to an individual entity and is distributed publicly. Other entities use this key to encrypt data to be sent to the owner of the key.
	3.3.43/X.509

3.3.11/X.810

3(26)/J.170

	public key certificate
	1. The public key of a user, together with some other information, rendered unforgeable by encipherment with the private key of the certification authority which issued it.

2. values that represent an owners public key (and other optional information) as verified and signed by a trusted authority in an unforgeable format.

3. A binding between an entity's public key and one or more attributes relating to its identity, also known as a digital certificate.
	3.3.44/X.509

3.5/H.235

3(27)/J.170

	Public Key Cryptography
	1. Procedure that uses a pair of keys, a public key and a private key for encryption and decryption, also known as asymmetric algorithm. A user's public key is publicly available for others to use to send a message to the owner of the key. A user's private key is kept secret and is the only key which can decrypt messages sent encrypted by the users public key.

2. An encryption system utilizing asymmetric keys (for encryption/decryption) in which the keys have a mathematical relationship to each other - which cannot be reasonably calculated.

3. A cryptographic technique based upon a two-key algorithm, private and public, wherein a message is encrypted with the public key but can only be decrypted with the private key. Also known as a Private-Public Key (PPK) system. NOTE – Knowing the public key does not reveal the private key. Example: Party A would devise such a private and public key, and send the public key openly to all who might wish to communicate with Party A, but retain the private key in secret. Then, while any who have the public key can encrypt a message for Party A, only Party A with the private key can decrypt the messages.
	3(28)/J.170 

3.16/H.235

3.19/J.93

	public key directory (PKD)
	A directory containing a well defined (sub)set of public key certificates. This directory can contain certificates from different Certification Authorities.
	3.11/X.843

	Public Key Infrastructure (PKI)
	1. The infrastructure able to support the management of public keys able to support authentication, encryption, integrity or non-repudiation services.

2. The system consisting of TTPs, together with the services they make available to support the application (including generation and validation) of digital signatures, and of the persons or technical components, who use these services. Note -Sometimes the persons and the technical components participating in a PKI by using the services of TTPs, but not being TTPs themselves, are referred as end entities. An example of a technical equipment used by an end entity is a smart card which may be used as a storage and or processing device.
	3.3.45/X.509

3.12/X.843

	Public Telecommunication Operator (PTO)
	Term used for conciseness to include telecommunication administrations, recognized operating agencies, private (customer and third party) administrations and/or other organizations that operate or use a Telecommunications Management Network (TMN).
	3.24/M.3010

	QoS
	Quality of Service
	4.1(73) /J.170

	Quality of Service constraints
	Quality of Service constraints include: temporal constraints (e.g. deadlines); volume constraints (e.g. throughput); dependability constraints covering aspects of availability, reliability, maintainability, security and safety (e.g. mean time between failures).
	11.2.3/X.902

	RADIUS
	Remote Authentication Dial-In User Service
	4.1(74) /J.170

	RC4
	A variable key length stream cipher offered in the ciphersuite, used to encrypt the media traffic in IPCablecom.
	4.1(75) /J.170

	RDN
	Relative Distinguished Name
	4/X.500

	recipient
	In the context of data transfer, an entity that receives the data in an action that is subject to a non-repudiation service. Note - In the logical model of non-repudiation, other entities may be considered. E.g. the owner is the entity that makes an original message and a transfer agent is the entity that transfers the message; in this context, entities are modeled as originators or recipients.
	3.4.12/X.813

	reflection protection
	A protection mechanism to detect when a protocol data unit has been sent back to the originator.
	3.4.1/X.802

	register security element
	An element to allow the establishment at an MTA of an MTS-user’s permissible security labels, and is provided by the Register service. The Register service enables an MTS-user to change arguments, held by the MTS, relating to delivery of messages to that MTS-user.
	10.3.2.2/X.402

	register security service
	Service to enable the establishment at an MTA of the Security Labels which are permissible for one particular MTS-user. It may be provided using the Register security element.
	10.2.7.1/X.402

	Registration Authority (RA)
	1. An entity who is responsible for identification and authentication of subjects of certificates, but is not a CA or an AA, and hence does not sign or issue certificates. Note - an RA may assist in the certificate application process, revocation process, or both.

2. Authority entitled and trusted to perform the registration service.
3. An administrative role which ensures that OR-addresses are unambiguous, i.e. that each OR-address is allocated to one and only one user.

4. A Registration Authority (RA) verifies (in a TMN environment) the authenticity of every entity (NE, OS, WS, employee, customer, supplier, etc.) that should receive a public key certificate from the TMN's CA. The RA typically consists of a small number of security administrators with access to the CA. An RA typically publishes a Certification Policy Statement (CPS) that specifies under what conditions (e.g. identity check) it would issue a certificate.
	3/X.842

3.13/X.843

3.6.11/X.404

5/Q.817

	registration service
	The service of identifying entities and registering them in a way that allows the secure assignment of certificates to these entities.
	3.14/X.843

	relay attack
	An attack on authentication in which exchange AI is intercepted and then immediately forwarded.
	5.8.2/X.811

	relying party
	A user or agent that relies on the data in a certificate in making decisions.
	3.3.46/X.509

	replay
	Messages whose originators and contents are genuine can be monitored by an unauthorized agent and could be recorded to be replayed to the message’s intended recipient at a later date. This could be done in order to either extract more information from the intended recipient or to confuse him.
	15.2.2/X.400

	replay
	A message, or part of a message, is repeated to produce unauthorized effect. For example, a valid message containing authentication information may be replayed by another entity in order to authenticate itself (as something that it is not).
	A.2.5.2/X.800

	report origin authentication
	1. Allows the originator to authenticate the origin of a delivery/non-delivery report.
2. This element of service allows the originator of a message (or probe) to authenticate the origin of a report on the delivery or non-delivery of the subject message (or probe), (a signature). Report Origin Authentication is on a per-report basis, and uses an asymmetric encryption technique.
	15.4.2/X.400

B.105/X.400

	report origin authentication security element
	Element to enable any MTA or MTS-user who receives a report to authenticate the identity of the MTA which originated the report. This security element uses the Report Origin Authentication Check, which is one of the arguments of the Report Delivery service.
	10.3.1.2.3/X.402

	report origin authentication security service
	Service to enable the corroboration of the source of a report can be provided by using the Report Origin Authentication security element to provide the security service to to the originator of the subject message or probe, as well as to any MTA through which the report is transferred.
	10.2.1.1.3/X.402

	repudiation
	when an MTS-user or the MTS may later deny submitting, receiving, or originating a message, and include: denial of origin, denial of submission, denial of delivery.
	D.5/X.402

	repudiation
	1. Denial by one of the entities involved in a communication of having participated in all or part of the communication.

2. an entity involved in a communication exchange subsequently denies the fact.
	3.3.44/X.800

5/M.3016

	repudiation of messages
	One of the actual communication participants can deny involvement in the communication. This could have serious implications if financial transactions were being performed via MHS.
	15.2.3/X.400

	request for non-repudiation of content received
	This element of service enables the originator of an IP-message to request the recipient of the IP-message to provide an irrevocable proof of the received IP-message content by means of an IP-notification. This element of service may be subscribed to only if the Receipt Notification Request Indication Element of Service is subscribed to. If this element of service is requested, the Request for Proof of Content Received Element of Service shall not be requested. This element of service provides only an indication of the originator’s request. Fulfillment of the request requires support of the Non-repudiation of Content Received Element of Service.
	B.107/X.400

	request for non-repudiation of IP-notification
	This element of service enables the originator of an IP-message to request the recipient of the IP-message to provide irrevocable proof of the origin of an IP-notification generated in response to the IP-message. This element of service may be subscribed to only if the Receipt Notification Request Indication Element of Service is subscribed to. If this element of service is requested, the Request for Proof of IP-notification Element of Service shall not be requested. This element of service provides only an indication of the originator’s request. Fulfilment of the request requires support of the Non-repudiation of IP-notification Element of Service.
	B.108/X.400

	request for proof of content received
	This element of service enables the originator of the IP-message to request the recipient of the IP-message to provide proof of the received IP-message content by means of an IP-notification. This element of service may be subscribed to only if the Receipt Notification Request Indication Element of Service is subscribed to. This element of service provides only an indication of the originator’s request. Fulfilment of the request requires support of the Proof of Content Received Element of Service.
	B.109/X.400

	request for proof of IP-notification
	This element of service enables the originator of the IP-message to request the recipient of the IP-message to provide proof of the origin of an IP-notification generated in response to the IP-message. This element of service may be subscribed to only if the Receipt Notification Request Indication Element of Service is subscribed to. This element of service provides only an indication of the originator’s request. Fulfilment of the request requires support of the Proof of IP-notification Element of Service.
	B.110/X.400

	reveal
	An operation that removes some or all of previously applied confidentiality protection. 
	3.4.5/X.814

	revealing confidentiality information
	Information that is used to perform the reveal operation. 
	3.4.7/X.814

	revocation certificate
	A security certificate issued by a security authority to indicate that a particular security certificate has been revoked.
	3.3.12/X.810

	revocation list certificate
	A security certificate that identifies a list of security certificates that have been revoked.
	3.3.13/X.810

	Revocation of authentication information
	The permanent invalidation of verification authentication information.
	5.2.6./X.811

	RKS
	Record Keeping Server. The device which collects and correlates the various Event Messages.
	4.1(76) /J.170

	role assignment certificate
	A certificate that contains the role attribute, assigning one or more roles to the certificate subject/holder.
	3.3.47/X.509

	role specification certificate
	A certificate that contains the assignment of privileges to a role.
	3.3.48/X.509

	Root Private Key
	The private signing key of the highest level Certification Authority. It is normally used to sign public key certificates for lower-level Certification Authorities or other entities.
	3(29)/J.170 

	Root Public Key
	The public key of the highest level Certification Authority, normally used to verify digital signatures that it generated with the corresponding root private key.
	3(31)/J.170 

	routing control
	The application of rules during the process of routing so as to chose or avoid specific networks, links or relays.
	3.3.45/X.800

	RSA
	:RSA is a public-key cryptosystem developed by Ronald L. Rivest, Adi Shamir, and Leonard M. Adleman in 1977 in an effort to help ensure Internet security.
	3.6/Q.815

	RSVP
	Resource Reservation Protocol
	4.1(77) /J.170

	RTCP
	Real --Time Control Protocol
	4.1(78) /J.170

	RTO
	Retransmission Timeout
	4.1(79) /J.170

	RTP
	Real-Time Protocol.
	4.1(80) /J.170

	rule-based security policy
	A security policy based on global rules imposed for all users. These rules usually rely on a comparison of the sensitivity of the resources being accessed and the possession of corresponding attributes of users, a group of users, or entities acting on behalf of users.
	3.3.46/X.800

	SA
	Security Association.
	4.1(81) /J.170

	scrambler
	Overall mechanisms required to meet the DVB-CSA specification.
	3/J.96 Amd 1

	scrambling
	1. The alteration of the characteristics of a vision/sound/data signal in order to prevent unauthorized reception in a clear form. This alteration is a specified process under the control of the conditional access system (sending end).

2. The process of using an encryption function to render television and data signals unusable to unauthorized parties.
	3.1/J.96

3.20/J.93

	SDP
	Session Description Protocol. 
	4.1(82) /J.170

	seal
	1. A cryptographic checkvalue that supports integrity but does not protect against forgery by the recipient (i.e., it does not provide non-repudiation). When a seal is associated with a data element, that data element is said to be sealed. Note - Although a seal does not by itself provide non-repudiation, some non-repudiation mechanisms make use of the integrity service provided by seals, e.g. to protect communications with trusted third parties.

2. The seal (noun) consists of data associated with a specified part of a document by an originator, which a privileged recipient may use to verify the integrity and authenticity of the specified part.

3. To seal (verb) = to associate a seal with a specified part of a document.
	3.3.14 /X.810 + 

3.8(4)/X.803 + 3.6/X.841

3.182/T.411

3.183/T.411

	secret key
	A key that is used with a symmetric cryptographic algorithm. Possession of a secret key is restricted (usually to two entities).
	3.3.15/X.810

	secure access management
	1. Provides for authentication between adjacent components, and the setting up of the security context.
2. This element of service enables an MTS-user to establish an association with the MTS, or the MTS to establish an association with an MTS-user, or an MTA to establish an association with another MTA. It also establishes the strong credentials of the objects to interact, and the context and security-context of the association. Secure Access Management can use either an asymmetric or a symmetric encryption technique. When access security is achieved through strong credentials, they can be periodically updated.
	15.4.6/X.400

B.114/X.400

	secure access management security elements
	Elements designed to support the Secure Access Management security service and the security management services by the use of Security Context Security Element, Register Security Element and MS-Register Security Element
	10.3.2/X.402

	secure access management security service
	Service to provide protection for resources against their unauthorised use. It has two components: the Peer Entity Authentication and the Security Context security services.
	10.2.2/X.402

	secure data compression facility
	An optional FRCP (Frame Relay Compression and Privacy Protocol) facility responsible for enabling and initiating secure data compression algorithms on both ends of the link and negotiated between peer devices. The mode and algorithms are selected independently for each direction of a virtual connection. The FRCP provides support for loss-of-synchronization detection and resynchronization procedures.
	12/X.272

	secure interaction rules
	1. Security policy rules that regulate interactions between security domains.

2. Common aspects of the rules necessary in order for interactions to take place between security domains.
	3.3.24/X.810

3.8(11)/X.803

	secure signature
	A mathematical process by which the origin and integrity of a transmitted message can be ascertained. NOTE – If a secure signature system is used, the originator cannot deny having sent the message, and the receiver can determine if the message has been modified.
	3.21/J.93

	security
	The term “security” is used in the sense of minimizing the vulnerabilities of assets and resources. An asset is anything of value. A vulnerability is any weakness that could be exploited to violate a system or the information it contains. A threat is a potential violation of security.
	A.2.1/X.800

	security administrator
	A person who is responsible for the definition or enforcement of one or more parts of a security policy.
	3.3.16/X.810

	security alarm
	A message generated when a security-related event that is defined by security policy as being an alarm condition has been detected. A security alarm is intended to come to the attention of appropriate entities in a timely manner. 
	3.5.11/X.816

	security alarm administrator
	An individual or process that determines the disposition of security alarms. 
	3.5.12/X.816

	security association
	1.
A relationship between two or more entities for which there exist attributes (state information and rules) to govern the provision of security services involving those entities.

2.
The relationship between lower layer communicating entities for which there exists corresponding security association attributes.
	3.8(5)/X.803

3.4.3/X.802

	security association attributes
	The collection of information required to control the security of communications between an entity and its remote peer(s).
	3.4.2/X.802

	security audit
	An independent review and examination of system records and activities in order to test for adequacy of system controls, to ensure compliance with established policy and operational procedures, to detect breaches in security, and to recommend any indicated changes in control, policy and procedures.
	3.3.47/X.800

	security audit control function
	The security audit control function is a systems management function describing the notification for collection of security events. The security alarm notification defined by this systems management function provides information regarding the operational condition pertaining to security.
	6.1.2.6.2/M.3016

	security audit function
	The security audit function provides monitoring and collection of information about security-related actions, and subsequent analysis of the information to review security policies, controls and procedures. The security audit function includes each of the following elements: alarm collector function; alarm examiner function; audit trail analyser function; audit trail archiver function; audit recorder function; audit trail examiner function; audit trail collector function.
	15.3/X.903

	security audit message
	A message generated as a result of an auditable security-related event. 
	3.5.14/X.816

	security audit record
	A single record in a security audit trail. 
	3.5.15/X.816

	security audit trail
	Data collected and potentially used to facilitate a security audit.
	3.3.48/X.800

	security auditor
	An individual or a process allowed to have access to the security audit trail and to build audit reports. 
	3.5.16/X.816

	security authority
	1. An entity that is responsible for the definition, implementation or enforcement of security policy. The entity accountable for the administration of a security policy within a security domain.

2. The administrator responsible for the implementation of a security policy.
	3.3.17/X.810

3.7/X.841

15.1.2/X.903

	security capabilities
	In the context of message handling, the mechanisms that protect against various security threats.
	A.113/X.400

	security certificate
	A set of security-relevant data issued by a security authority or trusted third party, together with security information which is used to provide the integrity and data origin authenti​cation services for the data. Note - All certificates are deemed to be security certificates. The term security certificate in the X.800 series is adopted in order to avoid terminology conflicts with X.509.
	3.3.18/X.810

	security certificate chain
	An ordered sequence of security certificates, in which the first security certificate contains security-relevant information, and each subsequent security certificate contains security information which can be used in the verification of previous security certificates
	3.3.19/X.810

	security communication function (SCF)
	A function supporting the transfer of security-related information between open systems.
	3.8(6)/X.803

	security context
	1. An argument of the MTS-bind and MTA-bind services, and may be temporarily altered for submitted or delivered messages. The Security Context consists of one or more Security Labels defining the sensitivity of interactions that may occur in line with the security policy in force.

2. One or more security-labels that define the sensitivity of interactions that may occur between the MTS-user and the MTS for the duration of the association, in line with the security-policy in force. The security-context shall be one that is allowed by the registered user-security-labels of the MTS-user and by the security-labels associated with the MTA of the MTS.
	10.3.2.1/X.402

8.1.1.1.1.3/X.411

	security context attribute type
	Attribute type  to identify the security-context within which members of a connection-group interact
	7.2.3.5/X.412

	security context security element 
	An element identifying the context of the connection specified by the bind operation when an MTS-user or an MTA binds to an MTA or MTS-user to limit the scope of passage of messages by reference to the labels associated with messages. . 
	10.3.2.1/X.402

	security context security service
	Service to limit the scope of passage of messages between entities by reference to the Security Labels associated with messages supported by the Security Context and the Register security elements,.and closely related to the Message Security Labelling security service, which provides for the association of messages and Security Labels.
	10.2.2.2/X.402

	security domain
	1. A set of elements, a security policy, a security authority and a set of security relevant activities in which the set of elements are subject to the security policy, administered by the security authority, for the specified activities.

2. A set of elements, a security policy, a security authority and a set of security relevant activities in which the set of elements are subject to the security policy for the specified activities, and the security policy is administered by the security authority, for the security domain. 

3. A collection of users and systems subject to a common security policy.

4. The set of resources subject to a single security policy.

5. The set of entities and parties that are subject to a single security policy and a single security administration. There are inter-security domain and intra-security domain relationships.

6. A domain in which the members are obliged to follow a security policy established and administered by a security authority. NOTE – The security authority is the controlling object for the security domain.
	3.8(7)/X.803

3.3.20/X.810

3.8/X.841

3.184/X.411

2.2/M.3016

15.1.3/X.903

	security domain authority
	A security authority that is responsible for the implementation of a security policy for a security domain.
	3.3.21/X.810

	security elements
	Elements of the MHS services described in ITU‑T Rec. X.411 and classified as Authentication Security Elements, Secure Access Management Security Elements, Data Confidentiality Security Elements, Data Integrity Security Elements, Non-repudiation Security Elements, Security Label Security Elements, Security Management Security Elements.
	10.3/X.402

	security error
	An abstract-error to report that the requested abstract-operation could not be provided by the MTS or MTS‑user because it would violate the security-policy in force.
	8.2.2.8/X.411

	security exchange
	A transfer or sequence of transfers of application-protocol-control-information between open systems as part of the operation of one or more security mechanisms.
	3.8(8)/X.803

	security exchange function
	A security communication function, located in the Application Layer, that provides the means for communicating security information between AE-invocations.
	3.8 (10)/X.803

	security exchange item (SEI)
	A logically-distinct piece of information corresponding to a single transfer (in a sequence of transfers) in a security exchange.
	3.8 (9)/X.803

	security exchange service element (SESE)
	An ASE (application service element) which allows the communication of security information to support the provision of security services within the Application Layer, i.e. which provides for the communication of information associated with any security exchange, where this service is typically used for the transfer of authentication, access control, non-repudiation or security management information.
	1.2, 6/X.831

	security feature
	An optional extension to the MHS that can be, independently from the communications services provided by other lower or higher (layer) entities, used to minimise the risk of exposure of assets and resources to violations of a security policy (threats).
	10/X.402

	security functions
	functions that address requirements for confidentiality, integrity, availability and accountability. They comprise: the access control function; the security audit function; the authentication function; the integrity function; the confidentiality function; the non-repudiation function; and the key management function.
	8.8.4/X.901

11/X.903

	security information (SI)
	Information needed to implement security services.
	3.3.22/X.810 

	Security Information Object (SIO)
	An instance of a Security Information Object (SIO) Class. Note - The specification of each SIO in X.841 contains: a description of the SIO, an explanation of the usage of the SIO, and a description of the components of the SIO including the ASN.1 specification and the object identifier of the object class being defined.
	3.9, 5.3/X.841

	Security Information Object Class
	An Information Object Class that has been tailored for security use.
	3.10/X.841

	security interaction policy
	Those aspects of the security policies of different security domains that are necessary in order for interactions to take place between those domains.
	15.1.4/X.903

	security label
	1. A marking of a document, which specifies the handling of the document according to the security policy in force. 

2. (The set of resources to) define the sensitivity of interactions that may occur between the MTS-user and the MTS for the duration of the association, in line with the security-policy in force.

3. The marking bound to a resource (which may be a data unit) that names or designates the security attributes of that resource. Note - The marking and/or binding may be explicit or implicit
	3.185/T.411

8.1.1.1.1.3/X.411

3.3.49/X.800 = 3.11/X.841

	security label security elements
	These elements exist to support security labelling in the MHS.
	10.3.6/X.402

	security level violation
	If a management domain within MHS employs different security clearance levels (e.g. public, personal, private and company confidential), then users must be prevented from sending or receiving any messages for which they have an inadequate security clearance level if the management domain’s security is not to be compromised.
	15.2.3/X.400

	security management
	Security management comprises all activities to establish, maintain and terminate the security aspects of a system. Topics covered are: management of security services; installation of security mechanisms; key management (management part); establishment of identities, keys, access control information, etc.; management of security audit trail and security alarms.
	6.5/M.3016

	security management security elements
	See Change Credentials Security Element.
	10.3.7/X.402

	security management services
	A number of security management services are needed by the MHS, but ITU‑T Rec. X.411 is concerned only with changing credentials and registering MTS-user security labels.
	10.2.7/X.402

	security model
	a framework for describing the security services that counter potential threats to the MTS and the security elements that support those services.
	10/X.402

	security policy
	1. The set of rules laid down by the security authority governing the use and provision of security services and facilities.

2. The set of criteria for the provision of security services. Note - See identity-based and rule-based security policy. A complete security policy will necessarily address many concerns which are outside of the scope of OSI.

3. The set of rules that specify the procedures and services required to maintain the intended level of security of a set of resources.

4. A set of rules that constrains one or more sets of activities of one or more sets of objects.
	3.3.51/X.509

3.3.50/X.800,   + 3.12/X.841

3.186/T.411

15.1.1/X.903

	Security Policy Information File
	A construct that conveys domain-specific security policy information. Note - The Security Policy Information File is a signed object to protect it from unauthorized changes.
	3.13, 6.2.1 /X.841

	security policy rules
	A representation of a security policy for a security domain within a real system.
	3.3.25/X.810

	security problem
	An identifier for the cause of the violation of the security-policy.
	8.2.2.8/X.411

	security profile
	A (sub)set of consistent, interoperable procedures and features out of H.235 useful for securing H.323 multimedia communication among the involved entities in a specific scenario.
	3.17/H.235

	security recovery
	Actions that are taken and procedures that are carried out when a violation of security is either detected or suspected to have taken place.
	3.3.23/X.810

	security report
	A report that results from the analysis of the security audit trail and that can be used to determine whether a breach of security has occurred. 
	3.5.17/X.816

	security rules
	Local information which, given the security services selected specify the underlying security mechanisms to be employed, including all parameters needed for the operation of the mechanism. Note - Security rules are a form of secure interaction rules as defined in the Upper Layers Security Model
	3.4.4/X.802

	security service
	A service, provided by a layer of communicating open systems, which ensures adequate security of the systems or of data transfers.
	3.3.51/X.800

	security service classes
	The broad classes of Message Transfer security services in MHS are: origin authentication security services, secure access management security services, data confidentiality security services, data integrity security services, non-repudiation security services, message security labelling security service, security management services.
	10.2/X.402

	security state
	State information that is held in an open system and that is required for the provision of security services.
	3.8(12)/X.803

	security token
	A set of data protected by one or more security services, together with security information used in the provision of those security services, that is transferred between communicating entities.
	3.3.26/X.810

	security transformation
	1. A set of functions (system security functions and security communication functions) which, in combination, operate upon user data items to protect those data items in a particular way during communication or storage.

2. A security function (or combination of security functions) applied to user data to protect that data during communication or storage, which involves an encoding process applied prior to communication or storage, and a decoding process which may be (but need not always be) applied upon receipt or retrieval. 
	3.8(15)/X.803

7.1/X.830

	security-related event
	Any event that has been defined by security policy to be a potential breach of security, or to have possible security relevance. Reaching a pre-defined threshold value is an example of a security-related event. 
	3.5.13/X.816

	selective field confidentiality
	A security service to provide confidentiality of selected fields within the (N)-user-data on an (N)-connection or in a single connectionless (N)-SDU.
	5.2.3.3/X.800

	selective field connection integrity
	A security service to provide the integrity of selected fields within the (N)-user data of an (N)-SDU transferred over a connection and takes the form of determination of whether the selected fields have been modified, inserted, deleted or replayed.
	5.2.4.3/X.800

	selective field connectionless integrity
	A security service to provide the integrity of selected fields within a single connectionless SDU and takes the form of determination of whether the selected fields have been modified.
	5.2.4.5/X.800

	selective field protection
	The protection of specific fields within a message which is to be transmitted.
	3.3.52/X.800

	sensitivity
	1. Characteristic of a resource that implies its value or importance.

2. The characteristic of a resource which implies its value or importance, and may include its vulnerability.
	3.3.49/X.509

3.3.53/X.800

	sensitivity indication
	This element of service allows the originator of an IP-message to specify guidelines for the relative sensitivity of the message upon its receipt. It is the intent that the sensitivity indication should control such items as:  1)  Whether the recipient should have to prove his identity to receive the IP-message.  2)  Whether the IP-message should be allowed to be printed on a shared printer.  3)  Whether an IPM UA should allow the recipient to forward the received IP-message.  4)  Whether the IP-message should be allowed to be auto-forwarded.  The sensitivity indication can be indicated to the recipient or interpreted directly by the recipient’s IPM UA. If no sensitivity level is indicated, it should be assumed that the IP-message’s originator has advised no restriction on the recipient’s further disposition of the IP-message. The recipient is free to forward, print, or otherwise do as he chooses with the IP-message. Three specific levels of sensitivity above the default are defined:  1)  Personal, the IP-message is sent to the recipient as an individual, rather than to him in his role. There is no implication that the IP-message is private, however.  2)  Private, the IP-message contains information that should be seen (or heard) only by the recipient, and not by anyone else. The recipient’s IPM UA can provide services to enforce this intent on behalf of the IP-message’s originator.  3)  Company-confidential, the IP-message contains information that should be treated according to company-specific procedures.
	B.115/X.400

	service relationship
	References an established security association between two functional entities, assuming that at least a shared key is present. This Recommendation uses the term service relationship to reference an established security association between two functional entities, such as between a visited border element (V-BE) and a home border element (H-BE). Among other parameters of such a service relationship, it is essential that at least a shared key ZZn be present, by which traffic between both functional entities is secured (e.g. IPSEC or Annex D/H.235).
	3/H.530 + 4.6/H.530


	service request
	Means either a connection establishment or a connectionless service request.
	6.2.1.1/X.800

	session word
	A word assigned during a transmission by the Management Centre.
	3/J.96 Amd 1

	SG
	Signaling Gateway. An SG is a signaling agent that receives/sends SCN native signaling at the edge of the IP network. In particular the SS7 SG function translates variants ISUP and TCAP in an SS7-Internet Gateway to a common version of ISUP and TCAP.
	4.1(83) /J.170

	SHA-1
	The secure hash algorithm, revision 1 is a 160-bit hash function, mandated by the National Institute for Standards Technology (NIST-USA), with security mechanisms similar to MD5. SHA-1 is defined by the United States Government in FIPS 180-1. It is a mechanism to reduce a lengthy text message to a short digest of 160 bits that is both one-way (i.e. non-reversible) and not susceptible to collisions from multiple different texts. Because SHA generates a 160-bit hash (message digest) it is much safer from brute-force cryptographic attacks than MD5. Digests (see hash value) are best thought of as the digital fingerprint of a message. It is a relatively fast, low-overhead and secure algorithm. SHA-1 can be used to support integrity protection (by itself), or for non-repudiation (in conjunction with public key encryption). 

The SHA-1 Message Digest Algorithm is described in Appendix II/Q.815
	3.7/Q.815

	shared secret
	Refers to the security key for the cryptographic algorithms; it may be derived from a password. This Recommendation uses the term shared secret for a security key that is part of the security parameters for the cryptographic algorithms; it can be derived from a password (see H.235 procedure 10.3.5) or it can be assigned per configuration or by other means. Likewise, the mobile terminal may have been assigned a separate security shared secret by the home domain for the purpose of terminal authentication.
	3/H.530 + 4.7/H.530

	shield
	The conversion of data into integrity-protected data. 
	3.5.4/X.815

	signature
	See digital signature.
	3.3.54/X.800

	Signature Generation role
	The role, in which a TTP is trusted to provide evidence in the form of a digital signature on behalf of the evidence subject. Note - The Signature Generation role is a particular case of the Evidence Generation role.
	5.2/X.813

	Signature Verification role
	The role, in which a TTP is trusted by the evidence user to verify evidence in the form of a digital signature. Note - The Signature Verification role is a particular case of the Evidence Verification role.
	5.2/X.813

	simple authentication
	Authentication by means of simple password arrangements.
	3.3.50/X.509

	single-item-bound security association
	 A security association applying to a single independently-protected presentation data value which is not associated with a presentation context; attributes of the security association are indicated explicitly along with the presentation data value encoding. 
	3.8.2/X.830

	SIP
	Session Initiation Protocol. An application-layer control (signaling) protocol for creating, modifying, and terminating sessions with one or more participants.
	4.1(84) /J.170

	SIP+
	Session Initiation Protocol Plus. An extension to SIP.
	4.1(85) /J.170

	SNMP
	Simple Network Management Protocol
	4.1(86) /J.170

	Source of Authority (SOA)
	An Attribute Authority that a privilege verifier for a particular resource trusts as the ultimate authority to assign a set of privileges.
	3.3.52/X.509

	spamming
	A denial-of-service attack when sending unauthorized data in excess to a system. A special case is media spamming when sending RTP packets on UDP ports. Usually the system is flooded with packets; the processing consumes precious system resources.
	3.18/H.235

	specialized access
	In the context of message handling, the involvement of specialized access units providing intercommunication between message handling services and other telecommunication services.
	A.114/X.400

	Specific SIO Class
	An SIO Class in which the data types for all components are fully specified.
	3.14/X.841

	SS7
	Signaling System number 7. An architecture and set of protocols for performing out-of-band call signaling with a telephone network.
	4.1(87) /J.170

	strong authentication
	Authentication by means of cryptographically derived credentials.
	3.3.53/X.509

	submission time stamp indication
	This element of service enables the MTS to indicate to the originating UA and each recipient UA the date and time at which a message was submitted to the MTS. In the case of physical delivery, this element of service also enables the PDAU to indicate the date and time of submission on the physical message.
	B.130/X.400

	symmetric authentication method
	A method of authentication in which both entities share common authentication information.
	3.16/X.811

	symmetric cryptographic algorithm
	An algorithm for performing encipherment or the corresponding algorithm for performing decipherment in which the same key is required for both encipherment and decipherment.
	3.3.27/X.810

	system
	Something of interest as a whole or as comprised of parts. Therefore a system may be referred to as an entity. A component of a system may itself be a system, in which case it may be called a subsystem. NOTE – For modelling purposes, the concept of system is understood in its general, system-theoretic sense. The term “system” can refer to an information processing system but can also be applied more generally.
	6.5/X.902

	system security function
	A capability of an open system to perform security-related processing.
	3.8 (13)/X.803

	system security object
	An object that represents a set of related system security functions.
	3.8 (14)/X.803

	tag
	A type denotation which is associated with every ASN.1 type.
	3.8.63/X.680

	tagged types
	A type defined by referencing a single existing type and a tag; the new type is isomorphic to the existing type, but is distinct from it.
	3.8.64/X.680

	tagging
	Replacing the existing (possibly the default) tag of a type by a specified tag.
	3.8.65/X.680

	target
	An entity to which access may be attempted.
	3.4.23/X.812

	TCAP
	Transaction Capabilities Application Protocol. A protocol within the SS7 stack that is used for performing remote database transactions with a Signaling Control Point.
	4.1(88) /J.170

	TD
	Timeout for Disconnect
	4.1(89) /J.170

	terminal address
	A number used to identify a unique terminal or fixed network access point on a network.
	1.3.7/F.851

	TFTP
	Trivial File Transfer Protocol
	4.1(90) /J.170

	TGS
	Ticket Granting Server. A sub-system of the KDC used to grant Kerberos tickets.
	4.1(91) /J.170

	threat
	1. A potential violation of security.

2. see MHS-security threat, access threat, inter-message threat, intra-message threat and data-store threat.
	3.3.55/X.800 

X.400 series

	threat forms
	Indicative rather than definitive list of forms of threats in an MHS: masquerade, message sequencing, modification of information, denial of service, leakage of information, repudiation, other MHS threats.
	Annex D/X.402

	threats countering
	Use of physical security, computer security (COMPUSEC), or security services provided by the MHS
	10/X.402

	threats, broad classes of
	Origin authentication security services, secure access management security services, data confidentiality security services, data integrity security services, non-repudiation security services, message security labelling security service, security management services, 
	10/X.402

	Time Stamping Authority (TSA)
	TTP to create time stamp tokens in order to indicate that a message existed at a particular point in time, to provide a "proof-of-existence" for this particular message at an instant in time. A TSA may also be used when a trusted time reference is required and when the local clock available cannot be trusted by all entities. The TSA's role is to time stamp the imprint of a message to establish evidence indicating the time before which the message was generated.
	7.1.1/X.842

	Time Stamping role
	The role, in which a TTP is trusted to provide evidence which includes the time when the time stamping request was received.
	5.2/X.813

	Time Stamping Service
	1. TTP service to seal a digital document by cryptographically binding a trusted time to it (typically to hash representation of it called ”message digest” or ”message imprint”), thus providing a means to detect any modification, such as backdating and avoid replay attacks or other forgeries. Time stamping service relies on the authenticity of the clock that is used, therefore, the TTP needs a time stamping service which uses a clock of very high reliability, availability and trustworthiness.

2. A service which attests the existence of electronic data at a precise instant of time. Note -Time stamping services are useful and probably indispensable to support long term validation of signatures. They will be defined in a separate document.
	7.1/X.842

3.15/X.843

	time variant parameter
	A data item used by an entity to verify that a message is not a replay.
	3.17/X.811

	TMN access control
	TMN access control can be divided into three types: Management association access control; Management notification access control; Managed resource access control.
	6.1.2.2/M.3016

	traffic analysis
	Analysis of message traffic between MH users can reveal to an eavesdropper how much data (if any) is being sent between users and how often. Even if the eavesdropper cannot determine the actual contents of the messages, he can still deduce a certain amount of information from the rate of traffic flow (e.g. continuous, burst, sporadic or none).
	15.2.2/X.400

	traffic analysis
	The inference of information from observation of traffic flows (presence, absence, amount, direction and frequency).
	3.3.56/X.800

	traffic flow confidentiality
	A confidentiality service to protect against traffic analysis, i.e. a security service to provide the protection of the information which might be derived from observation of traffic flows.
	3.3.57,5.2.3.4 /X.800

	traffic padding
	The generation of spurious instances of communication, spurious data units and/or spurious data within data units.
	3.3.58/X.800

	trapdoor
	The result of an action, in which an entity of a system is altered to allow an attacker to produce an unauthorized effect on command or at a predetermined event or sequence of events. For example, a password validation could be modified so that, in addition to its normal effect, it also validates an attacker's password.
	A.2.5.7/X.800

	Trojan horse
	When introduced to the system, the Trojan horse has an unauthorized function in addition to its authorized function. A relay that also copies messages to an unauthorized channel is a Trojan Horse.
	A.2.5.8/X.800

	true
	One of the distinguished values of the boolean type (see "false").
	3.8.66/X.680

	trust
	1.   Generally, an entity can be said to “trust” a second entity when it (the first entity) makes the assumption that the second entity will behave exactly as the first entity expects. This trust may apply only for some specific function. The key role of trust in this framework is to describe the relationship between an authenticating entity and a authority; an entity shall be certain that it can trust the authority to create only valid and reliable certificates.

2.    Entity X is said to trust entity Y for a set of activities if and only if entity X relies upon entity Y behaving in a particular way with respect to the activities.
	3.3.54/X.509

3.3.28/X.810

	trusted entity
	An entity that can violate a security policy, either by performing actions which it is not supposed to do, or by failing to perform actions which it is supposed to do.
	3.3.29/X.810

	trusted functionality
	Functionality perceived to be correct with respect to some criteria, e.g., as established by a security policy.
	3.3.59/X.800

	trusted third party (TTP)
	A security authority or its agent that is trusted (by other entities) with respect to some security-relevant activities (in the context of a security policy).
	3.3.30/X.810

	Trusted Third Party (TTP) for confidentiality facilities
	1. The entity which distributes either hiding-confidentiality-information or revealing-confidentiality-information to the entities exchanging confidentiality-protected-data.

2. An organisation or its agent that provides one or more security services, and is trusted by other entities with respect to activities related to these security services.
	E.1.3/X.814

4/X.842

	type
	A named set of values.
	3.8.67/X.680

	UDP
	User Datagram Protocol. 
	4.1(92) /J.170

	unauthorized access
	An entity attempts to access data in violation of the security policy in force
	5/M.3016

	unconditionally trusted entity
	A trusted entity that can violate a security policy without being detected.
	3.3.31/X.810

	unilateral authentication
	Assurance of the identity of only one principal.
	5.2.4/X.811

	unique number
	A time variant parameter generated by a claimant.
	3.18/X.811

	Universal Personal Telecommunication (UPT)
	UPT enables access to telecommunication services while allowing personal mobility. It enables each UPT user to participate in a user-defined set of subscribed services and to initiate and receive calls on the basis of a personal, network-transparent UPT number across multiple networks on any fixed or mobile terminal, irrespective of geographical location, limited only by terminal and network capabilities and restrictions imposed by the network operator.
	1.3.10/F.851

	unshield
	The conversion of integrity protected data into the data originally shielded. 
	3.5.5/X.815

	user (of the directory)
	The end user of the Directory, i.e. the entity or person which accesses the Directory.
	3.5.3/X.500

	user authentication
	Establishing proof of the identity of the human user or application process.
	6.2.1.2/M.3016

	user/UA capabilities registration
	This element of service enables a UA to indicate to its MTA, through registration, the categories of message it is capable of handling, and which the MTA may deliver to it. A message category is defined as a combination of various properties:  1)  the content-type(s) of messages which may be delivered;  2)  the encoded information type(s) of messages which may or may not be delivered;  3)  additional properties, including the maximum message length, and the security labels present. NOTE – It is possible to register certain encoded information types such that they cause a message to be delivered regardless of the other encoded information types present. A user may declare certain encoded information types undeliverable to cause the MTS to perform implicit conversion.  The UA may specify different sets of registration information to control the delivery of different categories of message. The MTA will not deliver to a UA a message that does not match, or exceeds, the capabilities registered.
	B.134/X.400

	validate
	The checking of integrity-protected data to detect loss of integrity. 
	3.5.6/X.815

	value
	A distinguished member of a set of values.
	3.8.71/X.680

	value reference name
	A name associated uniquely with a value within some context.
	3.8.72/X.680

	value set
	A collection of values of a type. Semantically equivalent to a subtype.
	3.8.73/X.680

	verification authentication information (verification AI)
	Information used by a verifier to verify an identity claimed through exchange AI.
	3.19/X.811

	verifier
	1. An entity which is or represents the entity requiring an authenticated identity. A verifier includes the functions necessary for engaging in authentication exchanges.

2. The entity that retrieves information from confidentiality protected data.
	3.20/X.811

E.1.2/X.814

	viewpoint (on a system):
	A form of abstraction achieved using a selected set of architectural concepts and structuring rules, in order to focus on particular concerns within a system.
	3.2.7/X.902

	visited border element (V-BE)
	This is a border element (BE, defined as special mobility functional entity) placed within the visited domain.
	4.8/H.530

	vulnerability
	Any weakness that could be exploited to violate a system or the information it contains.
	A.2.1/X.800

	X.509 certificate
	A public key certificate specification developed as part of the ITU-T X.500 standards directory.
	3(30)/J.170


Appendix 1, List of Recommendations referred to in the table of terms and definitions

	ITU-T Rec. | ISO/IEC Standard
	Title

	X.217 (1995) | ISO/IEC 8649 : 1996
	Information technology -- Open Systems Interconnection -- Service definition for the Association Control Service Element (ACSE) 

	X.272 (2000)
	Data compression and privacy over frame relay networks

	F.400/X.400 (1999) | ISO/IEC 10021-1:1999
	Information technology – Message Handling Systems (MHS): System and service overview

	F.440 (1992)
	Message Handling Services: The Voice Messaging Service. Annex G: Secure voice messaging elements of service; Annex H: Voice Messaging security overview

	F.851 (1995)
	Universal Personal Telecommunication - Service description (service set 1)

	H.233 (1995)
	Confidentiality system for audiovisual services.

	H.234 (1994)
	Encryption key management and authentication system for audiovisual services.

	H.235 (2000)
	Security and encryption for H-series multimedia terminals .

	H.323 (2000) Annex J
	Security for H.323 Annex F.

	H.530 (2002)
	Symmetric security procedures for H.323 mobility in H.510

	J.170 (2001) 
	IPCablecom security specification (J.sec)

	M.3010
	Telecommunications management network. Principles for a telecommunications management network

	M.3016
	TMN security overview

	M.3040
	TMN management functions

	M.3210.1 (2001)
	TMN management services for IMT-2000 security management

	M.3320
	chapter 4 Security considerations

	Q.1228
	chapter 19 IN generic interface security

	Q.813
	Security transformations application service element for remote operations service element (STASE-ROSE)

	Q.815
	Specification of a security module for whole message protection

	Q.817
	TMN PKI − Digital certificates and certificate revocation lists profiles

	T.411 (1993) | ISO/IEC 8613-1:1994
	Information technology – Open Document Architecture (ODA) and interchange format: Introduction and general principles.

	X.217 (1995) | ISO/IEC 8649
	Service definition for the Association Control Service Element 

	X.400/F.400 (1999) | ISO/IEC 10021-1:1999
	Information technology – Message Handling Systems (MHS): System and service overview

	X.402 (1999) | ISO/IEC TR 10021-2:1999
	Information technology – Message Handling Systems (MHS) – Overall architecture

	X.404 (1999) | ISO/IEC TR 10021-11:1999
	Information technology – Message Handling Systems (MHS): MHS Routing – Guide for messaging system managers

	X.411 (1999) | ISO/IEC TR 10021-4:1999
	Information technology – Message Handling Systems (MHS) – Message transfer system: Abstract service definition and procedures.

	X.412 (1999) | ISO/IEC TR 10021-10:1999
	Information technology – Message Handling System (MHS) – MHS Routing

	X.500 (2001) | ISO/IEC 9594-1:2001
	Information technology – Open Systems Interconnection – The Directory: Overview of concepts, models and services

	X.501 (2001) | ISO/IEC 9594-2:2001
	Information technology – Open Systems Interconnection – The Directory: Models.

	X.509 (2000) | ISO/IEC 9594-8 
	Information technology – Open Systems Interconnection - The directory: Public-key and attribute certificate frameworks (version 4)

	X.680 (1997) | ISO/IEC 8824-1.
	Information technology - Abstract Syntax Notation One (ASN.1): Specification of basic notation

	X.681 (1997) | ISO/IEC 8824-2.
	Information technology - Abstract Syntax Notation One (ASN.1): Information object specification

	X.800 (1991) | ISO/IEC 7498-2
	Security architecture for Open Systems Interconnection for CCITT applications

	X.802 (1995) | ISO/IEC TR13594
	Information technology - Lower layers security model.

	X.803 (1994) | ISO/IEC 10745
	Information technology - Upper layers security model.

	X.810 (1995) | ISO/IEC 10181-1
	Information technology - Open Systems Interconnection - Security frameworks for open systems:  Overview

	X.811 (1995) | ISO/IEC 10181-2
	Information technology - Open Systems Interconnection - Security frameworks for open systems: Athentication framework

	X.812 (1995) | ISO/IEC 10181-3
	Information technology - Open Systems Interconnection - Security frameworks for open systems: Access Control framework

	X.813 (1996) | ISO/IEC 10181-4
	Information technology - Open Systems Interconnection - Security frameworks for open systems:  Non-repudiation framework

	X.814 (1995) | ISO/IEC 10181-5
	Information technology - Open Systems Interconnection - Security frameworks for open systems:  Confidentiality framework

	X.815 (1995) | ISO/IEC 10181-6
	Information technology - Open Systems Interconnection - Security frameworks for open systems:  Integrity framework

	X.816 (1995) | ISO/IEC 10181-7
	Information technology - Open Systems Interconnection - Security Frameworks for open systems:  Security audit and alarms framework

	X.830 (1995) | ISO/IEC 11586-1
	Information technology - Open Systems Interconnection - Generic upper layers security:  Overview, models and notation

	X.831 (1995) | ISO/IEC 11586-2
	Information technology - Open Systems Interconnection - Generic upper layers security:  Security Exchange Service Element (SESE) service definition

	X.832 (1995) | ISO/IEC 11586-3
	Information technology - Open Systems Interconnection - Generic upper layers security:  Security Exchange Service Element (SESE) protocol specification

	X.833 (1995) | ISO/IEC 11586-4
	Information technology - Open Systems Interconnection - Generic upper layers security:  Protecting transfer syntax specification

	X.834 (1996) | ISO/IEC 11586-5
	Information technology - Open Systems Interconnection - Generic upper layers security:  Security Exchange Service Element (SESE) Protocol Implementation Conformance Statement (PICS) proforma 

	X.835 (1996) | ISO/IEC 11586-6
	Information technology:  Open Systems Interconnection - Generic upper layers security : Protecting transfer syntax Protocol Implementation Conformance Statement (PICS) proforma

	X.841 (2000) | ISO/IEC 15816
	Information technology - Security techniques - Security Information Objects for access control

	X.842 (2000)| ISO/IEC TR 14516
	Information technology - Security techniques - Guidelines for the use of Trusted Third Party services

	X.843 (2000) | ISO/IEC 15945
	Information technology - Security techniques - Specification of TTP services to support the application of digital signatures

	X.690 (1997) | ISO/IEC 8825-1
	Information technology  –  ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER), December, 1997.

	X.901 (1995) | ISO/IEC 10746-1 : 1996
	Information technology – Open Distributed Processing – Reference Model: Overview.

	X.902 (1995) | ISO/IEC 10746-2 : 1996
	Information technology – Open Distributed Processing – Reference Model: Foundations.

	X.903 (1995) | ISO/IEC 10746-3 : 1996
	Information technology – Open Distributed Processing – Reference Model: Architecture.

	X.904 (1997) | ISO/IEC 10746-4 : 1998
	Information technology – Open Distributed Processing – Reference Model: Architectural semantics.


Appendix 2, List of terms and definitions referred to in ITU-T security related Recommendations but defined in referred non ITU-T documents

	Term
	Definition
	Referred to by

	accreditation authority
	Entity trusted by all members of a group of entities for the purposes of the generation of private accreditation information [defined in ISO/IEC 9798-5].
	3/X.842

	asset
	Anything that has value to the organization [defined in ISO/IEC 13335-1].
	3/X.842

	asymmetric cryptographic technique
	A cryptographic technique that uses two related transformations, a public transformation (defined by the public key) and a private transformation (defined by the private key). The two transformations have the property that, given the public transformation, it is computationally infeasible to derive the private transformation [defined in ISO/IEC 11770-1].
	3/X.842

	audit/assessment
	[defined in ISO/IEC 8402 – but ISO/IEC 8402 was withdrawn].
	3/X.842

	authenticity
	The property that ensures that the identity of a subject or resource is the one claimed. Authenticity applies to entities such as users, processes, systems and information [defined in ISO/IEC 13335-1].
	3/X.842

	block chaining
	The encipherment of information such that each block of ciphertext is cryptographically dependent upon the preceding ciphertext block [defined in ISO/IEC 10116].
	3/X.811

	digital signature
	Data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to prove the origin and integrity of the data unit and protect against forgery e.g., by the recipient [defined in ISO/IEC 9798-1].
	X.842

	domain parameter
	A data item, which is common to and known by or accessible to all entities within the domain [defined in ISO/IEC 14888-1].
	3/X.843

	hash function
	A function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties: a) It is computationally infeasible to find for a given output, an input which maps to this output.  b) It is computationally infeasible to find for a given input, a second input which maps to the same output. NOTE - Computational feasibility depends on the specific security requirements and environment [defined in ISO/IEC 10118-1].
	3/X.843

	hash-code (hash-value)
	The string of bits which is the output of a hash-function.  NOTE - The literature on this subject contains a variety of terms that have the same or similar meaning as hash-code. Modification Detection Code, Manipulation Detection Code, digest, hash-result, hash-value and imprint are some examples [defined in ISO/IEC 10118-1].
	3/X.843

	impact
	The result of an unwanted incident [defined in ISO/IEC 13335-1].
	3/X.842

	IT security
	All aspects related to defining, achieving, and maintaining confidentiality, integrity, availability, non-repudiation, accountability, authenticity, and reliability [defined in ISO/IEC 13335-1].
	3/X.842

	IT security policy
	Rules, directives and practices that govern how assets, including sensitive information, are managed, protected and distributed within an organization and its IT systems [defined in ISO/IEC 13335-1].
	3/X.842

	key agreement
	The process of establishing a shared secret key between entities in such a way that neither of them can predetermine the value of that key [defined in ISO/IEC 11770-1].
	3/X.842

	key distribution service
	The service of distributing keys securely to authorized entities performed by a Key Distribution Center and described in ISO/IEC 11770-1 [defined in ISO/IEC 11770-1].
	3/X.842

	key management
	The administration and use of the generation, registration, certification, deregistration, distribution, installation, storage, archiving, revocation, derivation and destruction of keying material in accordance with a security policy [defined in ISO/IEC 11770-1].
	3/X.843

	non-repudiation of approval
	[Is not defined in the referenced ISO/IEC 13888-1]
	3/X.842

	non-repudiation of creation 
	This service is intended to protect against an entity's false denial of having created the content of a message (i.e. being responsible for the content of a message) [defined in ISO/IEC 13888-1].
	3/X.842

	non-repudiation of delivery
	This service is intended to protect against a recipient's false denial of having received the message and recognised the content of a message [defined in ISO/IEC 13888-1].
	3/X.842

	non-repudiation of knowledge
	This service is intended to protect against a recipient's false denial of having taken notice of the content of a received message [defined in ISO/IEC 13888-1].
	3/X.842

	non-repudiation of origin
	This service is intended to protect against the originator's false denial of having approved the content of a message and of having sent a message [defined in ISO/IEC 13888-1].
	3/X.842

	non-repudiation of receipt
	This service is intended to protect against a recipient's false denial of having received a message [defined in ISO/IEC 13888-1].
	3/X.842

	non-repudiation of sending
	This service is intended to protect against the sender's false denial of having sent a message [defined in ISO/IEC 13888-1].
	3/X.842

	non-repudiation of submission
	This service is intended to provide evidence that a delivery authority has accepted the message for transmission [defined in ISO/IEC 13888-1]
	3/X.842

	non-repudiation of transport
	This service is intended to provide evidence for the message originator that a delivery authority has delivered the message to the intended recipient [defined in ISO/IEC 13888-1].
	3/X.842

	reliability
	The property of consistent intended behaviour and results [defined in ISO/IEC 13335-1].
	3/X.842

	residual risk
	The risk that remains after implementation of the IT security plan [defined in ISO/IEC 13335-1].
	3/X.842

	risk
	The potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to the organization [defined in ISO/IEC 13335-1].
	3/X.842

	risk analysis
	The systematic process of estimating the magnitude of risks [defined in ISO/IEC 13335-1].
	3/X.842

	risk management
	The total process of identifying, controlling, and eliminating or minimizing uncertain events that may affect IT system resources [defined in ISO/IEC 13335-1].
	3/X.842

	safeguard
	A practice, procedure or mechanism that reduces risk. Note that the term 'safeguard' is normally considered to be synonymous with the term 'control' [defined in ISO/IEC 13335-1].
	3/X.842

	symmetric cryptographic technique
	A cryptographic technique that uses the same secret key for both the originator's and the recipient's transformation. Without knowledge of the secret key, it is computationally infeasible to compute either the originator's or the recipient's transformation [defined in ISO/IEC 11770-1].
	3/X.842

	system integrity
	The property that a system performs its intended function in an unimpaired manner, free from deliberate or accidental unauthorized manipulation of the system [defined in ISO/IEC 13335-1].
	3/X.842

	threat
	A potential cause of an unwanted incident that may result in harm to a system or organization [defined in ISO/IEC 13335-1].
	3/X.842

	time stamp
	time variant parameter which denotes a point in time with respect to a common time reference [defined in ISO/IEC 11770-1].
	3/X.842

	token
	A message consisting of data fields relevant to a particular communication and which contains information that has been transformed using a cryptographic technique [defined in ISO/IEC 9798-1].
	3/X.842

	vulnerability
	A weakness of an asset or group of assets which can be exploited by one or more threats [defined in ISO/IEC 13335-1].
	3/X.842


Appendix 3,  List of non-ITU-T documents (of any type of publicly available specifications) referred to in ITU-T security-related Recommendations

	Standard
	Title -- Content
	Referred by

	ANSI X3.106-1983
	Data Encryption Algorithm – Modes of Operation
	Q.813

	ANSI X3.92-1981
	Data Encryption Algorithm
	Q.813

	AS/NZS 4444
	Australian / New Zealand Standard Code of Practice
	X.842

	BS 7799
	British Standard Code of Practice – Revision 1, 1999
	X.842

	COM(1997)503 (EU)
	'Ensuring Security and Trust in Electronic Communication', Communication from the Commission to the European Parliament, the Council, the Economic and Social Committee and the Committee of the Regions, October 1997
	X.843

	Directive 1999/93/EC
	of the European Parliament and of the Council on a Community framework for electronic signatures of 13 December 1999
	X.843

	ECBS TR 402
	European Committee for Banking Standards, Technical Report 402: Certification Authorities, V.1, 1997
	X.843

	ETSI EG/SEC-003000
	Requirements for Trusted Third Party Services (Edition 1), Version 7.0, July 1997
	X.842, X.843

	FIPS PUB 46-1
	Data Encryption Standard, National Bureau of Standards, US Department of Commerce, Jan. 1988
	Q.813

	FIPS PUB 46-2
	Data Encryption Standard, National Bureau of Standards, US Department of Commerce, Dec. 1993
	Q.813

	FIPS PUB 74
	Guidelines for Implementing and Using the NBS Data Encryption Standard, National Institute of Standards and Technology, US Department of Commerce, April 1981
	Q.813

	FIPS PUB 81
	DES Modes of Operation, National Bureau of Standards, US Department of Commerce, Dec. 1980
	Q.813, J.170

	FIPS PUB 140-1
	Security Requirements for Cryptographic Modules, National Institute of Standards and Technology, U.S. Department of commerce, January 1994   [140-2 is on the NIST WEB-site since July 2001]
	X.842, X.843, J.170

	FIPS PUB 180-1
	Secure Hash Standard (SHS-1), National Institute of Standards and Technology, US Department of Commerce, May 1994
	Q.813, X.843, J.170

	FIPS PUB 186
	Digital Signature Standard (DSS, National Institute of Standards and Technology, US Department of Commerce, May 1995
	Q.813, X.843

	FIPS PUB 197
	Advanced Encryption Standard (AES), National Institute of Standards and Technology, US Department of Commerce, November, 2001
	G.984.3, H.233

	IEEE: P1363
	Standard (Draft), 6. February 1997, Clause 5.3.3  ('Nyberg-Rueppel version') and Clause 5.3.4 ('DSA version')
	X.843

	ISO/IEC 2382-8
	Vocabulary
	

	ISO 3166:(All parts)
	Codes for the representation of names of countries and their subdivisions
	Q.815

	ISO 6523:1984
	Data interchange – Structures for the identification of organizations
	X.217

	ISO/IEC 8402:1994 
	Quality management and quality assurance – Vocabulary (withdrawn)
	X.842

	ISO/IEC 9545:1989
	Information technology - Open Systems Interconnection - Application Layer structure
	X.736, X.740

	ISO 9735:1988
	Electronic data interchange for administration, commerce and transport (EDIFACT) – Application level syntax rules
	M.3320, Q.815

	ISO/IEC 9735-1 …  9735-9:1997/1999
	Electronic data interchange for administration, commerce and transport (EDIFACT) - Application level syntax rules (Part 1 to Part 9)
	X.843

	ISO/IEC 9796-1:
	Information technology – Security techniques – Digital signatures giving message recovery – Part 1: 
	

	ISO/IEC 9796-2:1997
	Information technology – Security techniques – Digital signatures giving message recovery – Part 2: Mechanisms using a hash-function
	X.843

	ISO/IEC 9796-3:1999
	Information technology – Security techniques – Digital signatures giving message recovery – Part 3: Discrete logarithm based Mechanisms
	X.843

	ISO/IEC 9798-1:1991
	Information technology – Security techniques – Entity authentication mechanisms – Part 1: General model
	X.811

	ISO/IEC 9798-1:1997
	Information technology – Security techniques – Entity authentication mechanisms – Part 1: General model
	X.842 

	ISO/IEC 9798-2:1994
	Information technology – Security techniques – Entity authentication – Part 2: Mechanisms using symmetric encipherment algorithms
	X.811, X.842

	ISO/IEC 9798-3:1993
	Information technology – Security techniques – Entity authentication mechanisms – Part 3:

Entity authentication using a public key algorithm
	Q.813, X.811

	ISO/IEC 9798-3:1997
	Information technology – Security techniques – Entity authentication mechanisms – Part 3:

Entity authentication using a public key algorithm
	X.842 

	ISO/IEC 9798-4:1995
	Information technology – Security techniques – Entity authentication – Part 4: Mechanisms

using a cryptographic check function
	X.811, X.842

	ISO/IEC 9798-5:1997
	Information technology - Security techniques - Entity authentication - Part 5: 
	X.842

	ISO/IEC 9979:1991
	Data cryptographic techniques – Procedures for the registration of cryptographic algorithms
	Q.813, M.3016, M.3320, X.273, X.811

	ISO/IEC TR 10000-1:1995
	Information technology – Framework and taxonomy of International Standardized Profiles – Part 1: General principles and documentation framework
	

	ISO/IEC 10116:1991
	Information technology – Modes of operation for an n-bit block cipher algorithm
	X.811

	ISO/IEC 10118-1:1994
	Information technology - Security techniques - Hash-functions - Part 1: General
	X.842, X.843

	ISO/IEC 10118-2:1994
	Information technology - Security techniques - Hash-functions - Part 2: Hash-functions using an n-bit block cipher algorithm
	X.842, X.843

	ISO/IEC 10118-3:1998
	Information technology - Security techniques - Hash-functions - Part 3: Dedicated hash-functions
	X.842, X.843

	ISO/IEC 11578-2:
	Information technology – Open Systems Interconnection – Remote Procedure Call (RPC) – Part 2: Interface Definition Notation
	X.901

	ISO 11166-1:(1994),
	Banking – Key management by means of asymmetric algorithms – Part 1: Principles, procedures and formats
	M.3320

	ISO/IEC 11770-1:1996
	Information technology - Security techniques - Key management - Part 1: Framework
	X.509, Q.813, X.842, X.843

	ISO/IEC 11770-2:1996
	Information technology - Security techniques - Key management - Part 2: Mechanisms using symmetric techniques
	X.842, X.843

	ISO/IEC 11770-3:1997
	Information technology - Security techniques - Key management - Part 3: Mechanisms using asymmetric techniques
	X.842, X.843

	ISO/IEC TR 13335-1:1996
	Information technology - Guidelines for the management of IT Security (GMITS): Part 1 - Concepts and models of IT Security
	X.842

	ISO/IEC TR 13335-2:1997
	Information technology - Guidelines for the management of IT Security (GMITS): Part 2 - Managing and planning IT Security
	X.842

	ISO/IEC TR 13335-3:1997
	Information technology - Security techniques - Guidelines for the management of IT Security (GMITS): Part 3 - Techniques for the management of IT Security
	X.842

	ISO/IEC TR 13335-4:
	Information technology - Security techniques - Guidelines for the management of IT Security (GMITS): Part 4 - Selection of Safeguards
	X.842

	ISO/IEC 13888-1:1997
	Information technology - Security techniques - Non-repudiation - Part 1: General
	X.842, X.843

	ISO/IEC 13888-2:1998
	Information technology - Security techniques - Non-repudiation - Part 2: Mechanisms using symmetric techniques | Using symmetric encipherment algorithms
	X.842, X.843

	ISO/IEC 13888-3:1997
	Information technology - Security techniques - Non-repudiation - Part 3: Mechanisms using asymmetric techniques | Using asymmetric encipherment algorithms
	X.842, X.843

	ISO/IEC 14888-1:1999
	Information technology - Security techniques - Digital signatures with appendix - Part 1: General
	X.843

	ISO/IEC 14888-2:1999
	Information technology - Security techniques - Digital signatures with appendix - Part 2: Identity-based mechanisms
	X.843

	ISO/IEC 14888-3:1999
	Information technology - Security techniques - Digital signatures with appendix - Part 3: Certificate-based mechanisms
	X.843

	ISO/IEC 15408-1:1999
	Information technology - Security techniques - Evaluation criteria for IT Security - Part 1: Introduction and general model
	X.842, X.843

	ISO/IEC 15408-2:1999
	Information technology - Security techniques - Evaluation criteria for IT Security - Part 2:Security functional requirements
	X.842, X.843

	ISO/IEC 15408-3:1999
	Information technology - Security techniques - Evaluation criteria for IT Security - Part 3: Security assurance requirements
	X.842, X.843

	ISO/IEC WD 15443
	Information technology - Security techniques – A framework for IT security assurance
	X.842

	ISO 15782-1
	Banking - Certificate Management- Part 1: Public Key Certificates
	X.842, X.843

	ISO/IEC 15946-2
	Information technology - Security techniques – Cryptographic techniques based on elliptic curves - Part 2: Digital signatures
	X.843

	ISO 15946-3
	Elliptic Curve Key Establishment
	X.842

	ISO Guide 61: 1996
	General Requirement for Assessment and Accreditation of Certification / Registration Bodies
	X.842

	ISO Guide 65: 1996
	General Requirements for Bodies Operating Product Certification Systems
	X.842

	ITSEC
	Information Technology Security Evaluation Criteria (ITSEC), Harmonized Criteria of France, Germany, the Netherlands, the United Kingdom, Version 1.2, June 1992
	X.842, X.843

	Kerberos
	Steiner et al.: Kerberos: an authentication service for open network systems. In the proceeding winter 1988 USENIX Conference, p. 191-202
	X.842

	MISPC
	Minimum Interoperability Specification for PKI Components, NIST Special Publication 800-15, Sept. 1997
	X.842, X.843

	NIST
	Computer Security Handbook,  NIST
	X.842

	PKCS #1
	RSA Laboratories, PKCS #1: RSA Encryption Standard, Version 1.5, November 1993
	X.843

	PKCS #3
	RSA Laboratories, PKCS #3: Diffie-Hellman Key Agreement Standard, Version 1.4, November 1993
	X.843, J.170

	PKCS #5
	RSA Laboratories, PKCS #5: Password-Based Encryption Standard, Version 1.5, November 1993
	X.843

	PKCS #6
	RSA Laboratories, PKCS #6: Extended-Certificate Syntax Standard, Version 1.5, November 1993
	X.843

	PKCS #7
	RSA Laboratories, PKCS #7: Cryptographic Message Standard, Version 1.5, November 1993, Extensions and revisions, 1997
	X.843, J.170

	PKCS #8
	RSA Laboratories, PKCS #8: Private Key Information Syntax Standard, Version 1.5, November 1993
	X.843

	PKCS #9
	RSA Laboratories, PKCS #9: Selected Attribute Types, Version 1.5, November 1993
	X.843

	PKCS #10
	RSA Laboratories, PKCS #10: Certification Request Standard, Version 1.5, November 1993
	X.843

	PKCS #11
	RSA Laboratories, PKCS #11: Cryptographic Token Interface Standard, Version 1.0, April 1995
	X.843

	RFC 0791
	J. Postel "Internet Protocol" Sep-01-1981
	§.8.3.2.1/X.509 

	RFC 0822
	D. Crocker "Standard for the format of ARPA Internet text messages", Aug-13-1982 Obsoleted by RFC2822
	§.8.3.2.1/X.509 

	RFC 1035
	P. Mockapetris "Domain names - Implementation and specification", November 1987
	§.8.3.2.1/X.509 

	RFC 1305
	Network Time Protocol (Version 3) Specification, Implementation and Analysis; IETF,. 1992
	§.6.2/H.530

	RFC 1421
	J. Linn, "Private Enhancement for Electronic Mail: Part 1: Message Encryption and Authentication Procedures", February 1993
	X.842, X.843

	RFC 1422
	S. Kent, "Private Enhancement for Electronic Mail: Part 2: Certificate-Based Key Management", Feb. 1993
	X.842, X.843

	RFC 1423
	D. Balensons, "Private Enhancement for Electronic Mail: Part 3: Algorithms, Modes, and Identifiers", February 1993
	X.842, X.843

	RFC 1424
	B. Kaliski "Private Enhancement for Electronic Mail: Part 4: Key Certification and Related Services", February 1993
	X.842, X.843

	RFC 1510
	J. Kohl, B. Neuman, "The Kerberos Network Authentication Services", September 1993
	X.842, X.843, J.170

	RFC 1630
	T. Berners-Lee "Universal Resource Identifiers in WWW: A Unifying Syntax for the Expression of Names and Addresses of Objects on the Network as used in the World-Wide Web", June 1994
	§.8.3.2.1/X.509 

	RFC 1750
	Donald Eastlake, Stephen Crocker and Jeff Schiller, "Randomness Recommendations for Security", 12.29.1994
	X.842, X.843, J.170

	RFC 1766
	Network Working Group, H. Alvestrand,  "Tags for the Identification of Languages", March 1995
	X.843

	RFC 1777
	W. Yeong, T. Howes, S. Kille,"Lightweight Directory Access Protocol", March 1995
	§.5.1/X.843 

	RFC 1889
	RTP: A Transport Protocol for Real-Time Applications January, 1996
	J.170

	RFC 2030
	Simple Network Time Protocol (SNTP) Version 4 for IPv4, IPv6 and OSI; IETF,. 1996
	§.6.2/H.530

	RFC 2078
	Generic Security Service Application Program Interface, Version 2,  January 1997
	Q.813

	RFC 2104
	H. Krawczyk, M. Bellare, R. Canetti, "HMAC: Keyed-Hashing for Message Authentication" Feb. 1997
	X.843, J.170

	RFC 2139
	RADIUS Accounting, Proposed Standard, April 1997
	J.170

	RFC 2202
	P. Cheng, R. Glenn, "Test Cases for HMAC-MD5 and HMAC-SHA-1" September 1997
	§.5.1/X.843

	RFC 2205
	Resource ReSerVation Protocol (RSVP) -- Version 1 Functional Specification Proposed Standard, September 1997
	J.170

	RFC 2246
	T. Dierks and C. Allen, "The TLS Protocol, Version 1.0 January 1999
	J.170

	RFC 2251
	M. Wahl, T. Howes, S. Kille.  Lightweight Directory Access Protocol (v3), December 1997
	J.170

	RFC 2253
	M. Wahl, S. Kille, T. Howes. Lightweight Directory Protocol (v3): UTF-8 String Representation of Distinguished Names
	J.170

	RFC 2268
	R. Rivest, MIT Laboratory for Computer Science and RSA Data Security, Inc. A Description of the RC2(r) Encryption Algorithm March 1998
	J.170

	RFC 2312
	S. Dusse, P. Hoffman, B. Ramsdell, J. Weinstein.  S/MIME Version 2 Certificate Handling, March 1998
	J.170

	RFC 2327
	SDP: Session Description Protocol, Proposed Standard, April 1998
	J.170

	RFC 2367
	PF_KEY Key Management API, Version 2, Proposed Standard,  July 1998
	J.170

	RFC 2401
	Security Architecture for the Internet Protocol, Proposed Standard, November 1998
	J.170

	RFC 2403
	The Use of HMAC-MD5-96 within ESP and AH  Proposed Standard  November 1998
	J.170

	RFC 2404
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Appendix 4:  Alternative sources for security terms and definitions
Some relevant sources of information about security related standardized “terms and definitions” can be found in various glossaries and collections of terms, explanations and definitions of the fields of Information and Communication Technology like the following:

[1]
ITU-T trilingual Terms and Definitions Database: SANCHO (ITU-T Sector Abbreviations and defiNitions for a teleCommunications tHesaurus Oriented database, in English, French and Spanish). This database is available from ITU Sales Department (contact: sales@itu.int for the English CD-ROM version of SANCHO, last updated October 10, 2003), and on the internet at the URL: http://www.itu.int/sancho/index.asp, where SANCHO appears as an online database providing access to any "terms and definitions" or "abbreviations and acronyms" defined within ITU-T publications (inter alia security ones).

[2]
The European Telecommunications Standards Institute (ETSI) made freely available its TErms and Definitions Database Interactive (TEDDI) at the URL: http://webapp.etsi.org/Teddi/ where telecommunication terms used in ETSI standards also include many security related terms and definitions. ETSI use many terms and definitions defined in other SDOs (Standards Defining Organizations) and also established an enormous set of telecommunication and security terms of its own. ETSI maintain a Technical Report entitled Glossary of security terminology, published by the Security Techniques Advisory Group of ETSI (STAG) as 1st edition of TCR-TR 028 dated from July 1995, and as  1st edition of ETR 232 dated 1995 November. The later was under revision in 1999, but the revised version is not available at the ETSI website, where all the finalized ETSI deliverables are available.

[3]
ISO and IEC have established a Joint Technical Committee 1 (ISO/IEC JTC 1), to deal with Information Technology (IT) in general (http://www.jtc1.org/)., and its SubCommittee 27 (SC27), to deal with security techniques in particular. JTC1 SC27 is maintaining standards and standing documents available to the public, inter alia a set of public standards (inter alia some security standards and twins of ITU-T Recs.)  http://isotc.iso.ch/livelink/livelink/fetch/2000/2489/Ittf_Home/PubliclyAvailableStandards.htm; a Register of the cryptographic algorithms (see International Standard ISO/IEC 9979: 1999 (2nd edition, maintained by the Information Security Group of The Royal Holloway University of London Egham, Surrey TW20 0EX United Kingdom): http://www2.ni.din.de/sixcms/detail.php?id=5193&area_id=752, the register itself is available at: www.iso-register.com (DATE: 2001-11-24). Information on the Register can be obtained from Krystyna Passia  DIN Deutsches Institut für Normung e. V. 10772 Berlin  at Secretariat of SC27. ISO/IEC JTC 1 SC27 issues its Standing Documents regularly as follows. For the recent versions of the following SC27 Standing documents please click on the document number below (see also http://www2.ni.din.de/sixcms/detail.php?id=5183&area_id=752):   

	SC27
	TITLE
	DATE

	N4346
	SD 6: Glossary of IT Security Terminology
	2005-03-23

	N4347
	SD 7: Catalogue of SC27 Projects and Standards
	2005-03-23


 [4] 
IETF offer a special RFC in his set of techical RFCs, the RFC 2828 entitled as Internet Security Glossary. (DATE: May 2000). The use of that glossary in RFCs is mandatory. RFCs are regularly improved and published as new RFCs, so no ambiguity is at the use of RFC 2828: http://www.faqs.org/rfcs/rfc2828.html. 
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