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Editor’s note: These documents are identified as potential sources. The list will be edited to reflect the final document. 

3
Terms and definitions

4
Abbreviations and acronyms

5
Overview of relevant global security standards

6
Security in NGN

6.1
NGN threat model

The base of network security was established in ITU-T X.800 Recommendation series. The Recommendation X.800 identifies the following security threats to the networks:

a)
Destruction of information and/or other resources;

b)
Corruption or modification of information;

c)
Theft, removal or loss of information and/or other resources;

d)
Disclosure of information; 

e)
 Interruption of services.

The value of this approach to the threats’ identification was re-affirmed by the recently developed ITU-T Recommendation X.805 “Security Architecture for Systems Providing End-to-end Communications”, which adopted the threat model of X.800. The input document FGNGN-006-June04 that proposes to base security studies of the NGN on the concepts of X.805 was accepted as a work item at the first NGN FG meeting. The ways to protect a network against the threats identified by X.800 are also described in the Recommendation X.805. We believe that the results of the threats studies described in the Recommendations X.800 and X.805 could be utilized also for the NGN.

In addition to identifying security threats, X.800 also provides the threats classification. The following classes of threats are defined in X.800: 

a)
Accidental threats are those threats that exist with no premeditated intent.

b)
Intentional threats are those that may range from casual examination using easily available monitoring tools to sophisticated attacks using special system knowledge. An intentional threat, if realized, may be considered to be an “attack”.

c)
Passive threats are those, which, if realized, would not result in any modification to any information contained in the system(s) and where neither the operation nor the state of the system is changed.

d)
Active threats are such threats to a system that involve the alteration of information contained in the system, or changes to the state or operation of the system.

This classification is also applicable in the context of the NGN and could be used for designing security solutions for the NGN.

Editor’s note: More detailed studies of security threats are needed for some specific cases (e.g. end-user, UNI, and NNI)  

6.2
Granularity of protection

Granularity of protection is essential consideration for designing security solutions, particularly for the selection of security mechanisms. While some security mechanisms can be employed to protect entire network (possibly leaving it vulnerable from the inside attacks), other can provide protection down to the individual user or application. Choosing the right degree of granularity is important for a cost-effective solution that is able to address security needs of a system. Assessment of the required granularity of protection should take into account expected usage patterns, implementation layers, and deployment considerations. A secure set of machines (e.g. network operation center with strictly secured access) may require only subnet granularity. On the other hand, security of a particular application should be addressed by the security mechanisms embedded into the application. Use of the external to an application security mechanisms may severely affect the application’s deployment. 

6.3
Selection of an OSI layer for security provisions

Any OSI layer can have security mechanisms.  Principally, a security mechanism of a lower layer provides protection for the higher layers, but this protection could be insufficient. For example, link-layer encryption may provide a very good security, but only for the packets transmitted on that one link. Contrarily, some e-mail security mechanisms (e.g. PGP, PEM, S/MIME) give good protection, but (without any special adaptations) for only one application – e-mail. Most security experts believe that real communication security has to be end-to-end (i.e. end-to-end encryption and integrity check) and can be achieved in application layer. This approach has a serious deficiency: it requires to make all applications (even millions of the existing ones) security-aware.

These examples illustrate two essential factors that should be considered for selection of the right set of the security mechanisms and the OSI layers for their implementations:

· Security mechanisms of the lower-level layers provide security services to the higher-level layers, but such protection may be insufficient

Security mechanisms of the higher-level layers are, in general, better suited to provide needed protection, but they usually have a narrower scope of applicability.

7
Security Dimensions and Mechanisms

7.1
Access control

7.2
Authentication

7.3
Non-repudiation

7.4
Data confidentiality

7.5
Communication security

7.6
Data integrity

7.7
Availability

7.8
Privacy

8
Elements of security framework for NGN

8.1
Access security: User AAA framework for NGN

This document assumes that NGN subsystem architecture as identified in FGNGN-OD-0007R1, Figure 3. (based on FGNGN-ID-00177). 

Editor’s note: contributions developing the text in this section are invited

8.2
Security framework for Mobility in NGN

8.3
Link-layer security for NGN

8.4
Security framework for home networks

8.5
Security framework for end-to-end data communication

8.6
Security framework for intrusion-tolerant NGN

8.6.1.
Intrusion detection

8.6.2.
Intrusion protection

8.6.3.
Content filtering

9
Components of the NGN security

The various areas of security stated in this specification should be addressed, i.e. IP-CAN security, network domain security, IMS access security and application security. These studies, although they may have some dependencies to each other, can be addressed separately in terms of documentation.

9.1
IP-CAN security

External to IMS, it is assumed that the IP-CAN is secure, i.e., security is provided by the IP-CAN architecture, which provides transport for both media and signaling, and this security architecture is orthogonal to the security specified  for the IMS.

IP-CAN security should provide confidentiality.

9.2
Network domain security

IMS functional entities are realized by physical entities in the Core Network; the interconnection among the network entities must be secured.

User authentication data should be available to other network domains for the purpose of supporting roaming on Wi-Fi and LAN access connections. (based on FGNGN-ID-00178).

A generic means of network domain security , e.g., based on standard IETF protocols, should be available between all core network entities, including those providing IMS. The security WG may want to investigate both 3GPP and 3GPP2 solutions for applicability.

9.3
IMS access security

Users of the IMS must be authorized to use the IMS and, once authorized for IMS services, the user must be authenticated for each access. IMS security mechanisms are independent of the IP-CAN security mechanism. 

IMS access security should not be dependent on the technology used by the IP-CAN security.

For use with IMS, an access security capability shall be provided, based on 3GPP and 3GPP2 documentation. Extensions to resolve issues of intervening NAT and firewalls shall be negotiated with both 3GPP and 3GPP2, in order to achieve a single harmonized solution.

9.4
Application security

Applications built on top of IMS will have their own security requirements. 

10
IMS security mechanism based on the use of UICC card or equivalent

Editor’s note: Security WG should invite future contributions, particularly from operators, on their perception of the usage of UICCs or equivalent.

9.5
Security considerations across an API interface 

Annex 1

This annex contains candidate texts that should be considered for inclusion in the main body of the document. Contributions are invited.

3.
Definitions

Security granularity: It is a parameter that classifies security requirements for communication networks. The parameter can guide the configuration of security policy to achieve the most efficiency of network protection.
Editor’s note: below are the definitions from FGNGN-ID-229. References should be made to the ITU-T Recommendation X.800 if appropriate.

Confidentiality: the property that information is not made available or disclosed to unauthorized individuals, entities, or processes (ISO 7498-2:1988).

Integrity: the property of safeguarding the accuracy and completeness of assets. It protects the administrative and management information of network services against unauthorized modification, deletion, creation, and replication.

Availability: the property of being accessible and usable upon demand by an authorized entity (ISO 7498-2:1988).

Accountability: the property that ensures that the actions of an entity may be traced uniquely to the entity (ISO 7498-2:1988).

Authenticity: the property that ensures that the identity of a subject or resource is the one claimed. Authenticity applies to entities such as users, processes, systems and information.

Authorization: The granting of rights, which includes the granting of access based on access rights.

Reliability: the property of consistent intended behavior and results.

6.2
Granularity of protection 

Editor’s note: the following is a candidate text from FGNGN-ID-00226
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Figure 1 Security layers reflects different classes of security granularity

In NGN architecture, the network could be divided into two layers, i.e., service layer and transport layer. In order to reflect the security functions distributing in the NGN, we define two security layers, i.e., application security and service security in service layer of NGN, and define another two security layers, i.e., package security and link security in transport layer of NGN. 

5.1
Security Layers

5.1.1 Application Security Layer

The Applications Security Layer focuses on security of the network-based applications accessed by Service Provider customers. These applications include web browsing application, email application, basic file transport application, etc. The Application Security Layer is used to protect the customers. 
5.1.2 Service Security Layer

The Services Security Layer addresses security of services that Service Providers provide to their customers. These services includes domain name services, value-added services, QoS, etc. The Services Security Layer is used to protect the Service Providers and their customers
5.1.3 Package Security Layer

The Package Security Layer addresses security of package that network facilities provide to transport information. For NGN, it is considered that IP will be the primary protocol used to provide NGN services to end-users as well as supporting legacy services. In this case, the type of package is based on IP. Thus, the functions in package security layer are focus on the protection of IP package. 

5.1.4 Link Security Layer

Link Security Layer addresses security of frame transmission between directly connected network facilities. The main task of the link layer is to take a raw transmission facility and transform it into a line that appears free of transmission errors in the upper layer. It accomplishes this task by having the sender break the input data up into data frames (typically a few hundred bytes), transmit the frames sequentially, and process the acknowledgment frames sent back by the receiver. 
5.2 Classification of Security Granularity

5.2.1 Link class of security granularity

Link class of security granularity reflects the common character of security requirements that could be satisfied by security functions in link security layer. Comparing with other three classes of security granularity, the link class is the coarsest, but the efficiency is always the highest. When network facilities transmit information in the same link channel, the common security requirements in the same link channel belongs to the link class of security granularity and can be satisfied by the security functions in link security layer. For example, the confidentiality requirement of wireless transmission between mobile endpoint and the base station belongs to the link class of security granularity and could be protected by encryption functions in link security layer. 

5.2.2 Package class of security granularity

Package class of security granularity reflects the common character of security requirements that could be satisfied by security functions in package security layer. The package class is finer than link class, but coarser than service class. When network facilities transmit information with the same destination of package, such as IP based package with the same IP address, their common security requirements belongs to package class of security granularity and could be satisfied by the security functions in the package security layer. For example, the security requirements belongs to the package class of security granularity that IPsec VPN satisfies

5.2.3 Service class of security granularity

Service class of security granularity reflects the common character of security requirements that could be satisfied by security functions in service security layer. The service class is finer than package class, but coarser than application class. When network facilities transmit information with the same service platform, their common security requirements for all information belongs to service class of security granularity and could be satisfied by the security functions in the service security layer. For example, service providers can provide the same integration protection for all messages that are produced on the same service platform. Thus, the integration requirement has service class of security granularity.

5.2.4 Content class of security granularity

Content class of security granularity reflects the common character of security requirements that could be satisfied by security functions in application security layer. The content class is the finest. The security requirements for particular applications belong to content class of security granularity and could only be satisfied by security functions in application layers. For example, some content in an application, such as information of personal credit card should be transmitted by strong encryption. Such protection has content class of security granularity.

place for the diagram fig 1 of 226.

6.3
Selection of an OSI layer for security provisions

Editor’s note: this text was originally presented in FGNGN-ID-000226 as Discussion. It has relevance to Section 6.3 of FGNGN-OD-0002R1 and it could be considered as input to Section 6.3 after rewording.

Discussion
When we design a security solution for NGN, the above classification of security granularity can guide the utilization of security functions in different security layers efficiently. If certain security protections are needed between two ends of connection, we may realize them in link security layer. If certain security protections are needed in the same type of package transmission, such as the package transmission with the same IP address, we can realize them with package class of security granularity. If certain security protections are required under the same service layer, we can realize them with service class of security granularity. If certain security protections are required by some content in individual application, we can realize them with content class of security granularity.

On the other hand, when the application environment changes, the security policies can adjust the security configuration in different security layers according the different security granularity of all security requirements. The following figure depicts the function of security granularity in security policy:




Figure 2: the function of security granularity in security policy
8.
Elements of security framework for NGN
Editor’s note: Contributions are invited on how to incorporate the following text from FGNGN-ID-00228 in section 8:

1. Security threats in transport layer of NGN architecture
Because of open distribution feature of NGN, the transport layer may exist potential threats that are listed as follows:

3.1 Disclosure of information in transport process

When information is transmitted in transport layer of NGN, data flow is copied by illegal users. Important information may leak to the illegal users. 

3.2 Modification of information in transport process

When information is transmitted in transport layer of NGN, data flow is intercepted and modified by illegal users. The legal receiver will receive wrong information.

3.3 Unauthorized usage of control functions and management functions provided by transport layer

When control functions and management functions in transport layer are used by unauthorized users, the transmission of data flow may become unstable. In the worst case, services may suspend.

3.4 Illegal attack of transport layer of network server.

The transport layer of network server has potential bugs or leaks in communication protocols that may be utilized by illegal users and cause serious problems. 

2. Security Dimensions needed in NGN transport layer 
4.1 Authentication
4.2 Authorization
4.3 Accountability:
4.4 Confidentiality
4.5 Integrity
4.6 Availability
4.7 Privacy
3. Reference security model for transport layer of NGN architecture
According to the NGN architecture, there are three planes, i.e., user plan, control plan and management plane, in transport layer. As every plan can perform relative independent task that are needed by transport layer, the security framework for transport layer can be considered as the security inside the plane and the security outside the plane, i.e., interfaces among plans. 

Comparing with most of nowadays network, one of distinguish features in NGN is the separation of layers and planes. After the separation, some threats will appear among layers and planes, e.g. disclosure of information, modification of information and illegal attack, etc. Security solutions inside a plane are relative mature because they could inherit most of security technologies from current generation networks. By this means, Security framework for transport layer is firstly reflected by the security interface among different planes. The security interface among planes includes authentication, authorization, integrity and confidentiality. 

The security model for transport layer can be depicted as follows:
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Figure 1.  NGN Transport layer security Model

There are three plane securities in figure 1. They are user plane security, control plane security and management plane security, respectively. These plane securities focus on interface protection among planes. There are two types of interfaces: one is from other planes in transport layer, the other is from the same type of plane in service layer. For example, the management plane security protects or filters information from user plane and control plane, and from the corresponding management plane in service layer.

5.1 User plane security

User plane security focuses on the protections or filters of information coming from other planes to the user plane.  When other planes in NGN transport layer access/request/control the user plane, it must be processed by security function from user plane firstly.

Any access from user pane in service layer must be processed by security functions from user plane in transport layer.

5.2 Control plane security

Control plane security focuses on the protections or filters of information coming from other planes to the control plane. When other planes in NGN transport layer access/request/control the control plane, it must be processed by security functions from control plane firstly.

Any access from control pane in service layer must be processed by the security functions from control plane in transport layer.

5.3 Management plane security

Management plane security focuses on the protections or filters of information coming from other planes to the management plane. When other planes in NGN transport layer access/request/control the management plane, it must be processed by security functions from management plane firstly.

Any access from management pane in service layer must be processed by security functions from management plane in transport layer.
8.4 
Security framework for home networks (based on FGNGN-ID-00229)

Editor’s notes:

· Replace the term plane to reduce confusion.

· Replace the term authenticity with authentication

· Replace the term accountability with non-repudiation

Entity planes for home networks
Home user could access home network and control home devices either at home or at remote place. According to the entity function in integrated home network, this contribution defines four entity planes illustrated in figure 1: 
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Figure 1: The entity planes for home networks
4.1 RU Plane (Remote User Plane)
RU plane refers to remote user, who could control home devices from remote place via outside open network.

4.2 HA Plane (Home Access Plane)
HA plane refers to home gateway equipments, addresses the access work between home network and outside open network.

4.3 HD Plane (Home Devices Plane)
HD plane refers to a collection of intelligent home devices in home network.

4.4 HU Plane (Home User Plane)
HU plane refers to home user, who could control home devices at home.
5.
Security framework for home networks

According to the division of entity planes, the security of home network can be reflects by security elements among these entities. By this means, the general security model of home network can be depicted by following figure 2. From this figure, there are various security elements between different entity planes. The security elements provided between four entity planes could ensure the security of communication and operation with home networks effectively.
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Figure 2: Model of security framework for home networks
5.1
RU Plane & HA Plane 
The communication between RU Plane and HA Plane is an unreliable network environment. It refers to the communication between remote user and home gateway, when remote user access home network via outside open network. 

In order to prevent unauthorized or illegal users from intercepting, which might cause disclosure of information, authenticity of remote user identity should be verified; Data confidentiality should be protected at the same time; Availability protection should be ensured in different network states.
5.2 HA Plane & HD Plane

The communication between HA Plane and HD Plane is within home network. It refers to the communication between home gateway equipments and home devices. 

The protection of data confidentiality and authenticity between devices should be provided; Availability protection should be ensured in different network states.
5.3 RU Plane & HD Plane
The communication between RU Plane and HD Plane is an undependable network environment. It refers to the communication between remote user and home devices. 

In order to prevent unauthorized or illegal users from intercepting, which might cause disclosure of information or impersonation of home user identity, authenticity of remote user identity should be verified; Data confidentiality should be protected at the same time; Availability and integrity should be ensured in different network states. Accountability means that remote user could trace the target home device accurately (For example: the device with trouble could be traced accurately); Authorization provides that different access rights should be granted for different users.

5.4 HD Plane & HU Plane

The communication between HD Plane and HU Plane is within home network. It refers to the communication between home devices and home user. 

Authenticity of home devices should be verified by home user; Accountability ensures that home user could trace the home device accurately (For example: the trouble device could be traced accurately); Authorization provides that different access rights should be granted for different users (For example: children must not control the dangerous intelligent home devices).
5.5 RU Plane & HU Plane

The communication between HU Plane and HU Plane refers to the communication between remote user and home user. 

Authenticity should be verified between remote user and home user.
9.1 
IP-CAN Security

Editor’s note: This candidate text requires some clarifications, e.g. should be the protocol recommendations be limited to ITU-T-approved protocols.

Confidentiality can be attained by network layer security mechanism, such as encapsulation security payload (ESP) of IPsec, which is a general security protocol for IP. IPsec is an end to end protocol, usually works between hosts in transport mode or routers in tunnel mode. Because of the end-to-end feature of IPsec, it is not widely deployed as an important mechanism of access security. Some SDOes develop layer 2 security mechanisms that provide segment by segment security service for data. The link layer security mechanism is being defined for IEEE 802 data link layer in IEEE 802.1 committee. Confidentiality, integrity and anti-replay service are provided by the protocol. In DOCSIS 1.1 baseline privacy interface plus (BPI+) security service are defined for DOCSIS1.1 data link layer. There are quite a lot some other such security mechanisms for different data link protocols. The implementer of IP-CAN should consider the availability and propriety of such mechanism.

Access control and authentication are usually implemented on access network to avoid unauthorized access. There are a lot of mechanisms to implement them. In IETF Protocol carrying Authentication of Network Access (PANA) is developed to define a generic mechanism for access network, and it is proper to be applied in IP-CAN because it is independent of link technologies. There are also other link layer authentication mechanism, such as PPP over ATM (PPPoA) and PPP over Ethernet (PPPoE). EAP is a widely deployed authentication protocol in these mechanisms because of its flexibility to adapt to various authentication algorithms. IP filter controls the access of IP packets to network, and access control list (ACL) is often implemented to filter IP packets.

9.2
Network domain security

Editor’s note: some of the proposed in FGNGN-ID-00118 text could better fit into other sections (e.g. TLS is not necessarily a network-to-network issue). The text identifies issues to be addressed and invites further contributions.
The core network is comprised of transport devices, such as routers, system devices and common components. There are data/media, management and control traffics among these network entities.

The security of protocols is important component of the security of overall network. Some protocols have built-in security mechanism and provide security services for the data it delivers, such as confidentiality. SIP as major session control protocol works along with some security mechanisms. The protocol itself provides authentication of client to server/proxy by digest authentication algorithm and mutual authentication of client and server/proxy by mechanism in S/MIME. The security of SIP will also be covered in IMS access security.

Routing protocols represents the most important control traffics in transport network, and the security of routing data is critical to the security of network. There are some security mechanisms in routing protocol to ensure the integrity of routing data and RIPv2, OSPF, IS-IS and BGP provides such integrity service. Some security protocols can also be applied to protect routing protocol and data, for example, IPsec are applied to BGP traffic to protect the traffic between different operators.

IPsec is one of the security protocols in the IP technology domain, and it can be applied to protect traffics in any grain between network nodes by specifying different security policy. The IPsec provides following security service for IP traffics by Authentication Header and Encapsulating Security Payload protocols:

1.  Confidentiality of packet

2.  Limited confidentiality of traffic flow

3.  Connectionless Integrity

4. Data origin authentication

5. Anti-replay

6. Access Control
There are two modes in IPsec: transport and tunnel mode. Usually transport mode is applied to traffics from one host to another, and it is appropriate choice for protection of management and control data in network domain. Tunnel mode is useful to protect traffics that routers forward.

TLS is a security protocol to provide confidentiality and integrity to end to end TCP communication. It can be applied to protect protocol, such as SIP.

Separation of traffics makes it impossible to launch an attack from host in a traffic flow to communication in another one. Furthermore, control, management and data traffics have different security policy in most networks because the sensitivity of these traffics is different. It’s a good practice to separate them by logical or physical tunnels, such as IPsec or LSP.

Firewall and intrusion detection system are popular perimeter mechanisms in Internet. The implementer of network domain security should investigate the propriety of applying such mechanisms with a view to their performance implication to network.

Editor’s note: In line with the following text from FGNGN-ID-00178, “add the requirement to make user authentication data available to other network domains in NGN release 1 for the purpose of supporting roaming on Wi-Fi and LAN access connections.” contributions are invited.

9.3 
IMS access security

Editor’s note: the proposed architecture for IMS access security should be aligned with WG 2 vision. The following is a candidate text from FGNGN-ID-00197)

Note: This material relates to a set of functions that reside in the control plane of the NGN Framework Architecture. Some aspects of the IMS security (e.g. identified in Annex 2) may require further study.

1. Abbreviations and acronyms

AAA
Authentication, Authorization, and Accounting

CSCF 



Call Session Control Function

HSS Collective

Home Subscriber Server equivalent to AAA plus Databases

I-CSCF



Interrogating CSCF

IM 



IP Multimedia

IMPI 



IM Private Identity

IMPU 



IM Public Identity

IMS 



IP Multimedia Core Network Subsystem

LMSD 



Legacy MS Domain

MMD 



Multi-Media Domain

MS 



Mobile Station

P-CSCF


Proxy CSCF

PDS 



Packet Data Subsystem (3GPP2 PDSN-based)

PS-Domain


Packet switched domain

SA 



Security Association

S-CSCF


Serving CSCF

SIP 



Session Initiation Protocol

UA



User Agent

UE 



User Equipment (equivalent to MS)

2. Overview of the security architecture

In the PS-Domain, service is not provided until a security association is established between the mobile equipment and the network. IMS is essentially an overlay to the PS-Domain  and has a low dependency on the PS-Domain . Consequently a separate security association is required between the multimedia client and the IMS before access is granted to multimedia services. The IMS Security Framework is shown in Figure 1. IMS authentication keys and functions at the user side shall be stored in some secure memory location on an UE. It shall be possible for the IMS authentication keys and functions to be logically independent to the keys and functions used for PS-Domain  authentication. 

Figure 1 – The IMS security architecture

There are five different security associations and different needs for security protection for IMS and they are numbered 1,2, 3, 4 and 5 in Figure 1. The Gm reference point and Cx-interface that are referenced in bullet points 2 and 3 below are described in the draft specification Functional Requirements and Architecture of the NGN (output document FGNGN-OD-00007R1). The document also provides references to the specifications that define the Gm reference point and Cx-interface.

1. Provides mutual authentication between the UE and the S-CSCF. The HSS (defined in FGNGN-OD-00007R1) delegates the performance of subscriber authentication to the S-CSCF. However the HSS is responsible for generating keys and challenges. The long-term key in the secure memory of the UE and the HSS is associated with the user private identity (IMPI). The subscriber will have one (network internal) user private identity (IMPI) and at least one external user public identity (IMPU).

2. Provides a secure link and a security association (SA) between the UE and a P-CSCF for protection of the Gm reference point. Data origin authentication is provided i.e. the corroboration that the source of data received is as claimed. 

3. Provides security within the network domain internally for the Cx-interface. This security association will be covered in section 9.2 of the future specification NGN Security Framework.

4. Provides security between different networks for SIP capable nodes. This security association will be covered in section 9.2 of the future specification NGN Security Framework. This security association is only applicable when the P-CSCF resides in the Visited Network (VN). If the P-CSCF resides in the Home Network (HN) then bullet point number five below applies.

5. Provides security within the network internally between SIP capable nodes. This security association will be covered in section 9.2 of the future specification NGN Security Framework. Note that this security association also applies when the P-CSCF resides in the HN.

There exist other interfaces and reference points in IMS, which have not been addressed above. Those interfaces and reference points reside within the IMS, either within the same security domain or between different security domains. This specification assumes that the IP MMD core network supports secure communications via standard IETF protocols as will be specified  in section 9.2 of the future specification NGN Security Framework.

Mutual authentication is required between the UE and the HN.

The mechanisms specified in this technical specification are independent of the mechanisms defined for the systems outside the Core IMS (defined in FGNGN-OD-00007R1).

An independent IMS security mechanism provides additional protection against security breaches. For example, if the PDS security is breached the IMS would continue to be protected by its own security mechanism. As indicated in Figure 1 the P-CSCF may be located either in the Visited or the Home Network.

The confidentiality and integrity protection for SIP-signaling is provided in a hop-by-hop fashion. The first hop i.e. between the UE and the P-CSCF will be specified in this technical specification. The other hops, inter-domain and intra-domain are specified in IETF RFC 3261, SIP: Session Initiation Protocol.

9.5
Security considerations across an API interface 

Editor’s note: this is proposed new subsection based on the text of FGNGN-ID-227. Clarifications of terms (e.g. third party, third party trusted, third party not trusted, open service platform) are required. 

In NGN service architecture, value-added service providers from the third party can be divided into the trusted third party and the non-trusted third party. The former may be network providers themselves, subordinate organizations or partners. While the latter may be independent service providers. By this means, the general open service security can be depicted by following figure 1. From this figure, there are various security elements between value-added service and open service platform. The security elements provided between value-added service and open service platform could ensure the protection of communication and effective service.

[image: image4]
                           Figure 1.  Open service security in service layer of NGN

When value-added service providers from the third party are trusted, it is not necessary to monitor and filter the content from the trusted third party to the service platform. As information is transmitted through open network, it should be protected by integrity and availability. For some sensitive information, confidentiality is also required. Some security elements that are marked as * in figure 1 are selective for the trusted third party because the trusted third party could be considered as one part of service platform providers. These selective security elements are authentication, authorization, accountability and privacy. 

When valued-added service providers from the third party are not trusted, it is necessary to monitor and filter the content transmitted from the un-trusted third party to the service platform that could prevent cheat and illegal actions, and ensure accurate charge. In un-trusted environment, the identity of value-added service providers from the third party should be verified firstly. Various applications are provided by authorization mechanisms. Data confidentiality should be protected for some sensitive information. Availability, integrity and privacy should be ensured in different network states. Accountability is also necessary to trace the un-trusted value-added service providers from the third party.

Annex  2

Editor’s note: text in this annex identifies a number of concerns that should be addressed by the final draft (based on FGNGN-ID-00112).

Problems for consideration 
The common problems have been identified are as follows:

(1)Secure methods for encryption keys distribution and management between endpoints and the NGN, location of potential security flaws and mitigation measures.
(2)Security for non-SIP endpoints and network-side devices, considering the widespread use of H.323, H.248/MEGACO, etc.

(3)Tradeoffs between protection and efficiency, a balance between the strength of protection (partial or full encryption, encryption algorithm’s powerfulness) and communication efficiency should be achieved.

(4)Application-level security that are able to meet diverse application-level requirements.. 

(5)IPv4 NAT related issues and their effects on NGN security.

(6)How to make best use of the existing security mechanisms of some forms of access networks? How to avoid and resolve potential conflicts when introducing a security solution which has an access security model?   

These problems are generic in nature, but they become more outstanding and urgent to be considered when appearing in an IMS-based security solution for NGN. Therefore, the following IMS-related issues are pointed out for discussion:

a. The mechanisms such as the IK and CK generation, maintenance and synchronization with HSS defined in the IMS-based access security may not be supported for SIP endpoints in a fixed network or non-IMS SIP endpoints. In such a circumstance, how will the distribution of the IK and CK between these endpoints and the P-CSCF are conducted?

b. Within the current IMS-based security framework, there is a potential security flaw that is risky in the sense that in the IMS access domain security AKA procedure, the IK and CK in the P-CSCF is generated by the HSS and then transferred to the P-CSCF via the S-CSCF in plain text. Therefore the P-CSCF IK and CK are vulnerable to attacks on security by a malicious party. A possible solution to this problem is to employ the IMS network domain security mechanism for the transfer of the P-CSCF’s IK and CK. However, this will cause another problem that the path between the HSS and S-CSCF and the path between the S-CSCF and the P-CSCF should be IPSec-protected. But the IPSec implementation, as we know, is rather low in cost-effectiveness. Therefore these is a dilemma to be resolved: Shall we still stick to the IMS access domain security mechanism while ignoring the security risk or use the IMS network domain security routine at the cost of performance due to the introduction of IPSec? One solution to this problem perhaps is to encrypt only IK and CK and leave the rest of a datagram unprotected.

c. Within the current IMS Accessed Security Framework, there is another potential security flaw. The authentication from terminal side to network side is implemented by UE authenticating the HSS. But actually the P-CSCF is counterfeited easily by all kinds of hacker. Although the UE authenticated the HSS, but it’s still possible that the P-CSCF is counterfeited. So maybe it’s more reasonable that the authentication from terminal side to network side is implemented by UE authenticating the P-CSCF and at the same time the HSS is authenticated too.

cd. Although SIP is becoming increasingly popular as a major protocol for NGN-based voice and multimedia applications, there are still a huge number of non-SIP endpoints including MGCP/H.248-based IADs and H.323-based e-phones or soft-phones that have already been in use for a rather long time in networks. The problem is how these non-SIP endpoints will be connected to an IMS network in a secure manner, and how IK and CK will be distributed and managed?  

de. Application-level security has not been given consideration in the IMS security architecture. The application-level security that should be studied includes the authentication of a UE by an AS, the encryption of service-level information (such as the user-typed card numbers and pins in the case of pre-pay cards. In this case, encryption should not applied to an entire datagram, instead, it is applied to only a part of the datagram that contains sensitive data) and the encryption key distribution and management between an AS and a UE necessary for encryption.

fe. In a UMTS access network, an endpoint UE accesses the P-CSCF via a GGSN as an intermediary which forwards the traffic. The security provided by the UMTS air interface can to a degree ensure the security of the P-CSCF. However, in a fixed network, an endpoint UE can access the P-CSCF directly. In such a model, the P-CSCF will be exposed to all endpoint UEs, which will necessarily cause the P-CSCF to be more vulnerable to security attacks by a malicious party which can be either a legal user harbouring bad will or an illegal user impersonating as a legal user. A result, there is a security flaw. 

gf. Because of the scarcity of IPv4 addresses, a vast number of UE endpoints in fixed networks have to be connected to an IMS network through FW/NAT. How the problem of data origin authentication and data integrity be correctly solved in the implementation of an IMS access domain security procedure in case that NAT devices are present between a UE endpoint and the P-CSCF?

gh. Overlapped functionalities and perhaps even conflicts between the IMS access domain security models and the security models of some forms of fixed access networks. This is a problem having a rather broad application background. As a matter of fact, in those regions like Europe and North America, HFC cable broadband access networks enjoy a rather deep penetration serving a large portion of the population in these regions. However, the VOIP over Packet Cable standards have already clearly  defined a complete security architecture and detailed  procedures for encryption keys distribution and management for cable-based access networks covering issues like  the encryption key negotiation between an endpoint and the a CMS(Call Management Server) . Here comes the problem of overlapped functionalities when considering the problem of an IMS-based NGN providing access to endpoints in these cable-based networks. How to resolve these overlapping and even conflicts? And how to carefully establish the IMS access domain security models in order to avoid the potential functional overlapping as much as possible?

i. In the IMS access security framework, the associated SA is too complex, for example the associated port include: port_uc/port_us_port_pc/port_ps, and the SPI include: spi_pc/spi_ps_spi_uc/spi_us.  One side it make the system more complex, on the other hand it will fail to traverse the FW/NAT if the UE’s client and server port are not conformably.

Listed above are only a part of potential problems, there may be more similar problems associated with IMS-based security when using 3G mobile networks architecture in the NGN to arise.
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