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Recent TIA Activities Related to Lawful/Legal Interception in Satellite Telecommunications

At the July 18, 2002 meeting of TIA’s Satellite Communications Division (SCD), representatives of the Federal Bureau of Investigation TIA’s SCD to sponsor work to develop and adopt a standard for lawful interception of satellite telecommunications under the provisions of the Communications Assistance for Law Enforcement Act (CALEA).

Wireline and wireless (cellular or personal communications service) carriers and telecommunications equipment manufacturers are currently engaged in developing, implementing, and deploying capabilities in compliance with CALEA.  Standards have also been generated by industry in other areas such as cable systems and paging.  However, the decision to create a standard is one left to industry, not the FBI.

Communication by satellite is one of the areas of advanced technology where it is essential for Law Enforcement to have the capability to lawfully intercept the communications of a subject who is using satellite-based services and facilities.  As we know, such satellite interceptions are being done today without a standard, as was the case in the wireline/wireless world pre-CALEA.

Currently, there is no defined CALEA standard for satellite telecommunications.  CALEA has a provision that indicates that “the absence of technical requirements or standards for implementing the assistance capability requirements shall not (A) preclude a telecommunications carrier, manufacturer, or telecommunications support services provider from deploying a technology or service; or (B) relieve a carrier, manufacturer, or telecommunications support services provider of the obligations imposed .…” by the Act.  Thus, a service provider today would need to be capable of meeting the essential requirements of CALEA today, for at least one call.  However, the FBI has never issued a capacity notice for satellite communications and thus there would be a three year window after issuance of a FINAL capacity notice before additional capacity would need to be provided.  Capability and capacity go hand in hand in a practical sense. 

According to the FBI, the development and adoption of a lawfully authorized electronic surveillance (LAES) standard by the satellite industry would be a major step for satellite telecommunications carriers and equipment manufacturers towards achieving compliance with CALEA.  But as noted, one can comply with CALEA requirements today without a standard, and there is still no capacity notice from the FBI advising the upper limit for interceptions.

It is also unclear whether a standard would reduce the costs associated with developing and implementing the assistance capability requirements of CALEA, given the fact that many satellite systems are proprietary and may already have proprietary means to satisfy current interception requirements.

Even if industry chose to undertake a standards effort, there is the question of when it should be done given the fact that no capacity requirements have been proposed and standards efforts might be affected by or influenced by capacity needs.  For wireline and wireless systems, capability and capacity were worked in parallel.

Given economic conditions in the industry in general and specifically in the satellite industry, one might also ask whether the timing is appropriate to undertake such a large effort, again, absent capacity requirements.

Like all TIA standards, any LAES standard for satellite telecommunications would be a voluntary, industry-consensus standard.  Compliance to it would be voluntary by manufacturers and service providers.  Such a standard would, however, offer “safe harbor” for those who choose to follow the standard if one were to be adopted.  Safe harbor refers to the fact that a telecommunications carrier shall be found to be in compliance with the assistance capability requirements under CALEA, and a manufacturer of telecommunications transmission or switching equipment or a provider of telecommunications support services shall be found to be in compliance with CALEA if the carrier, manufacturer, or support service provider is in compliance with publicly available technical requirements or standards adopted by an industry association or standard-setting organization.

However, in the absence of an LAES standard, satellite telecommunications companies can instead choose to work directly with government officials individually to comply with the requirements of CALEA.

The FBI's request was addressed further at an April 15, 2003 CALEA IMPLEMENTATION IN SATELLITE WORKSHOP, jointly sponsored by TIA and the Satellite Industry Association.  Participation in this workshop was strictly limited to private sector representatives of the satellite industry.  The purpose of this workshop was to educate the satellite industry on the various issues and to ascertain their desire to have TIA undertake this standards-setting activity, when they think the timing would be appropriate, and whether their company would participate in an Lawfully Authorized Electronic Surveillance standard-setting activity for satellite telecommunications.  TIA will work with the leadership of its SCD to gage industry interest and respond to the FBI’s request.




�  Please note that if you select this option, you should be prepared with an action, either a draft resolution or a draft action plan.


�  Required only where a decision will be made.





�PAGE \# "'Page: '#'�'"  �� Choose whether the document represents something that the assembly has to approve (Decision), whether it requires further debate (Discussion) or it is being presented as information (Information)





David Clemis, TSACC

2003-04-28

