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1. Decision or Action Requested

Adoption of a resolution: 1) recognizing the need for the timely exchange of information among forums concerning Lawful Interception standards, specifications and related legal requirements, similar to that portrayed in the Annex; 2) concluding that there is a need for collaboration among these forums to enhance interoperability of the resulting specifications and maximize reuse of schema or protocols; and 3) resolving to promote such information exchange and collaboration. 

2. References

Convention on Cybercrime (Budapest, 23.XI.2001)
3. Introduction

Multilateral agreements and domestic law in most countries require the production of investigative or evidentiary information by telecommunication or information network providers.
  The production requirements of real-time traffic data and content have resulted in extensive global standards activities in a multiplicity of forums, commonly referred to as Lawful Interception. See Annex.  The term is synonymous with "legal interception." The phrase “Lawful Access” typically encompasses stored subscriber and traffic data.  The increasing importance of this activity resulted in GSC-7/RAST10 identifying the subject as one of "high interest" for GSC-8 – particularly with respect to Next Generation Networks.
 

4.
Issues for Discussion

Communication service providers, Law Enforcement Authorities (LEAs) and LI industry product and service providers are working together worldwide to support LEA requirements.  This activity consists of international conferences, national legislatures, and regulatory consultative and policy- making proceedings that specify the requirements, which in turn have resulted in an array of standards-making forums and industry entrepreneurial initiatives that have delivered specifications and products.  The specifications – which frequently include ASN.1 and XML schema and modules – facilitate interoperability and reusable code.

Impacts on service providers.  Intercept solutions for telecommunication and computer network providers are potentially costly.  This includes hardware and software expenditures that encompass multiple access and mediation devices, on-going operational expenses for dedicated specialists and security, testing, and LEA customer support on a 7 x 24 basis.  The costs are increased by the compartmentalization and legal review necessary to authenticate the legal process and meet countervailing laws intended to protect customer privacy and prevent unauthorized disclosure of legal surveillance order information.  The use of intermediate, network-based service bureaus may effect significant cost sharing.  Key considerations are “who pays,” and on what basis – both with respect to implementing the necessary capabilities as well as for actual production orders.  In some jurisdictions, standards have been used as the basis for imposing uncompensated additional cost burdens on providers – which tends to impede effective standards making.  

Introduction of new technology.  Although the situation is changing, LEAs and judicial authorities are often reluctant to use lower cost secure VPN transport technology, common global data elements, and structured syntax schema, or PKI authentication for authenticating parties to the processes.  The last includes LEAs, Judicial or other approving officials, Providers and Law Enforcement Monitoring Facilities.  The continued use of paper-based processes is relatively endemic.  The problem is significantly exacerbated when multiple legal jurisdictions are involved with different kinds of requirements.  The widespread introduction of the Internet and other next- generation network platforms, especially Voice over IP (VoIP), is likely to exacerbate these legacy incompatibilities and costs.  

Global legal and regulatory requirements transparency.  During the past several years, many national legislative authorities have adopted new Lawful Interception mandates applicable to existing and emerging network infrastructures.  Many of these activities are ongoing and independent of each other.  Internationally, the creation and signing of the Convention on Cybercrime in 2001 and the adoption of Lawful Interception-related mutual assistance agreements and other normative provisions have added to the complexity, as well as created transnational mandates.  These requirements significantly affect diverse standards-making forums and activities, including ultimately the providers of telecommunication, computer networking, and lawful interception products and services.  Yet no effective global mechanisms exist to provide notice of ongoing consultative and rule making activities or the resulting law and regulations.  Exacerbating factors include the diversity among global law enforcement communities, as well as the overlapping sectors that include legal and justice authorities, information system developers, and telecommunication and computer network providers. 

Multiple standards, schema, data elements, identifiers, and modules.  In response to the rapidly scaling lawful intercept requirements worldwide, a significant number of largely independent vendors and standards bodies have produced a growing body of implementations and standards.  Because these standards predominantly involve the structured acquisition and transfer of data, the use of both ASN.1 and XML modules/schema have been developed and the data elements defined.  No integrated data element dictionary for LI exists, although one is being attempted by the OASIS LI-XML Technical Committee.  All specifications require the use of key identifiers as the basis for the unique identification of parties, records, and network elements.  As a result of the lack of awareness of all these activities and specifications -much less continuing coordination and collaboration – Lawful Interception equipment, standards, schema, identifiers, and modules predominantly exist in isolated implementation islands with little or no interoperability.  Global Next-Generation Networks and Internet-based applications like VoIP are especially affected.

Interception Architectures.  For NGNs and Internet-based applications, the deployed architectures can have a dramatic effect both on the availability of information to LEAs, as well as the operations effects and implementation costs for providers.  See Figure 1, below.


Figure 1. Internet and Internet Application Lawful Interception Architecture Model


Because of the highly distributed nature of Internet-based applications, many different providers are potentially involved in supporting the service attributes – often entirely under the control of the end-user, and with no cognizance by other providers.  Indeed, in the Internet environment, the providers may encompass an “intranet” that is owned and operated by a corporation or organization, including the end-user.   Additionally, at provider premises sites, there are four interception technology platforms emerging.  Obligations of providers to support LEAs orders for subscriber information or intercepts concurrently among multiple providers becomes highly complex, difficult, and potentially costly.  There are no “one option fits all” solutions, so they will all co-exist, and intermediate service bureaus become necessary for effective integration of the stored and real-time records, and delivery to the potentially thousands of different Law Enforcement Monitoring Facilities.  All of these considerations necessarily implicate the pragmatic involvement, collaboration, and recognition of many different kinds of standards activities – among traditional telecommunication standards bodies, Internet and information standards activities, justice and law enforcement standards programs, and even industry forums, including significant individual company collaborative activities.

Stored subscriber information and traffic record access.  The support required both by multilateral agreements and national law includes access to stored subscriber information and traffic records.  Production orders for this information far exceed the number of real-time interceptions, and constitute a major global integration challenge as well as an unwanted major cost encumbrance for service providers if not compensated by Law Enforcement Authorities.   The potentially large authentication difficulties and costs in authenticating subscriber-provided information in an Internet-application environment are also formidable.  Standards initiatives undertaken by “E-Government” and Integrated Justice programs, and related products developed by industry vendors can be leveraged into the existing Lawful Interception sector.

ANNEX
Table of Lawful Interception Standards and Requirements Forums and Activities


[image: image2.emf]Application/Signalling Provider

Premises

SNMP

Backbone Provider

Premises

SNMP

Access Provider Premises

SNMP

LI Watcher

Provider Premises,

LEMF Premises,

or Service Bureau

intermediary

3

rd

Party Premises

Target Subject 

Location

Law Enforcement Monitoring Facility (LEMF)

User 

Client(s)/ 

Agent(s)

Collection and Analysis Systems

Access 

Servers

Log

File

Account

File

LI Access 

Device

Intranet

3

rd

Party

Client(s)/ 

Agent(s)

Internet

IRI & CC Functions

HI 2, HI 3 (typical) 

Provisioner Function

HI 1 (typical)

Application/

Signalling 

Server

LI Access 

Device

Intranet

LI Mediation Device

LI Access 

Device

LI Mediation 

Device

LI

LI Mediation Device

LI Watcher

Account

File

LI

Log

File


Note: the embedded worksheet is exemplary and not complete.  It is intended to provide a structure for the kind of basic information that is desirable for exchange, as well as some publicly available Lawful Access and Lawful Interception information concerning forums and countries.  There is no implication as to the architecture of the actual exchange of information.  The information need not necessarily be exchanged through a single organization.  Multiple organizations could be involved, and URLs could be used to simply indicate where the information may be found for each organization and country, using a common XML schema.







� See, e.g., Convention on Cybercrime (Budapest, November 2001).


� See, Resolution GSC7/1 (Sydney, November 2001)


� 	From An Internet Ecosystem LI Reference Model and its elements, Figure 1, VeriSign Switzerland SA, Doc. ETSI/LI-Rap#05TD012, Sophia Antipolis, 28-29 Jan 2003
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		A		Region		Forum Type		Forum Name		Ident		SubForum(s)		Statutory Law		Statutory Proceedings		Regulations		Regulatory Proceedings		Standards		Standards Proceedings		Current Deliverables		URL		Points of Contact

		x		0		Inter-
governmental		Council of Europe		CoE				Convention on Cybercrime														conventions.coe.int		Treaty Office
Council of Europe
F-67075 Strasbourg Cedex
France

		x		0		Inter-
governmental		European Commission		CEC				o Convention of 29 May 2000 on Mutual Assistance in Criminal Matters
o Council Resolution of 17 January 1995 on the lawful interception of telecommunications														http://www.europarl.eu.int/

				0		Standards		CableLabs														PacketCable Electronic Surveillance Specification, PKT-SP-ESP-I01-991229

		x		0		Standards		European Telecommunication Standards Institute		ETSI		LI
3GPP
AT
ESI
SPAN
TIPHON
UCI										Telecommunications security; Lawful Interception (LI); Handover interface for the lawful interception of telecommunications traffic, ETSI TS 101 671 V2.5.1 (2003-01);
[too many to list]				Revisions; IP handover and services specifications		www.etsi.org

		x		0		Standards		Global LI Industry Forum		GLIIF		Standards Committee														Proprietary vendor LI interfaces and protocols		www.gliif.org

		x				Standards		Internet Engineering Task Force		IETF												See Cisco, Juniper						www.ietf.org

		x		0		Standards		Organization for the Advancement of Structured Information Standards		OASIS		LI-XML														Suite of 8 XML schema and global LI data dictionary		www.oasis-open.org

				0		Standards		Telecommunications Industry Association		TIA		TR45
TR46										Lawfully Authorized Electronic Surveillance TIA/EIA/IS-J-STD-025-A (Mar 2003)				Revisions; Joint with ATIS		www.tiaonline.org

				0		Standards		Alliance for Telecommunications Industry Solutions		ATIS		T1M1
T1S1														See TIA Standards
VoIP specification		www.atis.org

				0		Standards		Society of Cable Telecommunications Engineers		SCTE												IPCablecom Electronic Surveillance Standard, SCTE 24-13 2001						www.scte.org

				0		Standards		International Packet Communications Consortium		IPCC		LI														Lawfully Authorized Electronic Surveillance for Softswitch-based Networks		www.ipcc.org

		x		0		Company		Cisco Systems														o draft-baker-slem-architecture-00.txt
o draft-baker-slem-mib-00.TXT						See IETF

		x		0		Company		Juniper Networks														draft-shafer-js-xml-api-00.txt						See IETF

				1		Country		Bermuda		bm

		x		1		Country		Canada		ca				o Criminal Code
o Canadian Security Intelligence Service Act
o Competition Act.						Lawful Access – Consultation Document (25 August 2002)

				1		Country		Greenland		gl

				1		Country		St. Pierre and Miquelon		pm

		x		1		Country		USA		us				o Federal Criminal Code
o Federal FISA
o CALEA
o State Criminal Code (46)				o FCC 47 CFR
o FBI Capacity Notices		FCC Dockets 02-33, 02-52

				2		Country		Anguilla		ai

				2		Country		Antigua & Barbuda		ag

				2		Country		Argentina		ar

				2		Country		Aruba		aw

				2		Country		Bahamas		bs

				2		Country		Barbados		bb

				2		Country		Belize		bz

				2		Country		Bolivia		bo

				2		Country		Brazil		br

				2		Country		Cayman Islands		ky

				2		Country		Chile		cl

				2		Country		Colombia		co

				2		Country		Costa Rica		cr

				2		Country		Cuba		cu

				2		Country		Dominica		dm

				2		Country		Dominican Republic		do

				2		Country		Ecuador		ec

				2		Country		El Salvador		sv

				2		Country		Falkland Islands		fk

				2		Country		French Guiana		gf

				2		Country		Grenada		gd

				2		Country		Guadeloupe		gp

				2		Country		Guatemala		gt

				2		Country		Guyana		gy

				2		Country		Haiti		ht

				2		Country		Honduras		hn

				2		Country		Jamaica		jm

				2		Country		Martinique		mq

				2		Country		Mexico		mx

				2		Country		Montserrat		ms

				2		Country		Netherlands Antilles		an

				2		Country		Nicaragua		ni

				2		Country		Norfolk Island		nf

				2		Country		Panama		pa

				2		Country		Paraguay		py

				2		Country		Peru		pe

				2		Country		Puerto Rico		pr

				2		Country		Saint Kitts and Nevis		kn

				2		Country		Saint Lucia		lc

				2		Country		South Georgia And The South Sandwich Islands		gs

				2		Country		St. Vincent and the Grenadines		vc

				2		Country		Suriname		sr

				2		Country		Trinidad and Tobago		tt

				2		Country		Turks and Caicos Islands		tc

				2		Country		Uruguay		uy

				2		Country		Venezuela		ve

				2		Country		Virgin Islands (British)		vg

				2		Country		Virgin Islands (US)		vi

				3		Country		Albania		al

				3		Country		Andorra		ad

				3		Country		Austria		at

		x		3		Country		Belgium		be

				3		Country		Bosnia And Herzegowina		ba

				3		Country		Cyprus		cy

		x		3		Country		Denmark		dk

				3		Country		Faroe Islands		fo

		x		3		Country		Finland		fi		Communications Market Act, Sec 95

		x		3		Country		France		fr

		x		3		Country		Germany		de				Telecommunications Act of 25 July 1996				Regulatory Authority for Telecommunications and Posts, Technical Directive setting forth Requirements relating to the Implementation of Legal Measures for the Interception of Telecommunications (TR FUV)

				3		Country		Gibraltar		gi

				3		Country		Greece		gr

				3		Country		Guernsey		gg

				3		Country		Iceland		is

				3		Country		Ireland		ie

				3		Country		Isle of Man		im

				3		Country		Italy		it

				3		Country		Jersey		je

				3		Country		Liechtenstein		li

				3		Country		Luxembourg		lu

				3		Country		Macedonia		mk

				3		Country		Malta		mt

				3		Country		Moldova		md

				3		Country		Monaco		mc

		x		3		Country		Netherlands		nl		Dutch Telecommunications Act 1998										Transport of Intercepted IP Traffic, TIIT V1.0.0 (2002-09)

				3		Country		Norway		no

				3		Country		Portugal		pt

				3		Country		San Marino		sm

				3		Country		Slovenia		si

				3		Country		Spain		es

				3		Country		Svalbard And Jan Mayen Islands		sj

		x		3		Country		Sweden		se

		x		3		Country		Switzerland		ch												Lawful Interception of Telecommunications Traffic
Packet Switched Services, Delivery of Intercepted Electronic Mail, Version 1.0 vom 2. April 2002

				3		Country		Turkey		tr

		x		3		Country		United Kingdom		gb				Regulation of Investigatory Powers Act 2000						Home Office Consultative Proceedings
o Access To Communications Data, March 2003
o Code of Practice for Voluntary Retention of Communications Data		National Handover Interface Specification Version 1.0 May 2002

				3		Country		Vatican		va

				3		Country		Yugoslavia		yu

				4		Country		Armenia		am

				4		Country		Belarus		by

				4		Country		Bulgaria		bg

				4		Country		Croatia		hr

				4		Country		Czech		cz

				4		Country		Estonia		ee

				4		Country		Georgia		ge

				4		Country		Hungary		hu

				4		Country		Latvia		lv

				4		Country		Lithuania		lt

				4		Country		Poland		pl

				4		Country		Romania		ro

		x		4		Country		Russian Fed		ru

				4		Country		Slovakia		sk

				4		Country		Ukraine		ua

				5		Country		Algeria		dz

				5		Country		Angola		ao

				5		Country		Bahrain		bh

				5		Country		Burkina Faso		bf

				5		Country		Djibouti		dj

				5		Country		Egypt		eg

				5		Country		Eritrea		er

				5		Country		Iran		ir

				5		Country		Iraq		iq

				5		Country		Israel		il

				5		Country		Jordan		jo

				5		Country		Kuwait		kw

				5		Country		Lebanon		lb

				5		Country		Libya		ly

				5		Country		Mali		ml

				5		Country		Mauritania		mr

				5		Country		Morocco		ma

				5		Country		Niger		ne

				5		Country		Oman		om

				5		Country		Qatar		qa

				5		Country		Reunion		re

				5		Country		Saudi Arabia		sa

				5		Country		Syria		sy

				5		Country		Tunesia		tn

				5		Country		United Arab Emirates		ae

				5		Country		Yemen		ye

				6		Country		Ascension Island		ac

				6		Country		Benin		bj

				6		Country		Botswana		bw

				6		Country		Bouvet Island		bv

				6		Country		Buinea-Bissau		gw

				6		Country		Burundi		bi

				6		Country		Cameroon		cm

				6		Country		Cape Verde		cv

				6		Country		Central African Republic		cf

				6		Country		Chad		td

				6		Country		Comoros		km

				6		Country		Congo		cg

				6		Country		Congo (Democratic Republic)		cd

				6		Country		Cote d'Ivoire		ci

				6		Country		Equatorial Guinea		gq

				6		Country		Ethopia		et

				6		Country		French Southern Territories		tf

				6		Country		Gabon		ga

				6		Country		Gambia		gm

				6		Country		Ghana		gh

				6		Country		Guinea		gn

				6		Country		Heard and Mc Donald Islands		hm

				6		Country		Kenya		ke

				6		Country		Lesotho		ls

				6		Country		Liberia		lr

				6		Country		Madagascar		mg

				6		Country		Malawi		mw

				6		Country		Maldives		mv

				6		Country		Mauritius		mu

				6		Country		Mayotte		yt

				6		Country		Mozambique		mz

				6		Country		Namibia		na

				6		Country		Nigeria		ng

				6		Country		Rwanda		rw

				6		Country		Sao Tome and Principe		st

				6		Country		Senegal		sn

				6		Country		Seychelles		sc

				6		Country		Sierra Leone		sl

				6		Country		Somalia		so

				6		Country		South Africa		za

				6		Country		St. Helena		sh

				6		Country		Sudan		sd

				6		Country		Swaziland		sz

				6		Country		Tanzania		tz

				6		Country		Togo		tg

				6		Country		Uganda		ug

				6		Country		Zaire		zr

				6		Country		Zambia		zm

				6		Country		Zimbabwe		zw

				7		Country		Afghanistan		af

				7		Country		Azerbaijan		az

				7		Country		Bangladesh		bd

				7		Country		Bhutan		bt

				7		Country		Brunei Darussalam		bn

				7		Country		Cambodia		kh

				7		Country		China		cn

		x		7		Country		India		in				The Prevention of Terrorism Act, 2002; Act No. 15 of 2002				Lawful Interception and Monitoring, No. GR/LIM-01/01.OCT.2000

				7		Country		Indonesia		id

		x		7		Country		Japan		jp

				7		Country		Kazakhstan		kz

		x		7		Country		Korea		kr

				7		Country		Kyrgyzstan		kg

				7		Country		Laos		la

				7		Country		Macau		mo

				7		Country		Malaysia		my

				7		Country		Mongolia		mn

				7		Country		Myanmar		mm

				7		Country		Nepal		np

				7		Country		Philippines		ph

				7		Country		Singapore		sg

				7		Country		Sri Lanka		lk

				7		Country		Taiwan		tw

				7		Country		Tajikistan		tj

				7		Country		Thailand		th

				7		Country		Turkmenistan		tm

				7		Country		Uzbekistan		uz

				7		Country		Viet Nam		vn

		x		8		Country		Australia		au				Multiple Criminal, Security, and Telecommunications Acts

				8		Country		Christmas Island		cx

				8		Country		Cocos (Keeling) Islands		cc

				8		Country		Cook Islands		ck

				8		Country		East Timor		tp

				8		Country		Fiji		fj

				8		Country		French Polynesia		pf

				8		Country		Guam		gu

				8		Country		Kiribati		ki

				8		Country		Marshall Islands		mh

				8		Country		Micronesia		fm

				8		Country		Nauru		nr

				8		Country		New Caledonia		nc

				8		Country		New Zealand		nz

				8		Country		Niue		nu

				8		Country		Northern Mariana Islands		mp

				8		Country		Pakistan		pk

				8		Country		Palau		pw

				8		Country		Papua New Guinea		pg

				8		Country		Pitcairn		pn

				8		Country		Samoa		ws

				8		Country		Solomon Islands		sb

				8		Country		Tokelau		tk

				8		Country		Tonga		to

				8		Country		Tuvalu		tv

				8		Country		Vanuatu		vu

				8		Country		Wallis And Futuna Islands		wf
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