GSC-8 

Ottawa, Canada

28 April – 1 May, 2003


	RESOLUTION GSC-8/2:  Global Cooperation and Collaboration on Lawful Access and Interception


GSC-8

recognizing
a) that numerous diverse Lawful Access and Interception requirements exist by virtue of multilateral agreements and treaties worldwide, including the Convention on Cybercrime (Budapest, 23 XI 2001), as well as national and local legislative and regulatory requirements in most countries;

b) that the substantial inter-working and relative openness and access of networks today allows actions that could be harmful to those networks and breach the security of individual user systems; 

c) that communication providers - in response to lawful requests - must provide Law Enforcement Authorities timely and effective access to subscriber information, traffic data, or content data;

d) that the increasing diversity, complexity, and provisioning arrangements of networks – including the identification and location of services - pose additional challenges;

e) that the costs of supporting Lawful Access and Interception requirements can weigh significantly upon communication providers, and may not always be compensated by Law Enforcement Authorities;

f) that the diversities among Law Enforcement Authorities and the levels of security and compartmentalization may pose additional challenges;

g) that the architectures for Lawful Interception and Access significantly affect the costs and the difficulty of standardization for providing Lawful Access and Interception capabilities;
concludes
a) that a significant need exists for the timely exchange of information concerning Lawful Access and Interception standards and related legal requirements among legislative, regulatory, law enforcement, industry, and standards bodies and forums;

b) that multiple standards for the same Lawful Access and Interception capabilities, including authentication, accountability, secure transfer and records-keeping, should be minimized through increased collaboration;

c) that global interoperability and harmonization among different Lawful Access and Interception standards and related identifiers is desirable to facilitate sharing of information worldwide;

d) that Lawful Access and Interception architectures should accommodate Next Generation Network with a view to providing required capabilities for Law Enforcement Agencies while minimizing costs to communication service providers through shared infrastructure and resources;

e) that Lawful Access and Interception techniques should strive for optimal efficiencies and not significantly degrade the network performance;
resolves

a) that PSOs provide global, timely notice of new proceedings, activities, requirements or specifications;

b) that PSOs collaborate towards common standards relating to Lawful Access and Interception;

c) that PSOs encourage the authorities responsible for Lawful Access and Interception to 

1. provide global, timely notice of new proceedings, activities, requirements or specifications

2. collaborate toward common, harmonized, shared systems of  law, regulation, requirements, mandates, specifications, standards, identifiers, information objects, document schema, or homologation relating to Lawful Access and Interception for communication networks.

