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1
Decision/action requested

Decision point: A standardization body shall take a role of standardizing higher layer issues on network-based RFID services, for example, the mobile RFID services as described in the reference.
Proposed resolution: ITU-T (or ISO/IEC JTC1) is recommended to take charge of standardizing higher layer issues on network-based RFID services. Detail items will be figured out later in the body.
2
References

[1] Yong-Woon KIM, Se-Won Oh, Hyoung-Jun KIM, "A Standardization Activity on Network based RFID Services in Korea", GSC-10
3
Rationale
When RFID stayed in limited environments with limited purposes, standardization issues also were not too many. But nowadays RFID tags have been spread widely by declining of price and even an RFID reader is coming in a cell phone, which enables RFID-based B2B as well as B2C applications. Such applications must be based on network and communication between service entities distributed globally in the Internet. The existing ISO/IEC standards and drafts don’t cover all the requirements of network-based B2B/B2C applications and EPCglobal’s standards are focusing on B2B applications especially such as the supply chain management. Here are additional standardization topics from mobile RFID experiences of Korea.

3.1
Integration with reader, tag and smartcard
The mobile RFID phone model of Korea is equipped with the only RFID reader, not an RFID tag. The tag can enable such applications as payment, identity check, key to doors, etc. because it gives some identity and credit card information. Lots of valuable applications suggested need an RFID tag in an RFID phone. However, currently they’re not possible but the next targets by embedding a tag next year.
NFC can support both reader and tag features. So phone-to-phone communications are possible via NFC. A person can send a mobile ticket to his friend in such a way. But wireless network operators are very concerned about the feature because they think a phone-to-phone communication decreases opportunities of more network traffics. 

Cell phones have another device called smartcard or IC which provides much more features than an RFID tag. So how to integrate reader, tag and smartcard will be an issue. Both standardization topics and detail specifications depend on integration combinations. For example, the network architectures are different in accordance with reader-based or tag-based phone models. That is, mobile RFID-tag phones have to adopt the service broker architecture by the same reason with EPCglobal.  
Possible integration combinations are:

· RFID reader + tag;

· RFID reader + RF-IC;

· RFID reader + tag/RF-IC; and

· RFID reader/tag + IC as in NFC.
Where the representations of “reader/tag” and “tag/RF-IC” mean physical integrations each into a single device. “+” means a mechanical combination with different devices.
3.2
APIs

APIs are a platform-specific issue. So different development platforms may need different API sets. Even though, however, development of APIs may be different, common API functions can be specified to help API implementations.
3.3
URN representation
An RFID code is just a bit string and difficult to be referred by functional modules, applications, other systems distributed, etc. A proper representation will be very helpful to refer to the code. The URN is a right means to support the requirement.
RFC 2141 says, “Uniform Resource Names (URNs) are intended to serve as persistent, location-independent resource identifiers and are designed to make it easy to map other namespaces (that share the properties of URNs) into URN-space. Therefore, the URN syntax provides a means to encode character data in a form that can be sent in existing protocols, transcribed on most keyboards, etc.” Examples are "urn:isbn:0451450523" and "urn:ietf:rfc:2141".
The WIKIPEDIA defines a good relationship between URI (Uniform Resource Identifier), URN and URL (Uniform Resource Locator). It says, “A URI can be classified as a locator, a name, or both. A URL is a URI that, in addition to identifying a resource, provides a means of acting upon or obtaining a representation of the resource by describing its primary access mechanism or network "location". The URL, “http://www.wikipedia.org/”, for example, is a URI that identifies a resource and implies that a representation of that resource (such as a home page's HTML code, as encoded characters) is obtainable via HTTP from a network host named www.wikipedia.org. A URN is a URI that identifies a resource by name in a particular namespace. A URN can be used to talk about a resource without implying its location or how to dereference it. For example, the URN, “urn:ISBN:0-395-36341-1”, is a URI that, like an ISBN book number, allows one to talk about a book, but doesn't suggest where and how to obtain an actual copy of it.”
With such relationship, it is very helpful to convert an RFID code into a URN form to identify the code by name at functional operations, other applications, inter-communications, and everywhere. Thus, proper URN representations should be standardized for various code schemes. 
3.4
Networking issues

There are a few standardization issues on RFID network communications. 

3.4.1
Extension to NAPTR
The result of a code resolution is a NAPTR record containing URI, service type, order and preference, etc. The NAPTR should be extended to support the requirement of providing separate contents to users or applications with regard to a single code. For example, a service provider may want to provide contents independently of phones and networks, but handsets have different properties according to subscribed networks. So a content which works at a phone and network might not work at other phones and networks. NAPTR extensions can solve this problem statement. Then different contents can be delivered to users for a single code.

3.4.2
Extension to HTTP content negotiation

Cell phones have become a personal and private information terminal with which young students can access easily to adult contents. But currently the adult verification is provided within contents at the application layer. Thus illegal behaviours providing adult contents without control cannot be prohibited. 

In order to control access strictly to adult contents, a protocol solution is much better and the content negotiation of HTTP needs to be extended for the adult verification. See details in 3.5.5 of the paper [1].
3.4.3
Reader management protocols
The network architecture of tag-based phone models will consist of a number of RFID readers in a company, region, or nation. A reader management protocol should be developed based on the service broker architecture. The management protocol may be different in accordance with scope or network environment. That is, a company-wide protocol for B2B RFID readers and a nation-wide protocol for B2C RFID readers may be different.
3.4.4
Information retrieval protocol

Figure 17 illustrates a content retrieval process for an object with a serial number embedded product code [1]. After a code resolution, the location of OIS is returned in a URI form, that is, a URL. The URI or URL is associated with the product-level code, not the serial number. A client application must let the OIS know the serial number to retrieve detail information about the object. Thus a protocol to deliver such serial number should be defined.

3.5
Security issues

A certain tag can be killed or locked. But a password is required to do that. Here is an issue: how to get the password. So a password distribution protocol should be specified via a proper authentication.
As described in 3.5.5 [1], the privacy management must be an important target to be solved. A proper privacy control architecture should be defined with a protocol.
3.6
Application and code issues

Application and functional requirements should be analysed in order to define standardization topics and develop appropriate specifications. The requirements will affect contents of most specifications.
The existing code schemes are developed to deal with off-line objects. But B2C applications are usually associated with on-line contents. So a code scheme for on-line contents should be defined.
As mentioned in 3.5.4, the user memory space may be important to support B2C applications. A data format about how user data stores at the space should be defined.
3.7
Test issues

Appropriate conformance test suites should be developed to avoid different implementations for the same specification. 
4
Consequences and implications

There is nothing to be set out.
5
Issues for discussion

Network-based RFID applications for B2B and B2C are emerging. But the existing standards don’t support all the requirements mentioned in [1] and no international standardization body deals with the standardization topics. A body should take a role of standardizing higher layer issues above the MAC/PHY layer.























































































































































