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Introduction

At the World Telecommunication Standardization Assembly (Florianópolis, 2004), with Resolution 50 (see Appendix A) it has been resolved that ITU-T evaluate existing and evolving new Recommendations with respect to their robustness for exploitation by malicious parties to interfere destructively with their deployment in the global information and communication infrastructure. Also ITU-T should continue to raise awareness of the need to defend information and communication systems against the threat of cyberattack, and continue to promote cooperation among appropriate entities in order to enhance exchange of technical information in the field of information and communication network security.

WTSA-04 also approved a new Question on Cyber security that it assigned to ITU-T Study Group 17 (see Appendix B).

Background information

The use of networks to connect heterogeneous IT systems can result in productivity gains to organizations and new capabilities that are enabled by the networked systems. Nowadays it is relatively easy to obtain information, to communicate, to monitor and control IT systems across vast distances. As such today’s networks play a key role in many national critical infrastructure for applications that include: electronic commerce, voice and data communications, utility, financial, health, transportation, and defense.

Network connectivity and ubiquitous access is central to today’s IT systems. However, wide spread access and the loose coupling of interconnected IT systems can be a primary source of widespread vulnerability. Threats to networked systems such as: denial of service attacks, theft of financial and personal data, network failures and disruption of voice and data telecommunications are on the increase.

The network protocols that are in use today were developed in an environment of trust. Most new investments and development is dedicated to building new functionality and not on securing that functionality.

Cybersecurity threats are growing rapidly - viruses, worms, Trojan horses, spoofing attacks, identity theft, spam, and other kinds of cyber attacks. An understanding of cybersecurity is needed in order to build a foundation of knowledge that can aid securing the networks of tomorrow.

Corporations and government agencies should view security as a process or way of thinking on how to protect systems, networks, applications, and resources. The underlying thinking is that connected networks have inherent risks. However, security should not be an obstacle to business. The focus should be on how to offer the required services in a secure way.

In today’s business environment, the concept of perimeter is disappearing. The boundaries between inside and outside networks are becoming thinner. Applications run on top of networks in a layered fashion. Security must exist between each of these layers. A layered approach to security enables organizations to create multiple levels of defense against threats.

Motivation for Question 6

Cyber space users are very interested in how to enhance protection level of their cyber life and how to prevent harms from various kinds of threats. Many experts in the telecommunication community need to know how to properly operate equipment for their network safety.

Numerous protection and detection mechanisms have been introduced such as firewalls and intrusion detection systems (IDS), but most of them are just focusing on technical aspects. While these technical solutions are important, more consideration and discussion is needed on cyber security from the point of international standardization.

In order to define a comprehensive action plan, Question 6 considered necessary to better qualify what Cybersecurity means.

In general terms, cybersecurity concerns attacks against cyberspace. The term "cybersecurity" refers to the areas of security of networked information systems, encompassing the security of electronic interchanges and the underlying telecommunications infrastructure.
Currently, Question 6/17 is using the following:
As a working definition within the ITU-T, Cybersecurity means the collection of tools, policies, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that may be used  to protect organization and user’s assets on the cyber environment. Organization and user’s assets include connected computing devices, computing users, applications/services, Telecommunications systems, multimedia communication, and the totality of transmitted and/or stored information in the cyber environment. It encompasses the attainment and maintenance of the security properties of the organization and user’s assets against relevant security risks in the cyber environment. The security properties include one or more of the following:
Availability
Integrity, which may include authenticity and non-repudiation

Confidentiality

Areas for action

Security of telecommunications network infrastructure

· How should telecommunications network providers secure their infrastructure and maintain secure operations?

· What are the minimum security requirements that telecommunications providers and ISPs should implement?

Security knowledge and awareness of telecom personnel and users

· What should telecommunications personnel (including engineers, designers, operators, managers, and end-users) know about cyber security?

· How to ensure that key telecommunications personnel are adequately trained, (including, internal management, personnel involved in security managements and operations)?

· Security Requirements for Design of New Communications Protocol and Systems

· What are the security requirements that telecommunications protocols and communications systems designers and manufacturers need to consider in the design and development of such new systems or technology?

· What can ITU-T do, to lead by example, to consider security needs out-front in the design of telecommunications systems or technology?

Communications relating to Cybersecurity

· What can telecommunications providers, ISPs, national bodies, and other key industry stakeholders do to promote sharing of best practices and security messaging in the cyber space?

· What are the security information requirements of cybersecurity stakeholders?

Security Processes – Life-cycle processes relating to incident and vulnerability

· What are the life-cycle stages and processes of security vulnerabilities and security incident?

· How should vulnerabilities information be shared efficiently to aid in the vulnerability life-cycle processes?

· How should digital evidence and forensic information relating to cybercrime activities or investigation be handled such that they are consistent with cross-border legal requirements?

Security of identity in telecommunication network

· How to securely manage identity and federation among providers in Telecommunication?

· Legal/Policy Considerations

· What are the minimum security requirements that regulators should enforce on telecommunication providers and ISPs?

Collaboration

· ITU-T Study Groups 2 and 13; and ITU-R

· Standardization Bodies: ISO/IEC JTC 1, IETF, W3C, OASIS

Study Group 17, Question 6 work plan

The following Recommendations are in development

X.cso, Overview of cybersecurity

This Recommendation provides a definition for Cybersecurity. The Recommendation provides a taxonomy of security threats from an operator point of view. Cybersecurity vulnerabilities and threats are presented and discussed at various network layers.

Various Cybersecurity technologies that are available to remedy the threats include: Routers, Firewalls, Antivirus protection, Intrusion detection systems, Intrusion protection systems, Secure computing, Audit and Monitoring. Network protection principles such as defence in depth, access and identity management with application to Cybersecurity are discussed. Risk Management strategies and techniques are discussed including the value of training and education in protecting the network. A discussion of Cybersecurity Standards, Cybersecurity implementation issues and certification are presented.

X.vds, A vendor-neutral framework for automatic checking of the presence of vulnerabilities information update

This Recommendation provides a framework of automatic notification on vulnerability information. The key point of the framework is that it is a vendor-neutral framework. Once users register their software, updates on the vulnerabilities and patches of the registered software will automatically be made available to the users. Upon notification, users can then apply patch management procedure to update their software.

X.sds, Guidelines for Internet service providers and end-users for addressing the risk of spyware and deceptive software

This Recommendation provides guidelines for Internet Service Providers (ISP) and end-users for addressing the risks of spyware and deceptive software. The Recommendation promotes best practices around principles of clear notices, and users’ consents and controls for ISP web hosting services. The Recommendation also promotes best practices to end-users on the Internet to secure their computing devices and information against the risks of spyware and deceptive software.

X.cvlm, Guidelines on cybersecurity vulnerability life-cycle management

This Recommendation provides a framework for the provision of monitoring, discovering, responding and post-analysis of vulnerabilities. Service providers can use this Recommendation to complement their existing Information Security Management System process in the aspect of regular vulnerability assessment, vulnerability management, incident handling and incident management.

Appendix A:

Resolution 50

Cybersecurity

(Florianópolis, 2004)
The World Telecommunication Standardization Assembly (Florianópolis, 2004),

considering

a)
the crucial importance of the information and communication infrastructure to practically all forms of social and economic activity;

b)
that the legacy public switched telephone network (PSTN) has a level of inherent security properties because of its hierarchical structure and built-in management systems;

c)
that IP networks provide reduced separation between user components and network components if adequate care is not taken in the security design and management;

d)
that the converged legacy networks and IP networks are therefore potentially more vulnerable to intrusion if adequate care is not taken in the security design and management;

e)
that the type and number of cyberincidents, including attacks from worms, viruses, malicious intrusions and thrill-seeker intrusions are on the increase,

recognizing

the resolves of Resolution 130 (Marrakesh, 2002) of the Plenipotentiary Conference to strengthen the role of ITU in information and communication network security, and the instruction to intensify work within ITU study groups,

recognizing further

the emphasis of this assembly to focus the network security work of the ITU Telecommunication Standardization Sector (ITU-T),

noting

the vigorous activity and interest in the development of security standards and Recommendations in ITU-T Study Group 17 and in other standardization bodies, including the Global Standards Collaboration group, 

resolves

1
that ITU-T evaluate existing and evolving new Recommendations, and especially signalling and communications protocol Recommendations, with respect to their robustness of design and potential for exploitation by malicious parties to interfere destructively with their deployment in the global information and communication infrastructure;

2
that ITU-T continue to raise awareness, within its area of operation and influence, of the need to defend information and communication systems against the threat of cyberattack, and continue to promote cooperation among appropriate entities in order to enhance exchange of technical information in the field of information and communication network security,

further resolves

to forward to the Telecommunication Standardization Advisory Group (TSAG) the report of the Cybersecurity Symposium held on 4 October 2004 in Florianópolis, for its consideration and follow‑up as appropriate,

instructs the Director of the Telecommunication Standardization Bureau

to develop, in consultation with the chairman of TSAG and the appropriate study group chairmen, a plan to undertake the abovementioned evaluation of relevant Recommendations at the earliest possible time considering resources available and other priorities, and to provide updates of the progress regularly to TSAG,

further instructs the Director of the Telecommunication Standardization Bureau

1
to include in the annual report to the Council specified in Resolution 130 (Marrakesh, 2002) of the Plenipotentiary Conference the progress in the evaluations under resolves above;

2
to continue to take appropriate action to publicize the need to defend information and communication networks against the threat of cyberattack, and to cooperate with other relevant entities in these efforts;

3
to liaise with other bodies active in this field, such as the International Organization for Standardization (ISO) and the Internet Engineering Task Force (IETF),

invites Member States, Sector Members and Associates, as appropriate,

to participate actively in the implementation of this resolution and the associated actions

Appendix B: Question 6/17 - Cyber Security


1.
Motivation
There have been many attacks to communication systems and the number of incidents caused by worms and virus are increasing. Cyber space users are very interested in how to enhance protection level of their cyber life and how to prevent harms from various kinds of threats. Many experts in the telecommunication community need to know how to properly operate equipment for their network safety.
Numerous protection and detection mechanism have been introduced such as firewalls and intrusion detection systems (IDS), but most of them are just focusing on technical aspects. While these technical solutions are important, more consideration and discussion is needed on cyber security from the point of international standardization.

2.
Question
The following areas of cyber security should be studied:

· processes for distribution, sharing and disclosure of vulnerability information.
· standard procedure for incident handling operations in cyber space.
· strategy for protection of critical network infrastructure.
3.
Tasks
What Recommendations are needed for cyber security?
This effort will be done in collaboration with the ITU-T communications systems security project, other ITU study groups interested in cyber security, standards development organizations (SDOs) such as ISO/IEC JTC 1 and IETF, and other cyber security related organizations including special incident handling organizations such as Computer Emergency Response Team Coordination Center (CERT/CC) and Forums for Incident Response Security Teams (FIRST).

4.
Relationships
bodies: ISO/IEC JTC 1/SC 27; IETF
Other bodies Recommendations:
Questions: 4/17, 5/17, 7/17, 8/17, 9/17 and 10/17
Study Groups: ITU-T SGs 2, 4, 5, 9, 11, 13, 15, 16 and 19; ITU-R, ITU-D SG 2
Standardization: FIRST, CERT/CC

Appendix C: Useful links
· ITU-T Study Group 17 home page:
http://www.itu.int/ITU-T/studygroups/com17/index.asp
· ITU Cybersecurity Gateway
http://www.itu.int/cybersecurity/index.html
· World Summit on Information Society, Second Phase, Tunis, 16-18 November 2005, Outcome Documents:
http://www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=2266|2267
· Cybersecurity Symposium, Florianópolis, Brazil, 4 October 2004
http://www.itu.int/ITU-T/worksem/cybersecurity/index.html 
· Second Cybersecurity Symposium, Moscow, Russia, 29 March 2005
http://www.itu.int/ITU-T/worksem/cybersecurityII/index.html
