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The anti-spam laws enacted around the world so far have
been largely unsuccessful in stopping spam.! In almost every
instance, anti-spam statutes have been directed at sanctioning
spammers for their bad acts. An increasing number of coun-
tries and other jurisdictions have created such laws or applied
to spam their existing, generally applicable laws concerning
data protection, consumer protection, and protection against
fraud. Yet, in many cases, these laws have missed their target
entirely, with no perceptible impact on actual spammers. Even
worse, the laws have often had negative side effects, in the
form of transaction costs, administrative costs, and a chilling
effect on legitimate senders of e-mail.

No matter what kind of law is enacted or applied, anti-
spam measures require well-conceived, targeted, and coor-
dinated enforcement mechanisms in order to be effective.
Without a doubt, anti-spam investigations are invariably com-
plicated and expensive, presenting challenges for any coun-
try seeking to enforce anti-spam laws. Even the U.S. Federal
Trade Commission, with its substantial resources, has brought
only approximately 70 cases against spammers. For developing
countries that have limited human and financial resources for
such work, anti-spam laws can be rendered nearly meaningless
because of the enforcement challenge.

Cross-border cooperation and enforcement is not only
desirable, but also essential to spam fighting. But the variety of
anti-spam laws and underlying legal systems on the books of
various countries makes collaboration extremely difticult. The
challenge of fighting spam through law — to be sure, only one
of the potential modes of regulation — calls for new thinking
and increased emphasis on international harmonization and
collaboration. The only effective means of combating spam
is likely to be a combination of approaches. As noted in the
Chairman’s report of the ITU 2004 Global Symposium for
Regulators (GSR),? a multi-pronged approach to dealing with
spam is an appropriate measure.

This chapter primarily takes up the question of what
— beyond coordinating with technologists and other countries’
enforcement teams and educating consumers — legislators and
regulators might consider by way of legal mechanisms. First,
the chapter takes up the elements that might be included in
an anti-spam law. Second, it explores one alternative legal
mechanism which might be built into an anti-spam strategy,

the establishment of enforceable codes of conduct for Internet
Service Providers (ISPs). Third, the chapter also examines a
variant of the legal approach where ISPs are formally encour-
aged by regulators to develop their own code of conduct. ISPs
should be encouraged to establish and enforce narrowly-drawn
codes of conduct that prohibit their users from using that ISP
as a source for spamming and related bad acts, such as spoofing
and phishing, and not to enter into peering arrangements with
ISPs that do not uphold similar codes of conduct. Rather than
continue to rely upon chasing individual spammers, regulators
in the most resource-constrained countries in particular would
be more likely to succeed by working with and through the
ISPs that are closer to the source of the problem, to their cus-
tomers, and to the technology in question. The regulator’s job
would be to ensure that ISPs within their jurisdiction adopt
adequate codes of conduct as a condition of their operating li-
cense and then to enforce adherence to those codes of conduct.
The regulator can also play a role in sharing best practices
among ISPs and making consumers aware of the good works
of the best ISPs. While effectively just shifting the burden of
some of the anti-spam enforcement to ISPs is not without clear
drawbacks, and cannot alone succeed in stemming the tide of
spam, such a policy has a far higher likelihood of success in the
developing countries context than the anti-spam enforcement
tactics employed to date.

7.1 The Spam Problem

The problem of spam is well established. The extent of
the problem is plain to anyone who relies upon electronic mail
(email) for communications. Email and related forms of mes-
saging such as “blogs” (short for “Web logs”) and short mes-
saging service (SMS), have become an important and popular
means of communication in cultures around the world. These
services are cheap, they have global reach, and they are playing
a key role in the development of e-commerce. The proof of
their value is found in their extraordinary global adoption rate,
whether in the form of an e-mail client (such as Microsoft’s
Outlook, Eudora, Thunderbird, or others) or hosted services
(such as Microsoft’s Hotmail, Outblaze, Yahoo! Mail, Google’s
Gmail, Wanadoo or Noos in France, among others).
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But the openness that has made e-mail and its close cous-
ins such tremendously easy ways to connect is also emerging as
their greatest vulnerability. A combination of economics, tech-
nologies, and online behaviour norms has made the incremen-
tal cost of sending a spam message nearly zero, while promising
senders a profitable potential return.

At first glance, the economics seem baffling. How can it
possibly be worthwhile to send out grammatically challenged
messages about low-cost pharmaceuticals or pirated software

— offers that the vast majority of recipients ignore and quickly
transfer to their “junk mail” folders? Part of the answer is the
tiny marginal cost of sending spam messages. Because they
cost nearly nothing to send, the response rate does not need to
be very high. And it turns out that enough people do respond
to make the endeavour worthwhile to the spammer. Astonish-
ingly, the Business Software Alliance (BSA) has found that 22
per cent of British consumers they surveyed purchased soft-
ware through spam.? Rates for the other five countries BSA
surveyed were similarly high. The bottom line is that spam per-
sists because it is profitable. Unless enough consumers become
educated to avoid or reject spam, the best way to reduce spam
may be to raise the risks and costs to the spammer.

Right now, the costs seem to be landing on consumers.
Every major, credible report on this topic suggests that more
than half of the e-mails sent today are spam, and some suggest
that spam comprises between 70 and 90 per cent of all e-mails
sent.* The costs of this scourge are borne not by the spammers,
but by those who run networks, employers and the individu-
als who receive the messages. Spammers — and those who use
spam to perpetrate related frauds — take advantage of the open
design of IP networks to render e-mail costly and nearly unus-
able for some businesses and consumers.

7.1.1 Legislative Responses

The “extremely rapid growth” of spam® has led to the
enactment of more than 75 specific laws,® such as the well-
regarded Australian law, the United States” CAN-SPAM Act
0f 2003 and comparable legislation in several dozen countries
around the world.” These laws have, to date, been unable
to stop spam. Accounts vary somewhat in terms of rates of
growth, but there is no persuasive evidence that the growth of
spam has abated in the wake of anti-spam legislation.® In fact,
most indicators point in the other direction.’

Spam is best viewed not as a nuisance, but in the context
of cybersecurity. Spam is bad enough as a drain on productivity
and a daily annoyance. But few people consider that spam is
enormously costly to ISPs and others who maintain the net-
work at various levels. Meanwhile, its negative impact is grow-
ing by virtue of the bad things it brings with it. Spam is the
preferred delivery mechanism for a range of Internet security
threats: viruses, “phishing” and “pharming,”'’ scams with end-
less permutations, and advance fee frauds, to name a few.!!
Spam is also undercutting the efforts of developing countries
to persuade new users to rely on digital communications.

Bill Gates, who is arguably the world’s most powerful

technologist, promised to lead the charge against spam and to
end it within two years of the January 2004 World Economic

Forum meeting in Davos, Switzerland.'? He is not alone in
having fallen short in this goal. In fact, most major, well-inten-
tioned ISPs and e-mail service providers, along with many
technology start-ups, have devoted many millions of dollars
to spam-fighting measures. Standards bodies have sought to
improve protocols to snag more spam. User education cam-
paigns have been launched. And governments around the
world have come together to enforce their spam laws and to
cooperate more effectively with one another. The problem
continues despite these many efforts, suggesting that new solu-
tions must emerge and that existing efforts must be better pur-
sued and coordinated.

Some of the most effective recent efforts have been those
lawsuits undertaken by ISPs under a private right of action in
spam legislation. In the United States, the CAN-SPAM Act of
2003 enables ISPs to sue spammers directly. AOL, Microsoft,
and Earthlink — very large-scale providers of electronic mes-
saging services — have each brought actions under this statute,
as well as under state-level computer crime and common law
statutes. This has resulted in multi-million-dollar judgments
and settlements against “spam king-pins” who abuse their net-
works.!® Microsoft won a USD 7 million judgment that may
well have put an end to one spamming operation that alleg-
edly distributed more than 38 billion unsolicited messages per
year.!*

These lawsuits — although few and far between, and
limited to certain jurisdictions — represent a ray of hope that
enforcement by ISPs, with help from customers, might get
the job done against spam. Indeed, the success of these efforts
suggests that ISPs could become the most valuable players in
the effort to end spam. The challenge for lawmakers is how
to create a fair, effective regulatory regime that takes advantage
of ISPs’ ability to help end spam without placing an undue
burden on law-abiding companies.'?

7.1.2 A Model Law: One of Several Ways To
End Spam

7.1.2.1 A Combination of Approaches Is Needed

The persistence of spam problem has led policy-makers,
technologists, academics, and many others to come up with
a wide range of possible strategies to end it. The least intru-
sive approach, most consistent with the end-to-end principle
of network design, is to leave the job to end users, through
simple technologies such as spam filters on e-mail clients. The
improvement of authentication, accreditation, and identity
management technologies ought to help make user-level con-
trols more effective over time.'® At Davos in 2004, Mr. Gates
described Microsoft’s pursuit of solutions to complement
these user controls.!” One approach calls for a combination of
law, code, markets, and norms.!®

Meanwhile, the chairman’s report of the ITU Thematic
Workshop on Countering Spam in 2004 contains a range
of proposals, suggesting an intersection of many methods of
spam-fighting.!” This comprehensive, five-part approach calls
for a combination of:
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o Strong, enforceable legislation;
o The continued development of technical measures;

o The establishment of meaningful industry partnerships,
especially among ISPs, mobile carriers and direct market-
ing associations;

o The education of consumers and industry players about
anti-spam measures and Internet security practices; and,

e International cooperation among government, industry,
consumer, business and anti-spam groups, for a global
and coordinated approach to the problem.

In fact, virtually every major report on spam calls for a
combination of approaches to combat the problem, rather than
a single, “silver-bullet” solution. This chapter does not take up
in detail each of these anti-spam tools, but rather focuses on
legal strategies, emphasizing those that are relevant to develop-
ing countries.

Anti-spam laws are perceived today to be a necessary tool
for all countries, if for no other reason than that they help
facilitate international cooperation in combating spam. Even
the most ardent supporters of user controls and market solu-
tions agree that governments have a role to play in tracking
down and punishing the worst offenders, such as those who
use spam to commit fraud. The existence of interoperable
anti-spam laws creates a common baseline for international
enforcement. A developing country may not be able, by itself,
to enforce its anti-spam law, but that law can provide the basis
for regional and multinational enforcement actions.

A country with experience enforcing anti-spam legislation
may wish to provide human resources to conduct an anti-spam
investigation and enforcement action that leads to another
country. In the absence of anti-spam legislation, however,
such international cooperation is not possible on a systemic
basis. Anti-spam laws are increasingly viewed as one of several
necessary tools for most countries.

7.1.2.2 The Effect on Developing Countries

Spam is arguably a bigger problem in developing countries
than in wealthier countries, where anti-spam mechanisms are
more robust. Many developing countries do not yet have anti-
spam laws,?’ and those that do often do not have resources to
enforce them.?! Meanwhile, the effects of spam are often rela-
tively more costly in developing countries. ISPs are frequently
deluged by spikes in spam, which lead to network slowdowns
and breakdowns.??

Moreover, many people in developing countries send
emails from shared Internet connections and equipment, such
as at cybercafés or other public access centres. These services
ordinarily rely on hosted email services with limits on inbox
sizes. Accessing email becomes too expensive if per-minute
charges paid to cybercafé owners are consumed by cleaning
spam from their inboxes. Even worse, legitimate emails are
bounced because the limited space of their inboxes is con-
sumed by spam.

Officials from developing countries often point to the fact
that most spam still comes from the United States and other
wealthy countries, which have done little to help developing

countries cope with the problem. In addition, they note that
the resources of regional bodies such as the OECD are not
consistently available to developing countries. This leaves them
at a comparative disadvantage in fighting spam.

The answer for developing countries is not simply to copy
anti-spam laws enacted in developed countries. That approach
is unlikely to be effective. Anti-spam laws aimed at sanction-
ing spammers may be of little use in developing countries if
the spammers are outside their jurisdiction. The challenge is
to tailor legislation to patterns of usage in developing countries
and to consider all avenues to combat spam, such as imple-
menting enforceable codes of conduct for ISPs.

7.1.3 An Alternative Mechanism: Enforceable
Codes of Conduct

In addition to enacting anti-spam legislation, developing
countries could require ISPs to establish an industry code of
conduct on spam. The enabling legislation for such a code
could stipulate that the nation’s regulatory agency would
enforce the code against any ISP that materially violated it.??
Such a proposal cuts jarringly across the grain of most inter-
net regulation to date. As essential players in developing ICT-
powered economies, ISPs have generally been left alone by
legislatures, administrative agencies, and judges. They may be
licensed and overseen by regulators in some contexts, but ISPs
have largely been immune from prosecution for bad acts com-
mitted by people through their services.

7.1.3.1 Elevating the Role of the ISP

Ideally, it is not an ISP’s job to be a gatekeeper. The ISP
should pass all packets from sender to receiver, with end users
deciding what to send and what to receive. Any departure from
this model should be undertaken only when serious circum-
stances warrant it. In addition, regulation should be handled
with a light touch, and any burdens placed on ISPs should not
be starting points for more intrusive regulation.

It is essential to acknowledge how the internet has changed
since its inception. We use the network far differently than
any of its early architects could possibly have imagined. The

“community” of users is now more far-flung than it ever was,
and they no longer expect to know one another, as the earliest
academics and military users did. The internet’s architecture
is a victim of its own success. The conventional wisdom that
no intelligence should be built into the heart of the network

— the so-called end-to-end principle - is still held dear by many
technologists, but it is no longer fully reflected in reality. A
large number of control points have been built into the net-
work — often to deal with massive problems like spam.?*

ISPs still enjoy broad immunities in many jurisdictions
from claims based on what others do on their networks. For
example, they rarely face copyright violation or defamation
claims. But they are increasingly called upon to play a role in
protecting and policing the internet. There are substantial risks
associated with placing such jobs in the hands of ISPs — par-
ticularly to civil liberties — so any legislation that mandates a
greater supervisory role must be carefully drafted so as to miti-
gate these risks.
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7.1.3.2 Establishing an Industry-Led Approach

Countries should work to establish an industry-led regu-
latory approach that provides a mechanism for regulators to
step 1n against the worst spam abusers. This proposal is not
meant to presage a wholesale shift in the role of ISPs. Nor is
it meant to indicate a rejection of the end-to-end principle as
a preferred design matter. ISPs already bear the brunt of the
costs of spam. The role of the law and the regulator should not
be to burden ISPs further, especially given the constraints they
already face.?

Rather, the goal is to reduce spam in a way that protects
responsible ISPs. As the internet has developed into a complex
network of networks, ISPs are positioned, for good or ill, as
key gatekeepers. ISPs that implement responsible, effective
anti-spam measures, while preserving the civil liberties of their
users in a manner that is consistent with local law, should be
rewarded for their good behaviour. One means of rewarding
those responsible ISPs is for regulators to hold their irresponsi-
ble competitors accountable. This would create a level playing
field for responsible ISPs.

ISPs are no strangers to fighting spam. ISPs around the
world have taken an active role in attacking spam at the source,
before it clogs their customers’ inboxes. Anti-spam measures
implemented by ISPs cover a wide range. Many ISPs partici-
pate in industry-wide working groups, such as the Messaging
Anti-Abuse Working Group.?® Many also work with standard-
setting organizations developing technical solutions.?’

ISPs’ initiatives are often geared toward improving security
and decreasing the vulnerability of users and of their networks.
When they succeed, it can often be a strong selling point for
them. For example, Google’s Gmail, a free Web-based e-mail
service, removes hyperlinks from messages that the service
believes to be phishing attempts.?® The large U.S.-based ISP
Earthlink requires all e-mail messages to be routed through its
mail servers, in order to reduce the impact of “zombie” net-
works. Earthlink also mandates that users’ e-mail programs
submit passwords to transmit messages.?’

While these methods can reduce the burden of spam,
their effect is minimal if consumers do not also take steps at
the “client” level of the network. End users may not update
their own virus software automatically or regularly. Or, they
may download programs that contain “malware” and “spyware”
that compromise their computers, posing a risk not only to
themselves but to other users worldwide, since their PCs may
be hijacked to relay spam to other unsuspecting consumers.

Governments and ISPs both have incentives to end spam.*”

ISPs bear a large amount of the cost of spam and get nothing
in return — unless they are charging a premium to spammers
in exchange for sending spam out on their behalf. ISPs also are
relatively close to the problem. After all, spammers need ISPs
to get access to the internet to dump their messages. While
spammers are increasingly sophisticated in evading tracking,
a concerted effort among cooperating ISPs (and possibly law
enforcement officials and end users) can find the worst offend-
ers. The routing of spam can be traced and mapped at a net-
work level.3! While ISPs are often short on cash flow, many do

have the financial and human resources to play a key role in
the anti-spam fight.

National laws can mandate the development of codes of
conduct by and for ISPs. Adherence to the code could be a
licence condition, or it could be implemented through a rule-
making proceeding, via a common set of regulations that applies
to ISPs whether licensed or authorized, much as operators are
required to provide interconnection, the rules for which are
spelled out in interconnection regulations with industry partici-
pation. The law would give ISPs the first opportunity to craft
the code, outlining acceptable behaviour for ISPs and their
customers. Preferably, the code would prohibit spam, phishing,
spoofing on the ISPs network, and similar practices. It could
also suggest or endorse the best use of spam filters and other
technological tools for customers and ISPs to fight spam. The
regulatory agency would approve and, in many cases, enforce
the code.

Under such codes, ISPs would commit themselves to
denying service of any kind to spammers, phishers, spoofers
and other bad actors who violate these policies. Such codes of
conduct would be led by industry and made functionally con-
sistent among all players across the industry, but as part of a
process that is grounded in law and provides a role for regula-
tors. The regulator would be empowered to approve the code
and to enforce the code if the ISP deviates from its terms in
material fashion.

Regulators are better able to do their job under this sce-
nario, as compared to the straight enforcement role against
spammers, since the regulators would primarily interact with
ISPs. The ISPs are largely running legitimate businesses, are
incentivized to help solve the problem (so long as they are not
cheating), and are easy to find relative to the spammers, who
are often not in the same country and are constantly hiding
behind technological smoke and mirrors. The ISPs, in turn,
would be responsible to keep tabs on those customers who are
engaged in illegal activity and to spurn offers for premium pay-
ments to provide spammers with an onramp to the internet.

This mechanism would empower the regulator to apply a
default code of conduct where ISPs fail to develop one or until
an acceptable policy is set forth by the ISP Such a mechanism
would also include the regulator’s certification of the code
which ISPs could use in their advertisements, to ensure cus-
tomers that the ISP is taking all available steps to protect its
customers, and the network at large, from spam. The system
would also involve a reporting mechanism so that victims of
spam, phishing, spoofing and the like can report such activity
either to the ISP or the regulator for follow-up investigation
and action.

An enforceable code of conduct is not without drawbacks.
The code must be narrowly tailored to curb spam and related
bad acts. It should not be used as a back-door measure to over-
burden ISPs, such as by:

e Imposing anti-spam obligations where no technical solu-
tion yet exists (as with many anti-spoofing requirements);

e By using anti-spam measures as a means to limit legiti-
mate political discourse or other protected speech; or

e By infringing on the privacy interests of citizens.
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It is essential that the industry develops and approves the
code of conduct — or, at a minimum, collaborates with regula-
tors in this task. Industry “buy in” is important, because the
code will require frequent updating to reflect new develop-
ments in spamming practices and anti-spam technologies.

7.1.3.3 Voluntary Codes of Conduct

As an alternative to a mandated code, enforced by regula-
tors, governments might encourage ISPs to develop their own,
industry-enforced codes of conduct. In fact, many ISPs are
taking this step without any encouragement. Terms and norms
are often built into “acceptable use” policies for customers and
peering arrangements.>> Under this voluntary model, regula-
tors could advise the industry in developing the codes. It could
then help consumers find the ISPs that have developed or
signed on to those codes. If a vibrant ISP market emerges, con-
sumers could then choose ISPs that have proactively tried to
fight and reduce spam.

Finally, regardless of whether ISPs are compelled to estab-
lish codes of conduct or do so voluntarily, regulators have
an important role to play in educating and raising awareness.
Consumers, businesses, ISPs and cybercafé operators need
information on technical solutions such as spam filters, as well
as warnings about viruses and fraudulent activities that have
been detected. There is much to be gained from government-
industry collaboration in protecting consumers from spam.

7.2 An Outline of a Model Law

7.2.1 The Context for a Model Anti-Spam Law

Representatives of many countries, particularly in devel-
oping regions of the world, have sought a model law for
combating spam. The topic was discussed intensively at two
international gatherings hosted by ITU. The first, held in the
summer of 2004, was devoted to the issue of spam, while the
other, a year later, focused on cybersecurity. This chapter draws
upon the many resources developed to date, in an attempt to
create a model anti-spam law. There are multiple potential
benefits of such a document:

o Clear guidelines — Email senders that want to comply
with legal requirements could more easily learn what rules
apply to them and could then follow them more consist-
ently.

o Jurisdictional Consistency — Enacting a similar, model
law in many jurisdictions would free ISPs and email send-
ers from having to attempt the near-impossible task of tai-
loring messages for recipients in different jurisdictions.

o Easy adoption - Legal systems that do not yet have
laws governing spam would have a ready-made model to
implement, reducing the burdens of drafting, implementa-
tion, and coordination.

¢ Enhanced enforcement — Regulators could enforce laws
more effectively and easily since their systems would share
harmonized definitions of offences, burdens of proof, and

exceptions. Greater harmonization would make broad-
based cooperative arrangements more likely to arise.

e  Stronger norms — Broad international consensus on the
meaning of spam, and what constitutes unlawful abuse of
electronic communication, would strengthen norms that
deplore such conduct.

o Fewer havens for spammers — As more governments
adopted the model law, spammers would have fewer
friendly locations to establish operations. This would
increase their costs and reduce the financial incentives to
engage in massive spamming.

o Increased sharing of best practices — Since legal sys-
tems would share harmonized provisions, regulators and
enforcers could more easily collaborate to develop and
share best practices for implementing spam laws.?

Even well-crafted anti-spam laws, implemented in every
jurisdiction, will never get the job done alone. But anti-spam
legislation can be a useful element of a coordinated anti-spam
strategy. A good anti-spam law should distinguish between
good actors and bad actors and mete out punishment accord-
ingly. Moreover, if spammers were liable for each spam mes-
sage they send, the level of fines would increase exponentially,
according to the scale of the spam operation.>* Enforcement is
the key — and the most difficult element — particularly in devel-
oping countries.?

The development of a model anti-spam law should be
collaborative and inclusive. As with any model law (or any offi-
cial document with the force of law) an anti-spam law must be
flexible enough to dovetail with existing laws, including anti-
fraud, consumer-protection, telecommunication and inter-
net-specific laws and regulations. One relevant example is the
process that the United Nations Commission on International
Trade Law (UNCITRAL) undertook in establishing its Model
Law on Electronic Commerce (1996).3¢ UNCITRALs e-com-
merce model law does not specifically address spam, which did
not exist as in 1996 as the huge issue that it is today. Anyone
designing an anti-spam model law should also consider the
broad range of laws on the books today in many countries,
containing variations that are worth considering but that are
too numerous to be included in this chapter.?’

Most of the existing anti-spam laws are directed at con-
trolling spammers’ behaviour. This seems appropriate, since
spammers directly cause the problem. But the current slate of
laws has failed even to curb the growth of spam, much less to
reduce the problem.’ Why have they failed? Some observers
argue that the countries generating the largest proportion of
the world’s spam have done too little at home to stop the prob-
lem.* Those making this argument especially criticize reliance
upon “opt-out” rules that allow spam unless consumers spe-
cifically ask not to receive it. Even then, opt-out rules are not
enforced aggressively enough.

It is not enough to blame the greatest spam-producing
nations, though. No country in the world - including those
lauded as the most effective in combating spam — has made
significant inroads using classic enforcement mechanisms. Of
course, it would help if governments updated their laws in
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light of their apparent inadequacy, but that takes time. Other
observers suggest that anti-spam laws should be focused not
on the spammers themselves, but rather on the (often dodgy)
companies for whom the spam is sent. *

The primary issue is that little emphasis is placed on inves-
tigation, enforcement powers, or resources. It is not that hard
to build and win a case. Most spammers and their clients even-
tually can be found, with enough hard work and cooperation.
The problem is that each investigation is so time-intensive and
costly that police and prosecutors often decide that the costs
outweigh the benefits. One of the core tenets of the model law
described below is that it emphasizes creating a framework for
national enforcement, international coordination, and distrib-
uted monitoring through the ISP code of conduct.*!

7.2.2 Elements of a Model Spam Law

The draft model law presented in this section as an anno-
tated outline roughly follows the structure of the Australian
anti-spam law, which is widely regarded as one of the most
well-conceived statutes of its kind in the world.** This section
describes the key elements of a model law, offering suggestions
for options at each stage of the drafting process.

One threshold issue is whether the law will be an “opt-
in” or an “opt-out” statute. An opt-in statute makes it illegal to
send spam unless a recipient has affirmatively agreed to receive
it. Often, only tacit acceptance is required, such as the existence
of an ongoing business relationship of some kind. An opt-out
statute, on the other hand, permits spam unless the recipient
has specifically informed the spammer that he or she does not
want to receive it.

The decision to choose an opt-in or opt-out approach will
reverberate throughout the law from that point onward. For
instance, in an opt-out system, the provision to establish an

“unsubscribe” function will be more essential and take on a dif-
ferent character than in an opt-in law, which presumes that the
receiver already gave a green light before receiving any spam
messages.

One deficiency of many spam laws is a lack of clear defini-
tions. The draft model law, below, seeks to head off variations
among definitions adopted in different jurisdictions, because
these variations could undermine international cooperation on
enforcement.

Draft Model Law

Section 1: Introduction and Definitions

The law should clarify that it establishes a scheme for
regulating commercial e-mail and other types of commercial
electronic messages.

Annotation: The introduction section of the law ought to set
forth the definitions, which take on special significance in the anti-
spam context. On the one hand, the terms must be broad enough
to encompass emerging types of spam as they develop. On the other
hand, the provisions must be precise enough to be clearly understood.

In addition, since anti-spam statutes can affect civil liberties such as
free speech and personal privacy, definitions may play a pivotal role
in determining whether the statute is permissible under a country’s
constitutional framework or sufficiently protective of citizens’ rights.

The following are some of the key terms to be included in
the definitions section of the model law, (although this is not a
complete list):

e Address-harvesting software. The law should define
what types of computer applications used to harvest e-
mail addresses are banned under the statute.

Annotation: An important question for any anti-spam law is
whether or not to include a prohibition on the use of or trafficking
in, technologies that support spamming, such as address-harvesting
software. If such as ban is included in the law, the term must be
carefully defined so as to avoid banning useful technologies of gen-
eral applicability that may be used for address-harvesting. Another
approach is not to ban any technology, but rather to bar its use for
gathering e-mail addresses for spamming.

e Authority, or Regulator. The law should specify the
entity or individual that has jurisdiction over the anti-
spam law. Countries vary as to the precise placement of
this authority, which might be vested in the telecommu-
nication regulator, the consumer protection authority, the
trade regulator, or another authority.

Annotation: If multiple regulators are tasked with enforc-
ing anti-spam rules, a precise division of responsibilities should be
established, either in the definitions section or, more likely, in the
enforcement-related provisions.

¢ Authorization. The law should clarify what it means for
an individual to authorize sending a message that could be
defined as spam.

Annotation: This definition may take on greater or lesser sig-
nificance depending on whether the law is designed as opt-in rather
than opt-out. Depending upon the nature of the law adopted and
the use and definition of the term “consent,” this definition might
not be necessary.

e Commercial. The law must specify with precision what
constitutes a message sent for commercial purposes.
Commercial messages sent to recipients with whom they
do not have a previous commercial relationship are likely
to serve as the core, prohibited type of content..

Annotation: One key issue facing development of a useful
model law is variation in the treatment of speech rights in dif-
ferent countries. In Australia and the United States, for instance,
legislators and regulators have stayed clear of regulating unsolicited
political messages in light of constitutional protections for political
speech. Most anti-spam laws focus not on the content of the mes-
sage, but rather on the intent of the sender. Spam legislation varies
as to whether or not it applies only to commercial messages, but it is
important to define what constitutes “commercial” in any event.

e Consent (or, Affirmative Consent). The law should
clearly state what the recipient must do to signal willing-
ness to receive e-mail from a particular sender. The law
could use the term affirmative consent, which means that (A)
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the recipient expressly consented to receive the message,
either in response to a clear and conspicuous request for
such consent or at the recipient’s own initiative; and (B) if
the message is from a party other than the party to which
the recipient communicated such consent, the recipient
was given clear and conspicuous notice at the time the
consent was communicated that the recipient’s electronic
mail address could be transferred to another party for the
purpose of initiating commercial electronic mail mes-
sages.

Annotation: This definition should be coordinated with the
definition of the term “authorization,” as needed.

¢  Electronic message. The law should specify what con-
stitutes an electronic message. In the Australian statute, an
electronic message is a message sent using (a) an Inter-
net carriage service or (b) any other listed carriage serv-
ice. Also, an email message is sent to an electronic address
in connection with (1) an e-mail account; (2) an instant
messaging account; (3) a telephone account; or (4) a simi-
lar account.

Annotation: An important area to consider is what applica-
tions the anti-spam statute covers. The best anti-spam laws will be
general enough to cover ICT-based unsolicited messaging in formats
that have yet to be devised, as well as those that exist today. Short
Messaging Service (SMS) text messages on cellular phones, spam
over the instant messaging protocol (“spim”), web blogs (especially
in the comments fields), spam over Internet telephony (SPIT),
voice messaging over Internet telephony and Really Simple Syn-
dication (RSS) are important current variants of traditional e-mail
spam that drafters may wish to keep in mind.

o Evidential (or evidentiary) burden (or, burden of
proof). The law should define carefully which party bears
the burden of producing evidence.

Annotation: One of the key problems that enforcement
authorities face is a high burden of proof placed upon the prosecu-
tion in instances where they must show conclusively that a user did
not opt-in to receiving spam. Virtually no individual can prove the
negative — that they never entered into a commercial relationship,
or never once hit “OK” in a click-through contract. To place the
burden on the regulator to prove this negative is to hamstring her or
him in the enforcement process.

o Internet service provider (or Internet carriage
service; Internet content provider; E-mail service
provider; Telecommunications service; or the like
depending upon jurisdiction). The law should define
what type of service the statute covers. The essential part
of the definition is that the covered party provides a con-
nection between an end-user and the internet, for a fee.

Annotation: In many jurisdictions, a wide range of definitions
for ISPs are established by various internet-related laws, so special
care should be taken to harmonize definitions across statutes, for
clarity’s sake. U.S. law, for instance, has more than 40 potential
definitions for terms that resemble “Internet service provider.” *> The
elimination of ambiguity is particularly important for this model
law, which contemplates setting an affirmative requirement for ISPs
to develop an enforceable code of conduct.

o Send. The law should clarify that the definition of “send”
includes attempts to send.

Section 2: It is unlawful to send unsolicited commer-
cial electronic messages

Annotation: The scope of what type of message is unlawful to
send, combined with the definition of the terms of what is banned,
is a crucial element of any spam law. Countries vary widely in
terms of whether messages beyond “unsolicited commercial e-mail”
are included under the law. For instance, non-commercial bulk
e-mail is included in the definition of “spam” in some anti-spam
legislation and not in others. This is also the juncture at which
each country must decide whether to join the opt-in or opt-out
camp. Virtually all anti-spam laws focus upon the act of sending
(or attempting to send) as the core, operative offence. An additional
prohibition for this section might be to hone in on the act of paying
someone to send unsolicited commercial electronic messages on one’s
behalf. Some states also bar the sending of unsolicited charitable and
issu