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Understanding Spam

Legal definition of spam Anti-spam laws exist in a number of

countries around the world
» Currently no universally accepted definition of ‘spam’
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Growth of Spam

Percentages of Worldwide Internet Email Identified as Spam
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Nature

Unsolicited

of Spam

* Recipients have no relationship with spammers
* Spam started as a nuisance but now has financial costs for
ISPs, businesses and users
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Best,
Michael Chun
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(PLEASE USE THIS ENAIL ONLY AND DO NOT 'REPLY' TO THE NESSAGE).
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Nature of Spam

Spam problem is vast in scale

< Brightmail estimates spam to account for 62 per cent of the
world’s Internet e-mail

« Individual spammers can send out 200 million messages per

day
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Nature of Spam

Commercial
e Spam is commercially motivated with spammers profiting
financially from their activities
« It was estimated that spammers made $250 million in 2002
* The majority of spam contains a call to action
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Pathology of Spam

Form
« Spam has moved from being 100 per cent ASCII to 75 per cent
HTML in a short space of time
* Some spam consists of nothing more than a single URL
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ASCII HTML URL
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Content

Brand-spoofing
« Spams pretending to come from legitimate well-known
companies exploded in 2003

ehY

The World's Online Marketplace™

Dear eBay User,
During our regular update and verification of the accounts, we
couldnt verify your current information. Either your information
has changed or i is incomplete

Please uptate and verify your information by clicking here and
signing into your account. Ifthe account information is not
updated to current information within 5 days then, your access to
bid, buy or sell on eBay will be restricted

Thank you
Acctounts Managerment

Copytight 2003 eBay Inc. All Rights Reserved
s outlined in our User Agreement, eBay will periodically send

you information about site changes and enhancements. Visit our
Privacy Policy and User Agreement if you have any questions

Copyright Z003 sBay Inc. All Rights Res
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Content

Fraud

e Started as ‘419’ scams
e 2003 saw the first ‘phishing’ attacks
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cifibank

419 ‘Phishing’
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