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  1   POSTCARDS FROM THE INFORMATION SOCIETY:  
LIVING WITH ALWAYS-ON TECHNOLOGY –  
THE GOOD, THE BAD, AND THE JUST PLAIN BAFFLING 

Authors: John Alden, Vice-president and  
Jay Chauhan, Counsel and Director, Policy Analysis,  

Freedom Technologies 

 
1.1 Introduction 

For nearly two decades, the world has been await-
ing the arrival of the Information Society. Agencies and 
bureaus have been named after it. Programmes have 
been formed and funded to bring it about. So, how will 
we know when the long-anticipated Information Socie-
ty has arrived? What will it look like when it gets here? 

The answer is that for many of us, in many ways, it 
is already here. And the truth is, the Information Socie-
ty is a richer, more varied – and often, more compli-
cated – experience than we could ever have imagined. 
How do you know if you are living in the Information 
Society? 

• You can apply online and fill out forms for routine 
government permits and fees without ever speak-
ing to a government official – saving time and ag-
gravation. 

• You can make hotel reservations, purchase airline 
or train tickets, and "check in" while located miles 
away from the airport.  

• While waiting for your plane, you "participate" vi-
cariously in a young entrepreneur's trans-oceanic 
staff meeting, carried on at full volume on his open 
laptop computer. 

• You see people strolling down city streets, seeming-
ly babbling to themselves – until you get close 
enough to see the wireless earphones. 

• You are able to order, online, a rare and beautiful 
handmade piece of jewelry made by artisans in 
your native country halfway around the world. 

• You become “friends” on social networking sites 
with people you will likely never meet in person. 

• Tragically, you are victimized by a financial or sexual 
predator, who fraudulently takes advantage of your 
hopes and dreams and betrays your trust. 

• You log onto your workspace at the website of an 
online university, finding that your "classmate" on 
another continent has uploaded her part of your 
group project while you slept, allowing you to con-
tinue the work where she left off. 

As it turns out, the Information Society is both 
magnificently liberating and calmingly natural – when it 
is not completely terrifying. On the positive side, 
broadband technologies can link people more easily to 
government services and market outlets, increasing 
quality of life and economic productivity. They are also 
revolutionizing social relationships and empowering 
civil society by linking individuals into social and interest 
groups. Around the world, they are altering politics, 
educating people in remote towns, and reuniting long-
lost friends. 

At the same time, there is a Pandora’s Box of new 
issues: texting while driving; inappropriate content for 
minors; identity theft, malware and botnets; online in-
vasions of privacy; fraudulent abuse of trust by individ-
uals and organizations; and even (in rare cases) an 
almost pathological tendency to trade real life for a 
richer “cyber” life online. None of this was part of our 
world even 15 years ago. Our children will never know 
any other kind of life. Very rarely do we stop and ask: 
what does it all mean for us? 

This chapter examines how the Information Society 
is changing every aspect of our lives. It also tries to pro-
vide an overview of what the Information Society really 
is – what we can expect when we join the online un-
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iverse. This chapter describes the underlying technolo-
gical developments in wireline and wireless networks 
and end-user devices. It explores the convergence of 
previously separate industries and products that is 
changing both government policy and daily lives. And it 
probes the roles of policy-makers and regulators, asking 
several basic questions: 

• How can regulators ensure that the benefits of the 
new social networking websites and new social 
technologies are available to everyone – reversing 
the digital divide and not exacerbating it? 

• What role do governments have in promoting so-
cial networking media or the underlying technology 
and market changes that make them possible? 

• Should telecommunication regulators attempt to 
mitigate the unforeseen aspects of the Information 
Society, or are areas like computer viruses, data 
privacy, and online content beyond the scope of 
their authority? 

• How can regulators in different countries cooperate 
to help guide the development of new media that 
clearly have international scope? 

• What role is there for industry self-regulation? Can 
service providers and consumers send market sig-
nals to determine privacy protection and other 
standards? 

Beyond the above, however, is the basic question: 
how do individuals who are now exposed to and expe-
riencing the Information Society learn to maximize its 
benefits while managing the immense power that 
these new technologies have unleashed?  

This paper takes an exploratory and critical view of 
the Information Society – not as it was predicted to de-
velop, but as it actually is evolving in many areas of the 
world. As individuals, the "residents" of the Information 
Society inevitably experience myriad benefits, but also 
frequently find themselves in uncharted territory. As 
broadband networks grow (albeit unevenly), their ca-
pacity to carry multimedia content, as well as voice, is 
generating an unprecedented number of new services 
and applications. Where the Information Society has 
reached a "critical mass," user demand is driving 
growth in these new services and applications, often 
pioneering telecommunications into unregulated ter-
rain. 

Section 1.2 of the paper explores how far the In-
formation Society has progressed, both geographically 
and in terms of new types of beneficial services. Sec-

tion 1.3 reviews the underlying technologies – from 
networks to handheld devices – that increasingly form 
the prerequisite for those services. Those sections pro-
vide an explanatory introduction to Section 1.4, which 
explores the effect of these "always-on" technologies 
and Information Society services and applications on 
our daily lives. Finally, Section 1.5 presents the chal-
lenges and some useful approaches for regulators as 
they attempt to understand and address the new Inter-
net-infused world in which consumers now live. 

As Sections 1.4 and 1.5 reveal, many of the issues 
confronting regulators are outside regulators' "comfort 
zones." That is, they often raise questions of social well-
being in addition to economic vitality. Unfortunately, 
policy-makers and regulators often do not have the 
luxury of time in evaluating whether or how to extend 
their jurisdictions and rules to cover this new genera-
tion of packet-switched networks, services, and media. 
As the broadband revolution sweeps the globe, this pa-
per explores how it is changing society, socially and per-
sonally, and what regulators are doing (and, conversely, 
not doing) in response.  

1.2  The Information Society Is 
Here – Or Is It? 

1.2.1  Worldwide Acceptance 

In 2009, ITU estimated that more than a quarter of 
the world's population – some 1.7 billion people – were 
using the Internet.1 Worldwide, the number of fixed 
broadband subscribers reached nearly 480 million in 
2009, and ITU estimates indicated that the number of 
wireless broadband subscribers reached nearly 650 mil-
lion, having passed the fixed broadband penetration 
rate the year before. While this marked a coming-of-
age for an essentially new and revolutionary technology, 
the sober reality was that nearly three-quarters of the 
world was not using the Internet (see Section 1.2.2 be-
low). 

Nevertheless, there is evidence that people around 
the world have accepted the idea that the Internet is 
not only useful but perhaps even essential. During the 
spring of 2010, the BBC World Service carried out a sur-
vey in 26 countries, asking respondents about their 
opinions of the importance of the Internet and how it 
does or does not empower them (See Box 1.1). The 
BBC's headline finding was that a full 79 per cent of 
respondents in these countries regarded Internet 
access as a "fundamental right." Crucially, even 71 per 
cent of respondents that did not use the Internet (ei-
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ther by choice or lack of access) felt they should have 
the right to access the Web.2 Nearly half of all respon-
dents (44 per cent) in countries around the world ex-
pressed the opinion that they would not be able to 
"cope" without having the Internet in their lives.3 

Clearly, the Internet is providing value or at least an 
attraction. Moreover, that pull can be felt around the 
world, by people already experiencing the Information 
Society, and, perhaps more importantly, by those who 
want to experience it more fully. Increasingly, the In-
formation Society includes an array of the following ca-
pabilities: 

• Converged voice and data networks that empower 
text messaging, email and instant messaging, in-
creasingly with pictures and multimedia content; 

• Options for "e-government" services, allowing on-
line public access to government information, pro-
grammes and services; 

• Access to social and educational services, including 
distance learning, tele-medicine, job training, co-
operative extension and other public benefits; 

• A revolution in business and commercial behaviour, 
empowering telecommuting, accelerating 
e-commerce and innovating new "virtual" compa-
nies; 

• A whole new universe of social networking, allow-
ing individuals and groups to share information, 
pictures and contacts online; and even 

• A growing "networked environment" of appliances, 
automobiles and handheld devices that are 
"aware" of their environs and can adapt their ener-
gy usage and other functions accordingly. 

The following subsections briefly define and ex-
plore these manifestations of the Information Society, 
using examples from around the world.  

1.2.1.1  Developments in E-Government 

Governments began to make use of the World 
Wide Web almost as soon as it entered mainstream use 
in the mid-1990s. From almost 50 official government 
home pages in 1996, the number of websites ballooned 
over the next five years to approximately 50,000.4 

 

Box 1.1: Is Internet Access a "Fundamental Right"? 

In the global survey (26 countries) commissioned by the UK's BBC World Service, a full 87 per cent of respondents who use 
the Internet said they believe that Internet access should be considered a "fundamental right of all people." Moreover, even 
among those who do not use the Internet, 71 per cent agreed with that statement. The countries with the highest percen-
tages of respondents that viewed the Internet as a fundamental right were Republic of Korea (96 per cent), Mexico (94 per 
cent), and China (87 per cent).  

The survey went further, asking the 27’000 respondents exactly what benefit of the Internet they most valued: 

• The ability to find information of all kinds (47 per cent); 

• The ability to interact and communicate with people (32 per cent); 

• The Internet as a source of entertainment (12 per cent); 

• Tools to research, locate and buy products or services (5 per cent); and 

• Forums for creating and sharing content (3 per cent). 

Not all reviews of the Internet were glowing. The aspects of the Internet that caused the most concern internationally were: 

• Fraud (32 per cent); 

• Violent and explicit content (27 per cent); 

• Threats to privacy (20 per cent); 

• State censorship of content (6 per cent); and 

• Extent of corporate presence (3 per cent). 

Yet when asked whether the Internet should be regulated, more than half of Internet users surveyed (53 per cent) said gov-
ernments should not regulate the Internet at any level. Individuals were surveyed in the following countries: Americas: Can-
ada, USA, Mexico, Costa Rica, El Salvador, Guatemala, Honduras, Nicaragua, Panama, Brazil, Chile; Europe: UK, Germany, 
France, Spain, Portugal, Turkey; Africa: Egypt, Ghana, Nigeria, Kenya; and Asia-Pacific: Russia, China, Japan, South Korea, Pa-
kistan, India, Thailand, Indonesia, Philippines, and Australia. 

Source: "Internet Access Is a `Fundamental Right'" at BBC World Service website, 8 March 2010 

http://news.bbc.co.uk/2/hi/technology/8548190.stm 

 

http://news.bbc.co.uk/2/hi/technology/8548190.stm
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In May 2002, the UN undertook a global survey of 
its member states to measure the growth of 
e-government sites and to ascertain how they were be-
ing used. It classified online government sites according 
to levels of service they provided: 

• Emerging – mostly information materials (32 coun-
tries); 

• Enhanced – more sites, more dynamic information 
(65 countries); 

• Interactive – allowing downloading, emailing and 
other features (55 countries); 

• Transactional – allowing online payments (17 coun-
tries); and 

• Seamless – full integration of e-services across ad-
ministrative boundaries (0 countries).5 

The fact that no government had yet achieved the 
UN's "gold standard" appeared to reflect a gap be-
tween what governments had envisioned in terms of 
public services and what they had been able to deliver 
up to that point. The report identified a lack of integra-
tion, or "one-stop shopping", among different agency 
websites, lack of user-friendliness and in many cases, 
lack of transactional capabilities.6 E-government was, 
the report said, at a "crossroads." 

Seven years later, however, significant advances in 
e-government have been made. The UN has continued 
to survey and monitor the development of 
e-government trends and services; in its 2010 report, 
the UN indicated that there had been a major step for-
ward in e-government over the past two years. 

 "On-demand access to information, services and 
social networks on the Internet through a personal 
computer is no longer considered cutting-edge in 
developed regions but a norm that many people 
take for granted. The same may soon be true of the 
more advanced middle-income countries.7 " 

The report noted that some governments, aware of 
the higher penetration of mobile services, had begun 
tailoring e-government applications to these users: 

 "For example, alerts sent through short message 
services ("text messages") are being used to notify 
citizens that a request for assistance has been 
processed, that a permit needs to be renewed or 
that an emergency advisory notice has been issued. 
Cellular telephones are also being used in a more 
dynamic fashion to browse public services, author-
ize payments and engage in micro-volunteerism. 

Cell phones are used, for example, to provide gov-
ernment agencies with images or descriptions of 
local environmental conditions and to respond to 
social surveys.8" 

Middle-income countries have, in some cases, 
caught up with and exceeded wealthier nations in con-
necting their government offices and making 
e-government accessible. The UN report cited Ethiopia, 
which in 2005 adopted a national ICT policy, followed a 
year later by implementation of a five-year ICT action 
plan designed to boost public sector accountability and 
improve education, health, small business develop-
ment and agricultural modernization. According to the 
UN report, "The country has now connected nearly 
600 local administrations to regional and federal offices, 
linked 450 secondary schools to a national education 
network, and provided some 16,000 villages with 
access to broadband services."9  

E-government programmes are increasingly incor-
porating advanced technologies such as GPS (Global 
Positioning System) and GIS (Geospatial Information 
System) features, allowing users to submit and access 
information that is specific in terms of location. Many 
of these capabilities include interactive and transac-
tional features that combine location information with 
multimedia or graphical content. One such programme 
was launched in Singapore during March 2010. Billed as 
the "first intelligent map information system," the 
OneMap portal features a GIS map of Singapore. Users 
can click on a location and obtain information on gov-
ernment (and private sector) services and facilities at 
that location (see Box 1.2: Singapore's OneMap 
project).10 

Perhaps the common hallmark of recent 
e-government initiatives is their emphasis on user ac-
cessibility and ease of use. As with other areas of the 
Information Society, however, e-government remains 
unevenly applied across the world, reflecting the ongo-
ing digital divide. 

1.2.1.2  Public Services  

In addition to open access to government, "neti-
zens" of the Information Society increasingly benefit 
(either directly or indirectly) from the revolutionary use 
of ICTs to improve core public and social services. These 
include health and medicine, education and training, 
and agricultural or small business support services. 
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Box 1.2: Geospatial Meets E-Government in Singapore 

Singapore's government has taken e-government to another level with OneMap, an initiative of the Singapore Land Agency. 
Essentially, OneMap is an interactive map portal that uses Geographic Information System (GIS) technologies to provide 
access to services and information at a mouse-click. Users view a map of Singapore and can roll over it to locate government 
services, information and even non-government offices and services. 

Launched on 31 March 2010, OneMap has been described as a "complete, end-to-end geospatial value chain that acts as a 
bridge between public agencies and the public." Originally, OneMap brought together information from 16 government 
agencies – a number that has since grown to include more than 20 agencies, private and non-profit organizations. Among 
the features are locations for museums, food "hawker centres", day care services, parks, and sports centres. One feature 
allows users to determine whether their home is within a certain radius of a particular school. 

OneMap also allows users to create their own applications based on the OneMap base maps. This allows the sharing of data 
through the Internet, for both desktop and mobile accessibility. 

Sources: GIS Development: The Global Geospatial Magazine, at www.gisdevelopment.net/magazine/global/2010/july/48-Onemap-One-

stop-geospatial-solution.htm; "Check Out OneMap," The Straits Times, 1 April 2010, at 

www.straitstimes.com/BreakingNews/Singapore/Story/STIStory_509240.html; and Singapore Land Authority press release, 31 March 2010, 

at www.sla.gov.sg/htm/new/new2010/new3103.htm. 

 

Tele-Medicine and eHealth 

One of the most promising fields is "eHealth" – the 
use of ICTs for a range of medical-related clinical and 
support services. As the World Health Organisation 
(WHO) noted in a 2006 report: 

 "Every day, across the world, people make im-
provements in health as a direct benefit of [ICTs]. 
E-health innovations like electronic health records, 
computer-assisted prescription systems and clinical 
databases are transforming health today, and hold 
even greater promise for the future. [ICTs] support 
clinical care, provide health information to the gen-
eral public and scientific information to profession-
als. They provide a platform for publishing, 
disseminating health alerts and supporting admin-
istrative functions.11" 

The first reported programmes to provide online 
health information to the public were in 1990, and by 
2005, some 80 per cent of governments around the 
world were providing public eHealth information ser-
vices.12 That percentage ranged from 60 per cent in 
Africa to up to 95 per cent in Europe. WHO found a 
clear and consistent correlation between eHealth de-
velopment and Internet penetration, and between 
eHealth development and national income.13 WHO also 
identified a global shortcoming in eHealth governance, 
with only about half of its member states having an 
eHealth administration or governance structure. 

Online Learning 

Another field in which the Information Society is 
revolutionizing daily life is education. In developed 
countries, increasing numbers of students are taking 
courses online or receiving online content to augment 
classroom education. The U.S. Department of Educa-
tion estimated, for example, that the number of prima-
ry and secondary school pupils receiving online courses 
grew 65 per cent between 2002 and 2005.14 Based on 
its estimates, the Department determined that more 
than a million American children took online courses 
during the 2007-2008 school year. Somewhat surpri-
singly, the study found that children who took all or 
part of a class online performed better than other stu-
dents who took the same class with only face-to-face 
instruction.15  

In a 2002 report on the rapid development of on-
line learning, UNESCO noted the advantages of incor-
porating Web-based teaching methods into school 
curriculum – even where so-called distance learning 
was not required for students to reach far-away schools. 
"The Web offers a worldwide forum in which to teach 
courses that can be radically updated in ways never be-
fore possible," the report stated. "Each student has an 
enormous range of resources available, free from limi-
tations of time and space."16 Fully realized, the Internet 
becomes a medium not simply for the reproduction of 
print curriculum materials, but for interactive services 
and content that allows students to explore and link 
concepts that a single educator would not be able to 
provide in a classroom setting.  

 

www.gisdevelopment.net/magazine/global/2010/july/48-Onemap-One-stop-geospatial-solution.htm
www.gisdevelopment.net/magazine/global/2010/july/48-Onemap-One-stop-geospatial-solution.htm
www.straitstimes.com/BreakingNews/Singapore/Story/STIStory_509240.html
www.sla.gov.sg/htm/new/new2010/new3103.htm
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Box 1.3: Spreading the Word about ICTs and Rural Development 
• In Uganda, there is a network of "community knowledge workers" (CKWs) that use mobile applications to give far-

mers a broad range of information, including farming practices, market conditions, pest and disease control and 
weather forecasts. 

• A service called "Wizzit" in South Africa became the country's first "mobile bank" for residents without access to 
banking services, and Celpay's "mobile wallet" initiated an online payment service in the Democratic Republic of 
Congo and Zambia. 

• In May 2003, French Guiana began installing GPS receivers in ultra-light aircraft to help combat the carambola fruit 
fly. 

• Traditional hunters and trackers in Botswana now use GPS trackers to gather information about wildlife. That in-
formation goes into a database that can be accessed via a solar-powered PC to provide up-to-date information for 
game management programmes. 

All of these innovative and practical applications of ICTs for rural development – and many more – are documented and de-
scribed at a single online source: ICT Update. Published in English and French by the Technical Centre for Agricultural and 
Rural Cooperation (CTA) in the Netherlands, ICT Update is a bimonthly printed bulletin, a Web-based magazine and an email 
newsletter – all devoted to African, Caribbean and Pacific countries. Each issue focuses on a theme relevant to the use of 
ICTs for agricultural or rural development; the 50th issue was published in August 2009. 

Source: http://ictupdate.cta.int/ 

 
The Web becomes an entirely new platform that 

features individualized learning and research, collabora-
tion among students, mentoring of younger students 
by older ones, and access to remote research resources.  

1.2.1.3  Personal Networking 

Social networking has exploded in the last five 
years and is becoming a global phenomenon (see 
Box 1.4 below). Sites such as Facebook and Twitter 
have changed the way people use technology, and have 
furthered the always-on communication paradigm. In 
June 2010, Facebook reported 400 million active users. 
A quarter of these users (100 million) access Facebook 
through their mobile devices, and Facebook mobile de-
vice users are twice as active as PC-based users.17 As of 
April 2010, Twitter had approximately 100 million regis-
tered users, with 300,000 users signing up per day. Thir-
ty-seven per cent of Twitter’s active users employed 
their phones to “tweet” or publish messages to their 
followers.18 

Mobile device users are using their mobiles increa-
singly within the home. A recent report by the media 
agency Initiative found that 60 per cent of mobile web 
usage occurred in the home. The report posits that this 
represents a sign that consumers desire a constant 
connection to their networked life.19 Smartphone adop-

tion will continue to drive this always-on world. Accord-
ing to a Ryvasy Report, smart phones have a 25 per 
cent penetration rate in the U.S. marketplace; this fig-
ure that is expected to hit 50 per cent within two 
years.20 As more consumers have access to faster con-
nections and more feature rich smart phones, more us-
ers will be able to take their computer-based usage 
wherever they go.  

Along with the pervasive spread of personal net-
working comes the inclusion of data connectivity as a 
component in all types of consumer electronics: digital 
cameras, portable media players, set-top boxes, TVs, 
DVD players, and gaming systems. This allows almost 
universal access to content, and the ability to shift and 
share that content across multiple platforms. Devices 
can connect to your home network, access or store in-
formation in the cloud, and receive software updates to 
improve their capabilities. 

The number of Wi-Fi chips in consumer electronics 
goods worldwide, for example, jumped 33 per cent 
from 2008 to 2009 and is expected to continue to 
grow.21 Car makers are putting in data connections into 
its vehicles to provide real-time traffic mapping, web 
browsing, data messaging, streaming music, and on-
demand video. 

 

 

http://ictupdate.cta.int/
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Box 1.4: The Year of Social Networking 

In April 2009, social networking reached a new height of media exposure when Hollywood movie star Ashton Kutcher be-
came the first person to reach the 1 million follower mark on the micro-blogging social networking site Twitter. Just a year 
later, in August 2010, Kutcher had more than 5 million followers, but he had been far surpassed by others in follower counts. 

Truly, 2010 has become the year of social networking. Major news media now post "news" based on the twitter feeds of 
athletes, politicians, and entertainment stars on a daily basis. Moreover, Twitter’s reach in 2010 moved beyond the U.S. 
From June 2009 to June 2010, Twitter use doubled worldwide, with growth largely fueled by use in Latin America, Asia Pacif-
ic, and the Middle East-Africa. Twitter penetration in Indonesia and Brazil reached 20 per cent, just edging out the figure in 
Venezuela (19 per cent) among the over 15 age population. 

 

Visitation to Twitter.com by Global Regions 
June 2010 vs. June 2009 

Total Audience, Age 15+ - Home & Work Locations* 
Source: comScore Media Metrix 

 Unique Visitors (000) 

 Jun-09 Jun-10 % Change 

Worldwide 44,520 92,874 109 

Latin America 3,792 15,377 305 

Asia Pacific 7,324 25,121 243 

Middle East - Africa 2,058 4,987 142 

Europe 10,956 22,519 106 

North America 20,390 24,870 22 

 

Meanwhile, Facebook attained more than 500 million active users in 2010,half of whom log on every day. While both Twit-
ter and Facebook started in the U.S., non-U.S. use has greatly expanded; 70 per cent of Facebook users reside outside the 
U.S. Facebook reported that its users spent more than 700 billion minutes per month on its website, allowing it to surpass 
Google as the most-visited website in the world in March 2010. 

Sources: Oprah, Ashton Kutcher mark Twitter 'turning point', CNN.com, April 18, 2009, 

www.cnn.com/2009/TECH/04/17/ashton.cnn.twitter.battle/; and - Indonesia, Brazil and Venezuela Lead Global Surge in Twitter Usage, 

comScore, 11 August, 2010, 

www.comscore.com/Press_Events/Press_Releases/2010/8/Indonesia_Brazil_and_Venezuela_Lead_Global_Surge_in_Twitter_Usage 

 
1.2.1.4  Virtual Business 

Always-on access to the Internet is also revolutio-
nizing the way people and corporations do business. 
The ability to access broadband networks from literally 
everywhere through wireless networks is altering the 
work experience, irrevocably, in the following ways: 
• Tele-Working – Individual employees no longer 

have to endure time-consuming, costly, and envi-
ronmentally damaging commutes over long dis-
tances. Using home computers or laptops, they can 
work from home, from coffee shops, or from pool-
side cabanas (if they want to), increasing their abili-
ty to mesh home and work life and to increase 
overall productivity. 

• Virtual Businesses – Companies no longer need to 
even maintain offices or facilities, they can simply 
exist "virtually" in cyberspace, with broadband 
networks connecting their management and em-
ployees. The individual "co-workers" may never 
even meet each other in person. 

• Online Retailing and Marketing – Amazon.com 
popularized the long-standing trend of selling over 
the Internet, vastly expanding the online "invento-
ry" available to consumers. Some products and 
services are now marketed, sold, and delivered 
with a series of mouse clicks (e.g., music down-
loads, airplane tickets, and hotel bookings). 

www.cnn.com/2009/TECH/04/17/ashton.cnn.twitter.battle/
http://www.comscore.com/Press_Events/Press_Releases/2010/8/Indonesia_Brazil_and_Venezuela_Lead_Global_Surge_in_Twitter_Usage
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• Outsourcing – Many large corporations (and small-
er companies, as well) opt to hire specialized firms 
to provide functions such as accounting or service 
support rather than to continue to perform such 
functions internally; this often results in material 
cost savings. Many of the "outsourcing" firms that 
perform these functions provide their services glo-
bally, from locations in developing countries or re-
mote areas with lower labor costs. 

• Virtual World Trading – A spin-off from gaming and 
personal networking, virtual worlds (e.g., Second 
Life) are highly articulated online virtual realities 
that often engender secondary markets. Users can 
buy and sell real estate, durable goods (e.g., boats 
and cars) in these online environments using real 
currency. This has led to virtual "entrepreneurs" 
that buy and sell fictitious goods and services and 
collect real money for them from other players. 

In addition, of course, much of the world's trade in 
securities (i.e., stocks, bonds, and derivatives) now 
takes place online, at the speed of light. The massive 
volumes of transactions and trade defy quantification. 
The array of business activity enabled by the Informa-
tion Society is growing and morphing so rapidly that it 
has become extremely difficult for consumer-
protection or business regulators to monitor or even 
describe all of the types of transactions. In this "buyer 
beware" environment, there is an ever-present danger 
of fraud (see Section 1.4.2, below and the GSR discus-
sion paper entitled, “Addressing Cyberthreats – The 
Role and Responsibilities of an Effective ICT Regulator”) 
and financial mismanagement. Moreover, because 
these transactions increasingly involve international da-
ta flows, there is no single regulator anywhere on the 
planet that can act unilaterally to combat abuses or 
predatory practices. 

1.2.1.5  Machines That Talk to Each Other 

As if the risk of fraud and other forms of cyber-
crime was not alarming enough, the machines are now 
talking to each other. Telecommunications is increasing-
ly automated, with everyday household appliances, 
energy grids, and automobiles equipped and linked to 
relay data, including location information determined 
through global radio-determination satellites (e.g., GPS). 
Machines can be monitored from half a world away – 
by other machines. 

Perhaps the most active application of machine-
based telecommunications is in the automobile indus-
try. 22 Cars can speed through tollbooths, with fees au-

tomatically deducted and billed to customers' credit 
card accounts, through radio-frequency identification 
(RFID) technology. GPS-enabled subscription services 
allow drivers to obtain directions through on-board na-
vigation systems, receive trouble-shooting diagnostic 
information during breakdowns, and obtain immediate 
help when they have an accident. In case of theft, po-
lice can recover equipped automobiles through tracking 
signals. Manufacturers increasingly place sensors on 
vehicles that warn drivers if they are in danger of hitting 
a person or object, and some high-end automobiles 
even use such sensors to help drivers parallel park.  

The other major market for automated systems is 
the home. Machine-to-machine (M2M) technology can 
be used to remotely monitor and adjust home heating 
or cooling systems, allowing power companies to cope 
with peak electrical demand or simply letting home-
owners turn up the heat as they return from a ski trip. 
Home security systems are designed to automatically 
signal law enforcement if buildings are broken into. 

1.2.2  Where the Info Society Isn't 

All of these technologies, and the applications that 
go with them, are increasingly available to consumers. 
But are they realistically available to everyone, every-
where? The answer to that question, unfortunately, is 
still "no." Data on the extent of broadband network in-
frastructure provide clear evidence that the Informa-
tion Society may be just as stratified as "high society" 
was some 150 years ago. The prevalence of access to 
the Internet is not spread equally around the globe. 

Internet penetration reached 64 per cent at the 
end of 2009 in already-developed countries. In devel-
oping countries, however, the penetration number 
lagged behind at just 18 per cent.23 More to the point, 
there continues to be both a regional divide and an 
overall lag in the build-out of fixed and mobile broad-
band networks. Broadband access – which empowers 
much of the advanced multimedia and graphically rich 
content that defines the Information Society – remains 
largely confined to Internet users in developed coun-
tries in 2010. Fixed broadband Internet access penetra-
tion reached 23.3 per cent in developed countries, but 
only 3.5 per cent in developing economies. 

There is even greater disparity in mobile broad-
band penetration. While developed countries are look-
ing ahead to 4G technologies such as LTE-Advanced and 
WiMAX 802.16(m), many countries still have not widely 
implemented 3G networks. In developing countries, 
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mobile broadband penetration achieved a penetration 
rate of only 3 per cent in 2009.24  

The implications of stratification in Internet access 
are twofold. First, the digital divide between countries 
threatens to widen information and economic dispari-
ties between more developed countries (or rapidly de-
veloping ones) and economically undeveloped 
countries. Second, the limited availability of broadband 
access could easily widen disparities between the eco-
nomically advantaged and disadvantaged populations 
within countries. Particularly with regard to public ser-
vices and business opportunities, lack of access to the 
Information Society may be a critical "glass ceiling" that 
impedes economic and social mobility. Among the 
causes of the so-called digital divide are: 

• Lack of access to sufficient infrastructure – From a 
lack of last-mile access networks to a paucity of 
backbone networks and international gateways, 
many countries lack the required network infra-
structure to support the rollout of broadband ser-
vices and applications. 

• Cost and pricing – The high cost of building broad-
band networks, particularly wireline ones, leads to 
high prices for the services in order to recover 
these sunk costs. In what becomes a self-defeating 
cycle, high tariffs suppress demand, which reduces 
revenues, further discouraging investment in infra-
structure. That lack of infrastructure means that 
there are no economies of scale and scope that 
would otherwise lower build-out costs. So broad-
band services remain rare, inaccessible, and prohi-
bitively expensive in many areas of the world. 

• Lack of end-user devices – The ability to take full 
advantage of broadband services depends on the 
user's access to (or possession of) a terminal or 
handset that can turn 1s and 0s into streaming vid-
eo and interactive content. Many populations lack 
reliable or routine access to computers or smart 
phones. In many countries, the solution likely will 
be to generate business cases that incorporate sub-
sidies for end users to obtain 3G-equipped mobile 
handsets as an entry into the broadband universe. 

• Lack of content – There certainly is no lack of con-
tent available on the Internet, as residents of the 
Information Society know. But for much of the 
world, what is there is irrelevant, culturally alien, or 
published in the wrong language. The Internet will 
give you a recipe for stuffed ptarmigan and a con-
tact to buy pet rocks. But for communities in the 
developing world, what they need is detailed 

health information in Quechua or expanded dis-
tance learning opportunities in Assamese.  

Any analysis of the Information Society has to in-
clude a component of "where it isn't" in addition to 
"where it is." But in reality, the Information Society is a 
trans-border phenomenon. In any city in the world, 
there likely are offices and homes where computers are 
never turned off just metres away from pedestrians 
who have never accessed the Internet even once in 
their lives. The ability to engage and secure information 
and make contact with others is a global ability, but on-
ly when the end user has access to the underlying 
technologies that form the foundation of the global in-
fo-village. The next section examines those technolo-
gies as building blocks in that foundation. 

1.3  Underlying Technologies 

From the consumer’s perspective, the Information 
Society does not necessarily appear to be ground-
breaking international technological development. It is 
simply the smart phone or computer program they en-
joy using, with all of the attendant applications and ser-
vices. But to make the consumer’s engagement with 
the Information Society seamless to the individual user, 
of course, there must be a universe of interconnected 
networks, servers, earth stations, international gate-
ways, satellites, netbooks, dongles, and handsets, many 
of which have been developed and marketed only with-
in the past few years. This section reviews the blistering 
pace of product research and development that has 
now laid the foundation for an “always on” economy 
and society. 

1.3.1  Broadband Network Technologies 

At the most foundational level are the packet-
switched networks, both wireline and wireless, that 
provide ever-increasing capacity for massive broadband 
throughput. These include backhaul and backbone 
trunking facilities that serve as the major highways or 
arteries to circulate data. Through peering or transit ar-
rangements, these facilities are interconnected with the 
access networks of smaller ISPs, which provide the last-
mile links through a variety of delivery platforms: tele-
phone networks (through digital subscriber line or DSL), 
cable TV (through coaxial cable), or fibre-to-the-home 
(FTTH) networks. Broadband Wireless Access (BWA) 
networks, such as WiFi, WiMAX or 3G cellular systems, 
also provide increasingly high speeds that rival or ex-
ceed landline speeds.25  
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1.3.1.1  NGNs 

Next Generation Network (NGN) is a catch-all term 
for high-speed, packet-switched networks that promise 
increased uplink and downlink speeds to consumers. 
When implemented, NGNs will provide enough back-
bone and backhaul capacity to enable a whole new 
class of applications, such as three-dimensional (3-D) 
television, high-definition video conferencing, and vir-
tual-reality type gaming. Fixed broadband NGNs involve 
deploying new networking techniques over cable TV, 
DSL, and FTTH systems, greatly boosting capacity and 
speeds. 

On the wireless broadband infrastructure side, flat-
IP wireless networking architectures found in WiMAX 
and the 3GPP Long-Term Evolution (LTE) technology are 
expected to offer mobile and portable download 
speeds that rival those of fixed broadband networks, 
allowing similar kinds of broadband applications, in-
cluding mobile television and video telephony.  

The forecasted growth of Internet traffic, fueled by 
many of the Information Society services mentioned in 
Section 1.2, is relentlessly driving technology develop-
ment. Internet capacity use is predicted to grow by a 

factor of four from 2009 to 2014, approaching 64 ex-
abytes a month. Video content is expected to comprise 
over 91 per cent of that total by 2014 (see Figure 1.1 
below). 26  NGN technologies that provide backbone 
connectivity are advancing to provide the necessary 
capacity to last mile networks to meet this demand. 
Equipment manufacturers and carriers are deploying 
40 GB/s architectures, and manufacturers are readying 
100 GB/s solutions using fibre or Ethernet technolo-
gies.27 Terabit networking solutions are being consider-
ing for the next technology iterations. Innovations at 
the Internet backbone and in last-mile network tech-
nologies are poised to deliver new higher speeds and 
meet future Internet traffic demands. 

1.3.1.2  Wireline Access Platforms 

Advances in cable modem and FTTH networks 
promise to dramatically increase the speeds businesses 
and consumers will have to access Internet content and 
applications. The cable TV industry is utilizing 
DOCSIS 3.0 to offer theoretical download speeds of up 
to 160 Mbit/s and upload speeds of 120 Mbit/s.28 Some 
U.S. cable operators have already begun offering 
speeds in excess of 100 Mbit/s to large portions of their 
coverage areas.29 

 

Figure 1.1: Stairway to (Digital) Heaven: The Broadband Usage Forecast 

 
Note: "Managed IP" refers to enterprise-level private network services. 

Source: Cisco, VNI, June 2010. 
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In Japan and the UK, cable operators have also dep-
loyed DOCSIS 3.0. Japan’s Cablenet is offering a 
160 Mbit/s service tier,30 and the UK’s Virgin Media is 
piloting a 200 Mbit/s tier, with an eye toward offering a 
400 Mbit/s tier in the future.31 

Within the telephony industry, FTTH networks are 
the current next-generation wireline alternative to 
(coaxial) cable-based technologies. Fibre can offer very 
high bandwidth to consumers and businesses. Some 
FTTH providers are delivering 1 GB/s symmetrical ser-
vice (both uplink/downlink) to residential customers in 
Hong Kong, China; Republic of Korea; Germany; Aus-
tralia; Portugal; Amsterdam; Japan; Sweden; and the 
U.S.32 The Organization for Economic Cooperation and 
Development (OECD) found that in October 2009, the 
fastest speeds advertised by the incumbent telcos, us-
ing fibre, were in Portugal and Slovakia (see Figure 1.2). 

According to OECD figures, at the end of 2009, 
54 per cent of Japanese broadband service subscribers 
were on fibre networks, with Republic of Korea close 
behind at 49 per cent. The FTTH Council, on the other 

hand, found that Republic of Korea was the world lead-
er, with more than 50 per cent of its households sub-
scribing to high-speed access through FTTH broadband 
connections. Japan was second globally, with more 
than 34 per cent penetration, while Hong Kong, China, 
was only slightly behind Japan in third place. 

1.3.1.3  Broadband Mobile Services – 3G and 4G 

Wireless access networks based on so-called 3G 
and 4G technologies are expanding the availability of 
the Internet to more people, providing the flexibility to 
take one’s broadband connection anywhere. High 
Speed Packet Access (HSPA) networks – commonly 
known as “3.5G” networks – have proliferated in many 
countries. The Global Mobile Suppliers Association 
(GSA) released statistics in June 2010 identifying 
353 HSPA operators in 147 countries, with over 
100 more planned by the end of 2010.33 Current HSPA 
networks provide peak downlink speeds of 21 Mbit/s, 
with future iterations of the technology able to achieve 
peak download speeds up to 84 Mbit/s.34 

 

Figure 1.2: Off to the Races: OECD Countries Add Fibre Throughput 

 
Source: OECD 

Note: See the OECD broadband portal for information on data sources and notes. 

Note: The offers used to calculate the average include all combinations of single, double and triple-play offers in the survey. This is because 
some top-speed broadband subscriptions only are available as part of a package. 

www.oecd.org/sti/ict/broadband 
 

http://www.oecd.org/sti/ict/broadband
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Figure 1.3: Keeping Up with Japan: Broadband Speeds Using All Technologies 

 
Note: Includes fibre-to-the-home (FTTH) and fibre-to-the-building (FTTB or apartment LAN) connections. Some countries may have fibre but 

have not reported figures so they are not included in the chart. See the OECD broadband portal for information on data sources and notes. 

Source: OECD, OECD Broadband statistics [oecd.org/sti/ict/broadband] 

 
Meanwhile, commercial WiMAX networks already 

are deployed in more than 147 countries, covering 
620 million people.35 LTE, a technology that often com-
petes with WiMAX, also enjoys widespread adoption by 
major carriers, although deployment and operation of 
networks is well behind WiMAX. At mid-2010, LTE net-
works were operating in Norway and Sweden, but 
there were 80 more LTE network commitments in 
33 countries.36  

Backers of both WiMAX and LTE networking tech-
nologies have applied for ITU’s IMT-Advanced certifica-
tion, which requires 100 Mbit/s mobile download and 
1 GB/s fixed download speeds. WiMAX-Advanced and 
LTE-Advanced, as they will be known, are expected to 
be approved and could be deployed as early as 2012.37 

It is these IMT-Advanced systems that most industry 
observers now consider true 4G technologies. 

1.3.2  Devices 

Notwithstanding the download speeds available to 
consumers, few residents of the Information Society 
are closely counting these speeds by the hour or 
minute. What they are looking at – and mesmerized by 
– are the gadgets. Whether they are I-phones, 
G-phones, I-pads or I-pods – or laptops, desktops, net-
books, or dongles – the devices are the keys to the In-
ternet. They provide the intelligence for otherwise 
largely bent-pipe packet-switched networks. And it is 
really these end user devices that offer the online expe-
rience. 
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Figure 1.4: Global FTTH Council Ranking of FTTH Penetration Rates 

Source: FTTH Council-EU, G20 need to speed up on Fibre to the Home, Press Release, February 26, 2010, at: 

www.ftthcouncil.org/en/newsroom/2010/02/26/g-20-need-to-speed-up-on-fiber-to-the-home 

 
Faster networks have given rise to powerful new 

devices in many forms, ranging from smart phones 
such as Apple Inc.’s iPhone and Google-powered Andro-
id phones, to portable computing devices such as net-
books and smartbooks, to tablet devices such as 
Apple’s iPad, to single purpose devices such Amazon’s 
Kindle. Advances in chip design, manufacturing, and 
cost-reduction have enabled a variety of devices that 
bring computing to larger segments of the population.  

1.3.2.1  Smart Phones Are Driving Demand 

Smart phones and netbooks are driving demand 
for mobile broadband and WiFi networks. In Asia, 
smart phones accounted for one-third of handset sales 
in the first quarter of 2010 and this trend was expected 
to continue.38 In other parts of the world, similar rapid 
adoption of smart phone devices is expected. In Europe, 
Gartner Group found that 28 per cent of phones sold in 
2009 were smart phones. It predicted that by 2012, the 

percentage of smart phones sold would increase to 
70 per cent of all phones sold.39 

These devices are gradually becoming the primary 
means for people to get on-line, as consumers cut the 
cord and use a wireless broadband connection to con-
nect to the Internet. This trend holds much promise for 
developing countries, where many consumers cannot 
afford a laptop or personal computer or have no access 
to fixed line broadband services. Smart phones operat-
ing on a mobile broadband network can provide access 
to the Internet at a low cost, particularly if operators 
provide handset subsidies to “seed” the growing 
broadband wireless market. 

A recent study found that wireless broadband ser-
vice using HSPA or LTE provided connectivity to 17.3 per 
cent of PCs in Europe.40 Wireless technology can be the 
Internet on-ramp for billions around the world, particu-
larly because more people are already using mobile 

http://www.ftthcouncil.org/en/newsroom/2010/02/26/g-20-need-to-speed-up-on-fiber-to-the-home
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phones as their primary or sole voice communications 
device.  

1.3.2.2  Device Convergence  

In the wake of the digital revolution, the most subs-
titutable part of the communications value chain may 
well be the device used to generate the digital trans-
mission. We live in an era when gaming consoles are 
also computers and when computers double as tele-
phones. 

In 2005, South Korea became the first country in 
the world where mobile phones could receive digital 
television signals. South Koreans had bought 20 million 
handsets by the second quarter of 2009 – double the 
number from the first quarter of 2008 and 11 times the 
number of handsets sold when mobile TV was first 
launched.41 In South Korea, free-to-air mobile TV is a 
five-year-old fact of life. According to the country’s 
broadcasters, 27 million people — 56 per cent of the 
population — watch regularly.42 While South Koreans 
are the world leaders in mobile TV viewing, the tech-
nology is also catching on in China, Southeast Asia, In-
dia, Africa, and Latin America, where 80 million people 
now have cell phones that can receive largely analog TV 
broadcasts.43 

In the U.S., over-the-air broadcasters are starting to 
trial free mobile TV programming. Broadcasters plan to 
launch regular service in the 2011-2012 timeframe. 
Plans for free, ad-supported mobile service will be first 
to be made available. Paid premium content is ex-
pected to be offered in the future.44  

1.3.3  There’s An App for That 

So, you want to use your phone as a compass or a 
personal fireplace? There’s an “app” for that: a soft-
ware application that usually can be downloaded in 
minutes, purchased and paid for online, and stored on 
the mobile device for future use (or, often, not). (See 
Box 1.5 below.) 

Mobile apps and mobile app stores are a relatively 
new phenomenon. In 2007, Apple introduced its 
iPhone and kicked off the mobile app revolution with 
its App Store, which made it easy for consumers to find 
and install applications. The smart phone and its ac-
companying app-store “ecosystem” showcases the 
power and flexibility that advanced handsets can offer 
in tandem with high-speed mobile data networks. As of 
June 2010, with more than 2 billion downloads and 
225,000 applications in its App Store, Apple still led the 
way.45 But Google, with its Android smart phone oper-
ating system and competing Android Market for com-
patible applications, was posting dramatic growth over 
the two years since the first Android device was intro-
duced in 2008. Google’s Android Market has sold more 
than 250 million downloads,46 and as of June 2010 had 
more than 65,000 apps available. Meanwhile, addition-
al app stores from manufacturers and operators were 
being developed, increasing the accessibility of features 
for smart phone users.47 

Mobile applications provide a targeted user expe-
rience that can simplify access to a whole slew of online 
services, such as social networking, mobile banking, en-
tertainment, sports, and health information. These 
apps can greatly enhance and ease people’s access to 
an unlimited number of services. 

 

Box 1.5: Apps-a-Go-Go: The World of Wild and Wondrous Applications 

The explosion of smart phones and "app stores" has brought a wide range of mobile applications to the market, driving cus-
tomers' fascination with their new, high-tech handsets. Many of these apps make use of smart phone cameras, GPS location 
capability, and Internet access, resulting in new features that many consumers find irresistibly useful. Other apps, while still 
seemingly irresistible, rank a bit lower on the usefulness scale. Many apps could best be described as niche applications. 

For example, star navigation map apps allow would-be astronomers to simply point their phones to the night sky and see on 
their mobile screens the names of the constellations they are viewing. Augmented-reality apps, meanwhile, allow users to 
see "overlay" information relating to restaurants, movie theatres, and other public places caught in the smart phone's cam-
era view. One need only point the mobile phone to unspool real estate listings, menus, parking lot prices, and other data. 

Of course, not all apps reach that mind-expanding level. As with any new technology, some apps are of dubious social bene-
fit or even downright silly. One prime example is a popular app called "iFart," which produces noises of a decidedly impolite 
nature. Other apps provide visual and audio sound effects mimicking light sabers, cigarette lighters, firearms, and even the 
vuvuzela of South African World Cup fame. While the history of smart phone apps is still in its early stages, only time will tell 
which apps are true trailblazers and which ones will end up in the dustbin of history. 

Source: Authors. 
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1.3.3.1  It Knows Where You Are 

The world is still seeing the early days of location-
based apps, but according to new data from Skyhook, 
there are now more than 6,000 location-based iPhone 
apps, 900 Android apps, and 300 BlackBerry apps.48 
These location-based applications range from social 
networking ones like Twitter, Foursquare, or Google 
Buzz to child tracking to gaming, to targeted, location-
based advertising.49 Augmented reality applications are 
also generating excitement. These applications use the 
smart phone’s location, mapping, and/or camera func-
tionalities to provide an overlay that gives users data 
about and enhanced views of their surroundings. 

Privacy concerns are one of the growing social 
harms associated with these applications. The greatest 
fears of using location-based apps are (1) revealing 
where one’s home is, and (2) facilitating stalking beha-
viours, according to Australian respondents to one sur-
vey.50 A study by the U.S. Carnegie Mellon University 
revealed that people also worried about being tracked 
by the government and do not want to be annoyed by 
receiving ads based on their exact locations.51 One 
website, dubbed “Please Rob Me,” highlighted the po-
tential risks of sharing location-based data by aggregat-
ing publicly shared check-ins of Foursquare users and 
informing others of the locations of these users. While 
the site stopped its service after a short while, it raised 
awareness of the privacy risks associated with location-
aware apps.52 

1.3.3.2  Push and Pull Apps 

One set of mobile apps push information from a 
server to a mobile device. Another set of mobile apps 
are initiated by the mobile device (by user interaction 
or automated scheduler) and pull information to it from 
the web.53 Smart phones take advantage of both types 
of applications. Push apps require little user interven-
tion but may be viewed as more invasive, as the user 
does not control when they receive app updates. To the 
user, however, the difference between the two types of 
app update is often hard to differentiate. Some email 
programs like Blackberry and Gmail on the Android OS 
provide push service, but these devices also are able to 
use pull technology via POP54 to download emails to 
the device.  

1.3.4  Tariff Trends 

We have established that all the underlying parts of 
the Information Society are falling into place: we have 
the high-speed, large-capacity backbones, the wireline 
and wireless broadband access networks, gadgets and 
gizmos, the features and applications to make them 
sing, and advanced services like mobile TV to provide 
content. Just how are we going to pay for all this? 

Leaving aside the question of affordability, what 
pricing and metering mechanisms make the most sense? 
In many areas, the easiest and simplest way to promote 
take-up of service has been to offer non-usage-
sensitive, flat-rated pricing. Customers would pay 
(sometimes) a service-initiation fee, followed by unli-
mited usage on a monthly payment basis. 

This can lead, however, to massive imbalances in 
data downloads by a few customers, straining the ca-
pacity of even a broadband network. According to U.S. 
operator AT&T’s head of consumer services, Ralph de la 
Vega, about 3 per cent of smart phone users are con-
suming about 40 per cent of AT&T’s network capacity 
(see Box 1.6).55 iPhone users on the AT&T network are 
usually targeted as the culprits. As a result, the U.S. 
mobile service market has begun to see tiered wireless 
data plans. For example, AT&T’s DataPlus service pro-
vides 200 MB for USD 15 per month, and its DataPro 
offering provides 2 GB for USD 25.  

In the first quarter of 2010, Nielsen Corp analyzed 
60,000 mobile bills in the U.S. and discovered that the 
average smart phone mobile data user consumed ap-
proximately 300 MB per month.56 

Metered data pricing that offers lower price points 
may be fairer to consumers.57 UK telecom operator O2 
has also moved away from unlimited data plans. Wire-
less operators in Sweden, however, are going the other 
way, moving from tiered plans to unlimited usage plans. 
3 Sweden and Tele2 have removed the data caps on 
their most expensive plans, noting the reduction in cost 
of adding additional capacity.58 Another potential driver 
for metered data pricing is to provide less-expensive 
options to entice mobile customers to purchase a data 
plan. 
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Box 1.6: U.S. iPhone Capacity Issues – a Sign of Things To Come? 

In 2009, Apple iPhone users in the U.S. cities of San Francisco and New York experienced a love-hate relationship with their 
devices. They loved their slick, user friendly, state-of-the-art mobiles, but many of them grew increasingly frustrated with 
their periodic inability to use them, due to capacity issues experienced by AT&T, the exclusive U.S. provider of iPhone ser-
vice.  

While the operator has invested billions of U.S. dollars in upgrading and improving its network, the capacity problems illu-
strate the huge demand new smart phones will place on wireless networks. Smart phone users consume five times the 
amount of data capacity that standard mobile phone users do. As more users buy and use smart phones, operators are 
struggling to keep up with the huge data capacity demand, and they are attacking the problem on multiple fronts. 

One approach is to address their network capabilities. Operators are upgrading copper backhaul connections to fibre, split-
ting cell sites, and adding newer towers in densely populated areas. They are also using additional spectrum resources to 
offer greater capacity, investing in WiFi networks, and encouraging users to purchase femtocell devices to off-load traffic 
from the operator's network onto the consumers' facilities. 

Meanwhile, operators have worked with hardware and software manufacturers to optimize how devices such as the iPhone 
and bandwidth-intensive apps such as Internet TV and radio streaming use the network. Operators have also introduced dif-
ferent tariff structures, charging higher prices to customers with high data-rate plans or penalizing customers that exceed 
certain data allotments.  

Operators are also looking for more spectrum allocations. In the U.S. and Europe, operators have campaigned for more 
harmonized spectrum, preferably in contiguous blocks, for next-generation wireless technologies (LTE and WiMAX). In addi-
tion to more spectrum licensing, increasing the availability of unlicensed spectrum might allow for greater opportunities to 
off-load operator traffic onto alternate networks. Regulators may also be asked to look at opening access to incumbents' 
fibre networks to provide critical backhaul needed to support mobile data traffic.  
Source: Authors. 

 
On the fixed-line side, U.S. cable operator Comcast 

has been experimenting with metering data usage 
since 2008. It has instituted a 250 GB combined up-
stream/downstream cap per month. The median Com-
cast customer averages 2-4 GB/ month and fewer than 
1 per cent come close to the 250 GB cap, according to 
Comcast officials.59 Internationally, fixed-line operators 
have been more comfortable instituting bandwidth 
caps and have not faced consumer backlash for their 
actions. Some critics argue, however, that fixed-line 
network operators are eager to impose caps to ensure 
that their own propriety video offerings are not im-
pacted if customers choose to drop those subscriptions 
and rely on Internet-delivered video programming.60 

1.4  Impact on Everyday Lives 

It is one thing to say that governments, businesses, 
and organizations are using new networking and per-
sonal computing technologies more than ever before. 
The real question is how this may be changing individu-
al lifestyles and lives. The news media in many devel-
oped countries are now sharply attuned to issues of 
how the saturation of "always on" media may be affect-
ing society. Along with clear advantages, there is grow-
ing concern that some people may have become so ad-

addicted to constant connectedness that it alters their 
relationships and capabilities – even their thinking pat-
terns – in the "real world". In Canada, for example, a 
number of provinces have enacted laws that prohibit 
drivers from texting while they are driving and from 
talking on mobiles other than hands-free devices. Simi-
larly, in the United States, many state legislatures have 
introduced similar legislation.  

Recently published books have posed questions 
about whether: 

• Increased telecommunication connectedness has 
actually made us less social in face-to-face settings; 

• Total immersion in online activities may be a form 
of escapism that amounts to an addiction; 

• Instead of liberating us, online services actually 
burden us with accumulated passwords, jargon, 
and time-intensive monitoring of multiple network-
ing sites (see Box 1.7, “Is It Okay to Unplug?”); and 

Our children experience too much unfiltered online 
media and not enough outdoor activities that used to 
characterize childhood in earlier years. 
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Box 1.7: Is It OK to Unplug? 

In the Information Society, there is no end to the opportunities to get online, through smart phones, netbooks, laptops, 
desktops, game consoles, iPads, social networking sites, and so on. All of these devices and applications are meant to make 
life easier, but is there a point where it just becomes a burden keeping up with all of it? Do we work for our machines? Is it 
OK to unplug once in a while? 

Increasing buzz in the media points to a sociological trend in the making: instead of immersing themselves in the always-on 
Internet universe, some people are turning that into the almost always-on revolution. In other words, they are making a 
point of actually turning their electronics off occasionally, just to de-stress and re-engage with family and friends in person. 
Some call it the "digital sabbath." The idea is to take a day, or a weekend, to just rest from the burden of answering texts, 
posting Facebook entries and tweeting, if only to put all the information into perspective. 

William Powers, the author of a book that explores new media overload, tells of standing on a New York City corner with a 
half-dozen other people, all of them were engaged in pecking on their smart phones. Here, amidst one of the liveliest, most 
energized cities in the world, people were tuned out: there, but not there. Powers' book, entitled Hamlet's Blackberry: A 
Practical Philosophy for Building a Good Life in the Digital Age, tries to help individuals obsessed with digital connectivity re-
draw a balance between life online and life in the actual world around them. 

That advice may have come just in time. In a front page article in February 2010, a newspaper in Washington, DC, related, 
among other things, reports from marriage counselors in the U.S. that online behaviour is actually threatening marriages in 
many cases. That included one instance in which the husband reportedly began surfing the Web on his smart phone – in the 
middle of the marriage act itself!  

Sources: National Public Radio, " 'Hamlet's Blackberry': To Surf or Not To Surf," 20 July 2010, downloaded from 

www.npr.org/templates/story/story.php?storyId=128364111#128364178; and Rosenwald, Michael, "Obsessed with Smartphones, Oblivious 

to the Here and Now," Washington Post, 22 February, 2010.  

 
Doubtless, these lifestyle complaints will seem 

over-wrought to most individuals who are seeking 
broadband access to improve their livelihoods, educa-
tions, and health. But consider this a fair warning: when 
the broadband faucet opens, it can often turn into a 
torrent of unwanted and seemingly uncontrolled con-
tent, as well as fraud, invasion of privacy, computer vi-
ruses, and other unintended consequences. So, for 
individuals with broadband access to the world, and for 
the regulators who are called upon to protect them, the 
Information Society has truly become an environment 
of "the good, the bad, and the baffling." This section 
explores this multi-faceted nature of online culture – a 
culture that regulators must decide whether, and how, 
to monitor and regulate. 

1.4.1  The Good 

There is no doubt that broadband networks, smart 
phones, computers, and the Internet together provide 
enormous advances in social and personal welfare. For 
most observers, the positive aspects of the Information 
Society more than outweigh the drawbacks. To take the 
example of the most basic online applications, since the 
early 1990s, email and Web browsing have made per-
sonal communications and basic research infinitely 
more accessible, affordable, productive and common. 
In many primary schools (where computers and broad-

band are available) children as young as 5 or 6 are now 
being taught how to gather information over the World 
Wide Web and how to present it in graphic and written 
formats. 

Social networking and multimedia content now 
enrich the online experience of millions of people. The 
very act of shopping for household items has become 
computerized, as people go to Internet websites such 
as craigslist to seek out bargains. And yes, even basic 
human relationships have gone cyber with online dat-
ing sites and chat rooms. In fact, one of the salient as-
pects of the Information Society is that it can touch 
every facet of a person's life, depending on how deeply 
that individual chooses to immerse himself or herself in 
the online world. 

Perhaps the best way to envision the benefits of 
the Information Society is to define them in terms of 
how they affect individuals' lives. The benefits could be 
categorized as: 

• Citizenship; 

• Consumer Empowerment; 

• Communitarian Involvement; and 

• Personal Welfare. 

www.npr.org/templates/story/story.php?storyId=128364111%23128364178
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1.4.1.1  Citizenship 

The growth of e-government services around the 
world has been accompanied by corresponding gains in 
openness and transparency of government activities. 
Government agencies have increasingly begun to post 
proposals and decisions on their websites, in the 
process inviting public consultation and public aware-
ness of their activities. Individual citizens often now ex-
pect to see notifications of meetings, the texts of 
judicial and administrative decisions, and other gov-
ernment documents online. Governments have moved 
to online publication, in many cases, to save printing 
and distribution costs.  

Along with access to government, citizens are ob-
taining enhanced, and often direct, modes of commu-
nication with elected officials. Broadband services can 
allow elected representatives to host online chat ses-
sions and "pod-casts" that give them more chance to 
solicit opinions, explain their positions and communi-
cate the progress of legislation. In some countries, legis-
lators provide phone numbers and email addresses on 
their official web pages, and in some cases, there are 
automatic links that allow constituents to draft and 

send messages directly through those websites. The 
combination of increased information and greater ac-
cessibility to government officials provides everyday 
citizens with unprecedented opportunities to partici-
pate in the governance and civic life of their countries.  

Moreover, that increased availability and access 
carries over into political campaigns and movements 
(see Box 1.8 below). With access to texting, email, and 
the Internet, individuals can contribute money and 
time to causes and political campaigns more easily. Po-
litical candidates increasingly respond to these oppor-
tunities by starting blogs, sending out Twitter "tweets", 
and maintaining Facebook pages. The combination of 
mapping software and broadband access, for example, 
allows visitors to a campaign web page to call up a map 
of their geographic area and click on various locations 
to see descriptions and schedules of upcoming cam-
paign events in those locations. The effect of broad-
band technologies on political activity is (1) to 
decentralize it, (2) to make it more accessible, often to 
previously un-involved individuals, and (3) to capitalize 
on the energy generated by rapidly snowballing media 
momentum. 

 

 

Box 1.8: The Information Society: Not Politics As Usual 

As access to the Internet spreads and social networks become more prevalent, politics has changed, as well. Politicians and 
the public alike are using the new online tools to advance their views on governance. 

Heru Sutardi, commissioner of Indonesia's Telecommunications Regulatory Authority, has recognized the growing impor-
tance of social networks, calling them collectively Indonesia’s “fifth estate”, after the legislature, the executive branch, the 
judiciary and the traditional media. Sutardi noted how social networking sites are changing how Indonesians interact with 
their political leaders and influence policymakers. For example, at the end of 2009, a Facebook group advocated the release 
of two leaders of Indonesia’s Corruption Eradication Commission (KPK). Indonesia is not the only country seeing the growing 
influence of social networking. In Thailand, Facebook and other sites have become a hotbed of political activism, providing a 
way for groups to identify political opponents (in one case, targeting them by name).  

The increasing influence of social networking sites on political campaigns was a topic of discussion in 2010. In the Republic of 
Korea, the National Election Commission (NEC) restricted the use of Twitter three months prior to elections held on 
2 June 2010. The NEC applied the same treatment that it applies to campaign advertising emails, citing an election law that 
bans distribution of promotional material 180 days prior to the election. The New Progressive Party (NPP), whose candidate 
was one of the most followed politicians on Twitter, was quick to issue a statement against the prohibition, providing evi-
dence of the growing influence of the medium. 

Citizen mobilization and political campaigning are not the only examples of the use of social networking. Existing heads of 
government can use the technology, as well. In 2010, Venezuelan President Hugo Chavez joined Twitter, and by August of 
2010 he had more than 720,000 followers. Chavez encouraged Venezuelan citizens to tweet him with their concerns. His use 
of the medium has given Chavez’s popularity a boost and has become a significant communication tool for his administra-
tion. 
Sources: Robin Hicks, SOCIAL NETWORKS: INDONESIA'S FIFTH ESTATE?, futuregov, 22 July 2010, 
www.futuregov.asia/articles/2010/jul/22/social-networks-indonesias-fifth-estate/; 

Simon Montlake, Thailand's red shirts and yellow shirts battle it out on Facebook, Christian Science Monitor, 24 May 2010, 
www.csmonitor.com/World/Asia-Pacific/2010/0524/Thailand-s-red-shirts-and-yellow-shirts-battle-it-out-on-Facebook; Kim Tong-hyung, 
Crackdown on Twitter Brings Criticism of NEC, The Korea Times, 16 February 2010, 
www.koreatimes.co.kr/www/news/biz/2010/02/123_60930.html ; Rory Carroll, Hugo Chávez's Twitter habit proves a popular success, The 
Guardian, 10 August 2010, www.guardian.co.uk/world/2010/aug/10/hugo-chavez-twitter-venezuela. 

 

www.futuregov.asia/articles/2010/jul/22/social-networks-indonesias-fifth-estate/
http://www.csmonitor.com/World/Asia-Pacific/2010/0524/Thailand-s-red-shirts-and-yellow-shirts-battle-it-out-on-Facebook
http://www.koreatimes.co.kr/www/news/biz/2010/02/123_60930.html
www.guardian.co.uk/world/2010/aug/10/hugo-chavez-twitter-venezuela
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Meanwhile, the Information Society is also rein-
venting the old styles of journalism and commentary. 
The "press" of yesteryear is now a wide-open universe 
of blogs, online news sites, YouTube clips, and cable TV 
commentary, all of which is accelerated into a nearly 
instantaneous news cycle. In the Information Society, 
the medium is now faster than the message, and the 
Internet delivers the news almost as rapidly as it hap-
pens. Again, as with political activity, the impact of al-
ways-on media upon journalism has been hard-hitting 
and far-reaching. Access to the media has been revolu-
tionized because anyone with a computer (or cell 
phone) can now "broadcast" or "report" events simply 
by texting pictures or uploading content to the Internet. 
For good or ill, the new media environment has rapidly 
decentralized journalism and turned every computer 
into a newsroom. 

1.4.1.2  Consumer Empowerment 

Much attention has been given to how the Internet 
empowers companies to access markets they could 
never before reach. This works two ways. Consumers 
now have the access and the reach they need to pur-
chase unique, high-value, and affordable good s and 
services literally anywhere in the world. Broadband 
connections allow buyers to see what they are buying 
(often, with views from multiple angles), ask questions 
or input the various options (color, size, functionality, 
etc.), and then, after providing payment authorization, 
simply click a button and have that product delivered to 
their homes. Online shopping has become so ubiquit-
ous that in many countries it has almost entirely re-
placed human contact in several major industries, 
including air travel, entertainment (i.e., the sale of tick-
ets for concerts or sporting events), and hotel accom-
modations. When online purchasing works (and it 
increasingly does work), the benefits are manifest: 

• The ability to purchase goods and services not 
available in one's immediate area; 

• Savings in time and energy (i.e., petrol) by avoiding 
having to travel to find, purchase, and transport an 
item to one's home;61 

• Access to multiple choices of suppliers, stimulating 
competition, lowering prices, and causing suppliers 
to be more efficient; and 

• Access to an enriched quality and variety of goods 
and services in national or worldwide markets.  

There are, however, drawbacks and uncertainties 
associated with online consumerism, which will be ad-
dressed in detail in Section 1.4.2.  

1.4.1.3  Communitarian Involvement 

As with increased availability and participation in 
government and political life, broadband Internet 
access provides new avenues for organizing groups to 
fulfill community needs and individual interests. Charity 
groups, sports leagues, literary clubs, youth groups, re-
ligious gatherings: any routine activity in a community 
can be captured and organized on a website. A youth 
football club, for example, can announce a meeting to 
plan a tour in a nearby region, post practice schedules, 
itineraries and permission forms, and then post pic-
tures and videos of the matches once the tour is over. 
With web hosting services now widely available and 
increasing numbers of individuals having learned how 
to maintain content, there are fewer and fewer limits to 
the creativity and content that community groups bring 
to their online sites. 

Moreover, "communities" can be regional, national 
or even global. For example, support groups for indi-
viduals stricken with very rare diseases can communi-
cate with each other and spread information on 
treatment options being explored in different parts of 
the world. Émigrés from a single town in the "old coun-
try" can continue to share news, pictures, videos, and 
conversations from places as diverse as Chile, Australia, 
Zimbabwe , and Canada. In the process, they can con-
tinue to learn about issues and problems in their home 
town, and provide support to help their friends and rel-
atives still living there. 

Social networking sites are frequently used, as 
another example, to organize reunions of extended 
families and school classmates. The broad availability 
and public awareness of such services as Facebook 
have made it possible to re-establish links with individ-
uals that may have been "lost" or out of communica-
tion for years. 

Moreover, the ability to provide a cyber "home" 
site for individuals with like interests and backgrounds 
can serve as an incubator for the preservation of rare 
and threatened languages, cultural traditions, arts, 
trades, and musical styles. It may be ironic that a 21st 
century technology can help resurrect an ancient art 
form, but the power of broadband interconnection is 
that individuals accessing a website can download au-
dio and video and participate in streaming of live per-
formances and post their own content. Experts, 
aficionados, and other performers can then interact 
with it. The result is living cultural experience, not a 
static, dead artifact.  
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1.4.1.4  Personal Welfare 

The improvements to life described in the previous 
sub-sections are, of course, apt to bring more happi-
ness and fulfillment to individual lives. But in several 
direct ways, the Information Society provides more op-
portunity for enhanced personal welfare than perhaps 
has ever been possible before. 

Through tele-medicine and eHealth services, indi-
viduals can gain access to services and medical exper-
tise that would otherwise not have been available to 
them. Moreover, hospitals, doctors' practices, and oth-
er facilities can employ information technologies to di-
gitize medical records, so that they can be rapidly 
transferred or called up for use by multiple profession-
als. This makes the practice of medicine more efficient 
and could improve patient outcomes. It allows greater 
sharing of patient data to compare symptoms and con-
ditions, which could potentially improve medical re-
search and lead to advances in treatment. 

In addition, individuals will gain access through 
broadband services to online education and training 
programmes, books, and libraries. These resources can 
expand personal knowledge and lead to better em-
ployment and career opportunities. 

Moreover, broadband services can put individuals 
in touch with personal and family counseling services, 
addiction treatment options, and other social support 
mechanisms. These services can help not only the indi-
vidual seeking assistance, but members of that person's 
family and community, as well. 

Perhaps the most recognized area of personal ben-
efit is the ability to communicate easily, through voice 
and texting, with loved ones, friends and co-workers. 
Always-on communications means that people can 
keep up with each others' activities, locations, and even 
feelings. The fact that texting, and now social network-
ing, are major drivers of the Information Society tech-
nologies, is a testament to how quickly they meet 
individuals' needs and desires for interpersonal connec-
tedness.  

Finally, people can enhance their quality of life 
through access to entertainment, online books, music, 
and the arts. The Information Society is also inherently 
a portal to culture and diversion, including movies, 
popular music, and online games. The latter can include 

alternate cyber "universes" where "avatars" can trade, 
build, play, and live vicarious lives.  

So rich are the varied opportunities for online ex-
perience that some observers question whether the 
totality of that experience is altering perceptions of re-
ality. (See Section 1.4.3 below.) There is no doubt, how-
ever, that access to the Information Society can bring 
real-life improvements in health, education, career de-
velopment, and other aspects of personal life. 

1.4.2  The Bad 

With all of the avenues open for cultural, political, 
community, and personal development, it is not hard to 
see why the Information Society is a popular destina-
tion for policy-makers and individuals all over the world. 
But a funny thing happened on the way to the "global 
village": we picked up some unwanted fellow travelers. 
As with every technological and sociological revolution, 
this one has had some unintended consequences (see 
Box 1.9). This section explores the clearly detrimental 
aspects of the Information Society: new facets of living 
that perhaps nobody expected and certainly nobody 
wants. These include: 

• Computer malware and botnets that sneak in 
through the Internet and hijack control of our 
computers; 

• Identity theft, fraud and invasion of our privacy; 

• Content inappropriate for minors or offensive to 
community standards; 

• Online "predators" seeking to establish contacts 
with potential victims of their crimes; and 

• Unintended environmental and health impacts 
from discarded computer and cell phone compo-
nents. 

In mild form (i.e., email "spam" or even a relatively 
harmless computer virus), some of these negative as-
pects of cyber-life are merely nuisances. On the other 
extreme, they can be tragic and even fatal for children 
and adults who are not able to detect fraud or protect 
themselves from criminals who hide behind the ano-
nymity of the Internet. These are the threats that pose 
a challenge to governments and regulators. How can 
governments and regulators ensure the benefits of the 
Information Society, outlined in Section 1.4.1, while still 
protecting consumers, particularly the most vulnerable 
of individuals, from harm? 
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Box 1.9: The Internet: Innocence Lost? 

In May 2010, Sydney, Australia was shocked by the report of an 18-year-old who was lured to her death by an Internet pre-
dator who allegedly set up a false Facebook site, in which he claimed to work for an animal welfare group. Following her 
dream of working with animals, the young woman agreed to meet the man in a rural area to help "rescue injured animals." 
Her body was found two days later. Australian detectives took the step of publicly warning young people not to be fooled by 
the anonymity of social networking sites, saying "you just don't know who you could be talking to." 

While such mayhem may be relatively rare, the Internet has empowered new ways of committing crime, including identity 
theft, fraud, extortion – even sexual assault and murder. In one reported case in the U.S., a sophisticated hacker was ac-
cused of tapping into peer-to-peer networks and sending files that were disguised as popular songs but that really contained 
malware. Once downloaded by unwitting victims, that malware allowed the hacker to take over the victims' computers, 
enabling him to search for intimate or sexually explicit images of young women stored on their computers. In several cases, 
the hacker actually turned on video cameras remotely, or posed as the womens' boyfriends, asking them via email to send 
explicit images or videos. The hacker then threatened to distribute these images and videos widely on the Internet unless 
the victims agreed to make more explicit images or to pay money. 

In 2009, the amount of malware (of all kinds) in circulation increased 71 per cent over the previous year, according to a sur-
vey conducted by the cybersecurity firm Symantec. The company estimated that nearly 7 million PCs were compromised 
and turned into hacker-controlled botnets. Symantec also estimated that 51 per cent of all viruses, Trojans and other mal-
ware it had ever seen were logged just during the year 2009.  

For more discussion of cybercrime, see the chapter in this volume entitled “Addressing Cybercrime – The Role and Respon-
sibilities of an Effective ICT Regulator”. 

Sources: BBC News, "Shock at Woman's `Facebook Murder,'" 17 May 2010, at http://news.bbc.co.uk/go/pr/fr/-/hi/asia-

pacific/8686417.stm; Sydney Morning Herald website, "Man Accused of Extortion through Hacking," 23 June 2010, 

www.smh.com.au/technology; and BBC News, "Web Hit by Hi-Tech Crime Wave," 20 April 2010, http://news.bbc.co.uk/go/pr/fr/-

/2/hi/technology/8630160.stm. 

 
As indicated, this section outlines some of the 

threats that exist in the online environment of the In-
formation Society. For more information about the 
challenges posed by malware and botnets for govern-
ments and regulators, see the chapter in this volume 
entitled, “Addressing Cybercrime – The Role and Re-
sponsibilities of an Effective ICT Regulator”. 

1.4.2.1  Computers Out of Control: Malware and 
Botnets  

Today, users of computers, laptops, netbooks, and 
now even smart phones are at risk of infection from 
malware and other unwanted programs. These pro-
grams can be used to track keystrokes, steal passwords, 
obtain personal identifying information, and cripple or 
disable devices. Hackers can also install botnet pro-
grams, allowing an unwanted party to hijack the com-
puter to send spam or initiate denial-of-service or other 
coordinated attacks – essentially, creating an unseen 
army of computer zombies. 

A Microsoft report found that 7 out of every 
1000 computers globally are infected with malware.62 

Individual countries had different infection rates, but 
those rates did not correspond to overall economic de-
velopment, for instance, Bangladesh (1.1), Ivory Coast 
(1.8), Ethiopia (1.1), Brazil (18.1), South Korea (16.0), 
Turkey (20.0), U.S. (7.8),and Indonesia (3.5). Figure 1.5, 
below, shows Microsoft’s “heat map” showing global 
infection rates for the second half of 2009. Areas with 
yellow, orange or red colouring indicate higher fre-
quency of malware detection and generation, while the 
green areas indicate less malware. 

The same Microsoft report found that the type of 
malware detected varies by country. For instance, in 
the second half of 2009, password-stealing programs 
proliferated in China due to the targeting of online 
games. In Brazil, password-stealing programs targeting 
banks were the most common form of infection de-
tected. In Republic of Korea, worms (autonomous pro-
grams that attempt to replicate themselves onto other 
computers) dominated malware infections because 
they are spread easily through the popularity of Inter-
net cafes and LAN gaming. 

 

http://news.bbc.co.uk/go/pr/fr/-/hi/asia-pacific/8686417.stm
http://news.bbc.co.uk/go/pr/fr/-/hi/asia-pacific/8686417.stm
www.smh.com.au/technology
http://news.bbc.co.uk/go/pr/fr/-/2/hi/technology/8630160.stm
http://news.bbc.co.uk/go/pr/fr/-/2/hi/technology/8630160.stm
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Figure 1.5: Global Malware Infection Rates 

 
Source: microsoft.com 

 
1.4.2.2 Identity Theft, Fraud, and Invasion of  

Privacy 

Identity theft, fraud, and invasion of privacy are 
some of the many hazards in the online world. Identity 
theft can occur through hackers' theft of passwords, 
credit card numbers, or banking information; it allows 
criminals to use the victims’ accounts to purchase 
goods on an ecommerce site. Fraud is often perpe-
trated by scam artists via emails seeking payments for a 

share of “tied up funds”63 or to pay off a "hit man" or 
pay medical expenses. Fraud artists often seek to prey 
on the elderly, the disabled, or other vulnerable popu-
lations, particularly because many of those individuals 
are not experienced online travelers. Criminals often 
seek to sell illegal goods (e.g., prescription drugs and 
pirated video) or counterfeit goods (e.g., watches, 
purses, and other designer items), or to obtain bank or 
credit card information to perpetrate identity theft. 

 

Figure1.6: Break down of global online threats and fraudulent content, 2009 

 
Source: Microsoft Security Intelligence Report Volume 8 (July through December 2009). 
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Privacy protection is another concern of regulators. 
Employers, hackers, phishers, and others have been 
known to employ both legal and non-legal means to 
obtain information for their own purposes. Different 
jurisdictions have varying protections in place to safe-
guard their citizens' personal information. Some coun-
tries and regions, including Canada, Asia Pacific, and 
Australia have based their privacy laws on the OECD 
Guidelines on the Protection of Privacy and Transbord-
er Flows of Personal Data.64 The guidelines outline basic 
principles for nations to apply when developing their 
own laws regarding privacy. Online privacy protection is 
continuing to evolve as social networking sites like Fa-
cebook, Myspace, and Twitter, redefine attitudes to-
ward privacy, especially among younger users who 
have grown accustomed to sharing more of their in-
formation online.65  

1.4.2.3. Inappropriate Content and Protection 
from Online Predators 

Children are especially vulnerable to dangers lurk-
ing on the Internet. Symantec, makers of the Norton 
anti-virus suite of products, conducted studies of mi-
nors' Internet use in India and Malaysia. In India, they 

found that 77 per cent of children have had a negative 
experience, such as receiving inappropriate sexually ex-
plicit texts.66 Twenty-four per cent of children Symantec 
interviewed in India expressed regret over some ac-
tions they took while online. In Malaysia, Symantec 
found that 87 per cent of children they surveyed had 
had a negative experience, such as receiving inappro-
priate content, and 72 per cent had had strangers try to 
"friend" them on social networking sites. 67 

As part of its Global Cybersecurity Agenda (GCA), 
the ITU started the Child Online Protection (COP) initia-
tive to foster international cooperation for ensuring a 
safe environment for children online. COP has identi-
fied bullying, violence, racism, pornography, and preda-
tion as risks that children face while online.68 These 
threats confront a growing number of children. As Fig-
ure 1.7 below indicates, the proportion of children be-
low age 15 who are Internet users has reached close to 
100 per cent in many developed countries and nearly 
40 per cent in some developing ones. Moreover, the 
proportion is far higher among older youths, from age 
15 to age 24. Universally, the proportion of young 
people who use the Internet exceeds the number of 
mature adults (i.e., over age 24) in all countries. 

 

Figure 1.7: A Youthful Inheritance: Internet Usage Under Age 24 

Source: ITU  
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1.4.2.4  Potential Health and Safety Hazards  

Rapid proliferation and use of mobile devices has 
increased potential health hazards. One area of con-
cern is the possible effect of cell phone radiation from 
extended mobile phone use. The specific harm of ex-
tended exposure is a subject of much debate, and the 
research is contradictory and, so far, inconclusive. Some 
studies have suggested a link between long-term use 
(10 years) and cancer, but no conclusive or demon-
strated evidence has been produced. Cell phone manu-
facturers in many countries are required to publish the 
specific absorption rate (SAR)69 of a device prior to al-
lowing it be sold.70 

Safety effects of another kind are clearer: evidence 
points to a growing problem with individuals who text 
or use their smart phones while they are driving. The 
ensuing distraction leads to heightened risks of traffic 
accidents, resulting in injury and death. In the United 
States, 30 of the 50 state governments (plus the District 
of Columbia and Guam) have enacted bans on texting 
while driving.71 Many countries have put in place bans 
on the use of handheld phones while driving (while al-
lowing hands-free voice conversations), and several 
countries (Israel, Japan, Portugal, Singapore and parts 
of the United States) have banned any use of wireless 
communications while driving.72 

1.4.2.5  Environmental Impact 

When you “trash” your old computer, who or what 
is actually trashed? The United Nations Environment 
Program (UNEP) estimates that, globally, 40 million tons 
of waste is discarded annually from personal computers, 
televisions, cell phones, etc.73 In emerging economies 
such as India, South Africa or Kenya, the amount of 
waste from electric and electronic equipment is grow-
ing (see Table 1.1, below). The number of mobile 
phones and personal computers sold are rising while 
the lifespan of these items is decreasing. UNEP esti-
mates increases in e-waste from a factor of 2 to 20, de-
pending on the level of penetration for each of the 
items and the expected lifespan of the items. For in-
stance, in Uganda, where PC penetration is low, UNEP 
predicts a 6-to-8 factor increase by 2020 in e-waste 
from personal computers. In India, e-waste from cell 
phones is predicted to multiply 18 times by 2020. In 
China, e-waste from cell phones is estimated to multip-
ly by only seven by 2020. China will experience propor-
tionally less growth in its e-waste from mobile phones 
as China’s mobile phone market has high saturation le-
vels. India’s cell phone market is less saturated. As a re-
sult, the amount of e-waste from cell phones in India is 
expected to grow proportionately much higher.74  

 

Table 1.1: Quantity of E-Waste Generated in Metric Tons/Year 

Countries South Africa  Kenya  Uganda  Morocco  Senegal  Peru 

Assessment date  2007  2007  2007  2007  2007  2006  

PCs  19 400  2 500  1 300  13 500  900  6 000  

Printers  4 300  500  250  2 700  180  1 200  

Mobile Phones  850  150  40  1 700  100  220  

TVs  23 700  2 800  1 900  15 100  1 900  11 500  

Countries Colombia  Mexico  Brazil  India  China  

Assessment date  2006  2006  2005  2007  2007   

PCs  6 500  47 500  96 800  56 300  300 000   

Printers  1 300  9 500  17 200  4 700  60 000   

Mobile Phones  1 200  1 100  2 200  1 700  7 000   

TVs  18 300  166 500  137 000  275 000  1 350 000   

Source: United Nations Environment Program, RECYCLINGFROM E-WASTE TO RESOURCES, July 2009, 

www.rona.unep.org/documents/publications/E-waste_20100222.pdf. 

 

http://www.rona.unep.org/documents/publications/E-waste_20100222.pdf
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1.4.3  The Just Plain Baffling 

So far, this section has made clear that the Informa-
tion Society has brought some intended good conse-
quences and some unintended bad consequences. And 
then there are some unexpected consequences that, 
well, we have not really figured out yet. Perhaps a bet-
ter way to phrase this is that the intensive use of online 
services and new forms of social interaction have gen-
erated questions that have never been addressed be-
fore. Among the questions that have emerged during 
the past decade's immersion in cyber-mania are: 

• Are online links and relationships crowding out 
face-to-face interaction? 

• Can individuals actually become addicted to online 
experiences, to their own detriment? 

• Are individuals using the anonymity of the Internet 
to bully, harass, or deceive others? 

• Does the hyper-kinetic, multi-tasking nature of liv-
ing online lead to a re-ordering of the way we think, 
observe, and make decisions? 

• Are the omnipresence and variety of the online ex-
perience affecting the welfare and development of 
children? 

• What affect are Internet commentary and political 
blogging really having on the level of civil and polit-
ical discourse? 

Typically, one of the best places to seek out discus-
sion of these issues is the Internet itself. In the mael-
strom of content being pumped onto the Internet daily 
(at least in English), nothing escapes becoming a target 
of discussion or speculation, even the medium itself. In 
many developed countries, the focus on Internet im-
pacts increasingly features reports (many of them 
shocking or sensational) about Internet addiction, In-
ternet stalking, Internet bullying and other newfound 
effects of the Information Society. But the process of 
systematically studying the nature and frequency of so-
cial and psychological effects is really only beginning. As 
broadband Internet access increases and as children 
and adults spend more time "inside their monitor 
screens," there will be more serious academic efforts to 
determine whether or not the cyber revolution is reor-
dering our psyches and societies. Here are some of the 
areas that will be explored. 

1.4.3.1  Does the Internet Make Us Less Social? 

In 1995, at the dawn of the Internet age in most 
countries, the U.S. political scientist Robert D. Putnam 

published a book that exploded like a hand grenade in 
the western media. Entitled Bowling Alone: America's 
Declining Social Capital75, the book put forward the 
proposition that as individuals' economic welfare grew 
during the decades between 1950 and 1990, their par-
ticipation in civic organizations actually declined. He 
used the sport of bowling as an example or metaphor. 
Traditionally, bowling had been a communal sport, in 
which adults had joined leagues and played together 
on teams representing their workplaces, local pubs, or 
community groups. By the 1990s, however, that com-
munal tradition had unraveled and had been replaced 
by occasional bowling in pairs or small groups. Bowling 
remained popular and people continued to do it, but 
they were not using it to build the same kinds of links 
and relationships within their communities.  

Accordingly the question has arisen: are the groups 
that coalesce around social networking the new "com-
munities" of the 21st century? Do terms like friending, 
followers, and fans have relevance in sociological  
terms? Or, as some critics might suggest, are they con-
trived, inferior to face-to-face contact, and inauthentic 
– more the example of "bowling alone" than engaging 
in a real community? Are Internet interactions replacing 
real communities, or are they simply adding another 
layer of social interaction to existing, face-to-face ones? 

Internet "Addiction" 

Perhaps the most formidable application driving 
consumer take-up of broadband services is Internet 
gaming. Through gaming consoles with Internet con-
nections, gamers can engage in real-time with other 
gamers around the world, often in fantasy-type worlds 
or alternate-reality landscapes. Once logged on, they 
assume the identities of characters or "avatars" and 
may quickly become lost in the new cyber-reality 
created for them. At times, they can become very lost, 
to the point where they spend nearly all of their waking 
hours within the game. In the early months of 2010, 
several horror stories emerged in the global press: 

• In Suwon, Republic of Korea, a married couple 
(who had met through online chatting) was ar-
rested after their three-month-old daughter died, 
allegedly from accumulated neglect and malnutri-
tion. The parents had been over-indulging at an In-
ternet café, spending essentially all their time there 
(they were both unemployed), while allegedly leav-
ing their infant child mostly unattended (see also 
Box 1.10).76 
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Box 1.10: Republic of Korea: A Wired Nation Addresses Social Change 

Fans by the thousands gather on the beach, paying for tickets to sit in plastic chairs close to the action. The players enter in 
uniforms featuring corporate sponsors, embraced by cheers, music and spotlights, and welcomed by over-enthusiastic an-
nouncers. When they win, they jump up and do specialized dance moves as the crowd goes wild. 

Beach volleyball in California? Not hardly. Dragon-boat racing in Singapore? Guess again. It's professional video-gaming in 
Busan, Republic of Korea, where high school students often spend up to 23 hours a week playing Internet games. In what 
many consider to be the most highly wired country in the world, gaming may well have reached the status of a cultural insti-
tution, like football (of all kinds), cricket, or baseball in other countries. 

Stung by high-profile cases of "Internet addiction," however, the National Assembly appears to believe the trend has gone 
too far. It is debating a bill that would block under-age users' access to online games between midnight and 6 a.m. The on-
line "curfew" proposal follows efforts by the government to educate parents, counsel players and promote alternative activ-
ities. So far, nothing seems to be working. 

The Republic of Korea government is not united, however, in viewing Internet gaming as a problem. Officials in the Ministry 
of Culture, Sports and Tourism downplay excessive gaming as "Internet over-indulgence," and broadcasters view it as a new 
class of "e-sport" to be marketed to fans. Still, Internet de-programming or "rest" camps have begun springing up in several 
countries, including Republic of Korea (others reportedly include China and the U.S.), where children are given the opportu-
nity to do alternative activities such as canoeing and berry-picking. No word yet on recidivism rates. 

Sources: Harlan, Chico, "South Korean Gamers Now Have Plenty To Cheer About," Washington Post, 18 August 2010; BBC News, "Gaming 

Curfew for South Koreans, 12 April 2010, http://news.bbc.co.uk/go/pr/fr/-/2/hi/technology/8617372.stm. 

 
• Around Asia, there have been at least four cases 

since 2002 of young men dying of exhaustion in In-
ternet cafes after gaming sessions lasting up to 86 
hours, during which they did not sleep and barely 
ate.77 

• In China, some psychologists have reportedly 
sought to define Internet addiction as a clinical dis-
order, and have set up treatment camps to isolate 
young people from the Internet.78 

• In 2007, a teenager in Ohio reportedly killed his 
mother and wounded his father after the parents 
confiscated the boy's game console.79 

Other anecdotal evidence concerns a student at 
Harvard University who lost his scholarship because he 
spent all his time online; a man who spent so many se-
dentary hours sitting down that he had to have his leg 
amputated due to blood clots; and an 18-year-old who 
literally chose homelessness when his parents told him 
to cut back on gaming or move out. 

Indeed, there are psychologists that deem Internet 
or gaming addiction a clinical disorder, although it is not 
yet universally recognized as such. British psychologists 
have estimated that between five and 10 per cent of 
online users are Internet addicts.80 A study carried out 
in February and March 2010 at the University of Mary-
land in the United States found that university students, 
after only 24 hours without any media exposure (i.e., 
computers, cell phones, I-Pods, etc.) characterized their 

response using "literal terms of addiction." Students 
reporting feeling uncomfortable or agitated, "frantically 
craving", and "alone and secluded from my life." The 
organizers of the study reported that: 

 "The major conclusion of this study is that the por-
tability of all that media stuff has changed students’ 
relationship not just to news and information, but 
to family and friends — it has, in other words, 
caused them to make different and distinctive so-
cial, and arguably moral, decisions.81" 

In short, the Information Society spent much of 
2010 waking up to the fact that it was now a place in 
which smart phone users could download an applica-
tion that would show them a view of the street or si-
dewalk ahead of them. This would allow them to 
continue texting as they walked, without looking up 
and without getting hit by a car or running into a light 
pole. 

1.4.3.2  Changing Cultural and Psychological  
Patterns 

Given the ubiquity and near complete acceptance 
of new modes of media use, it is no surprise that some 
observers have begun to question what the always-on 
media explosion may be doing to basic, bedrock as-
sumptions about the way we think and act.  

http://news.bbc.co.uk/go/pr/fr/-/2/hi/technology/8617372.stm
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Online Psychology: A New Way of Thinking? 

There is no doubt that the Internet, as a media, of-
fers a more active and interactive experience than was 
available through print media. This has prompted ques-
tions about whether Internet users, particularly child-
ren, are learning to read and mentally process 
information in a way that is fundamentally different 
from past generations. In a 2009 broadcast, the BBC 
interviewed high school students about their Internet 
use and how it has affected their reading habits. One 
student noted: 

 "I know that my reading has changed, the way I 
read books has changed, since I’ve started getting 
most of my information from the web. That I tend 
not to have such great concentration. I tend to be 
more distracted when I read books. I don’t sit down 
with a book for hours at an end as I used to. Now 
doesn’t that say something about the impact of the 
Internet on our reading capacity?82" 

Experts, however, differ on whether there is, in fact, 
any core difference in learning or thinking in a mind 
molded by Internet multi-tasking. Many point out that 
the use of digital media has not replaced interpersonal 
communication or reading and that it is not likely to. 
Rather, the Internet may simply augment existing me-
dia, much the way that television joined radio, maga-
zines, and books as forms of mass communication. It is 
clear, however, that the more widespread broadband 
media become, the more they are likely to generate 
questions, such as: 

• What is the role of a teacher in an environment in 
which students can access any information they 
need, nearly instantly? 

• If every individual can become a "reporter" and 
"editor," how will readers be able to judge accuracy 
and detect bias? 

• Are newly developing social networking services 
promoting superficiality at the expense of in-depth 
contact and the exchange of intellectually challeng-
ing ideas? 

• Can one really trust another person known only as 
an avatar or a chat-room buddy? 

In other words, the Information Society is, in some 
sense, shaking previous conceptions of authority and 
legitimacy of information. Even as people find their way 
to websites that help them to redefine their personal 

identities socially, culturally and politically, there literal-
ly is no one "in charge" of this process. Ultimately, it 
may be up to individuals, through personal experience, 
to derive their own answers to questions of validity and 
legitimacy in what they experience online. 

Children: Pioneers of the Information Society 

Perhaps the most profound development, however, 
is the extent to which children are on the front lines of 
this pedagogical and informational paradigm shift. 
These digital natives often get little or no guidance 
from their elders – the digital immigrants – on how to 
navigate through the online universe. 

In many countries, children have cell phones, Face-
book accounts, and even smart phones by the age of 12. 
Research in the United States, for example, indicates 
that as of 2010, 75 per cent of children aged 12 to 17 
owned cell phones, up from 45 per cent just six years 
before.83 Moreover, the study found that fully a third of 
all teens were sending more than 100 text messages 
per day, with girls sending on average more than twice 
as many as boys. 

Interestingly, the Pew study found that parents 
were the largest single source of cell phones in the 
United States; fully 70 per cent of teens' mobile phones 
were bought and paid for by someone else (i.e., a par-
ent).84 Parents appeared to value the ability to reach 
their children amid busy school and work schedules 
more than they feared the results of giving unlimited 
communications freedom to their minor children. (See 
Box 1.11 below.) Schools in the United States do not 
share this enthusiasm for mobile communications: only 
12 per cent of students reported being permitted to 
have cell phones with them during class periods, and 
many students faced possible confiscation of their 
phones if they used them to text during instruction. The 
most commonly experienced negative aspects of mo-
bile phone use faced by US teenagers in 2010 were: 

• Receiving spam (54 per cent of teens reported this); 

• Talking while driving (52 per cent reported); 

• Texting while driving (34 per cent); 

• Being bullied or harassed via mobile phone (26 per 
cent); and 

• Receiving sexually explicit text messages (i.e., "sext-
ing") (15 per cent). 
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Box 1.11: Cyber-Bullying: Reaching Out To Hurt 

In January 2010, "cyber-bullying" gained international recognition after a 15-year-old female student in the U.S. state of 
Massachusetts committed suicide. The girl, who had immigrated to the U.S. from Ireland, apparently had been the subject 
of taunts and harassment over teen dating disagreements and jealousies. What made the bullying newsworthy was that it 
played out over text messages and Facebook postings, as well as in school hallways. The incident raised awareness about the 
role of social networking technologies, cell phones and online anonymity as pathways for threats and emotional abuse. 

The case echoed an earlier public outcry in 2006, when a Missouri mother allegedly created a fake account on MySpace, 
masquerading as a teenaged boy, and then reportedly used it to spread false rumors about a 13-year girl who had had a fall-
ing-out with her daughter. The 13-year-old target of this abuse committed suicide, apparently after reading a posting that 
suggested that the world would be better off without her. 

Dubbed "cyber-bullying," the targeting of individuals, many of them young and psychologically fragile, for online abuse has 
become an increasingly common fact of life for many children. One survey indicated that in the U.S., as many as 25 per cent 
of children have been a victim of cyber-bullying in one form or another.  

Cyber-bullying has presented a grey area for educators, law enforcement, and legislators who are struggling with how to ad-
dress this new form of bullying. For instance, educators in some “cyber-bullying” instances are unsure whether they can in-
tervene if the activity happens off school property and in cyberspace. Cases such as those in Missouri and Massachusetts 
have spurred some community and legislative action. Schools are increasingly becoming engaged in educating students 
about the consequences of cyber-bullying, in an effort to prevent it from occurring. Legislative bodies in the U.S. have in 
some cases outlawed cyber-bullying, a measure that in many cases may be very hard to enforce. 

Sources: Kathy McCabe, "Teen’s suicide prompts a look at bullying," Boston Globe, January 24, 2010, 
www.boston.com/news/local/massachusetts/articles/2010/01/24/teens_suicide_prompts_a_look_at_bullying/; "Cyberbullying, 'Sexting' 
Major Problems for Schoolkids," US News, 20 August 2010, http://health.usnews.com/health-news/managing-your-
healthcare/insurance/articles/2010/08/20/cyberbullying-sexting-major-problems-for-schoolkids.html; Steve Pokin, "No charges to be filed 
over Meier suicide," 3 December, 2007, 
http://suburbanjournals.stltoday.com/articles/2007/12/03/news/doc47543edb763a7031547461.txt; "Texting and driving, cyberbullying 
now illegal in LA," KSLA News 12, 15 August 2010, www.ksla.com/Global/story.asp?S=12981977. 

 
What Happened to Civility? 

Some observers have noted that, on the way to 
making social and political discourse more open and 
accessible, the Internet may also have made that dis-
course more nasty and intolerant. Depending upon the 
website or individual blog, reader comments can be 
disturbingly insulting, insensitive, sophomoric, and of-
ten shockingly uninformed. Perhaps what encourages 
commenters to "have a go" at each other so publicly is 
the anonymity of the Web. On many websites, com-
menters must register in advance, but they do not have 
to identify themselves by name or specific location. This 
protects the speakers from retaliation or potential tar-
geting, but it also shields them from any accountability 
for what they post.  

In periods of significant political churn, rapid social 
change, and economic hardship, the result can be 
commentary that is little more than emotional spleen-
venting, with little regard for fact or taste. As a result, 
operators of blogs and news websites have imple-
mented moderated posting in which reviewers or other 
readers weed out the most abusive postings before or 
after they appear. Of course, the coarseness of the 
comment does not, in the minds of many, preclude it 

from being posted on a news site or blog. Many sup-
porters of Internet news media believe that it is better 
to "let a thousand flowers bloom" rather than to rein in 
this new venue for political and social expression. But 
as a warning of caveat emptor: many of the "flowers" 
on news and opinion comment sites are apt to read 
more like weeds. 

1.5  Has the Information Society 
Outrun Regulation? 

At its beginning, this chapter posed some basic 
questions to regulators: 

• How can regulators ensure that the benefits of the 
new social networking websites and new social 
technologies are available to everyone; that is, how 
can regulators reverse the digital divide and not ex-
acerbate it? 

• What role do governments have in promoting so-
cial networking media or the underlying technology 
and market changes that make them possible? 

• Should telecommunication regulators attempt to 
mitigate the unforeseen aspects of the Information 
Society, or are areas like computer viruses, data 

http://www.boston.com/news/local/massachusetts/articles/2010/01/24/teens_suicide_prompts_a_look_at_bullying/
http://health.usnews.com/health-news/managing-your-healthcare/insurance/articles/2010/08/20/cyberbullying-sexting-major-problems-for-schoolkids.html
http://health.usnews.com/health-news/managing-your-healthcare/insurance/articles/2010/08/20/cyberbullying-sexting-major-problems-for-schoolkids.html
http://suburbanjournals.stltoday.com/articles/2007/12/03/news/doc47543edb763a7031547461.txt
http://www.ksla.com/Global/story.asp?S=12981977
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privacy, and online content beyond the scope of 
their authority? 

• How can regulators in different countries cooperate 
to help guide the development of new media that 
clearly have international scope? 

• What role is there for industry self-regulation? Can 
service providers and consumers send market sig-
nals to determine privacy protection and other 
standards? 

This section attempts to answer these questions di-
rectly, but the most fundamental question is whether a 
state's existing regulatory structure is appropriate to 
deal with the new aspects of living in the Information 
Society. After all, it has only been within the past 
20 years that many countries have evolved from state-
owned, monopoly provision of telephone services to 
competitive markets for mobile services and ISPs. The 
rapid advent of packet-switched, broadband, digital 
networks and ubiquitous access to content are again 
posing challenges to regulatory structures that are 
themselves still in their infancy. 

1.5.1  The "Regulation Gap" 

Increasingly, governments have been reviewing 
their regulatory structures and codes to determine 
whether and how they should be amended to address 
the differences between older, circuit-switched net-
works and newer, packet-switched ones. Existing regu-
latory frameworks often do not address newer 
technologies or maintain outdated categories that do 
not account for convergence of platforms to provide 
similar services. Governments can choose to update 
their regulatory frameworks to rationalize treatment of 
different network platforms that provide "substituta-
ble" services (i.e., ones that provide essentially the 
same value or appeal to the consumer).  

This entails asking some hard questions. For exam-
ple, if a consumer can obtain telephone service just as 
easily over a broadband Internet access service as he or 
she can using conventional telephony, should the ISP 
providing VoIP services be regulated in the same way as 
an incumbent telephone network operator? If so, 
would such regulation reduce or eliminate the ISP's in-
centive to build out more broadband infrastructure or 
to provide more attractive multimedia services? If not, 
will the broadband ISP bleed off telephone traffic from 
the incumbent, leading to stranded investments and 
declining revenue bases? 

The following sub-sections explore several areas of 
regulation that may be impacted by the growth of 
broadband networks and services and the new Infor-
mation Society issues that arise.  

1.5.1.1  Redefining "Telecommunications" 

At the heart of most regulatory structures is a basic 
determination of what constitutes "telecommunica-
tions" and what does not. This provides the basis for a 
national regulatory agency’s (NRA’s) jurisdiction or au-
thority over some services and not others. To oversim-
plify, this is the reason that regulatory agencies have 
authority over mobile phone networks but not car 
washes. Furthermore, once jurisdiction is established 
over a certain set of activities and services, the regula-
tory structure may then be more explicit about wheth-
er to regulate all such activities and services identically, 
or to apply different regulatory approaches to different 
segments. 

In many cases, the move to broaden the scope of 
regulatory jurisdiction takes place in the context of dis-
cussions regarding convergence, which have been tak-
ing place for many years. In Malaysia, for example, the 
government acted as early as 1998 to establish the Ma-
laysian Communications and Multimedia Commission 
(MCMC) as the sole regulator of telecommunications, 
broadcasting, and computing industries. 

The Republic of Korea acted in a similar manner in 
2008 when it created the Korea Communications 
Commission (KCC). The creation of the KCC combined 
the previously separate telecommunication and broad-
casting regulatory entities, the Ministry of Information 
and Communications (MIC) and the Korean Broadcast-
ing Commission (KBC). The new KCC has jurisdiction 
over telecommunications, spectrum allocation, and 
broadcasting, including content. This will give the new 
agency authority over Information Society technologies, 
including a rapidly growing shift to Internet Protocol 
Television (IPTV). The introduction of IPTV in the Repub-
lic of Korea had been delayed for several years due to 
disputes between the MIC and KBC over jurisdiction. 
Within a few months of the KCC’s creation, however, 
the converged regulator finalized the rules enabling op-
erators to provide IPTV. By the end of 2009, Korea had 
over one million IPTV subscribers.85  

1.5.1.2 Adopting a Consumer Focus 

As this chapter has indicated, much of what the In-
formation Society brings to our world is experienced 
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personally. That is, the individual experiences, often 
without any regulatory protection, a whole new un-
iverse of services, interactions, computer viruses, 
phishers, predators, and applications. Governments 
may come under increasing pressure to enact regula-
tions to protect individuals from harmful content and to 
hold ISPs responsible for the content delivered over 
their networks. 

In February 2010, for example, an Italian court 
found three high level Google executives guilty of priva-
cy violations for videos posted on a Google video host-
ing website showing an autistic teenager being bullied. 
The verdict put into question one of the newer underly-
ing principles of the Internet that a company is not re-
sponsible for prescreening the content of its users' 
posts. Google indicated that it would pull out of Italy 
while it appealed the verdict. Italy seemed willing to 
pursue similar actions against eBay, Facebook, and Ya-
hoo.86 While similar cases are unlikely to arise in other 
parts of Europe, similar government action could lead 
to a chilling effect where companies refuse to operate 
in certain areas. 

Frequently, governments have multiple agencies, 
across different sectors that are responsible for protect-
ing consumers. Some of these are specialized consum-
er-protection bodies. In Nigeria, one such agency, the 
Consumer Protection Council, signed a memorandum 
of understanding (MOU) with the Nigerian Communica-
tions Commission, setting out a division of labour and 
spelling out a common understanding about which ent-
ity would oversee which types of market behaviour. 
While the MOU, signed in 2005, did not directly ad-
dress new media or Information Society services, it 
could easily be extended or expanded to do so.87  

The question remains, however, whether govern-
ments should intrude into the newly emerging world of 
Internet services. Increasing regulatory attention in 
new areas carries several attendant risks: 

• "Mission Creep" – Regulatory agencies possess the 
staff experts they need to perform their existing 
tasks, as well as the funding required to do them. 
The expansion of the role of the regulatory agency 
into new areas will strain existing resources and in-
evitably lead to calls for expanded funding and new 
hiring. Governments will have to decide whether 
the need for expanded oversight or promotion of 
Information Society technologies justifies adding 
those resources. 

• Expanding the "Nanny State" – While many regu-
latory agencies do have mandates to protect con-
sumers, it is not clear that all consumer behavior 
online should or could be micro-managed. Some 
governments may view online protection as more a 
matter for consumer education than for regulation. 
(See Section 1.5.3.) 

• Eliminating Bureaucratic Overlap – Extending the 
telecommunication regulatory agency's authority 
over new areas of activity (e.g., content regulation 
of websites) may cause confusion, redundancy, or 
bureaucratic in-fighting if another ministry or agen-
cy already believes it has authority in that area. Un-
coordinated forays into new areas of law or 
regulation might actually result in less effective 
regulation in such cases. One positive approach, as 
the example of the Nigerian MOU indicates, is for 
agencies or offices or their parent ministries to 
work out in detail which situations or issues will be 
under the jurisdiction of which entity. This can be 
helpful by (1) eliminating waste and redundant use 
of resources, (b) concentrating appropriate exper-
tise in a single office, and (3) reducing or eliminat-
ing bureaucratic disputes.  

• Regulatory "Forum Shopping" – In cases where 
the authority of agencies begin to overlap, the re-
gulated companies soon begin to learn which 
agency, on balance, is more likely to be more 
friendly or more hostile to their interests. When 
that occurs, they are likely to favour having regula-
tory authority consolidated in one agency over 
another. They may also engage in "forum shop-
ping": petitioning the "friendly" agency for redress 
on important issues, in an effort "lock up" that 
agency's authority or jurisdiction over those issues. 
Over time, this can exacerbate inter-agency riva-
lries as regulated entities "pick sides" in an effort to 
win more lenient treatment from their hand-picked 
patrons. The agencies caught up in such rivalries 
may lose their independence as they seek to coo-
perate with industry's attempt to bolster their ju-
risdictional authority. Discipline among 
government agencies can and should be reinforced 
through binding direction from oversight ministries 
or through inter-agency MOUs and other agree-
ments. These documents, if they have the force of 
administrative law and the support of higher levels 
of government, can be effective in barring indus-
try's attempt to "play one agency off against 
another."  



GSR10 Discussion Paper 
 

Chapter 1 31 

In light of the above, it is extremely important to 
examine the regulatory and policy treatment of broad-
band services and online content carefully. Regulatory 
structures and codes should be rationalized holistically 
rather than through a case-by-case process in order to 
avoid the kind of regulatory uncertainty that dampens 
incentives for investment in new infrastructure and ser-
vices. When policies and regulations are promulgated, 
governments need to articulate them exactly and suc-
cinctly to remove any doubt about where regulatory 
and enforcement powers reside while retaining a suffi-
cient degree of flexibility in order to respond to tech-
nological innovation. Regulatory bodies and the 
regulations they produce should be flexible, not static. 
As conditions in the market and the world change, 
these living agencies have to change accordingly. But 
change does not have to equal chaos, and new rules 
and changes in authority should be carefully planned, 
articulated, and implemented to preclude unforeseen 
outcomes to the extent possible.  

1.5.2  Potential Areas of Regulation 

With those caveats in place, this section explores 
some of the regulatory areas in which governments are 
expanding, or considering expanding, their role in guid-
ing the Information Society.  

1.5.2.1 Promoting Broadband Build-Out 

In many countries, the first step in addressing the 
broadband revolution is making sure that, in fact, they 
are having one. The perception that more must be 
done to provide incentives or direct support for broad-
band build-outs appears to be nearly universal in both 
developed and developing countries alike. In general, 
government steps to promote broadband network-
building can be classified as passive or active. Passive 
support often involves forbearing from regulation or 
withholding regulatory treatment (e.g., class licensing 
or lack of tariff regulations) in an effort to "get out of 
the way" of growth in Internet services. Active support, 
meanwhile, can include awarding direct grants for net-
work projects, including broadband networks in exist-
ing universal service/access programmes, and funding 
public-private projects for NGNs.  

In October 2009, for example, Finland became the 
first country to establish broadband Internet access at a 
designated speed as a legal right and part of its univer-
sal service programme. The Ministry of Transport and 
Communications expanded its definition of universal 
service to include an Internet connection of 1 Mbit/s, 

effective 1 July 2010. The Finnish government's goal 
was twofold: (1) to create momentum toward an even-
tual goal of providing 100 Mbit/s service by 2015, and 
(2) to prompt carriers to extend broadband service into 
rural areas, where availability had lagged behind.88 

Meanwhile, in May 2010, Brazil completed its Na-
tional Broadband Plan and announced a USD 6.1 billion 
plan to increase access to broadband internet services 
among its low income households. To accomplish its 
plan, Brazil revived its former state telecom monopoly, 
Telebras, to handle the build-out of a new fibre net-
work. The plan calls for Telebras to sell wholesale 
access to the new network to support other carriers 
who will deliver end-user services unless no current 
operator is willing to provide service.89 Private telecom 
carriers expressed concerns that the plan rolls back pri-
vatization efforts Brazil undertook in the late 1990s and 
that it could negatively impact their businesses.90 Other 
middle-income countries with active broadband strate-
gies include: 

• Chile – The first Latin American country with such 
an approach, the Chilean strategy has featured 
WiMAX development, sponsorship of 
e-government, and broadband usage by municipal-
ities. 

• Turkey – The Information Society Strategy for 2006-
10 strove to provide broadband to educational in-
stitutions; it also worked to reduce tariffs to rough-
ly 2 per cent of per capita income. 

• Malaysia – The MyIMCS strategy in 2006 called for 
increasing broadband penetration to 25 per cent of 
households by the end of 2010; the government is 
now focusing on wireless broadband (WiMAX) and 
fibre-to-the-home (FTTH) development.91 

Broadband promotion raises a non-trivial issue 
concerning who should administer these active support 
programmes. Typically, any country's national regulato-
ry agency for telecommunications is likely to possess 
the most expertise and experience in adjudicating bids 
for broadband support. However, active investment of 
time and money into a project could colour the willing-
ness or ability of the regulatory agency to crack down 
on it in an objective way if regulations are broken. Con-
versely, such an investment might even lead the regula-
tory agency to favour its "pet" projects over the 
operations of competitors. Wherever a communica-
tions ministry exists alongside an independent regula-
tory agency, one solution may be to fund any 
broadband projects through the ministry, thus allowing 
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the regulatory agency to remain independent and ob-
jective. 

1.5.2.2  Rationalizing Jurisdiction and Regulatory 
Status 

As stated in Section 1.5.1 above, the first step gov-
ernments often take is deciding what services consti-
tute "telecommunications" for the purposes of 
regulation. Governments may decide not to regulate 
newly emerging services out of fear that they could 
squelch innovation or intervene too strongly in a nas-
cent market. Nevertheless, governments may want to 
ensure that they lay the groundwork for any future 
regulatory action by spelling out in detail what ele-
ments of the Information Society come under the juris-
diction/authority of which agencies.  

In the U.S., the foundational statute governing tele-
communications regulation remains an amended form 
of the Communications Act of 1934. Early in 2010, a 
Federal appeals court ruled that the Federal Communi-
cations Commission (FCC) did not have authority under 
the pertinent section of that law to establish rules re-
quiring one of the country's largest ISPs (Comcast) to 
implement net neutrality (see Section 1.5.2.4). While 
the court found that the FCC had jurisdiction over In-
ternet services, that jurisdiction was established 

through a different portion of the law (Title I), not the 
portion that would have allowed the FCC to impose net 
neutrality (Title II). In effect, that meant that the FCC 
did not have the same kind of authority over Internet 
"information services" that it had over standard tele-
phony, which was defined as a "telecommunication 
service."92 This called into question FCC's ability to im-
plement some elements of its March 2010 National 
Broadband Plan – a centerpiece of policy-making in-
itiated a year earlier by FCC. 

This raises a set of ongoing and largely unresolved 
questions in many countries: why is it necessary to con-
tinue applying different regulatory approaches to ser-
vices or networks that provide the identical function to 
consumers? Particularly with regard to content, is it de-
fensible or logical to regulate or even censor over-the-
air broadcasting, but do nothing to influence content 
streamed from websites? If an incumbent telephone 
company's tariffs are regulated, why does the govern-
ment not regulate VoIP providers in the same manner? 
Some countries simply take the route of banning new 
services (e.g., VoIP), perhaps in the hope that they will 
simply go away. This seems to be an effort to simply fo-
restall addressing the changes in the market caused by 
technological development. In other words, ban it until 
we can figure out how to control it. 

 

 

Box 1.12: The U.S. National Broadband Plan 

In February 2009, the U.S. Congress directed the Federal Communications Commission (FCC) to develop a national broad-
band development plan. Like other countries, the U.S. recognized the importance of broadband access to its citizens in edu-
cation, healthcare, energy, public safety, job creation, and economic growth. The goal of the plan was to determine the most 
effective ways to ensure access to broadband networks throughout the U.S., to accurately track deployment of broadband 
infrastructure, and to develop strategies to provide affordable access to broadband infrastructure and services.  

Over the course of a year, an FCC task force carried out 31 public comment proceedings, held 36 public workshops and nine 
field hearings, and mounted its own research efforts. In March 2010, the FCC sent the resulting National Broadband Plan to 
Congress with recommendations for action by the FCC, Congress, and the Executive Branch agencies. The recommendations 
covered a wide range of topics including spectrum, competition policy, broadband adoption, healthcare, education, energy, 
economic opportunity, civic engagement, and public safety. The full text of the plan can be found on the FCC's website at 
www.broadband.gov/plan/. 

The Plan was an attempt by the FCC to set an ambitious agenda for the U.S. to meet future challenges of increased global 
competition and to address issues of national importance to the United States. Other countries have developed similar 
plans. The need to provide access to ubiquitous and affordable broadband for all of a country’s citizenry will be a challenge 
for all nations to meet.  

Sources: American Recovery and Reinvestment Act of 2009, Pub. L. No. 111-5, § 6001(k)(2)(D), 123 Stat. 115, 516 (2009) (Recovery Act); and 

"FCC To Send National Broadband Plan To Congress," FCC press release, 15 March 2010. 
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When new media and services are allowed into 
markets (as they almost inevitably are), the overall 
trend toward lesser regulation has meant that older, 
traditional voice and subscription television services 
remain under more stringent regulation. Newer, Inter-
net-based or wireless services, however, are generally 
less regulated. This may well be a conscious effort to 
promote the growth of competition by placing a regula-
tory "finger" on the scale in favour of new media and 
services. It may also, however, be a politically expedient 
way to avoid the fairly massive effort to overhaul and 
update regulatory codes, particularly in the face of mo-
neyed interests.  

There are examples, however, of countries that 
have proactively addressed convergence by overhauling 
their regulatory regimes. As mentioned earlier, one of 
the earliest attempts to revamp legal and jurisdictional 
authority to cope with convergence was Malaysia, 
which enacted its Communications and Multimedia Act 
(CMA) in 1998. The law, which took effect in April 1999, 
established a new framework to regulate and accom-
modate the convergence of telecommunications, 
broadcasting, and computing. One of the more for-
ward-looking elements of the CMA was a requirement 
imposed upon the new Malaysian Communications and 
Multimedia Commission (MCMC) to conduct a review 
every three years to determine how rules and regula-
tions can be further revised to cope with ongoing con-
vergence.93  

Recently, regulators have begun to confront new 
services in order to determine how to regulate them. 
Internet Protocol Television (IPTV) is one example. IPTV 
allows traditional telecommunication operators to offer 
managed video services that resemble traditional, over-
the-air or cable broadcasting. IPTV also can offer en-
hanced capabilities such as video on demand, web 
browsing, and messaging to subscribers. IPTV is deli-
vered over a high-speed data connection, usually fibre 
to the home. This package of capabilities, however, is 
ambiguous in a regulatory context. Is it telecommunica-
tions, broadcasting, or a value-added information ser-
vice?94 

Countries have taken different approaches to regu-
lating the technology. For example, Republic of Korea, 
Singapore, and Pakistan have classified IPTV as a broad-
casting service and developed a new category of 
broadcasting licence to accommodate it. New Zealand 
has classified IPTV services based on the degree of inte-
ractivity the service provides, distinguishing broadcast-
ing from Video On Demand (VOD) delivery. New 

Zealand and the European Union have distinguished 
between linear (broadcast) and non-linear (VOD) and 
have applied different broadcasting and content regula-
tions accordingly. 95  

In light of the above, there may be several different 
ways to classify a service for regulatory purposes: 

1. What kind of entity provides it (this is essentially 
the traditional, pre-convergence model); 

2. What kind of functionality it provides (i.e., is it in-
teractive or one-way, point-to-point or point-to-
multipoint); 

3. Is the service generating content or merely serving 
as a conduit or transmission medium; and 

4. Can the service be grouped with other services that 
are substitutable with each other in terms of defin-
ing a single market (e.g., cable modem service and 
xDSL both provide Internet access). 

Regulators will have to decide what classification or 
taxonomy makes the most sense in terms of applying 
consistent regulatory treatment in a way that allows 
competition, provides incentives for investment and 
does not inadvertently favour one platform over 
another. Some 10 years into the convergence trend, 
however, many governments continue to overlook the 
glaring inconsistencies in regulatory treatment that 
they maintain between older technologies and Inter-
net-related ones. It is hard to escape the conclusion 
that, for good or ill, the newer technologies are largely 
unregulated, even as the older ones fade to grey. 

1.5.2.3  Competition and Tariff Regulation 

One of the potential impacts of maintaining imba-
lanced regulatory treatment of different services is reg-
ulatory arbitrage.96 In basic terms, arbitrage occurs 
when a market player detects a business advantage 
that occurs solely through favourable treatment built 
into a country's regulations. The company then exploits 
that advantage in order to maximize its interests. 
Common arbitrage strategies include: 

• Grey market strategies – masking the true origina-
tion point of a call in order to charge a lower price 
but increase traffic volumes;  

• Leaky PBXs – an enterprise customer with a private 
branch exchange (PBX) can "leak" calls onto local 
exchange lines to avoid long distance costs; 
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• Resale of private lines – resellers can market lower 
consumer rates because they do not have to cover 
the costs of building out the network facilities; 

• International "call-back" – when a caller places a 
call, it initiates an automatic "call back" from the 
destination country, or a country with a lower ter-
mination cost with the destination country; either 
way, the cost is reduced from a normal internation-
al direct-dial call; 

• Refiling or re-origination – operators can take ad-
vantage of large disparities in settlements charges 
between various countries by routing calls through 
third countries so as to "re-originate" them on 
routes with lower termination costs; and 

• Routing calls over the Internet – calls routed over 
the Internet may be treated as data transmissions 
or otherwise avoid interconnection and local ter-
mination charges. 

These arbitrage opportunities can have an effect on 
competition. The truth is, the effect can be a positive 
one, as long as the arbitrage opportunities are open to 
all market players. If incumbents control too much of 
the market, they will have no incentive to operate more 
efficiently or lower prices. Competition can stimulate 
lower prices, which can then stimulate greater demand, 
higher traffic levels, and more economic activity in gen-
eral. Just because circuit-switched traffic levels may flat-
ten, it does not mean that overall traffic is declining; it 
may simply mean that consumers are finding the least-
cost means to meet their needs. 

A knee-jerk reaction banning all forms of arbitrage 
may back-fire in the long run. Sophisticated enterprise 
customers will simply find new ways to mask their arbi-
trage opportunities, and average consumers will be 
stuck paying artificially high prices to incumbents. 
Those incumbents, meanwhile, will be trying to amort-
ize large sunk costs across a declining subscriber base. 
Therefore, it is better to allow all operators to take ad-
vantage of newer technologies, such as VoIP, to lower 
rates and compete for greater market share. The bot-
tom line is that regulators may opt to "regulate down" 
by reducing regulatory restrictions on incumbents ra-
ther than "regulate up" by adding restrictions to new 
market players with newer technologies. The result can 
be a more competitive market, which in itself forces 
down prices and leads to innovation and higher quality 
services. The regulatory treatment of VoIP services illu-
strates this point. 

Many countries have decided to bring VoIP "in from 
the cold" as a legitimate form of publicly available voice 
service. Hong Kong, China issued a policy statement in 
2006, applying "minimum and appropriate" regulation, 
as well as technology neutrality to all public voice ser-
vices.97 One of the regulator's goals was to avoid ham-
pering the development of VoIP as a viable alternative 
to traditional, facilities-based telephone services. The 
European Union has taken a "light touch" approach to 
regulation of VoIP, deeming it premature to establish a 
rigid framework while the service was evolving. A WIK- 
Consult report in 2008 found, however, that there was 
relatively little harmonization across the EU in terms of 
regulations for several key aspects of VoIP: 

• Numbering and number portability; 

• Access to emergency services; 

• Interconnection; and 

• Lawful intercept.98 

Meanwhile, countries have taken one of two main 
approaches to regulating competition on fixed broad-
band access lines. Japan, South Korea, and France re-
quire state-regulated telecom monopolies to provide 
competitors wholesale access to their networks. In Ja-
pan and Republic of Korea, the government has pro-
vided financial support to the incumbents for building 
out their fibre networks in high-cost areas. The model 
has promoted faster Internet speeds at lower costs 
than in other countries.99 Japan and Europe largely re-
quire incumbent providers to offer wholesale access to 
broadband lines in exchange for subsidizing a portion of 
the cost of build-out to high cost areas.  

1.5.2.4  Open Access and "Net-Neutrality" 

In the U.S., a hot topic concerns the ability of FCC 
to regulate Internet service providers' management of 
their networks. The debate, dubbed "net-neutrality" is 
over ISPs should be prohibited from discriminating 
against traffic sent over their networks by non-affiliated 
content providers or restricting bandwidth heavy appli-
cations during peak traffic periods. The debate has pit-
ted the powerful incumbent network operators against 
the equally powerful "upstarts" from Silicon Valley. Op-
erators such as AT&T and Verizon argue that in order to 
manage capacity constraints on their backbones, they 
need the flexibility to charge content providers rates 
that reflect the value of an increasingly scarce resource. 
They advocate tiered pricing as a way to provide market 
signals to content providers and thus control rampant 
ballooning of content that threatens to swamp existing 
capacity. 
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The Silicon Valley champions, such as Google and 
Yahoo, see the ability of operators to set preferential 
treatment and pricing as an assertion of market power 
over the means of content distribution. Under the ban-
ner of "net neutrality," they have sought to portray the 
issue as one of free access and equal treatment on the 
Internet. Politically, this banner was taken up by the 
new leadership of FCC that came into office after the 
2008 presidential election. This further entrenched the 
operators in the old-line opposition. 

After a U.S. court struck down the FCC’s authority 
to mandate net neutrality (see Section 1.5.2.2), the U.S. 
Congress joined the debate over the power of the regu-
lator. At its root, this really is a debate over the wisdom 
of either the regulator or the legislature acting to de-
termine how network operators should manage their 
networks. Should the government assert a "light touch” 
or “heavy hand” in regulating Internet services? Will a 
more assertive government role in maintaining net 
neutrality deter ISPs from investing in network capaci-
ty?100  

The outcomes of the U.S. net neutrality debate are 
being watched closely by international regulators and 
observers and may result in governments taking a more 
active role in regulating the Internet in their countries. 
Internet companies such as Google, Yahoo, and Micro-
soft have been big supporters of net neutrality and 
open Internet principles globally. They have advocated 
for it strongly in U.S, Europe, and other parts of the 
world. For instance, in August 2010, Google wrote the 
Telecom Regulatory Authority of India espousing the 
virtue of open Internet and net-neutrality principles.101 
Recently, Chile became the first country to enact legis-
lation to codify the principles of net neutrality.102 

For more information about net neutrality, see the 
recent paper published by the ITU on this subject. 

1.5.2.5 Consumer Protection and Privacy 

As noted in a GSR Discussion paper in 2009, "[t]he 
challenge for regulation is to promote favourable mar-
ket conditions, in which competition can flourish and 
foster innovation, whilst at the same time ensuring that 
consumers' interests are protected."103 The advent of 
new forms of media and new Internet applications has 
only served to make this challenge more complicated, 
both for regulators and consumers. As the paper went 
on to point out, regulators can choose to expand forms 
of consumer-oriented regulation that they previously 
employed for traditional telecommunications, including: 

• Quality of Service protections; 

• Tariff regulation; 

• Adjudication of complaints; and 

• Competition (anti-trust) rules. 

Regulators are often much more reluctant, howev-
er, to veer into regulatory arenas that are new to them. 
The primary example of this reluctance is content regu-
lation. Under the guise of "common carriage" or li-
censed authorizations, operators have in the past held 
themselves out as neutral "carriers" of private voice 
communications or (later in the evolution of telecom-
munications) of third-party media content. Operators 
seldom had the ability or desire to either (a) generate 
their own content on a "broadcasting" model, or (b) 
monitor and track the content of voice or third-party 
communications. As long as operators remained neu-
tral and offered their carrier services, they were regu-
lated much the way truck drivers or railroad operators 
were. Just as nobody stops truck drivers and railway 
operators to check how fresh the bananas inside the 
trucks and railroad cars are, nobody inspected the con-
tent carried by telecommunication operators. 

That "common carriage" construct has now broken 
down in the age of blogs, Hulu, and YouTube. As Sec-
tion 1.5.2.7 explores further, there is more pressure on 
regulators to rein in wild content, and a greater percep-
tion that consumers are more at risk from: 

• Fraud; 

• Online Predators; 

• Identity Theft; and 

• Invasion of privacy.  

What are governments doing to address the “Wild, 
Wild West” of Cyberspace? For one thing, they are 
passing legislation specifically mandating consumer 
protection across the board.104 Australia has taken a 
proactive role in the area of consumer protection in the 
Internet Age. The Australian Communications and Me-
dia Authority (ACMA) is tasked with investigating com-
plaints about online content and gambling services. It 
also encourages ISPs to develop codes of conduct and 
monitors compliance. In a role that some governments 
and regulators will find increasingly thrust upon them, 
ACMA attempts to educate the public about Internet 
safety risks, particularly those threatening children. 

At this stage, however, consumer protection in the 
Information Society appears to be characterized by: 
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• "Self-regulation" by industry groups, pursuing vo-
luntary codes of conduct105; 

• An emphasis on education of the consumer, "em-
powering" individuals to make well-informed 
choices in online behaviours; and 

• An emphasis on addressing tariff or marketing 
practices, as opposed to more uniquely new-media 
ills such as malware, online predation, cyber-
bullying or Internet "addiction." 

In other words, where regulators are addressing 
consumer issues, they are often doing so in the context 
of economic issues, rather than the social issues that 
the Information Society is increasingly raising. One ex-
ception has been the attention that many governments 
have devoted to laws protecting the data privacy of in-
dividuals. Many governments, including the EU, Canada, 
Australia, the United States and Argentina, have passed 
one or more laws to safeguard individuals' personal 
records, sometimes resulting in a patchwork of meas-
ure affecting different types of personal information, 
such as medical records. This reflects the ease with 
which data can be combed, combined, and marketed 
throughout the Internet. Many websites now have writ-
ten data protection policies, and ISPs have felt pressure 
to self-regulate in the privacy sphere to avoid mandato-
ry restrictions by governments.106 

Depending on the situation, governments can ei-
ther be friendly to privacy interests or hostile to them. 
Take the case of Google, which has run into trouble in 
Europe, where residents complained to several gov-
ernments that the company was taking pictures of their 
homes without their permission to populate its Street 
View mapping program. Google was forced to allow 
consumers to request that their residences be blurred 
on Google to protect their privacy.107 Some govern-
ments also objected to a previous practice (which 
Google said it had discontinued) of collecting informa-
tion that individuals had sent over unencrypted WiFi 
connections as it collected photos.  

Meanwhile, for its part, Google has also published 
a "Transparency Report" detailing the requests it has 
received from governments seeking to (a) obtain 
records about users, (b) remove content from search 
results or other web domains such as YouTube, and (c) 
block access to content from certain jurisdictions.108 
Google stated that it attempts, on its own volition, to 
eliminate any child pornography, and it explains that 
some requests relate to defamation, "impersonation," 
hate speech or privacy, along with a few requests relat-

ing to political speech. Separately, it acknowledges that 
some governments restrict access to websites in those 
countries. Facing the difficulty of complying with differ-
ing rules on content regulation, Google has made the 
case that these governments are selectively engaging in 
Internet "censorship."109  

1.5.2.6 Online Content 

In March 2010, false Internet reports of an assassi-
nation of a Venezuelan government minister hig-
hlighted growing tension between the Internet’s rapid 
growth and government regulation over Internet con-
tent. Venezuelan President Hugo Chavez called for new 
Internet restrictions in response to the matter. Existing 
Venezuelan law already prohibits online communica-
tions that incite hatred or damage a person’s dignity 
but it was unclear whether these regulations would ap-
ply in all cases. 110 

This event occurred in the backdrop of emerging 
opposition voices on Twitter and other social network 
sites against the Chavez government for limiting free-
dom of speech, charges that the government dis-
puted.111 In fact, the rise of Internet usage in the 
country was directly related to policies that the Chavez 
government took over the last decade to increase In-
ternet use. Countries desire to encourage Internet use 
and the marketplace for local content providers while 
regulating how consumers and content providers use it 
without limiting the Internet’s growth or utility.  

In June 2010 a scandal erupted in Indonesia when a 
sex video with Indonesia’s top singer, his girlfriend, and 
another celebrity started making headlines. The singer 
was charged with violation of Indonesia’s anti-
pornography law, though prosecution under that law 
was in doubt, as the video was stolen from the singer’s 
laptop. In any case, the scandal restarted Internet con-
tent regulation efforts, which had previously stalled. In 
the wake of the scandal, a commission appointed by 
Indonesia's House of Representatives directed the Min-
istry of Communication and Information Technology to 
resume work on a multimedia content regulation 
framework. This raised concerns by media groups and 
others that censorship of web content was around the 
corner.112  

One way to encompass all converged platforms is 
to reform the regulatory regime and create a “con-
verged regulator.” As mentioned earlier, the Republic of 
Korea government created a converged regulator in 
2008, establishing the Korea Communications Commis-
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sion (KCC) through a merger of the former Ministry of 
Information and Communications (MIC) and Korean 
Broadcasting Commission (KBC). This placed the re-
sponsibility for telecommunications and broadcasting 
content in a single regulatory agency. South Korea has 
in many ways led the world not only in regulatory 
reform but in pioneering adoption of the Information 
Society itself. 

Another country to have consolidated its electronic 
communications regulation under one regulator is the 
United Kingdom. Its Office of Communications (Ofcom) 
has a mandate to manage all spectrum resources, as 
well as to regulate telecommunications and broadcast-
ing. By the end of 2009, three additional European Un-
ion countries (Finland, Italy, and Slovenia) had taken 
action to create converged regulatory bodies, with en-
couragement from EU policy-makers.113 Only seven of 
30 OECD members, however, have single regulatory 
agencies with jurisdiction over telecommunications, 
broadcasting carriage, broadcasting spectrum assign-
ment, and content.  

It may not be enough, however, to simply create a 
unified regulator. As an example, the U.S. FCC (one of 
the seven OECD countries mentioned in the previous 
paragraph) has always had jurisdiction over licensing for 
both telecommunications and broadcasting. But it has 
employed vastly different regulatory regimes and ap-
proaches: “common carriage” for traditional telephony 
and light content regulation for broadcasting. As newer 
forms of media emerged (e.g., cable TV and direct sa-
tellite broadcasting), the FCC enacted a variety of still-
different rules for those industries. Moreover, the 
Commission’s rules have been directly affected by vari-
ous court decisions with narrow impacts on particular 
sets of rules. The result has been an array of differing 
regulatory regimes, administered by the same regulato-
ry agency. This points to an overall need for “regulatory 
convergence” that transcends structural issues involv-
ing the organizational chart of the NRA. 

In truth, telecommunication regulators are often 
reluctant to be embroiled in content regulation, seeing 
it as a cultural or political function for which they are ill-
prepared as engineers and economists. Indeed, gov-
ernments themselves often view content regulation as 
a sensitive issue that cannot be left to technocrats who 
normally evaluate interconnection rules or channel 
plans. The fact that social networking applications and 
YouTube have probably forever muddied the bright line 
between transmission and content does not make it 
any easier for governments to respond by reinventing 

regulatory functions whose antecedents have had little 
to do with one another. 

As broadband Internet access becomes more pre-
valent, however, it is certain that regulators will be 
forced to make a key decision. Will they continue to 
keep their hands off Internet content, or will they re-
spond to increasing (if episodic) calls for some kind of 
regulation of content that many users will find offen-
sive.114 Even in the United States, a country with a dis-
tinct Libertarian policy view of the Internet, a 2007 poll 
found that a majority believed that the government 
should be involved in some form of monitoring of the 
Internet.115 The poll also found, perhaps not surprisingly, 
that the age of the respondent was a factor in that per-
son’s view: three-quarters of the Americans over age 70 
favoured Internet content regulation, skewing the 
overall figure higher.  

1.5.2.7 Security Issues 

While it is popular to think of the Information So-
ciety as global and supra-national, the Internet is, in 
fact, overlaid onto a system of individual nation-states, 
with separate governments and interests. Those coun-
tries are now struggling with how to foster the use of 
new technologies while maintaining important gov-
ernment functions related to law enforcement and na-
tional defense. In part, this is a result of the evolution 
from circuit-switching, which lent itself fairly easily to 
wiretapping (authorized or otherwise) to packet-
switching, which complicates the task of monitoring 
communications. Moreover, the market demand for 
encryption capability has further challenged the ability 
of governments to safeguard national security.  

In the summer of 2010, Saudi Arabia nearly banned 
the use of Research in Motion (RIM)’s Blackberry 
phones in the kingdom, due to concerns that terrorists 
and criminals could use the devices to communicate 
without the Saudi government being able to intercept 
messages. Negotiations between RIM and the Saudi 
government led to an agreement, in which the compa-
ny agreed to place communications servers used to 
route messages within Saudi borders. Meanwhile, the 
United Arab Emirates announced plans for a Blackberry 
ban to take effect in October 2010. Other countries, in-
cluding Lebanon, India, and Algeria, have expressed 
similar concerns about the use of the technology to 
evade law enforcement.116 One analyst pointed to the 
RIM-Saudi Arabia compromise as a development that 
underlined “the growing clout of the local regulator and 
service providers.”117 
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One of the issues undergirding the Blackberry con-
troversy is a perception that RIM made special conces-
sions to countries such as Russia and China to operate 
within their borders that allow these governments to 
monitor and decrypt secured messages over the RIM 
network – a charge RIM denies.118 This perception, 
however, led other countries to seek similar arrange-
ments with RIM, such as the Saudi Arabia compromise. 
In the future, handset and other equipment manufac-
turers may have to work with governments to ensure 
that lawfully mandated access by security forces can be 
achieved using consumer or network equipment. 

1.5.2.8 Spectrum  

The Information Society has bred a lot of changes 
in the telecommunication regulatory arena. One area 
that remains contentious, however, is how to regulate 
among competing demands for the raw resource of 
mobile services: spectrum. The increasing broadband 
capabilities of mobile devices and networks are scream-
ing out for greater chunks of unencumbered spectrum. 
Channel sizes must be larger, guard bands must be in-
stalled, and spectrum must either be shared or re-
farmed. Countries that have made way for 2G and 3G, 
as well as WiMAX, are now bracing for 4G LTE-
Advanced and WiMAX-Advanced technologies. It is as 
though wireless broadband were sweeping like a pla-
gue of locusts through the allocation charts of countries 
around the world, consuming vast amounts of spec-
trum below 4 GHz and wanting even more. 

It began with the WiFi revolution, which has been 
well documented. Millions of devices now contain em-
bedded WiFi chips, including smart phones, mp3 play-
ers, digital cameras, netbooks, and laptops. WiFi 
technology has offered low-cost or free access to 
broadband services to millions of users worldwide. 
Community or municipal Wi-Fi networks have allowed 
local governments to deploy broandband infrastructure 
and services in a cost-effective manner. In countries 
that have allowed unlicensed access to WiFi, WiFi net-
works have exploded. 

However, regulations in some countries have li-
mited or hindered the ability of communities to deploy 
WiFi networks. Some countries require any wireless In-
ternet service provider to have the blessing of the NRA 
through licensing or registration to operate the network. 
A paper by Van Gorp and Morris found that some coun-
tries impose regulatory burdens on operators that con-
strain the utility and ability to deploy WiFi networks. 
Some nations require a spectrum licence to operate 

WiFi equipment.119 Such requirements can limit the 
growth and benefits that these networks provide.  

On the licensed sides, delays in spectrum auctions 
for 3G and 4G services have been a major cause for op-
erators in some countries to deploy faster wireless 
networks in emerging markets. China and India provide 
two illustrative examples. In China, after many delays, 
3G spectrum was finally assigned in 2009 to the coun-
try’s top three operators. In 2010, India conducted its 
first spectrum auction for 3G and Broadband Wireless 
Access Spectrum (BWA).120 

The progress of rolling out 3G networks, however, 
has been different in the two countries. In China, the 
operators were quick to deploy and offer 3G services 
soon after the spectrum was made available to them. 
In India, the 3G auctions generated USD 15 billion – 
twice the amount the Indian government expected.121 
India’s Telecom Regulatory Authority of India (TRAI), 
however, enacted additional fees and market restric-
tions. It also called for a spectrum cap of 8 MHz or 10 
MHz in all service areas. While demand for wireless and 
growth prospects are high, some analysts now worry 
that TRAI's restrictions and the high cost of spectrum 
may lead to less capital spending, reduced coverage 
areas, and reduced network capabilities. 122  

1.5.3 Education or Regulation? 

As regulators consider whether and how to moni-
tor and regulate new Information Society applications, 
networks and services, one option to consider is step-
ping up ways for consumers to educate themselves 
about the new technologies. Education has a dual pur-
pose:  

• To learn how to use broadband networks and com-
puters to secure positive benefits from the Internet, 
and 

• To learn how to avoid the pitfalls of life online, in-
cluding cyber-crime, hacking and the potential 
dangers for children and other vulnerable popula-
tions. 

Of course, regulation and education are not mu-
tually exclusive. In fact, education is a first step in em-
powering thoughtful and appropriate regulation. 
Consumers who know how to navigate through and 
avoid negative aspects of the Information Society are 
also more likely to know when they are being victi-
mized – and to report it. 
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The U.S. Federal Trade Commission maintains sev-
eral websites to provide information to consumers on 
the Internet. The agency, which is tasked with protect-
ing consumers across multiple industries, maintains a 
"Computers & the Internet" portal123 that provides ad-
vice on numerous topics: 

• Buying a computer and Internet access; 

• Entertainment on the Internet; 

• Online Shopping and "E-payments"; 

• Privacy & Security; 

• Spam email; and 

• "Web scams"  

Each topic has its own section of Web pages, with 
links to additional, in-depth information on issues such 
as peer-to-peer network vulnerabilities, video game 
ratings, and protecting children from hazards of online 
gambling. 

In addition to the Fair Trading Office (for consumer 
protection), the UK government operates a Child Ex-
ploitation and Online Protection (CEOP) Centre. CEOP is 
described as a "multi-agency" effort to coordinate law 
enforcement and intelligence gathering about preda-
tors and child exploitation. As part of that effort, CEOP 
operates a website (www.thinkuknow.co.uk) that pro-
vides age-appropriate information to children and tee-
nagers, as well as to parents, caregivers, and teachers 
about how to safely use the Internet. These websites 
represent efforts to use the Internet itself to teach con-
sumers about how to maximize the benefits of the In-
formation "Superhighway" while avoiding the potholes 
and navigating the hairpin turns. 

Singapore has developed "Infocomm Security Mas-
terplans" that work to secure the Internet infrastruc-
ture, to increase the public sector's ability to handle 
security threats, and to increase awareness and adop-
tion of cyber security awareness. Singapore’s Cyber Se-
curity Awareness Alliance was formed to work with 
improving security in businesses. The Alliance also 
partnered with the National Crime Prevention Council 
to form a Virtual Cyber Security Park targeted towards 
students and allows them to learn about cyber safety 
and security educational online games. The Alliance is 
also using social networking platforms to create groups 
that will share cyber security tips and other best prac-
tices.124  

1.6  Conclusion 

Many people around the world are now living in 
the Information Society. This is not simply a superficial 
change; it is more than a matter of plunking down 
money for a new phone. It is already clear that the In-
formation Society changes the way individuals commu-
nicate, access entertainment and information , and 
even how they figure out where they are located. In 
short, the Information Society is changing the way 
people live, the way they relate to each other and their 
surroundings, and possibly even the way they learn and 
think. Experts and observers are now in the throes of 
trying to deconstruct what this always-on revolution 
means in psychological, sociological, and economic 
terms. 

To a very real extent, though, the story of the In-
formation Society still remains the story of the digital 
divide. The Internet is coming to a screen near you – 
except, of course, if there is no screen near you. In 
many parts of the world, and even in some parts of de-
veloped countries, there is not sufficient infrastructure 
to support broadband transmission. Without that un-
derlying brick-and-mortar reality, there can be no cy-
ber-world fantasy. Often, the difference between 
broadband capability and dial-up frustration is a matter 
of a few miles, a few city blocks or the adequacy of the 
local power grid. But just as often, the difference is a 
yawning chasm of income and affordability. Regulators 
and policy-makers often find that the first-order task 
they face is just making the Information Society reach-
able for their citizens. 

More work awaits those regulators. While the ben-
efits of the Information Society are manifest, the 
broadband revolution has opened up a Pandora's Box 
of new issues and challenges, from cybercrime to spec-
trum management (and everything in between). In 
most countries, regulators are now fully engaged in ad-
dressing these challenges. But for now, consumers of all 
ages are very much pioneers in the Information Society, 
reaping the benefits of their new world, but also incur-
ring the risks, without much regulatory protection. It 
will be up to policy-makers and regulators to determine 
how actively regulators can or should intervene to pro-
tect consumers without squelching the very innovation 
that has revolutionized telecommunications in the 21st 
century. 
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