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3 LEGAL CONTEXT OF REGULATORY REFORM

The developmant of an affactive regulatary framawork for the ICT sactor raquires the sstablishmant of a comprahensive sst of laus,
rules, and regulations that claarly identifies the contractual obligstions and property rights of governmants and stakeholders. The
structure of this framewsrk is determined, in part, by the legal and constitutional system of esch country. Additionally, this Chapter
discussas the other factors that impact the leaal cantext of regulatary reform, including the impact of international and regional
commitments, other legislation that impact the sector, and the impact of competition policy as the sactor matures.
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3.3 Impact of Other Legislation

The effective implamantstion of talecommunications ragulation and the achisuemant of its sbjactives may ba influencad by sther laws
that sffect the sactor. In mesting other gouarnment objectives, laws may be passed that diractly or indirectly affect the development of
the telecarnmunications sector, Thess laus may enhance or diminish the of the lagal and regulstary
framework in creating 3n enabling environmant for the development of the sector, ffecting the degree of investment and
compatitivaness in the sector, and the ease of sccessibility by new entrants to the mark.
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3.3.4. Spam Legislation

Closaly related to consumer protaction legislation is legislation against spam, or the sending of unsclicited, usually commaerdial, electronic
ressages. Spam is a recent phenomanan that has bacame more prevalent with the grawth of Internet usage, slthouah spam can also
be carried out through other electronic means, such as facsimile, telephone, short message service (SMS) and instant messaging
services. See Box 3-5 for the definition of spam. With the growth of IGT, a continually increasing numbaer of countries have implamentad
legislation against spamming to supplement existing consumer protection laws (see Figure 3-D). The problems associated with spam are
ragnified in developing countrias, where high volumes of incoming and outasing spam can cause a severe drain on the limitad and
costly banduidth that is auailable for ICT.[1]

Some countrias, howsuer, such as Bangladesh, Burkina Faso, El Salvador, Kuwait, Madagascar, Maldova and Lebanon have no spam
lagislation, while others such as Bulgaria, Chile, Gosta Rica, Malaysia, Mexico, Paru, South Korea and Switzerland have no specific
anti-spam legislation, but use alternative laws to addrass spam issues, such as consumer protection laws, telacommunications law, or
dats protection law. Seweral countrias such 2 Argantina, Brazil, Canada, Hong Kong SAR, Russia, Singapore and New Zealand are in the
process of anacting spacific anti-spam laws, while others such 25 Australia, Austria, Belgium, China, Czech Republic, Hungary, Japan,
Lithuania, the Netharlands, and the United States have already enacted specific spam legisiation.[2] In the ELL legislation against spam
iz codifiad in the Diractive an Privacy and Electronic Cammunications which requires mambar states to prohibit unsolicted communications
sant uis =-mail, SMS, facsimile, or talephone. [3] The Diractiva's basic principlas are thati (a) member states should take an opt-in
approsch, whereby they snsure undsr applicable legislation that businasses obtain prior consant befors sending unsolicted &-mails for
diract marketing) (b) sandars must claarly indicate the use of cookies or other tracking devices. induding spyware; and (o) the definition
of spar is tachnology neutral.

Although national efforts ara the main forces in combating spam, dus to the “barderless” nature of spam, it i just a5 important to haue

or example, countries such as Australia, Korea, the United Kingdom and the United States have
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signed bilstaral and multilateral of o and improve spam anforcament activities
Countries slzo agread on a farmal anti-spam framewerk in 2003 with the adoption of the OECD Guidelines for Protecting Consumers from
Fraudulent snd Dacaptive Commmarcial Practicas Across Borders.[4]
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1CT REGULATION TOOLKIT Spam Legislation in Three Countries
AUTHORIZATION OF
TELECOMMUNICATIONS i As mentioned in the section above, censumer protection legislation in Australia is governed in part by the Spam Act 2003 which
SERVICES ) requlates commercial electronic messages. The main slements of the Act are: (a} the prohibition against sending unsolicited
LEGAL AND INSTITUTIONAL commercial electronic messages that have an Australian link; (b} prohibition sending any commercial electronic messages that
ASPECTS OF REGULATION have an australian link unless they contain accurate information about the sender; (<) prohibition against sending cammercial
NEW TEC = AND electronic messages which have an australian link unless they include a functional unsubseribe facility; and (d) prohibition an the
SR e supply, acquisition o use of address-harvesting softwars or a harvested-address list
RADIO SPECTRLM Malaysia does not have a specific anti-spam law, and instead relies on the Telecommunications Law and the Internet Access
MANAGEMENT Service Provider (IASP) Sub-Code ta pramate seif-regulation of spam. Part 10, Chapter 2 of the Telscommunications Law prohibits
COMPETITION AND PRICE the fraudulent and impraper use of the telecammunications netwark facilities and netwark services. Part IT, Article 5 of the 1ASF
REGULATION Sub-Cade requires service providers to implement anti-spam measures (e.g. , requiring service providers to articulate @ specific

clude ant

definition of spam and spam principles as contractual conditions in agreements with custamers who have a propensity
to produce spam, the breach of which would result in a suspension or termination of services) [1]

In the United States, the federal Can-Spam Act was enacted in 2003, due to concerns arising out of unsolicited commercial
OTHER RESOURCES electronic messages, which often contain fraudulent and misleading messaaes, or vulgar and pornoaraphic messages. The
Gan-Spam Act supplemsnts some Gonsumsr protestion provisions sstablished under the Telephons Gonsumer Protection Act of
1991 which limits unsolicited telephane marketing calls and calls to 2 paging service, a cellular telephone service, and other radia
common carrier services.[2] The Can-Spam Act requires unsolicited commercial e-mail messages to be labeled (though a standard
method is not specified) and to include opt-out instructions (i.c., the ability to reject receipt of commercial e-mail from the sender
in the future) and the sender's physical address. The Act also prohibits the use of deceptive subject lines and false headers in such
messages, The Federal Trade Commission (FTC), the requlatory autherity responsible for consumer issues, is autherized (but not

Table of Practice Mates
Table of Refersnce
Documents

List of Other Resources

PARTMERS required) to establish a “do-not-email” registry. In addition, state laws that require labels an unselicited commercial email o
et el 5 5 prohibit such messages entirely are pre-empted, although provisions merely addressing falsity and deception would remain in
Union place [3]

Warld Bank ENDNOTES
[1] Internet Access Service Provider (IASP) Sub-Code for the and Industry, and

Multirnedia Cansumer Farum of Malaysia , June 1, 2005

[2] “Can-Spam: Unwanted Text Messages and E-mail on Wireless Phores and Other Mobife Devices,” FCC Consumer Fact Sheet,
avaitable at hitp: /. ‘cab/consumerfacts/canspam.html

[3] Controlling the Assault of Mon-solicited Pornagraphy and Marketing Act of 2003 (Can-Spam Act), Public Law 106-157, December
16, 2003
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» Reform of licensing frameworks

» Converged regulators (e.g., Malaysia,
Kong, Singapore, U.K.)

e Development of new laws to regulate ICT
(e.g., spam, intellectual property, content, data
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Adequate legal and regula

Proper consideration of organiz
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»  Separation of

*  The regulator nee
and implement regula

> Legal status of regulatory
»  Depends on the legal and politic
*  Most regulators are either public or s
and some are corporate bodies
»  Funding of regulators

»  Usually through one or combination of: governmen
appropriations, licensing fees, spectrum fees, other
regulatory fees
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Rule-making
Enforcement & dispute resoluti
Licensing

Spectrum management and allocation
Interconnection

Price regulation

Universal service obligations
Establishing and approving technical standards
Competition safeguards

Management of quality of service
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Professional qualific

e |ssues of conflict of intere
of Board members

* Removal from office
* Independence from outside influence
* Determination of salary
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3. Ethics

a. Avoidance of Con
* Rules on gifts
* Rules on confidentiality
Rules on disclosure of infor
b. Disclosure of Interests
Prohibitions on financial and person
Divestment of interests
Resignation
Recusal
c. Post Employment
» Disclosure of outside employment offer
e “cooling off” period before undertaking new employment
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Publish consultation document with timeframe for
comments
(usually 7-30 days) Supplementary consultations: public
hearings; surveys; workshops (as
necessary)

[ Written comments received ]
R
[ ]

Evaluate input and publish comments

......... y - "
i Reply comments (strongly recommended)(usually 1
| 7-14 days)
¥
[ Evaluate input/ publish reply comments ]
¥
[ Publish final decision ]
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3.

Dispute resolution mechanisms

1.

Dispute resolutio

“Official mechanisms” — derive
legislative and regulatory framewor
telecommunications sector, e.g., regula

“Non-official mechanisms” — or alternative
(ADR), where individuals associated with such
not discharge any judicial or executive duties

Negotiation
Mediation
Conciliation
Arbitration
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Enforcement

Adequate resources for regula
activities

Enabling legislation empowering reg
dispose of substantive matters, conduct |
request information, determine culpability,

Efficient mechanism for dealing with complaint
non-compliance of rules, regulations and license co

Transparent procedures for investigations, judgment crit
sanctions and appeals, and dispute resolution

Accountability and appeal mechanism to a higher level within
the regulator or outside body, such as a court or ministry
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1600 Wilson B
Arlington, VA 22

Tel: +1.703.224.15
www.tmgtelecom.com

)

Contacts: Ms. Mindel De La Torre and Ms. Janet
mindel@tmgtelecom.com
janet@tmgtelecom.com
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