PROGRAMME 2-REVISED 1: TECHNOLOGIES AND TELECOMMUNICATION¹)

NETWORK SECURITY AND DEVELOPMENT

In adopting Programmes as the key factors of the Doha Action Plan, WTDC-06 recognizes the need for congruence between the conclusions of WTDC-06 and the outcome of the WSIS within the core competence of the ITU-D. Programmes are components of the toolkit the BDT uses when solicited by Member States and Sector Members to support their efforts to develop, improve or maintain the instruments they need for the deployment and the usage of telecommunication networks and ICT-enabled E-services/applications. [TDAG-11/Doc 18]

1 Purpose

To assist Member States and ITU-D Sector Members to maximize the utilization of appropriatenew technologies in the development of their telecommunication networks, widely known as information and communication infrastructure{GAP C2}, by  taking due account ofthe accelerated convergence of the telecommunication  networks and services in intense competitive environment.  Infrastructure is central in achieving the goal of digital inclusion, enabling universal, sustainable, ubiquitous and affordable access to ICTs by all, taking into account relevant solutions already in place in developing countries and countries with economies in transition, to provide sustainable connectivity and access to remote and marginalized areas at national and regional levels.  {GAP C2 9 and TAIS 9, 14,18}. Activities under Programme 2 will focus on applied research and the transfer of technological knowledge to

developing countries and countries with  economies in transition related to planning, building, operating,

upgrading, managing and maintaining  the  information and communication infrastructure. The  activities  associated with the planning of  information and communication infrastructure  within this Programme 2 will incorporate traffic and demand forecasting, network management, spectrum management and radio monitoring, interconnectivity, interoperability, network security {C5 12h and TAIS 96} and Quality of Service standards for wireline and wireless networks, terrestrial mobile communications and broadcasting.

This Programme, during its implementation, should take into consideration the relevant conclusions 

(Article 22 of the ITU Constitution: resolutions and recommendations, decisions and reports)

adopted by the World Telecommunication Development Conference (Doha, 2006). 

It is proposed to give priority to the following technology-related domains:

1) In ITU the term "telecommunication" includes sound and television broadcasting.

1.1 Spectrum management and radio monitoring

It is proposed that efforts be continued to strengthen administrations' national regulatory bodies in

the fields of frequency planning and assignment, spectrum management and radio monitoring.Taking into account the different needs of the ITU membership, two different levels of automated

spectrum management systems (SMS) have been  identified:

1.1.1 Enhanced basic system designed to operate on:

a) a single computer or number of separate standalone PCs;

b) a computer network equipped with dynamic management and a higher degree of calculation

accuracy based on digital terrain modules (DTM) withnumber of frequency assignmentsnot exceeding 100 000.

The enhanced basic system would require extensive training and qualified professional

staff.

1.1.2 Advanced system, only worthwhile when the number of frequency assignments exceeds

 100 000, applying full automation and the very latest procedures and propagation prediction

models in a full-scale computer network. Such a system requires substantial initial investment and

an impressive operational budget for a large group of highly qualified and experienced specialists to

operate it. Advanced SMS systems are offered by number of specialized companies.

The Basic SMS and Extended SMS were developed under the brand name  “Spectrum Management System for Developing Countries” (SMS4DC) within   Programme 2 of Istanbul Plan of Action by the ITU-D. The concept and specifications of SMS4DC were elaborated and gradually agreed by voluntary groups of experts from ITU membership, ITU-R and ITU-D, resulting from an exemplary teamwork. This system is intended to assist Administrations from the developing world to better plan, allocate and use their radio spectrum as well as to facilitate frequency spectrum related information to be communicated by extensive use of PCs to/from the Radiocommunication Bureau of ITU in a user-friendly manner. 

The frequency spectrum is recognized as a "scarce resource" and indeed the SMS4DC will assist ITU Members in coordinating and allocating  frequencies with the goal of facilitating ubiquitous and affordable access {GAP C6 13q and TAIS 96}

SMS4DC shall be produced in ITU official languages as needed and  technical assistance and appropriate training activities shall be provided 

It is proposed that ITU shall continue to be entirely responsible for maintaining up to date/ developing further the SMS4DC software, its instruction manuals and the DVD for personalized training on it as specified, and that ITU shall be the exclusive owner of intellectual property rights, all source codes included. Towards this end, ITU should ensure availability of competent expertise, preferably amongst its professional staff and provide experts for related initial training and follow-up activities at regional, sub-regional and national level.

It is further proposed that ITU should enter in/ update its formal partnership agreement with the World Bank whereby the later might sponsor/provide resources for: purchase of portable PC’s and other equipment to be loaded with SMS4DC software and handed over by ITU to the Regulators from LDC’s and countries with economies in transition; fellowships for relevant initial and follow-up training regional/sub-regional activities taking due account of the ITU languages in use; SMS4DC training experts at no cost to ITU at mutually agreed and planned training activities; other contributions to the said training activities as need arises on agreed timely manner, and last but not least, contributions for translation of the SMS4DC’s software, instruction manuals and DVD for interactive personalized training (as produced by ITU) to other ITU language/s on agreed basis. It is expected that the SMS4DC will pave the way for later use of Advanced Spectrum Management Systems offered by specialized companies as soon as the threshold of hundred thousand frequency assignments be reached.In summary the establishment of an efficient spectrum regulator, properly equipped  with adequate facilities forfrequency planning, spectrum management and radio monitoring, will continue to be a high priority for Least Developing Countries, countries with economies in transition and for developing countries.

1.2 Broadcasting

Digitization has lead to accelerated convergence of broadcasting, mass media, telecommunications and information and communication technology. Furthermore, digitization is completely transforming the sound and television

broadcasting sector, whereby the competition has become a norm Radio and TV programmes are carried out to the viewer/listener not only as usual on the airwaves, but also by the Community Antenna TV (CATV), satellite, wireline telecom service, Internet, and by the last generation mobile phones. Large screen digital imageries and standard TV flat panel displays are available on the market with price more and more affordable to users while cathode ray tube receivers are gradually disappearing. Part of the flat panel displays together with digital large screen imageries reproduce High Definition TV(HDTV) signal with outstanding quality and the DVD manufacturing industry is planning to market high definition DVD players and digital video disks at large scale.

In order to maximize the opportunities offered by digitization, broadcasters will:

have to adopt leaner and responsive management structures; optimize plans and invest wisely in digital

equipment, contribution/distribution networks and facilities; webcasting;   be trained in modern management techniques, new technologies and

innovative services/applications by using part of the the powerful digital platform of the broadcasting signal; and, last but not least, adapt to the challenges of the regulatory, business and competitive environment. 

More that two-third of the ITU membership will participate in the Regional Radiocommunication Conference in 15 May-16 June 2006 (RRC06) to adopt Final Acts for planning of terrestrial digital broadcasting services in parts of Region 1 and 3 in the frequency bands 174-230 MHz and 470-862 MHz and this Programme should provide relevant follow-up actions in due course.

In coordination with the programmes on [Regulatory Reform, E-Strategies and ICT-enabled E-Services/Applications, Economics and Finance

including Costs and Tariffs, and Human Capacity Building], this Programme will impart information to broadcasters and service providers related to the digital conversion aspects, migration/transition to and use of digital technology. Furthermore, this programme will offer assistance in frequency and coverage planning, with focus on the RRC-06 follow-up,expert advice on the development of business network models and organizational restructuring and expertise in the area of digital broadcasting technology deployment. Although digital broadcasting is growing in importance, analogue  broadcasting, particularly

community radio broadcasting, will continue to be of importance to isolated rural areas in

developing countries. For the reasons above, it is proposed to give high priority to sound and television broadcasting within this Programme {TAIS 9, 14}.

1.3 Network planning

The selection of new technology hinges on projected needs and consequent network development planning. In developing countries, the needs may be substantially different in urban and rural areas. Even when ICT-based development is planned, such differences may persist in urban and rural areas, and within urban areas. Accordingly, the infrastructure and technology requirements will differ. Thus, no single technology can meet all traffic, market and operational requirements. There will be no clear-cut "optimum" technology but rather a number of technologies with different characteristics. In choosing technologies for a new or existing telecommunication network, a very wide range of factors need to be considered, which makes the planning process rather controversial and sometimes risky. Apart from backbone network (optical fibre, coaxial cable, power line communication, microwave, satellite, etc.), the most difficult component of the network to build, and the least cost-effective to maintain, has proved to

be the local access network. Access to both markets and government services is increasingly dependent on the availability of telecommunication services. Thus, inequitable access to such services leads to a new form of social discrimination. Members of society who do not have access to information are at a clear disadvantage in relation to those who do, and this divide is ever widening, with the latter group appropriating the benefits of the information society. Access to telecommunication services promotes and facilitates development and integrates the population in the modern world, a feature of which is now the use of information and communication technologies.

The first step towards providing such access is to increase the penetration of telecommunication services. A prerequisite for the expansion of telecommunication services in the developing countries is the existence of an adequate infrastructure, capable of transporting basic telecommunication services, primarily fixed telephony, but also more advanced services such as broadband. One of the main problems facing the developing countries is precisely the lack of access to broadband services and low teledensity.

The natural path towards the establishment of broadband networks is adaptation of local telephone cable networks and cable television networks, to integrate then and make them capable of transporting broadband. The benefits derived from the provision of additional services such as telephony and Internet access over cable television networks include: i) increased teledensity; ii) expansion of the infrastructure for the provision of broadband telecommunication services; and iii) competition in the basic telephone service.

Today, this is not only technically feasible, but also essential in order to safeguard and promote the process of free competition, as well as for achieving healthy economic growth of the industry and maximizing access to the telecommunication infrastructure.

Indeed this is just one more technology allowing the provision of broadband services; nevertheless, the comparative advantages of cable networks, such as bandwidth and geographical coverage, make them an optimized attractive means of achieving that objective. CITEL group of ITU Member Countries has affirmed that cable (wireline) integrated broadband telecommunication networks offer solution for providing not only broadcasting services like television and sound transmission, but also basic and advanced services such as telephony, Internet access and broadband services in virtue of their geographical coverage and network capacity.

The sheer cost of investment and engineering efforts required to build and maintain copper-based networks has made high penetration rates for basic telephone service

available only to the industrialized part of the world. In contrast, wireless access may be of lower cost, is more flexible to design and faster to develop. Wireline infrastructure requires larger up-front investment, which is exposed to uncertainty in demand, and is over-provisioned. In wireless the incremental investment, closely tracking subcarrier demand, results in faster payback and reduces financial exposure to over-provisioning. Technology selection must take into account not only acquisition cost/service factors, but a wide range of other considerations as well. The rural population will need to be connected to the Information Society. Choosing efficient and cost-effective technology in wired and wireless fixed networks will improve accessibility. The technology shall be of low cost, easy to maintain and adapted to the local environment. Satellite systems have large footprint coverage coupled with orbital and radio spectrum limitations.

It is worth noting that low-cost VSAT and GMPCS systems may effectively interconnect the rural population in remote areas to modern telecommunication services at affordable cost. The architecture of the information and communication infrastructure  is  changing to accommodate the requirements of a growing number of ICT- enabled services/applications (broadband, IP, mobile, multimedia, streaming, multicasting, etc.) and evolving to Next Generation Networks (NGN). New-generation technology is being introduced in the networks, speeding up the convergence process, obliging planners to apply different specialized up-to-date planning tools. Hence the strong need for assistance to the network planner within this Programme. Particular attention will be focused on network planning methods suitable for developing countries' needs. Network planning is a critical issue to network  operators and network services providers  in a time of globalization and intense competition. Current telecommunication market requires flexible and adaptive network planning methodologies for evolving network architectures to NGN. Practical guidelines, readily and easily applicable, should continue be provided to be of use to operators and decision makers.  Moreover, there will be a need of powerful software tools to assist operators in developing their networks. Therefore, NGN network planning software issues should be studied during the next four years cycle {TAIS 89, 54}. The   ITU shall continue entering in formal partnership agreements with outside partners, positioned to provide the Union with appropriate planning tools suitable

for  specific network planning requests. Network performance/quality of service should be optimized using network elements in accordance with relevant ITU Recommendations and/or other technical standards. In order to contribute to bridging the digital divide, the following measures will be necessary:

a) designing and deploying digital networks at increased pace,  including roll-out of optical-fibre cables, power line communications and wireless connections, and establishing satellite earth stations {GAP C2 9f};

b) increasing the availability of digital  technology;

c) facilitating the design,  production and     availability  of digital terminal equipment {GAP C2 9f and TAIS 50e};

d) enhancing technical skills and management know-how;

e) providing training on traffic management and alternative routing systems;

f) promoting digitization of analogue networks and applying  affordable technologies to facilitate people’s access to ICT, thereby also improving quality of service {GAP C2 9g};

g) fostering international and regional  cooperation on measures ensuring network security {GAP C11} .

h) encouraging research on Information Society, extensive networking, interoperability of ICT infrastructure, tools and services/applications to facilitate accessibility of ICTs for all (GAP C2 9g)

i) optimizing connectivity among major information networks via regional ICT backbones to reduce interconnection costs and optimize the routing of traffic { GAP C2 9j}

1.4 Mobile terrestrial communications

Mobile communications tended to be developed and implemented at the national or regional level, with little thought for global interconnection. The result is a wide range of technical standards which use many parts of the radio-frequency spectrum - analogue and digital cellular phones with growing number of applications, pagers, cordless telephones, i-pods, mobile data systems, wireless local area networks and the new breed of satellite-based mobile telephones, to name just a few. Incumbent mobile operators do not want to

have to discard their entire existing infrastructure; rather, they still prefer a new system, which can coexist and interoperate with the present one and act as an adjunct to it. Therefore, because of both the explosive growth of second-generation mobile systems, network development and migration to third-generation networks (IMT-2000) and beyond, high priority will be accorded to mobile communications within this Programme. Information will be also provided on mobile systems operating below 600 MHz, which are of particular interest to some developing countries {GAP C2 and TAIS 9, 18.

1.5 Innovative services/applications networks

The societal applications and value-added services should be deployed on optimized networks open to future evolution and they also should be implanted and used within a modern enabling regulatory environment. The application of technological solutions can boost progress and efficiency of other sectors concerned (agriculture, education, employment, environment, government, health, science, etc.).

In order to contribute to the goal of digital inclusion , this  Programme 2 shall focus on development of national and international broadband telecommunication networks, known as information and communication infrastructure, including satellite and many other systems, to help in providing the capacity to match the needs of countries and their citizens and for the delivery of new ICT-enabled E-services/ applications {GAP C2 9d and TAIS 14, 23d} to be dealt with in Programme 3 “E-srategies and ICT-enabled E-Services and Applications”.

2 Tasks

2.1 Creation of guidelines and tools and guidelines

In close cooperation with the ITU-D sector members and ITU Member States, within the framework of Study Groups, develop professional contributions, reports, manuals, and create or recommend use of appropriate planning tools for both the frequency spectrum planning and the telecommunication network planning and operation. These products will be used by ITU Members themselves or with the assistance of the BDT in order to develop their own national solutions.

2.2 Creation of training material 

From guidelines, reports and tools developed, draw high level long-term professional technology-oriented training material and guidelines targeting those planning, deploying, operating and managing the frequency spectrum as well as the broadcasting and telecommunication networks to be used for training by ITU professionals, ITU experts, universities, institutes, schools, colleges etc. This should be done in close collaboration with Programme 5 “Human capacity Building”.
2.3 Assistance to ITU membership

Upon formal request and within available budgetary appropriations it may include:
a) Contribute to the development of technical projects aiming at improving telecommunication development and access and facilitate implementation of projects

b) Provide assistance in project definition, its concept, management and implementation.

c) Provide expert advice on establishing project requirements and propose appropriate

technology solutions to meet the objectives.

d) Advise on design of telecommunication network aspects of ICT-enabled E-services/applications projects (GAP C4 11f). e) Provide expert advice and consultation on network engineering and dimensioning, on numbering and, in particular, on spectrum monitoring and frequency management.

f) Provide technical assistance in facilitating the upgrade of telecommunication networksand in the transition from circuit-switched to Next Generation Networks (NGN) , as well as on the migration to broadband Internet using Digital Subscriber Loop (DSL) technology and other access  technologies for broadband telecommunications.

g) Provide expert advice and consultation on digital conversion, digital technology

deployment and frequency/coverage planning in the broadcasting domain, with priority on planning of the digital terrestrial broadcasting service.

h) Assist in setting customer access principles (numbering plan, number portability, carrier

prefixes, etc.).

i) Provide technical assistance to support network operation and maintenance.

j) Assist in setting Quality of Service targets.

j) Provide expert advice and consultation on mobile network development, with particular

emphasis on the migration from second-generation to third-generation mobile systems andbeyond.

k) Study and implement the necessary means to support the New Partnership for Africa's

Development (NEPAD).

2.4 Information sharing

This Programme will share the information related to the actions undertaken or in view, but also build knowledge base as follows:

a) Continue to hold symposia, seminars or workshops in the domains of broadcasting and

telecommunications to raise the technology know-how level in developing countries.

b) Provide information of a technical nature about telecommunication networks to the private sector and the broader investment community.

c) Disseminate, wherever possible, case study information related to new technologies

suitable to be applied for the needs of developing countries.

2.5 Handling of special needs

Special attention shall be focused on:

a) assisting countries with broadcasting/telecommunication infrastructure destroyed by

unexpected events;

b) promoting the deployment of new technologies with enhanced involvement of women, youth and indigenous people.

2.6 Cooperation within ITU

To strengthen cooperation within ITU, including:

a) Provide relevant inputs developed through this Programme to ITU-D Study Group 2 for consideration;

b) participate in the activities undertaken by other bodies within ITU, in particularrelevant Study groups managed by ITU-R and ITU-T; and 

c) Exchange information and cooperation throughout ITU (BR, TSB and the General

Secretariat), the ITU regional offices, regional centres of excellence and other ITU-D

Programmes and Activities in order to utilize all available technical resources within ITU, and provide relevant expertise and resources as needed throughout ITU.

2.7 Partnerships

a) Under the coordination of the “Partnership and Promotion” Activity, enter into formal partnerships designed to facilitate efficient implementation of  activities under this

Programme, by securing funding from funding agencies, international financial

institutions such as the World Bank and other relevant partners, and soliciting inputs from ITU-D Sector Members and other relevant partners to facilitate the activities, especially in the creation of tools, training material and guidelines.

b) Provide consultancy support on engineering matters, liaise and work with the United

Nations and/or relevant UN specialized agencies as well as other stakeholders.

2.8 Resolutions and recommendations relevant to this Programme

{Doha 2006}
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