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Background on Uganda - lecation




Economic indicators

Population — 30 millien

Sufface Area — 241,000/ s@. km

GDP! per capitas - US$H 230
Economic Grewih (1995-2008) — 6%
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Cyber laws formulation process

FormU
Cyber

SEVEId

ation; eff cyker laws initiatediin: 2003

aws drafted by National Fask Eerce comprising
stakeholdersiled by Uganda: Law: Reform

Commission that included

x Ministries eff Justice, Trade and lindustry, Water, Lands; &
Envirenment, Ministry: ofi Einance

Ministry: of Werks Housing| & Communications,, new: MIRIStry.
off IICT:

Uganda Communications Commission
Uganda Law: Seciety, Natienal Bureau of Standarads

Bank oft Uganda, Uganda Investment Authority, Makerere
University, Uganda Insurance Commission| etc

Drafit went threugh public consultation
Benchmarking with other countries undertaken




OVerview: of Propoesead Cyer Iaws




Cyber Security legal framework

Legal firamework ConsISts) ol Srnain
|aWVS:

Electronic Tiransactions; Bill, 2003
Computer Misuse: Bill, 2003
Electronic Signatures bill;, 2003
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The Electronic Transactions Bill

Fhe Billfcreates a light: handed regulatery regime
Ior electronic transactions.

It facllitates) the development: of e-comimerce. in
Ugandarhy breadly remoeving existing) legal

IMmpediments that may: prevent: a persen fiirom
transacting electrenically hecause: of a lacunain
the traditieonailflaws;

it Makes provision fier functionaleguivalence,
US| PaREr: transactions and electronic
transactions are treated' equally’ befere the Jaw
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Electronic Transactions Bill contd

EStalblishes rules; that validater and recognises
contracts formed threugh electienic means

Sets default rules for contract formation and

governance ofi electronic contract performance

Defines the characteristics, of a valid electronic
WiHting and an erginaldecument

Supperts the admissien off computer evidence
N courts and arpbitration; proceedings




The Electronic Signatures Bill

TThe Billimakes provision for the: Use of
electronic signatures; Nl erader te; ensure: thai
iransactions ane carried Ut IRl a secure
envirenment.

It estalblishies a public key infiastructure for
authenticity, anadl securty ol decuments

Recognises the different signature: creating
technelogies

Provides effective administrative structures e.g.
establishment ofi Certification Authorities




The Computer Misuse Bill

he Bill takes cognisance: of the fact that all
compUter operations are: susceptible to
computer climes and eur cuient legal system
dees not recognise computer crmes thus, the
Impertance of a legisliation te) previde for
COMPULEr CrHIMES.

|t creates severall computer misuse: offences

€.0. Unauthorsed mogdification: ol Computer;
maternal

lays; down mechanisms for Investigation anad
presecution ofi the offences.




Status ofi the preoposed cyber laws

The bills already appreved by caninet

Currently: Under consideration 1y
Parliament

EXpected te e approved by Parlianent
Py end e 2009
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Harmonisation of cyber laws In
East African Region

ONEEING Precess e harmenISe cyher laws in the 5 E A countiies
under EAC

Being undertaken By Tlask Eerce consisting ofi 4 memers from
each counitny.

Laws: ter be harmoeniseaiin 2 pRases;

m Phase 1: Electrenic Tiransactions, Electronic Signatures; and
Authentications, Data Protection and Prvacy, Censumer Protection and
Computer Crime

s Phase 2: Intellectual Property Rights, Domain Names, Tfaxatieon and
Ereedom of Infermation
several regional meetings held; legal framework expected to
e adepted by relevant organs off EAC and Partner States
expected te enact the cyber laws by 2010




Status off eyber laws in E Africa

Electronit [ Consumer | Pravacy: [ Cylker | Online: | Digitals | Elecir | Online
C Protacifon Crme’ [ ContentFCopyriel | Gnic DIspie
SIgnRaLue REgUIaut i Cenue | Respliiie
o (WIPO |cting [n
[reeiny
19986

Bl None | None | None No

Kenya Draft | Draft | None [ Signat
01

RWandel Draft | Draft | None No

Tanzani None | None | None No
A4

Ugeanda None |[Draft [ None |No

Source: Report of 2nd EAC Task
Force Meeting




Challenges In counterng cyher crime

Lack: Off awareness by USers, law: enfercement
efficials and policy makers onl the adverse IImpact
O Cyer clime and measures 1o safeguand against
CY/Er Crime

Lenguhy pProcess fior putting i place necessary/
egisiation

Rapid chianges'in technelegy hence requirng mere
sophisticated teols to) comdat Cyner crHime

Limited use' of Internet and low: bandwidith
avallability: which discourage use due to spam ete.




National Infermation Security
Working Group

Uganda IS i precess ofi establisnment of Information
Secunty Woerking Group: under Ministiy/ of ICT with the
fellewing| key: TeRS amoengl others:

Peveleping guidelines for Computers SECUNty
EmeErgency: REsponse: leams

Coordinating Cemputer securty, Incident response

Collaboeratien With natienal, regionalland intermational
partners inrinfermation SEcCUrLy,

Conducting regular seminars, conferences, and
Workshoeps for lecal and central government




Composition of Working Group

Ministry of ICT

Ministry of Finance, Planning & Econ. Development
Ministry of Internal Affairs

Ministry of Foreign Affairs

External Security Organisation

Internal Security Organisation
Uganda Police

Directorate of Public Prosecution
Judiciary

Uganda Communications Commission
Makerere University




Proposed East Afirican CERTS

At the recent EARPTO Congress the 5 E A coeuntries
agreed te set up Natienal CERTS WheSe: miandate
Includes:
Moenitering' cynersecurty’ incidents and respend
apprepriately
GIving| recommendatiens;, advice and guidelines; for
IMProvement eiff Cy/ErSECUity,

DIsseminatuien Infermation; 6n management of
Cylersecurity incidents

Collaberation With Service previders, Security and
International organisatiens on cylkersecurity: matters




Concluding remarks

Need tersensitize policy: makers; network
PPErators and individuals: en the matters
elatedl to; CyEer securty and 1 particular
enceurage all countres; te put 1R place rekust
legall firameworks 1o comiat CynEer SecUrity,
ihreats.

Because: of the berderless nature of
cylerspace, International coeperationis crucial
N ensuring a safie online envirenment.




Fhanks yeurfor yourattention!

EEm Al eSO a@IcE Corg
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