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The goal of digital preservation is to maintain the  ability to display, retrieve, and 
use digital collections in the face of rapidly chan ging technological and 
organizational infrastructures and elements. 
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•Refers to the document or paper trail 
showing the seizure, custody, 
control, transfer, analysis, and disposition 
of physical and electronic evidence .

•For evidence to be used in court to convict 
persons of crimes, it must be
handled in an intensively careful manner 

to avoid later allegations of 
tampering or misconduct which can 
compromise the case of
the prosecution toward acquittal.
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•Images Drives up to 5.5 GB per minutes

•Stores entire images in single ISO file 
(DD type files)

•Hashing (MD5) to ease forensic validation
Of the data

•Use specific converter to work with 
Image laptop drives or SATA drives 

The Main benefit of Using Hardware Duplication Device is that ItThe Main benefit of Using Hardware Duplication Device is that It Cuts your Imaging TimeCuts your Imaging Time
In HalfIn Half
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Write Blocker

Forensic Workstation with Write Blocker Built-in

•Image a wide range of Harddisk Storage

•Use any imaging software like DD, Encase, FTK

•Use any Hashing algorithms you require

The main benefit of Using Forensic Workstation is flexibilityThe main benefit of Using Forensic Workstation is flexibility

�������	�
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•Use any imaging software like DD, FTK imager

•Use any Hashing algorithms you required

•Use other forensic tools for fast investigation

•One of the best open source CDs to do these functions is Helix

•You do not need to open the digital evidence and 
remove the harddisk
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•Use any imaging software like DD, FTK imager

•Use any Hashing algorithms you required

•Use NetCat to transfer the Image from the 
evidence to the Forensic System

•You do not need to open the digital evidence and 
remove the harddisk
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How OS accesses Flash File Systems

-In Case of Hard disk the OS accesses the 
hard disk through File system Driver “FSD”.
The FSD issues Commands to the hard 
disk for ATA command to read sector
or logical block address.

-A USB flash disk presents itself to the OS 
as disk storage, then the FSD commands
are channeled to the USB through 
the USB flash Disk, the USB flash controller
interprets the access commands 
in flash memory. 

-The LBA and ATA commands will 
not be the same as the physical address
in a flash chip.  The information for mapping 
an LBA to a Physical location is stored in the flas h
Memory.
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Tools used for Flash Memory acquisition

-DD Command

-Encase

-FTK imager

-Sleuth kit & Autopsy
(Open Source forensic tools)

Notes: Write blocker must used when
Imaging flash memory
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• Modern PDAs are hybrid devices integrating 
wireless, Bluetooth, infrared, WiFi, mobile 
phone, camera, global positioning system,
basic computing capabilities, Internet etc.

• Investigating crimes involving PDAs are 
more challenging than those involving normal 
computers. This is mainly because these 
devices are more compact, battery operated 
and store data in volatile memory. A PDA is 
never really turned off as long as it has 
sufficient battery power. Evidence residing in 
PDA is highly volatile in nature.
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Forensic tools acquire data from a PDA device in one of two ways: 

Physical acquisitionPhysical acquisition implies a bit-by-bit copy of an entire physical store 
(e.g., a disk drive or RAM chip).

logical acquisitionlogical acquisition implies a bit-by-bit copy of logical storage objects 
(e.g. directories and files).

physical acquisitionphysical acquisition is preferable, since it allows any data remnants present
(e.g., unallocated RAM or unused file system space) to be examined.

Some Tools Used in PDA Acquisition and Analysis:
•EnCase
•PDA Seizure
•Paraben for PDA
•POSE
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• Mobile phone forensics is the science of recovering digital 
evidence from a mobile phone under forensically sound 
conditions using accepted methods.

• Mobile Phone forensics includes the analysis of both 
SIMM and Phone Memory … each requires a separate 
procedure.

• Information Stored in Mobile Phone

-Phone numbers and Addresses
-Photo, Video, and Voice Records
-SMS, MMS Messages and Emails
-Notes
-Meting Schedule and Tasks
-Call Log



��

������
��*
+)�����
�0 2
3������
��

Some Tools Used in Mobile Phone Acquisition and 
Analysis:

-Oxygen 
-Paraben
-Cell Seizure
-MOBILEedit!
-OPM
-TULP2G
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•Digital Evidence and Computer Crime-Forensic Science
(Eoghan Casey)

•Electronic Crime Scene Investigation
(US Department Of Justice)
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