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CERT/CC Beginning
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Purpose of CERT

CERT exists to ensure that appropriate technology,
systems development, practices, and supporting
infrastructures are used to resist, recognize and
recover from attacks on networked systems, to limit
damage, and to ensure continuity of critical services
In the presence of attacks, accidents and failures.

Work with National CSIRTs to create capability and
services that are of benefit to their constituency.

Provide training and develop methods for advanced
technical analysis for Industry, Academia, Law
Enforcement, etc...
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Internet Security

Spyware
SPAM

Botnets
Phishing
Trojan horse
Etc...
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Technology & People

Internet security is a social problem

« People compromise technology
— Research & improve technology (e.g., people)

« People compromise people
— Educate & improve people

The common thread is “people compromising...”

« Attribution, law enforcement
 International cooperation

« National CSIRT position / influence / coordination
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“CSIRTs with National Responsibility”

Generally speaking*, these are teams with
e government recognition; explicit or de facto

« broad responsibility for providing CSIRT services to constituencies that
might include

— critical infrastructure

— government

— system and network administrators
— general public

— other CSIRT teams in the country/economy with more specific
constituencies

*there is no globally accepted definition of what a “national CSIRT” is or
how it is recognized.
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National CSIRTs Around the World

INSTRUCTIONS

Hover over each point to see information about
that organization.

Click on the point to visit that organization's
web site. The link will open in the background.

To see contact information for all organizations:
http:/fwww cert org/csirts/national/contact html

https://www.cert.org/csirts/national/contact.html
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National CSIRT Services

Technical

« Coordination

« Alerting Services

« Technical Publications
« Incident Analysis

« Vulnerability Analysis
« Artifact Analysis

« Forensic Analysis

« Training
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Non-Technical

« Alerting Services
« User focused publications

« General Security and
Computing Information
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Communication via a Process
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Principles of Information Release

 Strive for accuracy
 Validate/verify information
« Rate information for probability of accuracy

« Work to determine the limit for release of unverified
Information or speculation

« |dentify the level of confidence in information

« Protect sources appropriately, but ensure information is
appropriately attributed

« Coordinate with all affected to ensure information is
released appropriately
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Dissemination Capabilities

« Web site (public or private)

 Electronic mailing lists

« Recorded telephone message lines

« Conference calls with key partners/constituents
 News media

« Service providers/Vendors

« SMS and other mobile communications
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Key Partners/Info Sources for
National CSIRT Teams

« peer CSIRT teams

« other CSIRT teams within the country
« government

« law enforcement

« Intelligence agencies

« major and minor ISPs

« software vendors

« hardware vendors

e anti-virus community

* Internet experts

« academia

 Information distribution partners
e 0Open sources

o critical infrastructure providers
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Building Trust: Principles

 provide valued services
— proactive as well as reactive

« ensure confidentiality and impartiality

— we do not identify victims but can pass information anonymously and
describe activity without attribution

— unbiased source of trusted information

 coordinate with other organisations and experts
— academic, government, corporate

— distributed model for incident response teams (coordination and
cooperation, not control)
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Contacts

« CERT/CC Contacts
— hundreds of relationships

o 700+ hardware and software contacts

o Security and technology experts

o hundreds of government employees
o ISPs/telecom providers

o other organizational and National CSIRTs

— contacts verified by out-of-band procedures \\

— use cryptographically secure
communications
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Raising Awareness and Outreach

Regularly attend, present and participate in conferences,

iIncluding

—FIRST
—IETF
—RSA
—NANOG
—USENIX
o LISA
o Security Symposium

o Technical Conference
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www.first.org
www.ietf.org
www.rsaconference.com
Www.Nnanog.org

WWW.usenix.org
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Virtual Training Environment (VTE)

A library of information assurance and computer
forensics best practices.

« contains more than 400 hours of multimedia-based
Instruction

 targeted at system administrators and computer incident
first responders

Two access modes

« Library — publicly / premium* content
« Training — requires fee for use

*access to labs for registered users
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The VTE ‘Power Curve’

4 READIT HEAR IT

* Documents * Lecture modules

» White papers
* Technical briefs

Mastery

Content Richness
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VTE - Visual Overview

CE RT Virtual Training Environment

Home | Library | Training | About VTE | Get Access | Help

The CERT Virtual Training Environment (VTE) - A revolutionary resource for information
assurance, incident response and computer forensic training, with over 400 hours of
material available. VTE blends the best of classroom instruction and self-paced online
training, delivering training courses, anytime access to answers, and hands-on training labs
all through a standard Web browser.

VTE is produced by the CERT® program of the Software Engineering Institute at Carnegie
Mellon University.

Much of the VTE material is available for FREE in the WVTE Public Library. Access to the
VTE Premium Library and fraining courses requires an account.

Members of the DoD may request free VTE accounts under a sponsorship agreement with

DISA for DoD D 8570 1@ compliance training. Learn more about this program or request an
account now.

Mot covered by a sponsorship agreement? You can still use the free VTE Public Library
learn more about VTE, then sign up for a trial account.

Interested in leaming more? Follow the instructions below.

Current & Users Public
First make sure your computer is zet up for Learn more about VTE and how it can help you support skill development and compliance

Access FREE computer security and
VTE, then leg in to begin training: training inttiatives in information security, computer forensics, and incident response:

forensics training in the WTE Library.

& ACCEess your current courses # See the materials in the WTE Public Litrary and decide if they are useful to your #« 200+ hours of lectures and demos
# Loginto access VTE Library organization from CERT
Premium Content -

Request a trial account for WTE Premium Access to experience hands-on labs for
& V/TE readiness Browser Check yourself.

» No registration reguired!

# Review VTE public and private courses 2 rress the MTE L
# Coentact CERT to develop a training and skill development program for vour
organization
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VTE - Visual Overview
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Secure Coding Training

Secure Coding

Targeted at enhancing developer [ECadCs
skills and capabilities. R

Secure Coding in C and C++
« Addison-Wesley book
Training courses

« Direct offerings
« Partnered with industry
« University course offerings

Secure string and integer library development

Secure coding web pages
http://www.cert.org/secure-coding/

'Robert C. Seacord
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Conclusions

« National CSIRTs provide a conduit for communications
and coordination

« Partnerships are needed for successful response and
prevention of incidents

« Help establish trusted relationships with vendors,
government and academia

« Established principles to handle information in a
trustworthy manner

« Provide technical expertise in various areas
 Industry and Private sector CSIRTs are necessary
« Value added analysis and services
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Document Resources

Handbook for Computer Security Incident Response Teams (CSIRTS)
http://www.cert.org/archive/pdf/csirt-handbook.pdf

Steps for Creating National CSIRTs
http://www.cert.org/archive/pdf/National CSIRTs.pdf

Action List for Developing a Computer Security Incident Response Team (CSIRT)
http://www.cert.org/csirts/action_list.html

Creating a Computer Security Incident Response Team: A Process for Getting
Started

http://www.cert.org/csirts/Creating-A-CSIRT .html

CSIRT Services
http://www.cert.org/csirts/services.html

More available at; http://www.cert.org/csirts
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For more information...

National CSIRT contact list:
http://www.cert.org/csirts/national/contact.html

http://www.cert.org/csirts/national/

CSIRT and Technical Training:
http://www.cert.org/csirts/
http://vte.cert.org
http://www.cert.org/secure-coding/

CERT/CC:
http://www.cert.orq
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