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Presentation Outline

The need for a global solution
What is the Global Cybersecurity 
Agenda (GCA)
How will the GCA work 
Conclusion 
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The Global Nature of Threats

Constant evolution of the nature 
of cyberthreats
Low entry barriers and increasing 
sophistication of cybercrime
Loopholes in current legal 
frameworks
Vulnerabilities of software 
applications
Absence of appropriate 
organizational structures
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The Need for Global Strategies
Cyberthreats issues are global

Time, geography, location of 
victims are no longer barriers
Countries can not easily close their
borders to cyberthreats

Legal and technical measures at the national and regional 
level are necessary but not sufficient 

Attempts to try to solve these 
challenges at the national and 
regional level have proven insufficient
Cybercriminals are shifting their operations to countries 
where appropriate and enforceable laws are not yet in place.

Understanding what cybersecurity means to all 
The value of critical resources and assets such as data vary 
from country to country
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ITU Secretary-General has identified cybersecurity as one 
of the top priorities

ITU was entrusted to take the lead as sole facilitator for 
Action Line C5, “Building confidence and security in the use 
of information and communication technologies (ICTs)” at 
the second phase of the WSIS in Tunis in 2005.

ITU membership has been calling 
for a greater role to be played by 
ITU in matters relating to cybersecurity 
through various Resolutions, Decisions, 
Programmes and Recommendations.

ITU as a Forum for International 
Cooperation in Cybersecurity 
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The Global Cybersecurity Agenda

Launched in May 2007 by the 
ITU’s Secretary-General, Dr. 
Hamadoun Touré on World 
Telecommunication and 
Information Society Day
The Global Cybersecurity 
Agenda (GCA) is an ITU 
framework for international 
cooperation aimed at 
proposing strategies for 
solutions to enhance 
confidence and security in the 
use of ICTs

will build on existing national 
and regional initiatives
avoid duplication and 
encourage collaboration

17 May 2007, International 
Herald Tribune supplement

9 July 2007, UN Secretary-
General historic visit to ITU 

A Unique vision, a unique forum

http://www.itu.int/ibs/sg/200707unsg/links/B-20070706-1100-fl-extract.smi
http://www.itu.int/ibs/sg/200707unsg/links/B-20070706-1100-fl-extract.smi


7September 2007

The Global Cybersecurity Agenda 

The GCA is built upon
five strategic pillars:

Legal frameworks 
Technical measures
Organizational Structures
Capacity Building
International Cooperation
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An Agenda for Change, 
A Global Strategy

Setting Achievable Goals
Elaboration of strategies for:

1 … the development of a model cybercrime
legislation

2 … the creation of appropriate national and 
regional organizational structures and 
policies on cybercrime

3 … the establishment of security criteria and 
accreditation schemes for software 
applications and systems. 

4 … the creation of a global framework for 
watch, warning and incident response 

5 … the creation and endorsement of a generic 
and universal digital identity system

6 … the facilitation of human and institutional
capacity-building

7… international cooperation, dialogue and 
coordination

A Five-Part Platform
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High-Level Experts Group 
ITU’s Secretary-General will seek the advice of the High-Level Experts Group 
(HLEG) on strategies in all five work areas or pillars.

A global multi-stakeholder think-tank made up of high level experts
Its members of the HLEG will be nominated by the ITU Secretary-General.
Its work will be funded primarily through voluntary contributions (cash and 
in-kind)
Balance in the membership of HLEG, its members will be nominated as 
follows:

a Member States (10) –government  
representatives of countries from the five world 
regions

b Industry (20) – manufacturers, operators, 
service providers, software developers, security 
and other information technology firms

c International organizations (5)

d Academic and research 
institutions (5)

e Individual experts (5)
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Responsibilities of the 
High-Level Experts Group 

To further develop the Global Cybersecurity Agenda, by 
proposing refinements to its main goals
To analyze current developments in cybersecurity, including 
both threats and state-of-the-art solutions, anticipate 
emerging and future challenges and formulate proposals to 
the ITU Secretary-General
To meet to goals of the GCA
To provide guidance on possible long-term strategies and 
emerging trends in cybersecurity



11September 2007

Conclusion
Towards a global Cyberpeace…

The magnitude of this issue calls for a coordinated 
global response to ensure that there are no safe 
heavens for cybercriminals. 

ITU will act as a catalyst and facilitator for these 
partners to share experience and best practice, so as to 
step up efforts for a global response to cybercrime. 

In this way, working together, we can create a 
cyberspace that is somewhere safe for people to trade, 
learn and enjoy. 

Dr Hamadoun I. Touré

Cybersecurity issues are global and demand a global solution
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More information

The Global Cybersecurity Agenda web site 
itu.int/cybersecurity/gca/

ITU activities in Cybersecurity
itu.int/cybersecurity/

WSIS Action Line C5: Building confidence 
and security in the use of ICTs
itu.int/wsis/c5/

http://www.itu.int/cybersecurity/gca/
http://www.itu.int/cybersecurity/
http://www.itu.int/wsis/c5/
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International 
Telecommunication 

Union

Helping the World Communicate
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